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COUNTY OF SANTA CLARA, CALIFORNIA

REQUEST FOR PROPOSAL #PMO-90037-01
FOR

Professional Services for VMware Server Virtualization

Strategy and Implementation
12/21/2009
RFP DUE:

FRIDAY, JANUARY 15th, 2010 BY 3:00 p.m. PST
TO:

STUART CIANOS
Information Services PMO
2325 Enborg Lane, Suite 2H260

San Jose, CA 95128-2649
All Inquiries regarding this proposal:

CONTACT:  STUART CIANOS

Information Services PMO
(408) 885-5354
stuart.cianos@hhs.sccgov.org
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I.  INTRODUCTION
A.
PURPOSE OF THIS REQUEST FOR PROPOSALS

Santa Clara Valley Health and Hospital System (SCVHHS) is seeking a highly qualified consultant with significant, proven experience in the assessment, planning and build out of a comprehensive virtualization infrastructures for Valley Medical Center’s data center, utilizing VMware’s vSphere Version 4 (including vCenter, vMotion, and Site Recovery Manager).
As part of the planning and build-out, the selected consultant will work with SCVHHS to develop a virtualization management strategy founded on the needs of a large enterprise including the ability to delegate system administration authority for discrete systems, high reliability and uptime, and simplified management/deployment. Offeror’s proposed solution must work and comply with federal, state and county mandated compliance and regulatory directives.
Knowledge transfer will occur throughout all phases (assessment, planning, build and management), and shall include both written documentation and hands-on training. The selected service provider will be expected to work collaboratively with HHS IS staff.

This project will be under the direction of the Santa Clara Valley Health and Hospital Services, Information Services Department and will be coordinated through a project steering committee. 

B.
VISION
An enterprise-wide virtualization strategy and infrastructure will allow the Santa Clara Valley Health and Hospital System to continue to provide high quality, reliable computing services while reducing and/or eliminating the above challenges. By consolidating application servers and systems into a virtual infrastructure, utilization patterns may be optimized resulting in maximum return on investment for any given piece of hardware. The ability to dynamically provision services on demand ensures that we are able to continue to deliver excellent service and avoid supply chain constraints while bringing all the benefits of an internally-hosted cloud computing environment to our customer base.
C. BACKGROUND INFORMATION

Santa Clara Valley Health and Hospital System 
Santa Clara Valley Health and Hospital System (SCVHHS) is an acute care public teaching hospital affiliated with Stanford University Medical School.   SCVHHS provides healthcare to approximately 80,000 patients in the San Jose area. SCVHHS is comprised of a main campus with approximately forty (40) existing buildings and some off-site clinics. SCVHHS is an Integrated Delivery Network serving the healthcare needs of the citizens of Santa Clara County.
The County of Santa Clara operates Santa Clara Valley Health and Hospital System (SCVHHS) and Valley Health Plan (VHP). SCVHHS is comprised of:
1. Santa Clara Valley Medical Center (VMC) - An acute care public teaching hospital

2. Ambulatory Care Services

3. Community Health Outreach Services (ACHS) - outpatient school based children services and dental care.

4. Custody Health Services

5. Children’s Shelter
6. Public Health Department

7. Drug and Alcohol Outpatient Services

8. Mental Health Outpatient Services
Santa Clara Valley Medical Center (VMC)
VMC is affiliated with Stanford University Medical School and provides a full range of inpatient, emergency, rehabilitation, neonatal, intensive care, high-risk maternity care, psychiatry, pediatric intensive care, and burn intensive care services.  VMC is one of three designated trauma centers in the county and operates a comprehensive emergency room.  Outpatient services include both primary care and specialty clinics located at VMC and at satellite facilities throughout the county.  The Ambulatory outpatient services include both primary and specialty clinics located not only at VMC, but also at satellite facilities located throughout the County.
Information Services Department

 

The SCVHHS Information Services Department is responsible for all systems and applications planning, development and support within the SCVHHS.  Business units comprising I.S. are:

 

· Technical Services
· Financial and Ancillary Applications 

· Clinical Informatics

· Managed Care Systems 

· Mental Health / Alcohol and Drug Service Systems 

· Integration, Development and Support  (IDS) 

· Public Health Systems 

· IS Planning and Business Development
 
D. DEFINITION OF TERMINOLOGY

This section contains definitions that are used throughout this document, including appropriate abbreviations.

“County” means the County of Santa Clara

“Close of Business” means 5:00 PM Pacific Standard or Pacific Daylight Time, whichever is in effect on the date given.

“Contract” means an agreement for the procurement of items of tangible personal property or services.

“Contractor” means successful offeror who enters into a binding contract.

“Determination” means the written documentation of a decision of a procurement officer including findings of fact supporting a decision.  A determination becomes part of the procurement file to which it pertains.

“Desirable”—The terms “may,” “can,” “should,” “preferably,” or “prefers” identify a desirable or discretionary item or factor (as opposed to “mandatory”).

“Evaluation Committee” means a body appointed by the County management to perform the evaluation of offeror proposals.

“Evaluation Committee Report” means a report prepared by the Procurement Officer and the Evaluation Committee for submission to the Purchasing Agent for contract award that contains all written determinations resulting from the conduct of a procurement requiring the evaluation of competitive sealed proposals.

“Finalist” is defined as an offeror who meets all the mandatory specifications and whose score on evaluation factors is sufficiently high to qualify that offeror for further consideration by the Evaluation Committee.

 “Mandatory”—The terms “must,” “shall,” “will,” “is required,” identify a mandatory item or factor (as opposed to “desirable”).  Failure to meet a mandatory item or factor will result in the rejection of the offeror’s proposal.

“Offeror” is any person, corporation, or partnership who chooses to submit a proposal.

“Request for Proposals” or “RFP” means all documents, including those attached or incorporated by reference, used for soliciting proposals.

“Responsible Offeror” means an offeror who submits a responsive proposal and who has furnished, when required, information and data to prove that its financial resources, production, or service facilities, personnel, service reputation, and experience are adequate to make satisfactory delivery of the services or items of tangible personal property described in the proposal.

“Responsive Offeror” or “Responsive Proposal” means an offer or proposal that conforms in all material respects to the requirements set forth in the request for proposals.  Material respects of a request for proposals include, but are not limited to price, quality, quantity, or delivery requirements.

“Services” means maintenance, training, installation, technical support, site analysis, configuration analysis, and operational assistance of the base system.

II. CONDITIONS GOVERNING THE PROCUREMENT
This section of the RFP contains the schedule for the procurement and describes the major procurement events as well as the conditions governing the procurement.

A.
SEQUENCE OF EVENTS

SCVHHS will make every effort to adhere to the following schedule: 

	
	EVENT
	DATE

	1.
	RFP Release Date
	12/21/2009

	2.
	Pre-Proposal Conference 
	01/05/2010

	3.
	Deadline To Submit Written Questions
	01/07/2010

	4.
	Response to Written Questions
	01/11/2010

	5.
	Submission of Proposals
	01/15/2010

	6
	Proposal Prequalification
	01/22/2010

	7.
	Proposal Evaluation
	01/25/2010 through 01/29/2010

	8.
	Selection of Finalist Short List
	01/29/2010

	9.
	Oral Presentations
	02/08/2010 through 02/12/2010

	10.
	Selection of Finalist(s)
	02/15/2010

	11.
	Finalize Contract
	02/15/2010 through 02/26/2010

	12.
	Contract Award
	03/01/2010

	13.
	Commence Work
	03/01/2010


B.
EXPLANATION OF EVENTS

The following paragraphs describe the activities listed in the sequence of events shown in Section II, Paragraph A.

1. Issue of RFP
This RFP is being issued by the SCVHHS IS Department. Copies of this RFP including supporting documents may be obtained from RFP Depot’s web site at http://www.bidsync.com/.
2. Pre-Proposal Conference
A pre-proposal conference will be held on Tuesday 01/05/2010 beginning at 10:30am at 2325 Enborg Lane, 1st Floor Seminar Conference Room, San Jose, CA  95128-2659.  A conference line will also be available, the number is (866) 213-1863 and the access code: 1428925 . Potential Offerors are strongly encouraged to submit written questions in advance of the conference to Stuart Cianos (See Page 1 - Contact). The identity of the organization submitting the question(s) will not be revealed.  Additional written questions may be submitted at the conference.  All written questions received prior to the conference will be addressed orally at the conference, however oral responses are not binding until reduced to writing and posted at http://www.bidsync.com/.  A public log will be kept of the names of potential Offerors that attend the pre-proposal conference.

Attendance at the conference is highly recommended but is not a prerequisite for submission of a proposal. Potential Offerors are advised that only questions relevant to the RFP will be listed in the Addendum and posted on http://www.bidsync.com/. 

3. Deadline to Submit Additional Written Questions
Potential Offerors may submit additional written ques​tions as to the intent or clarity of this RFP until 5:00 P.M. PDT as indicated in Paragraph II.A.  All written ques​tions must be submitted to Stuart Cianos (See Page 1 - Contact) by e-mail with the questions contained in the body of the email or in an attached Microsoft Word 2003 document format. SCVHHS IS Department will not respond to questions submitted in any other manner or format.

Additional written requests for clarification of distributed answers and/or amendments must be received by Stuart Cianos no later than seven (7) days after the answers and/or amendments were posted on www.rfpdepot.com.

4. Response to Written Questions/RFP Amendments
Written responses to written questions and any RFP amendments will be listed on an Addendum which will be posted on http://www.bidsync.com/ on 01/11/2010. 

An Offeror may submit an amended proposal before the deadline for receipt of proposals.  Such amended proposals must be complete replacements for a previously submitted proposal and must be clearly identified as such in the transmittal letter.  The County personnel will not merge, collate, or assemble proposal materials.

Offerors will be allowed to withdraw their proposals at any time prior to the deadline for receipt of proposals.  

5. Submission of Proposal

ALL OFFEROR PROPOSALS MUST BE RECEIVED NO LATER THAN 3:00 P.M. PACIFIC STANDARD TIME ON 01/15/2010.  Proposals are to be received at the time and place specified (Page 1 – Contact).  All received proposals must be time stamped. 

Proposals must be sealed and labeled on the outside of the package to clearly indicate that they are in response to “RFP #PMO-90037-01 – Professional Services for VMware Server Virtualization Strategy and Implementation.”  Proposals submitted by facsimile or electronically will not be accepted.

There will be no public opening of Offeror proposals submitted for this solicitation. Only the names of the Offerors who submitted proposal must be disclosed. After award of a final contract, all proposals will be available for public review, except the proposals, or portion thereof, determined exempted under the California Public Records Act. 

If an Offeror wishes to withdraw its proposal, the Offeror shall submit a written withdrawal request signed by the Offeror’s duly authorized representative addressed to the SCVHHS Chief Information Officer. 
Responses to this RFP, including proposal prices, will be considered firm and irrevocable for one hundred and twenty (120) days after the due date for receipt of proposals or sixty (60) days after receipt of a best and final offer, if one is submitted.

Only information supplied by the County in writing or in this RFP should be used as the basis for the preparation of Offeror proposals.

6. Proposal Evaluation
The evaluation of proposals will be performed by an evaluation committee appointed by the SCVHHS Executive Leadership Group.  The evaluation process will take place between 01/25/2010 and 01/29/2010.  Communications may be initiated with Offerors who submit responsive or potentially responsive proposals for the purpose of clarifying aspects of the proposals, but proposals may be accepted and evaluated without such discussion.  Discussions MUST NOT be initiated by the Offerors.

The Evaluation Committee reserves the right to require timely submission of additional and/or supporting materials concerning Offeror qualifications including but not limited to personnel, financial strength or other resources the Evaluation Committee believes would be helpful in assessing service, quality and/or capability. 
7. Selection of Short List Offerors
Based on the results from the Evaluation Committee they shall submit a short list to the Executive Leadership Group. The Executive Leadership Group will validate the results and SCVHHS will send notification letters to the offeror(s) 01/29/2010.  Offerors on the short list will be invited to participate in the subsequent steps of the procurement,  
8.
Oral Presentation by Short List Offerors 
The short list Offerors will be required to interview with the Evaluation Committee. SCVHHS IS will schedule the date and time for each Offeror’s presentation during the 02/08/2010 through 02/12/2010 period, All Offeror presentations will be held in San Jose, California at a site(s) specified in the Notification Letter.   Offerors should plan on 2 hours for presentation/interviews.
Upon completion of this phase the Evaluation Committee shall select the Finalist(s) Offerors and make a recommendation to proceed with negotiations and best and final offers.

9.
Selection of Finalist(s)

The Evaluation Committee will send written notification to the Offerors. Only finalists will be invited to participate in the subsequent steps of the RFP process.
10.
Final Negotiations and Best and Final Offer 
The responsible Offeror(s) whose proposal is most advantageous to the County will be invited to enter into negotiations. Confidential discussions with one or more finalist Offerors may be conducted.  Best and Final Offer request may be issued at the conclusion of negotiations.  The Evaluation Committee shall review the best and final responses and make an award recommendation to the Executive Leadership Group.
11.
Finalize Contract
The contract will be finalized with the most advantageous Offeror by 03/01/2010.  In the event that mutually agreeable terms cannot be reached within the time specified, the County reserves the right to finalize the contract with the next most advantageous Offeror without undertaking a new procurement process.

12.
Contract Award

After review of the Evaluation Committee Report and the Recommendation to Award Report, the SCVHHS Executive Leadership Group will submit a recommendation to the Board of Supervisors to approve delegation of authority to award the contract.  .  

13.
Contract Commencement Date

If the contract is awarded, the commencement date will be 03/01/2010.
C.
GENERAL REQUIREMENTS

This procurement will be conducted in accordance with the County’s procurement policy and procedures. 
1.
Incurring Cost
Any cost incurred by the Offeror in preparation, transmittal, presentation of any proposal or material submitted in response to this RFP will be borne solely by the Offeror.

Any cost incurred by the Offeror for set up and demonstration of the proposed equipment and/or system will be borne solely by the Offeror.

2.
Prime Contractor Responsibility

Any contract that may result from the RFP must specify that the prime contractor is solely responsible for fulfillment of the contract with the County.  The County will make contract payments only to the prime contractor.

3.
Subcontractors

Use of subcontractors must be clearly explained in the proposal, and major subcontractors must be identified by name.  The prime contractor must be wholly responsible for the entire performance whether or not subcontractors are used.  Offeror must execute a Designation of Subcontractors on the form furnished by the County as Appendix E of this RFP.
4.
No Obligation

This RFP does not obligate the County or any of its agencies and departments to the eventual rental, lease, purchase, etc., of any equipment, software, or services offered until a valid written contract is fully executed.

5.
Sufficient Appropriation

Any contract awarded as a result of the RFP process may be terminated if sufficient appropriations or authorizations do not exist.  Such termination will be effected by sending written notice to the contractor.  The County’s decision as to whether sufficient appropriations and authorizations are available will be accepted by the contractor as final.

6.
Legal Review

The County requires that all Offerors agree to be bound by the General Requirements contained in this RFP.  Any Offeror concerns must be promptly brought to the attention of the Stuart Cianos (Page 1 – Contact).
7.
Governing Law

This procurement and any agreement with Offerors that may result must be governed by the laws of the State of California.  Venue for legal action will be the County of Santa Clara.
8.
Contract Terms and Conditions

The contract between the County and a contractor will follow the format specified by the County.  However, the County reserves the right to negotiate with a successful Offeror provisions in addition to those contained in this RFP.  The contents of this RFP, as revised and/or supplemented, and the successful Offeror’s proposal will be incorporated into and become part of the contract.

Should an Offeror object to any of the County’s terms and conditions, Offeror must propose specific alternative language and indicate the reason for the objection.  The County may or may not accept the alternative language.  General references to the Offeror’s terms and conditions or attempts at complete substitutions are not acceptable to the County and will result in disqualification of the Offeror’s proposal.  If an Offeror’s proposal does not indicate an objection for a specific term or condition, that term or condition will be deemed accepted by Offeror and ineligible for negotiation.

Offerors must provide a brief discussion of the purpose and impact, if any, of each proposed changed followed by the specific proposed alternate wording.

9.
Offeror’s Terms and Conditions

Offerors must submit with the proposal their maintenance and service agreement plus any additional terms and conditions that they expect to have included in a contract negotiated with the County.
10.
Contract Negotiations

Any additional terms and conditions that may be the subject of negotiation will be discussed only between the County and the selected Offeror and must not be deemed an opportunity to amend the Offeror’s proposal.

11.
Change in Contractor Representatives

The County reserves the right to require a change in contractor representatives if the assigned representatives are not, in the opinion of the County, meeting its needs adequately.

12.
Right to Publish

Throughout the duration of this procurement process and contract term, potential Offerors, Offerors, and contractors must secure from the County written approval prior to the release of any information that pertains to the potential work or activities covered by this procurement or the subsequent contract.  Failure to adhere to this requirement may result in disqualification of the Offeror’s proposal or termination of the price agreement. 

13.
Insurance Certificate

The contractor must provide the evidence of the ability to produce an insurance certificate as required by the County in accordance with Appendix D. 

14.
No Waiver
The County’s failure to address errors or omissions in proposals must not constitute a waiver of any requirement of this RFP by the County.

15.
Grounds for Disqualification
Any false, incomplete or otherwise unresponsive statements, documents or information provided to the County in connection with a proposal may be cause for disqualification of the Offeror if, in the County’s judgment, it is material.  The County’s decision to disqualify an Offeror must be final.

16.
California Public Records Act

The proposals will be kept confidential until a contract is awarded.  At that time, all proposals and documents pertaining to the proposals will be open to the public, except for the material that is marked proprietary or confidential.  The County will not disclose or make public any pages of a proposal on which the Offeror has stamped or imprinted “proprietary” or “confidential” except as specified in the paragraph that follows.
All proposals become the property of the County, which is a public agency subject to the disclosure requirements of the Public Records Act (PRA, California Government Code section 6250 and following).  If proprietary information is contained in or attached to the written proposal, and Offeror claim’s that it falls within one or more PRA exemptions, the proposal must clearly mark that information "“proprietary” or “confidential, “ and identify the specific sections in the  Letter of Transmittal.  In the event of a PRA request for such information, the County will ask Offeror to provide a legal basis for exempting it under the PRA.  If the Offeror provides an adequate legal basis to keep the information confidential, the County will request the Offeror agree in writing to defend and indemnify the County in any litigation that may result from denial of a PRA request. Unless Offeror responds timely and agrees to do so, the County will disclose the information under the PRA.

17.
Confidentiality

All data and information gathered by the Offeror and its agents in this RFP process, including reports, recommendations, specifications and data, must be treated by the Offeror and its agents as confidential.  The Offeror and its agents must not disclose or communicate this information to a third party or use it in advertising, publicity, propaganda, or in another job or jobs, unless written consent is obtained from the County.  Generally, each proposal and all documentation, including financial information, submitted by an Offeror to the County is confidential until a contract is awarded, when such documents become public record under state and local law.  The County discourages claims of confidentiality (except as provided herein during the evaluation process) or trade secret.  However, if a Offeror makes this claim, after a contract, if any, is executed, then the Offeror (1) must clearly label each document deemed a trade secret or confidential; (2) must assist the County in defending a request for information which the Offeror has determined not to release; and (3) must indemnify and hold harmless the County from any loss, claim, or suit, including attorney’s fees, brought by any person regarding the claim for release of the documents.  The County must not be responsible for any damages or losses incurred by an Offeror or any other person or entity because of the release of the documents.

18.
Termination

This RFP may be canceled at any time and any and all proposals may be rejected in whole or in part when SCVHHS IS Department determines such action to be in the best interest of the County.

19.
Electronic Mail Address

Most of the communication regarding this procurement will be conducted by electronic mail (e-mail). Potential offerors agree to provide Stuart Cianos (Page 1-Contact) with a valid e-mail address to receive this correspondence.

20.
Use of Electronic Versions of the RFP
This RFP is being made available by electronic means.  If accepted by such means, the offeror acknowledges and accepts full responsibility to insure that no changes are made to the RFP.  In the event of conflict between a version of the RFP in the Offeror’s possession and the version maintained by SCVHHS IS Department the version maintained by SCVHHS IS Department must govern.

21.
County Rights

The County reserves the right to purchase equipment, software or services from approved price agreements or other authorized contracting methods.
The County reserves the right to do the following at any time: 
a. Reject any or all proposal(s), without indicating any reason for such rejection. 

b. Waive or correct any minor or inadvertent defect, irregularity or technical error in a proposal or the RFP process, or as part of any subsequent contract negotiation.  

c. Seek clarifications The County shall determine the appropriate means of clarification:     telephonic, e-mail, letter, or oral interviews. 

d. Terminate the RFP, and at its option, issue a new RFP. 

e. Procure any equipment or services specified in this RFP by other means. 

f. Modify the selection process, the specifications or requirements for materials or services, or the contents or format of the proposals. 

g. Extend a deadline specified in this RFP, including deadlines for accepting proposals. 

h. Negotiate with any or none of the offerors.  Request that offerors supplement or modify all or certain aspects of their proposals or other documents or materials submitted. 
i. Modify in the final agreement any terms and/or conditions described in this RFP. 

j. Terminate failed negotiations with an offeror without liability, and negotiate with other offerors. 

k. Disqualify any offeror on the basis of a real or apparent conflict of interest, or evidence of collusion that is disclosed by the proposal or other data available to the County. 

l.  Eliminate, reject or disqualify a proposal of any offeror who is not a responsible offeror or fails to submit a responsive offer as determined solely by the County. 

m. To accept all or a portion of an offeror’s proposal. 

III. RESPONSE FORMAT AND ORGANIZATION
A.
NUMBER OF RESPONSES

Offerors must submit only one proposal.

B.
NUMBER OF COPIES

Offerors shall provide one original and eight (8) identical copies of their proposal Binder 1, one original and one (1) copy of their proposal Binder 2, to the location specified (Page 1 – Due To) on or before the closing date and time for receipt of proposals.

The original binders 1 & 2 must be stamped “original”. Original binders must contain all of the required signatures from the Offeror. The remaining sets need not be signed.

Offerors must also provide one electronic copy of their proposal in CD-ROM format, prepared using Microsoft Office, Word and Excel. The CD must be included in the original binder. The CD containing the Project Work Plan in Microsoft Project Format must be included with the original in binder. Only one copy of the magnetic media is required.

C.
PROPOSAL FORMAT

All proposals must be typewritten on standard 8 ½ x 11 paper (larger paper is permissible for charts, spreadsheets, etc.) and placed within a binder with tabs delineating each section. Hard copies should utilize both sides of the paper where practical.

1. Proposal Organization

The proposal must be organized and indexed in the following format and must contain, at a minimum, all listed items in the sequence indicated.

	Binder
	Content
	Section Reference

	Binder 1
	1. Letter of Transmittal 

2. Table of Contents

3. Executive Summary 
4. Offeror Experience/Information
5. Project Management and Key Personnel 
6. Past Performance / References 
7. Local Preference 

8. Risk Management

9. Financial Stability

10. Performance Bond
11. Other Materials which Improve Quality of Response
	1.     Section III Paragraph D.1
3.     Section III Paragraph D.2
4.     Section III Paragraph D.3
5.     Section III Paragraph D.4
6.     Section III Paragraph D.5
7.     Section III Paragraph D.6
8.     Section III Paragraph D.7
9.     Section III Paragraph D.9
10.  Section III Paragraph C.10
11. Section III, Paragraph C.2


	Binder

2 
	1. Business Associate Agreement (HIPAA)

2. Non-Collusion Declaration 
3. Indemnity and Insurance Requirements

4. Proposal Cost Specification Form(s)


	1. Section III Paragraph D.14 – Appendix G
2. Section III Paragraph D.14 – Appendix C

3. Section III Paragraph D.14 – Appendix D
4. Section III Paragraph D.11 – Appendix A




2. Proposal Preparation Instructions

Within each section of their proposal, Offerors should address the items in the order in which they appear in this RFP.  All forms provided in the RFP must be thoroughly completed and included in the appropriate section of the proposal.  All discussion of proposed costs, rates, or expenses must occur only in Binder 2 with the cost response form.

The proposal summary may be included by Offerors to provide the Evaluation Committee with an overview of the business features of the proposal; however, this material will not be used in the evaluation process unless specifically referenced from other portions of the Offeror’s proposal.

Offerors may attach other materials that they feel may improve the quality of their responses.  However, these materials should be included as items in a separate appendix in Binder 1.
Any proposal that does not adhere to these requirements may be deemed non-responsive and rejected on that basis.

D.  MANDATORY BUSINESS SPECIFICATIONS

1. Letter of Transmittal 

Each proposal received must include a letter of transmittal.  The letter of transmittal MUST:

a. Identify the submitting organization 
b. Identify the name, title, telephone and fax numbers, and e-mail address of the person authorized by the organization to contractually obligate the organization

c. Identify the name, title, telephone and fax numbers, and e-mail address of the person authorized to negotiate the contract on behalf of the organization 

d. Identify the names, titles, telephone and fax numbers, and e-mail addresses of persons to be contacted for clarification
e. Be signed by the person authorized to contractually obligate the organization 

f. Acknowledge receipt of any and all addenda to this RFP; and

g. Identify all sections of the proposal that the Offeror claims contain “proprietary” or “confidential” information.
2. Executive Summary 

a. What form of ownership (e.g. Corporation, Private, Limited Liability Company) exists for your company? If formed as a corporation or limited liability company, please state the jurisdiction (i.e. state or country and province) in which the company is incorporated in.
b. Does your company have a parent company?  If so, what is it and how long has this 
relationship existed?

c. What were your company’s gross and net revenues during the last three years?

d. How many people in total are employed by your company?

e. How many employees are dedicated to consulting services similar to those requested 
in this RFP?

f. How many similar engagements have you competed in during the last 3 years? How many in California? What services were proposed, and what was the outcome?

g. Is your company involved now in any litigation with a customer or other entity that could have an impact on this project?  Within the past 3 years?  If yes, briefly describe.
h. Provide a sample contract for similar consulting engagements.

i. Provide a list and resumes of key personnel associated with this proposal.

3. Offeror Experience/Information

The Offeror shall include in their proposal a statement of relevant experience. The Offeror should thoroughly describe, in the form of a narrative, its experience and success as well as the experience and success of subcontractors, if applicable in providing and/or supporting the proposed system. 

In addition Offerors are required to provide the following information:

a. Offerors shall provide the company name, business address, including headquarters and all local offices, and telephone numbers. 
b. Offerors shall indicate any offices or facilities located within the County of Santa Clara that substantially and directly enhances the Offeror’s ability to perform the proposed contract. 

c. Offerors shall provide a description of the offeror's organization, including names of principals, number of employees, client base, areas of specialization and expertise, and any other information that will assist the Evaluation Committee in formulating an opinion about the stability and strength of the organization.  

d. Offerors shall provide the name of the jurisdiction in which the Offeror is organized and the date of such organization. 
4. Project Management and Key Personnel 

Given the information provided above, Offerors shall address each of the following specifications in their proposal:

a. Offeror shall provide a summary of your proposal including benefits to SCVHHS, your qualifications to perform such work, project duration and overall project costs. To be no more than 3 pages.
b. Offeror shall include the management plan the offeror intends to employ for the project and an explanation of how it will support the project requirements and logically lead to the required deliverables. The description shall include the organization of the project team, including accountability and lines of authority.  
c. Offeror shall provide a description of your planned approach including a proposed project plan that identifies the resources both yours and County, kick-off meeting, project status meetings, reports, change control and acceptance of deliverables. 

d. Offeror shall describe what metrics are to be used to measure the success of this project.

e. Offeror shall describe required customer resources and contributions to the project necessary to achieve a successful outcome.

f. Offeror shall list any subcontractors and their role that will be used in this project.

g. Offerors shall provide resumes, experience narratives and at least two references for key personnel who will be assigned to the project, if awarded the contract. They may be the Offeror’s employees or employees of subcontractors.

The references shall include the following information:
 
1. Name of the contact person; 


2. Name of the company or governmental entity;

3. Address of the contact person;

4. Telephone number of contact person;

5. Email address of the contact person; 

6. A description of the services provided and dates the services were provided.

7. Experience narratives - should include relationship with the Offeror, including job title and years of employment with the Offeror; role to be played in connection with the proposal; manufacturer certifications; relevant experience, other certificates or other achievements relevant to this solicitation.

h. Offerors shall include a list of proposed project staff and key personnel which shall become an exhibit to the contract.

5. Past Performance (References)
The Offeror’s proposal shall include three external references from clients who are willing to validate the Offeror’s past performance on similar projects. The minimum information that shall be provided for each client reference follows:

a. Name of the contact person; 


b. Name of the company or governmental entity;

c. Address of the contact person;

d. Telephone number of contact person;

e. Email address of the contact person; 

f. A description of the products and services provided and dates the products and services were provided.

At least ONE of the references shall be from a site of comparable or larger size. Offerors are encouraged to include additional references that they believe the Evaluation Committee would find helpful in thoroughly evaluating their past performance.  The contact person will be expected to complete and return the Past Performance Questionnaire to the Evaluation Committee in a timely manner.  The failure of a contact person to return or thoroughly complete the questionnaire will result in a reduction of points awarded for this evaluation factor.

6. Local Preference

Offerors satisfying the requirements of local preference will receive points accordingly. Offerors should carefully read the evaluation for this factor and include an appropriate response with their proposal.
7. Risk Management

Offerors shall submit with their proposals a risk assessment using the methodology published by the Project Management Institute or other comparable methodology. Offerors should include risk mitigation strategies as well as the resources the using agency may utilize to reduce risk. 
8. Oral Presentation 

If selected as a finalist, Offerors agree to interview with the Evaluation Committee. In addition, Offerors agree to provide the Evaluation Committee the opportunity to interview proposed staff members identified by the Evaluation Committee in the finalist notification letter at the session. The Offerors proposed project manager is expected to conduct the session.  A statement of concurrence is required.

9. Financial Stability

Offeror shall submit copies of the most recent years independently audited financial statements, as well as those for the preceding three years, if they exist.  The submission shall include the audit opinion, balance sheet, statement of income, retained earnings, cash flows, and notes to the financial statements.  If independently audited financial statements do not exist for the Offeror, the Offeror shall state the reason and, instead, submit sufficient information such as the latest Dun Bradstreet report to enable the Evaluation Committee to determine the financial stability of the Offeror. The Procurement Officer may request and the Offeror shall supply any additional financial information requested in a timely manner. 

10. Performance Bond
 (Not Applicable)
11. Proposal Cost Specifications

A fixed price is required for the entire implementation.  Consultants are advised to submit their best pricing.  Criteria related to costs will be evaluated based on the costs submitted in the proposal.
12. Insurance Requirements

Offerors shall provide a certificate(s) of insurance or a copy insurance declaration page(s) with their proposals as written evidence of their ability to meet the insurance certificate and other applicable County insurance requirements in accordance with the provisions listed in Appendix H, Insurance Requirements, of this RFP.  In addition, Offerors shall provide a letter from an insurance agent or other appropriate insuring authority documenting their willingness and ability to endorse their insurance polities making the County an additional insured.

13. Non-collusion Declaration and Designation of Subcontractors 

Offerors shall complete and submit with their proposal the Non-collusion Declaration Appendix G with their proposals.

14. PROPOSAL COST RESPONSE FORM – Appendix A
NON-COLLUSION DECLARATION – Appendix C

INDEMNITY AND INSURANCE REQUIREMENTS – Appendix D

BUSINESS ASSOCIATES AGREEMENT (HIPAA) – Appendix E
Offerors shall complete and submit with proposals the above mentioned appendices.

IV. EVALUATION
A.  EVALUATION POINT SUMMARY

A contract will be awarded to the responsive, responsible Offeror whose offer conforms to the solicitation and which will be in the opinion of the County, the most advantageous and offers the greatest value and in the best interest of the County.

Evaluation of the proposal will include but not be limited to, consideration of the following factors, which are listed in descending order of importance. The proposal must be sufficiently detailed to enable evaluation based on these factors. Although some factors are weighted more heavily than others, all factors are considered necessary for evaluation of technical acceptance. Therefore, a contractor must be technically acceptable in each area to be eligible for award. 

III.D.3- Offeror Experience/Information


III.D.8- Oral Presentation

III.D.4- Project Management, Project Work Plan and Key Personnel


III.D.5- Past Performance


III.D.7- Risk Management

The overall total cost to the County will be considered in the evaluation after the evaluations of qualifications. The degree of the importance of cost will increase with the degree of equality of the proposals in relation to the other factors on which selection is to be based.

The following are mandatory items :

III.D.8- Oral Presentation Concurrence

III.D.9-Financial Stability

III.D.14-Insurance Requirements

III.D.14-Non-Collusion Declaration/ Designation of Subcontractors

III.D.14- PROPOSAL COST RESPONSE FORM – Appendix A
NON-COLLUSION DECLARATION – Appendix C

INDEMNITY AND INSURANCE REQUIREMENTS – Appendix D

BUSINESS ASSOCIATES AGREEMENT (HIPAA) – Appendix E
B.  EVALUATION FACTORS: 

Listed below are brief descriptions of the some of the factors that will be used to determine the proposal that will be selected for award.  

Offeror Experience/ Information
Items for consideration for this factor included but not limited to:

a. Technical competences

b. Firm’s experiences

c. Consultant’s proven successful previous experience with similar projects

d. Consultant’s references

Presentation

The quality and breadth of the interview and ability of key personnel will be the primary evaluation factors.

Project Management and Key Personnel Experience

The applicability and thoroughness of the proposed project management plan and relevant experience of key personnel based upon the resumes and experience narratives submitted will be evaluated.  Documented work experience on comprehensive hospital systems will be evaluated more favorably than experience with non-related systems. 

Past Performance

The Offeror’s performance for previous clients receiving similar systems and services to those required by this project will be evaluated.

Risk Management

Thoroughness of the risk assessment and relevance of the proposed mitigation strategies will be considered.

Proposed Cost

Although cost is a lower rated evaluation it relative importance will increase as the proposal differences decrease (as the equality of the proposals increase so shall the importance of the cost to the County). 

Local Preference

In the procurement of independent contractors to perform services for the County, regardless of the dollar value of the proposed contract, when two or more competing contractors are equally qualified, local firms must be given preference.

In the procurement of independent contractors to perform services for the County, for contracts with a total dollar value greater than $100,000, local firms must be given a preference in the selection process as follows:

a.
“Local Firms” are firms that currently have a main office, or branch office, or other facility, with meaningful production capability located within Santa Clara County.

b.
“Production capability” means manufacturing, service, or research and development capability that substantially and directly enhances the firm’s ability to perform the proposed contract.

c.
“Services” must be limited to those services provided through Service Contracts (Service agreements provided under contract by a firm, an individual or group so that the County may obtain professional or technical assistance which would not be handled by a County employee or group) and Human Services Contracts (Agreements for services which maintain or improve the social, economic, physical, or mental well-being of persons for whom the County bears such a responsibility).

d.
“Equally Qualified” must mean essentially equal in the judgment of those who are evaluating the proposals.

 e. “Of Equal Value” must mean essentially equal in the judgment of those who are evaluating the proposals.
. 

 APPENDIX A - PROPOSAL COST RESPONSE FORM
Schedule of Deliverables and Payments

All rates must include travel and lodging expenses for work performed in the County of Santa Clara, California.

	#
	Milestone/Deliverable
	Payment Amount

	1
	Analysis Documentation: Detailed documentation detailing the implementation of a complete VMWare vSphere 4 infrastructure for SCVMC, including technical requirements, architectural design, deployment plan, and identification of servers for physical to virtual migration. Components represented in the plan shall include VMWare vSphere 4, VMWare Site Recovery Manager, VMWare vMotion, and VMWare vCenter.
	

	2
	Installation of the VMWare vSphere infrastructure based on the detailed analysis documented. Installation shall include VMWare vSphere 4, VMWare Site Recovery Manager, VMWare vMotion, and VMWare vCenter.
	

	3
	Physical to virtual migration of servers identified in the analysis documentation.
	

	4
	Testing of redundancy, hot migration and site recovery manager components of the installed VMWare vSphere infrastructure.
	

	5
	Full load testing of the VMWare vSphere infrastructure.
	

	6
	Comprehensive hands-on training provided to SCVHHS IT staff, including coverage of VMWare vSphere 4, VMWare Site Recovery Manager, VMWare vMotion, and VMWare vCenter.
	

	7
	Detailed written documentation on the management of SCVMC’s VMWare vSphere 4 infrastructure, including coverage of VMWare vSphere 4, VMWare Site Recovery Manager, VMWare vMotion, and VMWare vCenter.
	

	TOTAL PROPOSAL COST
	


APPENDIX B – STATEMENT OF WORK

COUNTY OF SANTA CLARA CONTRACT XXXXXXXXXX
INITIAL SOW

Listed below is the initial Statement of Work (SOW). The final version shall be hereby incorporated into the Agreement by reference hereto.

1.  Project Work Plan

Responsibility and Key Milestones:

	Deliverables
	Resources
	Duration
	Completion / Acceptance Criteria

	1. Project Organization and Management

	Project Manager, 
Client Project Manager
	TBD
	· Internal teams established.
· Communication plan that includes project tasks/deliverables monitoring, communication between stakeholders and vendor, and reporting requirements documented.
· Issue tracking and resolution process developed and documented.
· Change control policy and forms developed and documented.
· Project Plan documented, developed and monitored.
· Project roles and responsibilities for the identified work identified and documented.
· Project plan updated as approved changes occur
· Project status reports prepared and delivered on a weekly basis.
· Detail reports on progress as well as status reports, including lessons learned, issue logs and project closure reports updated and delivered on a monthly basis.
· All major interest groups appropriately represented.

	2. Project Plan 
	Project Manager, Client Project Manager, Technical Services
	TBD
	· To create an initial project plan that is focused upon agreed scope, objectives and problems that the problem is to resolve.

· Use Microsoft Project as the overall reporting tool

· Estimate time, costs and schedule.

· The project plan should include an organizational chart of the project team including those internal and external to SCVHHS IS.

· Estimate level and duration of effort.

· Establish metrics for each milestone.

· Rank priorities by comparing assets, vulnerabilities, threats and business goals.

· Prepare a well defined cost analysis based upon project requirements and deliverables

· Provide a detailed implementation plan for final project with time lines

	3. Analysis Documentation

	Technical Services, Implementation Team, Consultant
	TBD
	· Detailed documentation detailing the implementation of a complete VMware vSphere infrastructure will be delivered by consultant, covering at a minimum:
· People and Processes
a) Identify and document business and organizational requirements.
b) Develop and document virtualization management strategy. 
· Systems 

a) Identify and document technical requirements
b) Develop and document a detailed architectural design for the proposed VMware Infrastructure.

c) Develop and document a detailed plan for the proposed VMware Infrastructure deployment.

d) Identify servers which will be part of a physical to virtual migration. The identified servers will be virtualized as part of the implementation. The methodology and reasons behind the selection of the servers will be document.

	4. VMware Implementation
	Technical Services, Implementation Team, Consultant
	TBD
	· Installation of the VMware infrastructure completed based on the detailed analysis documentation.

· VMware vSphere infrastructure will be live and in production, including:
· VMware vSphere 4

· VMware Site Recovery Manager
· VMware vMotion

· VMware vCenter

· Up to 100 servers (identified above, in Analysis Documentation) will be migrated to the virtualized environment as part of the implementation.

	5. Training
	
	
	· Comprehensive hands-on training provided to SCVHHS IT staff. Minimum coverage includes:
· VMware vSphere 4

· VMware Site Recovery Manager

· VMware vMotion

· VMware vCenter

· Detailed written knowledge transfer documentation completed and provided to SCVHHS IT staff. Minimum coverage includes:
· VMware vSphere 4

· VMware Site Recovery Manager

· VMware vMotion

· VMware vCenter

	6. Presentations


	Sr. Systems Analyst/Subject Matter Expert, Client PM and Analyst Support
	TBD
	· Presentations for all levels of meetings (including leadership, stakeholders, departmental and IT) have been prepared using PowerPoint with handouts as needed.

· Weekly status updates on project plan prepared and distributed.


APPENDIX C – NON-COLLUSION DECLARATION

I, ____________________________________________________________, am the                                                       (Print Name)

______________________________ of ___________________________________,

                   (Position/Title)



             (Name of Company)

the party making the foregoing proposal that the proposal is not made in the interest of, or on behalf of, any undisclosed person, partnership, company, association, organization, or corporation; that the bid is genuine and not collusive or sham; that the Offeror has not directly or indirectly induced or solicited any other Offeror to put in a false or sham bid; and has not directly or indirectly colluded, conspired, connived, or agreed with any Offeror or anyone else to put in a sham bid, or that anyone shall refrain from bidding; that the Offeror has not in any manner directly or indirectly, sought by agreement, communication, or conference with anyone to fix the bid price of the Offeror or any other Offeror, or to fix any overhead, profit, or cost element of the bid price, or of that of any other Offeror, or to secure any advantage against the public body awarding the contract of anyone interested in the proposed contract; that all statements contained in the bid are true; and, further, that the Offeror has not, directly or indirectly, submitted his or her bid price or any breakdown thereof, or the contents thereof, or divulged information or data relative thereto, or paid, and will not pay, any fee to any corporation, partnership, company association, organization, bid depository, or to any member or agent thereof to effectuate a collusive or sham bid.

I declare under penalty of perjury under the Laws of the State of California that the foregoing is true and correct:

COMPANY NAME: ________________________________________________________
AUTHORIZED

SIGNATURE _____________________________________________________________
PRINT NAME: ____________________________________________________________

DATE: ___________________________________________________________________ 
APPENDIX D – INDEMNITY AND INSURANCE REQUIREMENTS

Indemnity
The Offeror shall indemnify, defend, and hold harmless the County of Santa Clara (hereinafter "County"), its officers, agents and employees from any claim, liability, loss, injury or damage arising out of, or in connection with, performance of this Agreement by Offeror and/or its agents, employees or sub‑offerors, excepting only loss, injury or damage caused by the sole negligence or willful misconduct of personnel employed by the County.  It is the intent of the parties to this Agreement to provide the broadest possible coverage for the County.  The Offeror shall reimburse the County for all costs, attorneys' fees, expenses and liabilities incurred with respect to any litigation in which the Offeror is obligated to indemnify, defend and hold harmless the County under this Agreement.

Insurance
Without limiting the Offeror's indemnification of the County, the Offeror shall provide and maintain at its own expense, during the term of this Agreement, or as may be further required herein, the following insurance coverage’s and provisions:

A.  Evidence of Coverage

Prior to commencement of this Agreement, the Offeror shall provide a Certificate of Insurance certifying that coverage as required herein has been obtained. Individual endorsements executed by the insurance carrier shall accompany the certificate.  In addition, a certified copy of the policy or policies shall be provided by the Offeror upon request.


This verification of coverage shall be sent to the requesting County department, unless otherwise directed.  The Offeror shall not receive a Notice to Proceed with the work under the Agreement until it has obtained all insurance required and such insurance has been approved by the County.  This approval of insurance shall neither relieve nor decrease the liability of the Offeror.

B.  Qualifying Insurers 


All coverage’s, except surety, shall be issued by companies which hold a current policy holder's alphabetic and financial size category rating of not less than A- V, according to the current Best's Key Rating Guide or a company of equal financial stability that is approved by the County's Insurance Manager.

C. Notice of Cancellation

All coverage as required herein shall not be canceled or changed so as to no longer meet the specified County insurance requirements without 30 days' prior written notice of such cancellation or change being delivered to the County of Santa Clara or their designated agent.

D.  Insurance Required

1.
Commercial General Liability Insurance ‑ for bodily injury (including death) and property damage which provides limits as follows:



a.
Each occurrence
-
$1,000,000



b.
General aggregate
-
$2,000,000



c.
Personal Injury

-
$1,000,000


2.
General liability coverage shall include:

a. Premises and Operations
b. Personal Injury Liability

a. Severability of interest 

3.
General liability coverage shall include the following endorsement, a copy of which shall be provided to the County:

Additional Insured Endorsement, which shall read:

“County of Santa Clara, and members of the Board of Supervisors of the County of Santa Clara, and the officers, agents, and employees of the County of Santa Clara, individually and collectively, as additional insureds.” 

Insurance afforded by the additional insured endorsement shall apply as primary insurance, and other insurance maintained by the County of Santa Clara, its officers, agents, and employees shall be excess only and not contributing with insurance provided under this policy. Public Entities may also be added to the additional insured endorsement as applicable and the offeror shall be notified by the contracting department of these requirements.

4.
Automobile Liability Insurance


For bodily injury (including death) and property damage which provides total limits of not less than one million dollars ($1,000,000) combined single limit per occurrence applicable to all owned, non‑owned and hired vehicles.  

4a.
Aircraft/Watercraft Liability Insurance (Required if Offeror or any of its agents or subofferors will operate aircraft or watercraft in the scope of the Agreement)

For bodily injury (including death) and property damage which provides total limits of not less than one million dollars ($1,000,000) combined single limit per occurrence applicable to all owned, non‑owned and hired aircraft/watercraft.


5.
Workers' Compensation and Employer's Liability Insurance


a.
Statutory California Workers' Compensation coverage including broad form all‑states coverage.



b.
Employer's Liability coverage for not less than one million dollars ($1,000,000) per occurrence.


6.
Professional Liability / Errors and Omissions Insurance


a.
Coverage shall be in the amount of not less than one million dollars ($1,000,000) per occurrence/aggregate.



b.
If coverage contains a deductible or self retention, it shall not be greater than fifty thousand dollars ($50,000) per occurrence/event.



c.
Coverage as required herein shall be maintained for a minimum of two years following termination or completion of this agreement.

E.  Special Provisions

The following provisions shall apply to this Agreement:

1. The foregoing requirements as to the types and limits of insurance coverage to be maintained by the Offeror and any approval of said insurance by the County or its insurance consultant(s) are not intended to and shall not in any manner limit or qualify the liabilities and obligations otherwise assumed by the Offeror pursuant to this Agreement, including but not limited to the provisions concerning indemnification.


2.
The County acknowledges that some insurance requirements contained in this Agreement may be fulfilled by self‑insurance on the part of the Offeror.  However, this shall not in any way limit liabilities assumed by the Offeror under this Agreement.  Any self‑insurance shall be approved in writing by the County upon satisfactory evidence of financial capacity.  Offerors obligation hereunder may be satisfied in whole or in part by adequately funded self-insurance programs or self-insurance retentions.


3.
Should any of the work under this Agreement be sublet, the Offeror shall require each of its sub-offerors of any tier to carry the aforementioned coverage’s, or Offeror may insure sub-offerors under its own policies.

 The County reserves the right to withhold payments to the Offeror in the event of material noncompliance with the insurance requirements outlined above.

F.  Fidelity Bonds   (Required only if offeror will be receiving advanced funds or payments)


Before receiving compensation under this Agreement, Offeror will furnish County with evidence that all officials, employees, and agents handling or having access to funds received or disbursed under this Agreement, or authorized to sign or countersign checks, are covered by a BLANKET FIDELITY BOND in an amount of AT LEAST fifteen percent (15%) of the maximum financial obligation of the County cited herein.  If such bond is canceled or reduced, Offeror will notify County immediately, and County may withhold further payment to Offeror until proper coverage has been obtained.  Failure to give such notice may be cause for termination of this Agreement, at the option of County.
 APPENDIX E – BUSINESS ASSOCIATE AGREEMENT (HIPAA)

hipaa - BUSINESS ASSOCIATE AGREEMENT PURSUANT TO THE HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 1996

I.  Definitions

Terms used, but not otherwise defined, and terms with initial capital letters in this provision of the Agreement have the same meaning as defined under the Health Insurance Portability and Accountability Act of 1996, 42 USC §§ 1320d et seq. (“HIPAA”) and the implementing regulations.  To the extent the HIPAA Privacy Rule changes the meaning of the terms; this provision shall be modified automatically to correspond to the meaning given in the rule.

“PROTECTED HEALTH INFORMATION,” as defined at 45 C.F.R. §§ 164.501, and 160.103, means information that: 

(1) is created or received by a health care provider, health plan, employer or 


health care clearing house; and

(2) relates to the past, present of future physical or mental health or condition 

of an individual; the provision of health care to an individual or the past, present or future payment for the provision of health care to an individual, and (a) identifies the individual or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.  

“ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI)” as defined at 45 C.F.R. § 160.103(2), means Protected Health Information that is created electronically, transmitted electronically by electronic media, or is maintained in electronic media. 

“BUSINESS ASSOCIATE” refers to ________________________ (Name of Contractor) in this Agreement. 

“COVERED ENTITY” refers to the COUNTY of Santa Clara in this Agreement.

II. Duties & Responsibilities of BUSINESS ASSOCIATE

A. BUSINESS ASSOCIATE’S use and/or disclosure of PROTECTED HEALTH INFORMATION (“PHI”) will be limited to those permitted or required by the terms of this Agreement or as REQUIRED BY LAW as defined pursuant to 45 CFR 164.501. 

B. Unless otherwise limited by this Agreement, BUSINESS ASSOCIATE may use the PHI in its possession for the proper management and administration of the BUSINESS ASSOCIATE or to carry out its legal responsibilities. 

C. BUSINESS ASSOCIATE may further disclose PHI for the proper management and administration of the BUSINESS ASSOCIATE or to carry out its legal responsibilities if the disclosure is required by law, or the BUSINESS ASSOCIATE receives reasonable assurances from the person receiving the PHI that it will be held confidentially, and will be used or further disclosed only as required by law and that the person receiving the PHI will notify the BUSINESS ASSOCIATE of any instances known in which the confidentiality has been breached. 

D. BUSINESS ASSOCIATE must not use or disclose PHI in any manner that would constitute a violation of the PRIVACY RULE (Standard for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subpart A and E).

E.
BUSINESS ASSOCIATE must use appropriate safeguards to prevent uses or disclosures of PHI other than as provided for by this Agreement. 

F. BUSINESS ASSOCIATE must report in writing any use or disclosure of PHI not provided for by this Agreement to the COVERED ENTITY as soon as it learns of it.  

G. BUSINESS ASSOCIATE must ensure subcontractors and agents that have access to, or to whom the BUSINESS ASSOCIATE provides PHI, agree in writing to the restrictions and conditions concerning the use and disclosure of PHI which are contained in this Agreement. 

H. At the request of the COVERED ENTITY, BUSINESS ASSOCIATE must comply with the COVERED ENTITY’S request to accommodate an individual’s access to his/her PHI in a designated record set maintained by the BUSINESS ASSOCIATE.  In the event an individual contacts BUSINESS ASSOCIATE directly about access to PHI, BUSINESS ASSOCIATE will not provide access to the individual but will forward the request to the COVERED ENTITY within three business days of contact. 

I. Within fifteen business days of a request by the COVERED ENTITY, BUSINESS ASSOCIATE will comply with the COVERED ENTITY'S request to amend an individual’s PHI in a designated record set maintained by the BUSINESS ASSOCIATE.  BUSINESS ASSOCIATE will promptly incorporate any such amendment into the PHI.  In the event an individual contacts BUSINESS ASSOCIATE directly about making amendments to PHI, BUSINESS ASSOCIATE will not make any amendments to the individual's PHI but will forward the request to COVERED ENTITY within three business days of such contact. 

J. BUSINESS ASSOCIATE must keep a record of disclosures of PHI for a minimum of six years and agrees to make information regarding disclosures of PHI available to the COVERED ENTITY within fifteen days of a request by the COVERED ENTITY.  BUSINESS ASSOCIATE must provide, at a minimum, the following information: 

(1)
the name of the individual whose PHI was disclosed. 

(2)
the date of disclosure; 

(3)
the name of the entity or person who received the PHI, and the address of such entity or person, if known; 

(4)
a brief description of the  PHI disclosed; and

(5)
a brief statement regarding the purpose and explanation of the basis of such disclosure.

      
BUSINESS ASSOCIATE is not required to maintain a record of disclosures of PHI under the following circumstances:

(1)
To carry out treatment, payment or COUNTY health care operations, or activities that are incident to such disclosures;

(2)
To individuals of their own PHI;

(3)
Pursuant to a written authorization;

(4)
For the facility’s directory or to person involved in the individual’s care or other notification purposes in 45 CFR 164.510;

(5)
For national security or intelligence purposes;

             (6) 
To correctional institutions or law enforcement officials;

 (7) 
As part of a limited data set in accordance with 45 CFR 164.514(e); or

 (8) 
That occurred prior to the compliance date for the covered entity.

K. BUSINESS ASSOCIATE must comply with any other restrictions on the use or disclosure of PHI that the COVERED ENTITY may from time to time request.

L. BUSINESS ASSOCIATE must make its internal practices, books and records relating to uses and disclosures of PHI available to the Secretary of the U.S. Department of Health and Human Services or designee, for purposes of determining the COVERED ENTITY’S compliance with the PRIVACY RULE.  BUSINESS ASSOCIATE must notify the COVERED ENTITY regarding any information that BUSINESS ASSOCIATE provides to the Secretary concerning the PHI.  Concurrently with providing the information to the Secretary and upon the COVERED ENTITY’S request, BUSINESS ASSOCIATE must provide COVERED ENTITY with a duplicate copy of the information.

M. Upon the termination of this Agreement for any reason, BUSINESS ASSOCIATE must return or destroy all PHI, including all PHI that is in the possession of subcontractors or agents of the BUSINESS ASSOCIATE.  BUSINESS ASSOCIATE must not retain any copies of PHI.  If return or destruction is not feasible, BUSINESS ASSOCIATE must notify the COVERED ENTITY of the condition that makes the return or destruction of PHI not feasible.  If the COVERED ENTITY agrees that the return or destruction is PHI is not feasible, BUSINESS ASSOCIATE may dispose of the PHI, subject to all of the protections of this Agreement and must make no further use or disclosure of the PHI.

N. The respective rights and responsibilities of BUSINESS ASSOCIATE related to the handling of PHI survive termination of this Agreement. 

O.
Notwithstanding any other provision of this Agreement, the COVERED ENTITY may immediately terminate this Agreement if BUSINESS ASSOCIATE has materially violated its responsibilities regarding PHI under this Agreement upon written notice.  
P. EPHI: If BUSINESS ASSOCIATE receives, creates, transmits, or maintains EPH on behalf of COVERED ENTITY, BUSINESS ASSOCIATE will, in addition, do the following:

(1)
Develop, implement, maintain and use appropriate administrative, physical, and technical safeguards in compliance with Section 1173(d) of the Social Security Act, Title 42, Section 1320(d) or the United States Code and Title 45, Part 162 and 164 of CFR to preserve the integrity and confidentiality of all electronically maintained or transmitted PHI received from or on behalf of COVERED ENTITY.  

(2)
Document and keep these security measures current and available for inspection by COVERED ENTITY.

(3)
Ensure that any agent, including a subcontractor, to whom the BUSINESS  ASSOCIATE provides EPHI agrees to implement reasonable and appropriate safeguards to protect it.

(4)
Report to the COVERED ENTITY any Security Incident of which it becomes aware. For the purposes of this Agreement, Security Incident means, as set forth in 45 C.F. R. section 164.304, “the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.”  
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