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1 - INTRODUCTION

Teleperformance is a leading CRM contact center aka Call Center.

Security is becoming increasingly important and Teleperformance is preparing to improve and expand its disk encryption technology for all of its critical data environments.  We are inquiring about information for a full disk encryption technology for both laptops/PCs and small to medium size server systems.  This implies we are interested in a full disk encryption suite; however we must first evaluate each solution to determine which will be best for our many environments.

Teleperformance has over 281 call centers throughout 45 different countries. Teleperformance has various different operating system platforms and user directory structures including but not limited to Windows XP, Windows Vista, various flavors of Linux, OpenLDAP, and Windows Active Directory. This RFI solicitation intent is to identify the best solution(s) for the best price to use at our various call center locations.

Our initial project includes gathering information and determining the best possible disk encryption solution to fit our needs.  However, we are soliciting information to find the preferred solution based on a variety of requirements to meet the needs of our various locations, functionality, and best price.

Teleperformance Reserves the right to do nothing in response to the proposal. We also reserve the right to award business to one or more vendors.

2 – STATEMENT OF PURPOSE
The purpose of this RFI is to solicit information for supplying a disk encryption solution for Teleperformance.  This solution must be flexible and satisfy the different needs of each location including but not limited to:

· Differing user directory structures

· Various OS platforms and versions

· Identify a global solution provider(s) based on functionality and price.
We anticipate selecting vendor(s) who offer a variety of configurations accommodating different needs.  Some of these needs are in the following areas:

· Reduce risk associated with malicious or unintentional loss of sensitive data

· Meet or exceed relevant compliance requirements, to include PCI, HIPAA, ISO27001, SB 1386, GLBA, and SOX.

· Enforce data access and retention policies governing sensitive data

· Create evidentiary documentation in support of incident response investigations

2.1 Core Functionality

· Solution’s ability to completely encrypt an entire disk drive including boot disk and bios.

· Full featured central management console of all systems and where systems are encrypted from, tracked, audited, keys maintained and changed, etc.

· Cross reference the effect of the encryption product against regulatory compliance (i.e. PCI, SOX, etc…)

· Solution should have the ability to generate a secure audit trail of files. 

· Generate automated alerts of activities that violate corporate data security policies.

· Have the ability to prevent/block unauthorized handling (moving/copying) of sensitive information.

· Integration with various forms of user directory structures

· User boot up and response times stays consistent with unencrypted disks

· Create policy exceptions for specific authorized handling, moving, or copying of files containing sensitive information.

· Generate robust reporting for use as “evidence” of compliance documentation.

2.2 Enterprise Feature Set

· Provides a view of the enterprise deployment of the end point encryption solution that includes the status and health associated with an installed instance.

· Provides a mechanism for installation or easily integrates with an industry recognized deployment mechanism.

· The console should provide a means for creating, editing, and managing the use and deployment of policies.

· Provide clear and usable alert information associated with violations of policies.

· Product has built in role based access that can be associated with incident escalation and limitation of non-privileged user access.

· Be produced for distribution on a supported operating system that is maintained and updated regularly as to adhere to corporate patching and vulnerability management policies.

· Provide a means to securely collect/aggregate and change encryption keys as per PCI requirements

· Provide an easy means to recover systems and/or troubleshoot user obstacles
· Provide support for encrypting mass storage devices (i.e. USB drives and CD-R&RW discs)
2.3 Deployment

· Solution must be compatible with, but not limited to, Windows, flavors of Linux, and HP-UX systems.

· Provides a mechanism for remote installation or easily integrates with an industry recognized deployment mechanism.

· Delivery of policies should be automated within the environment in a manner that allows for policy enforcement based on the user, the system, and the information being accessed.

· Product should support tiered deployments within an environment that allows for system specific management.

· Deployment time associated with the endpoint agent should be within corporate maintenance windows.

· Maintenance time must conform to corporate maintenance windows.

· Employees associated with endpoint deployment should not exceed one full time employee per environment.

· Vendor support should include needed support for Teleperformance deployment of the endpoint solution.

· The solution should include both the licensing and appropriate installation software for all products that the solution is dependent upon.

2.4 On-going support

· Solution should have both an automated and on demand update feature for both policy deployment and maintenance upgrades.

· Man hours associated with daily, weekly, and monthly maintenance should be within acceptable corporate maintenance standards.

· Vendor should have accurate and responsive support post deployment.  
· Escalation to higher tiers of support should be seamless and tracked.
· Support should be 24x7 in order to fully provide assistance to the entire Teleperformance enterprise
2.5 Reporting

· Solution should provide reports that reflect the reporting requirements of compliance auditors/assessors, while providing the user with the ability to generate customized reports based on corporate demand.

· All reports must be exportable to commonly used formats which can be used within the corporation for reporting, auditing, and archiving.

· Alerting features should not only alert when an incident occurs but provide enough for information for the solution’s administrator to quickly pinpoint and escalate incidents in a timely manner.

· The solution should be analyzed for its ability to integrate with a corporation’s current logging, help desk ticketing, and incident tracking solutions in a manner that allows the corporation investigate, remediate, and resolve incidents.
Our primary objectives in implementing full disk encryption are as follows:

1. We require that the solution have the ability to support our encryption needs related to PCI, HIPAA, ISO, and best practices.

2. We need to increase the assurance that data is maintained and stored in a secure fashion, particularly in remote environments

3. We must have the ability to prove systems are encrypted and secure at any time

4. We must have support for all countries that we deploy the solution to.
3 - Miscellaneous Points of Interest

The following points are not core requirements of the solution, but must be answered within the vendor response.
· Provide any Certification of Product Compliance to any standards (i.e. FIPS-140 and Common Criteria)
· Please include any additional production description and/or capability of integrating strong authentication into the solution (i.e. smart card, token, API for calls to biometric authentication mechanism, etc)
· Provide any export restrictions due to the cryptography of the product.  
· The solution is for global deployment, and any export restrictions must be identified within the vendor response.
· Provide any capability of support for encryption of mobile devices (i.e. BlackBerry, iPhone, etc)
· Provide any functionality of aggregating completely separate (physically and logically) management servers into 1 global console/view.
4 – EXISTING ENVIRONMENT

4.1 TELEPERFORMANCE GROUP INTERNATIONAL OVERVIEW AND LOCATIONS

Teleperformance has over 281 call centers throughout 45 different countries with over 83,000 employees.  Teleperformance is made up of various Teleperformance companies with differing IT topologies including hub and spoke environments.  Not all Teleperformance companies are interconnected, thus Teleperformance would deploy management servers within each Teleperformance company in order to manage that company’s systems until eventual convergence takes place.  

Additional information can be found at: 

http://teleperformance.com 

5 – SUPPLIER REQUIREMENTS & INSTRUCTIONS

5.1 RFI INSTRUCTIONS

All vendors are required to follow the instructions in order to be considered in the final evaluation.  Failure to comply with these instructions may result in disqualification from consideration.

5.2 QUESTIONS

All suppliers must submit questions to TPRFP@teleperformance.com no later than October 17, 2008 5:00 p.m. EST.  A copy of all questions and their associated responses will be emailed to all participants that submitted a question.

5.3 RFI RESPONSE FORMAT

Each supplier must submit one softcopy response.  RFI responses must be submitted no later than October 31, 2008 5:00 p.m. EST.
Please submit softcopy to:
TPRFP@teleperformance.com
5.4 RFI REQUIRED OUTLINE

The following table summarizes the mandatory information contents and format requirements of your proposal.

Section


Section Title





Page

1


Executive Summary




X

2


Suppliers Background 



X

3


Customer References




X

4


Pricing Structure




X

5


Implementation Services & Pricing


X

6


Technology Specifics & Compatibility

X

7


Invoicing Requirements



X

8


Detailed System Requirements


X

Executive Summary – please provide your standard corporate executive summary.

Supplier Background – we are seeking information regarding the background of your organization in order to access the ability of your organization to fulfill the requirements of this RFI in a timely and efficient manner.  Please include answers to the following:

· Provide, company name and headquarters location.

· Provide length of time of which you have been offering these security technology solutions and services.

· Provide the names, role, telephone, fax and email addresses of primary points of contact within your company.

· Disclose fully all your relationships with any and all security system providers for Teleperformance.

· Indicate whether your company is currently in litigation with any organization regarding fulfillment of contractual obligations, performance, or copyright and patent infringement.

· Conflict of Interest Certification: certify that your firm has no real or potential conflicts of interest which would prevent the supplier from acting in the best interests of Teleperformance.

· If you are a public company, provide audited financial statements for the past 2 years.  Include annual reports if available.  If you are a subsidiary of another corporation, include the holding company annual report.  If you are a privately held company and will not disclose any financial information, provide the information indicated using either true dollars or percentage information.  If you are providing data on a percentage basis, make sure that you scale everything to total sales.  That is, assume total sales represents 100% and scale all sales and cost items as a percentage of this number.

· Any additional information the supplier deems useful for Teleperformance’s evaluation of the supplier’s qualifications.

5.5 IMPORTANT DATES

	 Date to be received
	Items to be returned

	Oct 17, 2008 5:00 p.m. EST
	Final Day to Submit Questions

	Oct 31, 2008 5:00 p.m. EST
	Completed RFI Response


6 – TERMS AND CONDITIONS

6.1 CONTRACT DURATION

For purposes of this RFI, prices quoted for solutions and services are to be valid for a minimum period of 3 years if contract is awarded.
6.2 RFI EXPENSES

Any costs incurred by you in preparing and providing a response to this RFI are solely the responsibility of your organization.

6.3 PRICING IS BEST AND FINAL

Teleperformance is soliciting a solution to identify a global full disk encryption technology solution(s) and provider(s). Teleperformance plans to implement these solutions globally.  This will be heavily weighted to the vendor who provides an acceptable solution with the most attractive pricing.  We are looking for “global” capacity pricing but are not committing to any single purchase or any number of purchases.  Our intent is to identify the best solution at the best price, and a global provider or channel partner that offers us the ability to purchase that solution anywhere at that set price.  The solution(s) selected will become the standard for all future purchases.  Your pricing should include aggressive discounts to be considered as the vendor of choice.   Your best and final pricing should be based on the purchase of one “1” solution and not a commitment to more than one.  

Pricing shall include:

· Detailed solution costs.

· Detailed education and training pricing, and availability.
· Detailed maintenance costs.

· Any and all other costs must be explained in detail.
6.4 EVALUATION CRITERIA

This request for proposal is designed to provide Teleperformance with the ability to determine which supplier will best satisfy the requirements of Teleperformance with the most attractive pricing.  The evaluation scoring criteria are listed below.  Each category will receive a score in the range of 1-5 with 5 as a high score.  Each category will be multiplied by the weight factor to identify the total category score.  The total category scores will be added together to determine the vendor solution final score.  

Category









Weight
Financials (vendors financial stability) 





2

Customer references








2

Scalability


 






5

Compatibility with our existing security systems, meeting our requirements
5

Additional features of value to us not specified in RFI



3

Total price (solution, implementation and maintenance)



5

Global delivery/sales distribution






4

Teleperformance will reduce the potential suppliers to one or two based upon the evaluation scoring.  Teleperformance expects to invite the one or two top suppliers on site to make a formal presentation regarding their proposal to a team of Teleperformance representatives.
6.5 AWARDING OF POTENTIAL BIDS

Teleperformance, at its sole discretion, reserves the right to either accept or reject any and all proposals, and do nothing.  The existence of this request for information shall not, in any way, obligate Teleperformance to any contractual obligation.  The supplier(s) with the highest score will be considered.  Teleperformance reserves the right to identify the correct solution or combination of solutions and still cancel the RFI if our budget does not support the purchase.

6.6 CUSTOMER REFERENCES

Supplier must provide a list of three references that use the proposed solution.  Teleperformance will contact these references only at the end of the selection process as part of the due diligence phase of supplier selection.  In addition, Teleperformance will only contact these references after the supplier has specifically been asked to arrange for such contact.  It is expected that if the supplier lists a reference in their proposal they will have the ability to arrange for a reference call.

Include for each reference:

· Company name

· Contact name

· Company address

· Contact telephone number

· Contact email address
6.7 INVOICING

Supplier must include your proposed fee schedule and terms in the proposal.  Indicate payment terms in regard to any available percentage discount for early payment.  Teleperformance standard payment term is net 45 days.
6.8 NOTE TO SUPPLIER

It is expected that all information submitted would be in accordance with what has been clearly outlined in the RFI.  Once information has been submitted it is final.  The time for questions is clearly detailed in this RFI.

Once completed, your signature or that of a duly authorized individual of your company must be affixed, in order for us to acknowledge the fact that you have read the RFI thoroughly and have completed the information request within the stipulated guidelines.
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