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The State of California advises that prospective bidders periodically check the
websites, including but not limited to Bidsync, and/or other state department links
for modifications to bid documents. The State of California is not responsible for a
prospective bidder's misunderstanding of the bid solicitation or nonresponsive bid
due to failure to check these websites for updates or amendments to bid documents,
and/or other information regarding the bid solicitations. Failure to periodically check
these websites will be at the bidder's sole risk.

The information published and/or responded to on these websites is public
information. Confidential questions/issues/concerns should be directed to the
contact on the ad.

The California Department of Public Health, Food and Drug Branch, is soliciting bids from qualified bidders to provide a
dependable, expandable, and secure message delivery system that can rapidly provide messages through multiple
communication media modes (e.g., fax, email, phone, etc) to subscribers about recalled products and/or alert notices
for foods, drugs, and medical devices.
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State of California Bid IFB-10-10406

State of California—Health and Human Services Agency
California Department of Public Health

12130/10

To Prospective Bidders:

RE: Invitation for Bad (IFB) Mumber 10-10406, Message Blaster Service

The California Department of Public Health (CDPH) is soliciting responses from prospective Bidders to provide a
dependable, expandable, and secure message delivery system that can rapidly provide messages such as press
releases within minutes through multiple communication media modes (e.g., fax, email, phone, ete. ) to thousands of
firms and other interested parties throughout California with regands 1o events such as food, drug, medical device
and radintion safety recalls, and emergency outbreak investigations. The contract term will be 2 years.

Please read all instructions and forms thoroughly 1o ensure your proposal is in compliance with the requirements of
this I[FB. Regardless of postmark or method of delivery, the California Department of Public Health’s Contract
Management Unit must receive bid packages no later than 4:00 p.m. on 01/13/2011, Refer to the attached IFB for

detailed submission requiremenis.
If a discrepancy ccours between the information in the advertisement appearing in the California State Contracts
Register and the information herein, the information in this notice and i the attached [FB shall take precedence.

In the opimion of the CDPH, this IFB is complete and without need of explanation. However, if questions arise or
there is a peed 10 obtain clarifying information, put all inquiries in writing and mail or fax 1o CDPH according to the
instructions in the IFB section entitled, “Budder Questions,”

Thank you for your interest in our Department's service needs and we lock forward to receiving your proposal.

| Sincerely,

Michael Ayala
COPH Food and Dirug Branch
1500 Capitol Ave, M5 7602
Sacrumenlo, CA 95814

California Department of Public Health — Food and Drug Branch, MS 7602, P.O. Box 97435, Sacramento, CA 95808-7435
(916) 324-9219

Internat Address: www. cdph.ca gov
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[Do not submit proposals to the above address.]
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Altachment 1 Bid Form
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Attachment 3 Business Information Sheet
Altachmeant 4 Client References
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Exhibit A1
Exhibit A
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Exhibit C = View
on-ling,
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Exhibit E

Exhibit F
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Exhibit Namea

Standard Agreement

Scope of Wark
Budget Detail and Payment Provisions

General Terms and Conditions (GTC 610). View or download at

thizs Internet site:

hitp:/iwww.ols dgs.ca.gov/Standard+Language/defaull.him.
Special Terms and Conditions

Additional Provisions

Contractor's Release
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Rapid Alert Message Delivery System

State of California

Bid IFB-10-10406

IFB 10-10408

A. Purpose and Description of Services

The California Department of Public Health, Food and Drug Branch, is soliciting bids from

qualified bidders to provide a dependable, expandable, and secure message delivery system

that can rapidly provide messages through multiple communication media modes (e.g., fax,

email, phone, etc) to subscribers about recalled products and/or alert notices for foods,
drugs, and medical devices. Bids must address all of the services described in the Exhibit A

entitied, “Scope of Work™.

The Food and Drug Branch intends to make a single contract award to the most respansive
and responsible firm offering the lowest cost.

B. Time Schedule

Dec 30, 2010 3:34:34 PM PST

™™™

Event Date Time (If applicable)
IFB Released 12/30/2010 (11 Days posted)
Bid Due Date 114/2010 4:00 p.m. (Pacific Time)
Bid Opening 11472010 4:30 p.m. (Pacific Time)
Molice of Intent to Award Posted 11192010
Prolest Deadline 0112672011 5:00 p.m. (Pacific Time)
Confract Award Date 02M2011
Proposed Start Date of Agreement | 02/11/2011

Page 1




State of California Bid IFB-10-10406
Rapid Alert Message Delivery Syslem IFB 10-10406

C. Contract Term

The contract term is expected to be 24 months and is anticipated to be effective 021122011

h 02/11/2013 or upon final approval which ever occurs later. The agreement terrm
may change if COPH cannol execute the agreement in a timely manner due 1o unforeseen
delays.

The resulting contract will be of no force or effect uniil it is signed by all parties and approved
by the Department of General Services, if required. The Conltractor is hereby advised not to
commence performance until all approvals have been cblained. If performance commences
before all approvals are obtained, said services may be considered to have been
velunteered if all approvals cannol be obtained.

Page 2
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Rapid Alert Message Delivery System

State of California

Bid IFB-10-10406

IFB 10-10406

D. Bidder Questions

1. What to include in an inguiry

Dec 30, 2010 3:34:34

a,

b.
c.

d.

Inquirer's name, name of firm submitting the inquiry, mailing address, email address,

area code and telephone number, and fax number.

Remedy sought, if any.

A description of the subject or issue in question or discrepancy found.
IFB section, page number or other information useful in identifying the specific
problem or issue in question.

A bidder that desires clarification about specific IFB requirements and/or whose inquiry
relates 1o sensitive issues or proprietary aspects of a bid may submit individual questions
that are marked "Confidential”. The Bidder must include with its inquiry an explanation
as to why it believes questions marked “Confidential” are sensitive or surround a

proprietary issue.

. How to submit questions

Submit questions or inquiries using one of the following methods.

U.S. Mail, Hand Delivery or Fax:

Overnight Express:

CQuestions IFB 09-11749 Questions IFB 09-11749

California Department of Public Health California Department of Public Health
Food and Drug Branch Food and Drug Branch

Michael Ayala Michaal Ayala

Mail Station TE02

P.O. Box 997435 Fax: (916) 440-5169

Sacramento, CA 958059-7435

It is the sole responsibility of the bidder to verify receipt of inguiries of all faxed malerials
by contacting Kelly Davis in the Food and Drug Branch at (916) 324-9219.

Bidder warning

a. CDPH's intemnal processing of U.S. mail may add 48 hours or more 1o the delivery
time. If questions are mailed, consider using certified or registered mail and request a

recaeipt upon delivery.

For hand deliveries, allow sufficient time to locate parking and to sign-in at the security

desk. If detained at the security desk, ask security personnel lo call Kelly Davis at
(916) 324-9218 to arrange for question pickup and receipt issuance by program staff.

Courier service personnel must sign-in at the security station and must obtain an

access key card. Couriers will then be able to access pre-determined areas. If
detained at the security desk, ask security personnel to call Kelly Davis al (916) 324-
9219 to collect tha question envelope and to issue a receipl.

PM PST
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Rapid Alert Message Delivery System IFB 10-10406

3. Verbal questions

COPH reserves the right not to accapt or respond to verbal questions and inguiries.
Spontaneous verbal remarks provided in response to verbal inquiries are
unofficial and are not binding on COPH unless later confirmed in writing.

Direct all verbal requests for DVBE assistance lo CDPH's DVBE Advocale at (916)
650-0228] up to the bid due date.

E. Pre-Bid Conference

CDPH will not hold a Pre-Bid Conference for this procurement.

. Reasonable Accommodations

For individuals with disabilities, the Departrment will provide assistive sarvices such as
reading or writing assistance, and conversion of tha Invitation for Bid, guestions/answers,
IFB Addenda, or other Administrative Notices into Braille, large print, audiocassette, or
computer disk. To request copies of written malerials in an allernate format. please call the
number below to arrange for reasonable accommodations.

Kelly Davis, Conlract Analysl

Food and Drug Branch

Program telephone numbar {916) 324-6219
(TTY) - California Relay telephone number 711-1-800-735-2029

NOTE: The range of assistive services available may be limited if requestors cannot allow
ten or more State working days prior lo date the allernate format malerial is needed.

. Scope of Work

See Exhibit A entitled, "Scope of Work” thal is included in the Sample Contract Forms and
Exhibits Section of this IFB. Exhibit A contains a detailed description of the services and
work to be performed as a result of this procurement.

. Qualification Requirements

Failure to meet the following requirements by the bid due date will be grounds for COPH lo
deem a bidder nonresponsive. In submitting a bid, each bidder must certify that it possesses
the following qualification requirements.

1, Alleast three consecutive years of experience of the type(s) lisled below. All expenence
must have occurred within the past five years. It is possible to attain the experience
types listed below during the same time period. Bidders must have experience in:

a.  Utilizing a message delivery system using a variety of media options including
telephone, mobile phone, email, fax, pager, and Wide Area Protocol (WAP).

b. Provide a minimum delivery volume of 1,000 telephone calls per minute and 3,000

emails and 200 voice and text messages to thousands of subscribers throughout
California within a maximum of five minutes of notification from the COPH-FDB.

FPage 4
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Rapid Alert Message Delivery System IFB 10-10408

Dec 30, 2010 3:34:34 PM PST

2. Bidders must certify their wilingness to comply with all terms and conditions addressed in
IFB section entitled, *Contract Terms and Conditions®, including those terms in the
referenced exhibits.

3. Corporations muslt cerify they are in good standing and qualified to conduct business in
California.

4. Neon-profit erganizations musl certify they are eligible to claim nonprofit status.

5. Bidders must have a past record of sound business integrity and history of being
responsive to past contractual obligations.

6. Bidders must certify their bid response is not in violation of the requirements of the Darfur
Contracting Act of 2008, Public Contract Code sections 10475, el seq.; Stals. 2008, Ch.
272, Delailed requirements are outlined in Attachment 7.

7. Bidders must certify their bid response is not in violation of Public Contract Code Section
10365.5 and, if applicable, must idenlify previous consultant services contracts thal are
related in any manner to the services, goods, or supplies being acquired in this
solicitation. Detailed requirements are outlined in Attachment 8.

I. Bid Format and Content Requirements
1. General instructions

a. Each individual or firm may submit only one bid. For the purposes of this paragraph,
“firm” includes a parent corporation of a firm and any other subsidiary of that parent
corporation. If a firm or individual submits more than one bid, COPH will reject all
bids submitted by that firm or individual.

b. Develop bids by following all IFB instructions and instructions or clarifications in
guestionfanswer notices, clarification notices, or IFB addenda.

c. Before preparing a bid, seek timely written clarification of any requirements or
instructions that are believed to be vague, unclear or that are not fully understood.

d. Arrange for timely delivery of the bid package to the specified address. Do not wait
until shortly before the bid submission deadline 1o submit the bid.

2. Bid format requirements
a. Submit one (1) original bid package and (2) copies or sels.

1) Write “Original” on the original bid package. Place tha originally signed
attachments/forms in the set marked “Original”. Any IFB attachment andfor forms
requiring a signature must be signed in ink (preferably in a color ather than black)
by a person authorized 1o bind the proposing firm. Signature stamps are not
acceplable.

2) Each bid set must be complete with a copy of all required attachments and
documentation. The forms appearing in the axira bid sets may reflect
photocopied signatures.

b. Bind each IFB sel with a single staple in the upper left-hand corner.

Page 5
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State of California Bid IFB-10-10406

IFB 10-10408

3. Bid content requirements

Complete and assemble the following items. When completing the attachments, follow
the instructions in this section and any instructions appearing on the attachment. Unless,
otherwise indicated, do nol submit supplemental information or other matenals that
CDPH has not requested. After completing and signing the applicable attachments,
assemble all items in the order shown below and place in a sealed envelope.

4. Required attachments [ documentation

Attachment/Documentation

Instructions

1 - Bid Form

Complele this form entirely. Do not submit
supplemental cost or rale sheets. Please initial, in ink,
any cormections or changes (o the dollar amounts
entered on the Bid Form.

2 - Required Attachment /
Certification Checklist

1) Check each item with “Yes" or "N/A", as applicable,
and sign the form. If necessary, explain the
choices.

2) If a bidder marks "Yes™ or "N/A” and makes any
notation on the checklist andf/or altaches an
explanation to the checklist to clarify their choice,
CDPH considers this a “qualified response”. Any
“qualified response”, determined by COPH to be
unsatisfactory or insufficient to meet a requirement,
may cause a bid lo be deemed nonresponsive.

3 - Business Information Sheeat

Completion of the form is self-explanatory.

4 = Client References

Identify three (3) clients serviced within the past five
years that can confirm their satisfaction with the
Bidder's services. If possible, identify clients whose
needs were similar in scope and nature to the services
sought in this IFB. List the most recent first.

5 - CCC 307 Certification

Complete and sign this form indicating a willingness
and ability to comply with the Contractor Certification
Clauses (CCC) appearing in this exhibit. The
attachment supplied in this bid represents only a
portion of the contractor information in this document.
Visit this web sile to view the entire document:

Dec 30, 2010 3:34:34 PM PST

hittp:ifwww.ols.dgs. + 5]
htm.
6 - Payee Data Record Complete and sign this form.
7 = Darfur Contracting Act Complete and sign this form.
8 - Follow-on Consultant Complete and sign this form.
Contract Disclosure
Page 6




State of California Bid IFB-10-10406
Rapid Alert Message Delivery System IFB 10-10408

Attachment/Documentation | Instructions

8a - Non-Small Business Submission of these forms is optional. Read and
Subconiractor Preference | carefully follow the completion instructions in
Request and Attachments 10, 10a, and 10b. Complete and retum

Attachments 10a and 10b only if the bidding firm is a
not a certified small business but is requesting a

9b - Small Business subcontractor bidding preference by committing to use
Subcontractor/Supplier one or more cerified small business subcontractors for
Acknowledgement an amount equal to at least 25% of the tolal bid price.

Business License if the Bidder is a California business, submil a copy of

a current business license issued by the governmenial
jurisdiction, in which the business is located, unless no
such license is required. Submit an explanation if this
decumentation cannol be supplied or there is reason to
believe no license is required.

Proof of Corporation stalus If the Bidder is a corporation, either submil a copy of
the bidding firm's most current Certificate of Status
issued by the State of California, Office of the
Secretary of Stale er submit a downloaded copy of the
bidding firm's en-line status information from the
California Business Portal website of California’s Office
of the Secretary of State.

Submit an explanation if this documentation cannot be
supplied.

Proof of Non-profit status If the Bidder is a non-profit organizalions, submit a
copy of a current IRS determination letter indicating
nonprofit or 501(3)c) lax exempt status. Submit an
explanation if this documentation cannol be supplied.

J. Submission of Bids
1. Submisszion Instructions

a. Assemble an original and two (2) copies of the bid package logether. Place the
“original” on top, followed by the two (2) copies.

b. Place all copies in a single envelope or package. Seal the envelope.

c. Mail or hand deliver bid package to the California Department of Public Health's Food
& Drug Branch. Bids may not be transmitted electronically by fax or email.

d. The Food & Drug Branch must receive the bid package, regardless of postmark or
method of delivery, by the date and time stated in the section entitled, “Time
Schedule.” CDOPH will not publicly open or read lale bids.

g. Label and submit the bid package using one of the following methods.

Page 7
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Hand Delivery or Overnight Express:

L. 5. Mail:

IFB 10-10406 (Do Not Open)
California Department of Public Health

Food and Drug Branch
Mail Station 7602

1500 Capitol Avenuea
Sacramento, CA 95899

IFB 10-10406 (Do Not Open)
California Department of Public Health

Food and Drug Branch
Mail Station 7802
P.O. Box 997435
Sacramento, CA 95899-T435

f. Bidder warning

1) CDPH's internal processing of U.S. mail may add 48 hours or more to the delivery

time. If the bid package is mailed, consider using certified or registered mail and

request a receipl upon delivery,

2} For hand deliveries, allow sufficlent time o locate parking and lo sign-in al the

security desk. If detained at the security desk, ask security personnel o call the
CDPH Food & Drug Branch al 324-9219 to arrange for bid package pickup and
receipt issuance by FDB staff. Bidders are wamed not to surrender their bids in

the care of a person other than CDPH Food & Drug Branch.

3) Couriers must sign-in at the security station and must obtain an access key card.
Couriers will then be able to access pre-determined areas. If detained al the

security desk, ask security personnel to call COPH Food & Drug Branch at 324-

9219 to obtain a Food & Drug Branch staff mamber to collect the bids and to
issue a bid receipt. Couriers are wamed not to surrender bids in the care of a
person other than CDPH Food & Drug Branch,

2. Proof of timely receipt

a. CDPH staff will log and attach a date/time stamped slip or bid receipt to each bid
package/envelope received. If a bid package is hand delivered, COPH staff will give
a bid receipt lo the hand carrier upon request.

b. COPH Food & Drug Branch must receive bid packages at the stated place of delivery
no later than 4:00 p.m. (Pacific Time) on the bid due date. Neither delivery to the
department's mailroom, to the program that issued this IFB, or the presence of a U.S.

postmark will serve as proof of timely delivery,

c. CDPH will deam late bid packages nonresponsive.

3. Bidder costs

Bidders are responsible for all costs of developing and submitting a bid package. Such

costs cannot be charged to CDPH or included in any cost element of a Bidder's price

offering.

K. Bid Opening

All bid packages properly received according to the IFB instructions on or before the bid due
date will be publicly opened and read at the date and time stated in the section entitled,

“Time Schedule,” at the following address:

Page 8

Dec 30, 2010 3:34:34 PM PST

p. 15




State of California Bid IFB-10-10406

Rapid Alert Message Delivery System IFB 10-10406

California Department of Public Heailth
Food and Drug Branch

1500 Capitol Avenue, Suite 72.436
Sacramento, CA 95814

L. Bid Requirements and Information

1. MNonresponsive bids

In addition to any condition previously indicated in this IFB, the following occurrences
may cause COPH to deem a bid nonresponsive.

a. Failure of a bidder to:

1) Meet bid farmaticontent or submission requirements including, but not limited to,
the sealing, labeling, and/or timely and proper delivery of bid packages.

2) Pass the Required Attachment/Certification Checklist review by not marking “Yes”
for each item listed or by not appropriately justifying, to COPH's salisfaction, all
“N/AT designations.

b. If a sdder submils:;

1) A bid that is conditional, materially incomplete or contains materal allerations or
irregularities of any kind.

2) Price information that contradicts the price/cost figures on the Bid Form or
submits cost information in a formal contrary to the IFB instructions.

3) False, inaccurate or misleading information or falsely cerifies compliance on any
bid attachment.

c. If CDPH discovers, at any stage of the bid process or upon contract award, that a
bidder is unwilling or unable to comply with the contract lerms, conditions and
exhibils cited in this IFB andfor the resulting contract.

d. If other imegularities occur in a bid response that are not specifically addressed
harain (i.e., the Bidder places any conditions on performance of the scope of work,
submits a counter offer/proposal, alc. ).

2. Bid modifications after submission

a. All bid packages ara lo be complete when submitted. However, an entire bid
package may be withdrawn and the Bidder may resubmit a new bid package.

b. To withdraw and/or resubmit a new bid package, follow the instructions appearing in
the IFB section entitled, “Withdrawal and/or resubmission of bids”,

3. Bid mistakes

If prior to contract award, award confirmation, or conltract signing, a bidder discovers a
mistake in thair bid that renders the bidder unable or unwilling to perform all scope of
work services for the price/costs offered, the bidder must immediately notify COPH and
submit a written request lo withdraw its bid following the procedures sel forth in

Section L, Paragraph 4b.

Page 9
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4. Withdrawal and/or resubmission of bids
a. Withdrawal deadline
A Bidder may withdraw his/her bid any time prior lo the bid due dale.

b. Submitting a withdrawal request

1) Submil a written withdrawal request, signed by an authorized representative of
the Bidder.

2) Label and submit the withdrawal request using one of the following methods.

U.S. Mail Hand Delivery Fax

Withdrawal IFB 10-10406 Withdrawal IFB 10-10406 Withdrawal IFB 10-10406
California Department of Public | California Department of Public | California Department of
Health Health Public Health

Food & Drug Branch Food & Drug Branch Food & Drug Branch

Mail Station 7602 Mail Station 7602

P.0. Box 997435 1500 Capitol Avenue Fax (916) 440-5868
Sacramento, CA 85889-7377 Sacramento, CA 95899-7377

3) [For faxed requests] Bidders must call COPH Food & Drug Branch at
(916) 324-9219 lo confirm receipt of a faxed withdrawal requesl Follow-up the
faxed request by mailing or delivering the signed original withdrawal request
within 24 hours after submitting a faxed request

An originally signed withdrawal request is generally required before COPH will
return/release a bid package to a bidder. COPH may grant an exceplion if the
Bidder informs CDPH that the Bidder will submit a new or replacement bid
package immediately following the withdrawal.

¢. Resubmitting a bid package
After withdrawing a bid package, Bidders may resubmit a new bid package according
to the submission instructions. Replacement bid packages must be received al the
stated place of delivery by the due date and time.
5. Evaluation and selection

This section describes, in general, the process that COPH will use to evaluate timely bid
packages.

a. Bid opening/reading

All bid packages properly received according to the IFB instructions on or before the
bid due date will be publicly opened and read.

b. Bid package review
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2)

3)

Shorily after tha bid opening and reading, one or more evaluators will convena to
review each imely bid package to confirm its responsiveness to the IFB
requiramants, This is a pass/fail evaluation,

If deemed necessary by COPH, additional bidder documentation may be
collected to confirm the claims made by each bidder and to ensure that each
biddar s responsive to all bid requiremeants.

If tha materials submitted by a bidder do not prove, support or substantiate tha
claims made on the Required Attachment/Cerification Checklist, the bid will be
deemed nonresponsive and rejected from further consideration.

¢. If applicable, COPH will adjust bid amounts for any claimed preferance following
confirmation of eligibility with the Department of General Services.

6. Contract award and protests

a. Contract award

1)

2)

3)

4)

Award of the contract, if awarded, will be to the responsive and responsible
Bidder that offers the lowest cost. The lowesl cost will be determined after COPH
adjusts Bidder costs for applicable preferences/incentives.

CDPH shall post the Notice of Intent to Award for five (5) working days pricr to
awarding the contract. If posted the Notice of Intent to Award will be available for
viewing by the public during normal working hours, at the following location:

California Department of Public Health
1500 Capitol Avenue, First Floor Guard Station
Sacramento, CA 85814

CDPH will mail, email, or fax a written notification and/or a copy of the Notice of
Intent to Award to all firms that submitted a bid.

CDPH will confirm the contract award to the winning bidder after the protest
deadline, if no protests are filed or following the Department of General Service's
resolution of all protests. COPH staff may confirm an award verbally, via email, or
in writing.

b. Settlement of tie bids

1)

2)

3)

Dec 30, 2010 3:34:34 PM PST

In the event of a precise tie batween the lowesl responsive bid submitied by a
certified small business or microbusiness and the lowest responsive bid
submitted by a cerified DVVBE that is also a cerified small business, the contract

will be awarded to the DVBE bidder per Government Code Section 14838(f) at
S@q.

In the event of a precise fie between the lowest responsive bid submitted by a
non-small business thatl was granted small business subconiractor preference
and the lowest responsive bid submitied by a certified small business or
microbusiness, the coniract will be awarded to the cerlified small business or

microbusiness.

In the event of a precise lie between tha lowesl responsive bid submitted by a
nonprofil veteran service agency (NVSA) that is a cerfified small business and the
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4)

5)

lowest responsive bid submitied by a certified DVBE that is also a certified small
business, the contract will be awarded to the cerified DVBE.

In the event of a precise te batween the lowes! responsive bid submitted by a
non-small business that was granted the DVBE subcontracior incentive and the
lowest responsive bid submitted by a certified small business or microbusiness,
thia contract will be awarded to the certified small business or microbusiness.

In the absence of a California law or regulation governing a specific tie, COPH will
settle all other tie bids in a manner CDPH determines to be fair and equitable
{e.g., coin toss, lot drawing, elc.). In no event will COPH sattle a tis by dividing
the work among the tied Bidders.

. Protests

1)

2)

3)

4)

Dec 30, 2010 3:34:34 PM PST

Who can protest

Any bidder who submits a bid may file a protest if the bidder believes ils bid
package is responsive to all IFB requirements and iis bid is the lowest dollar bid.

Grounds for protests

Protests are limited to the grounds described in Public Contract Code (PCC)
Section 10345. CDPH will not make an award until all protests are withdrawn by
the protestant, denied, or resolved o the satisfaction of the Department of
General Services (DGS).

Protest time lines

a) If an eligible Bidder wishes to protest the intended contract award, the Bidder
must file a “Notice of Inlent to Protest” with both CDPH and the Department of
General Services within five working days after CDPH posts the Notice of
Intent to Award. The Notice of Intenl to Prolest may be quite brief. Any
Notice of Intent to Protest filed more than five working days after COPH posts
the Motice of Intent to Award shall be untimely.

b) Within five calendar days after filing a "Motice of Intent fo Prolest”, the
protestant must file with both CDPH and the Department of General Services

a full and complete written protest statement identifying the specific grounds
for the prolesl. The slatement musl contain, in detail, the reasons, law, rule,
regulation, or practice that the protestant believes COPH has improperty
applied in awarding the contracl

Submitting a protest
A protest may be hand delivered, mailed, or faxed to the appropriate agencies.

Label, address, and submit an initial protest notice andfor a detailed protest
statement using one of the following methods.
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Hand Delivery, Mail or Overnight Fax:
Express:
Protest to COPH IFB 10-10406 Protest to COPH IFB 10-10406
California Departmenl of Public Health California Departmant of Public Health
Contract Managemant Unit Conftract Management Unit
Mail Station 1802
1501 Capitol Avenue, Suite 71.5178 Fax (916) 650-0110
P.Q. Box 997377
Sacramento, CA 95899-7377
Protest to COPH IFB 10-10406 Protest to CDPH IFB 10-10406
Dept, of General Services Depl. of General Services
Office of Legal Services Office of Legal Services

Attention: Prolest Coordinator
707 Third Street, 7 Floor, Suite 7-330 Fax: (916) 376-5088
P.O. Box 989052

West Sacramento, CA 95798-9052

For faxed protests

Faxed protests must be followed-up by sending an onginal signed protest, with all
supporting material, within seven (7) calendar days of submitting the faxed
protest.

Call the telephone numbers below to confirm receipt of a fax transmission:

Department of General Services (916) 376-5080
California Department of Public Health (916) 650-0100

7. Disposition of bids

a. All materials submitted in response to this IFB will bacome the property of the
Califernia Department of Public Health and, as such, are subject to the Public
Records Act (GC Section 6250, el seq.). COPH will disregard any language
purparting to render all or portions of any bid package confidential.

b. Upon bid opening, all documents submitted in response fo this IFB and all
documents used in the selection process (e.g., review checklists, letters of intent,
etc.) will be regarded as public records under the California Public Records Act
{Government Code Section 6250 et seq.) and shall be subject to review by the public.

However, bid contents, bidder correspondence, selection working papers, or any
other medium shall be held in the strictest confidence until the Notice of Intent to
Award has occured.

¢. CDPH may return a non-winning bid package to the bidder al their request and
expense after COPH concludes the bid process.

8. Inspecting or obtaining coples of Bids

a. Who can inspect or copy bid materials
Any person or member of the public can inspect or obtain copies of bid matenals.

Page 13
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b. What can be inspected/copied and when

1) On or after CDPH releases the Notice of Intent lo Award, all bids, Bidders list,
conference sign-infattendance sheet, checklists and/or evaluation sheets become

public records. These records shall be available for review, inspection and
copying during normal business hours.

. Inspecting or obtaining copies of bid materials

Persons wishing o view or inspect any bid relaled materials must identify the itams
they wish to inspect and must make an inspection appointment by contacling Kelly
Davis at (916) 324-9219.

Persons wishing lo obtain copies of bid materials may visit or mail a written request to
the CDPH office identified below. The requestor must identify the items they wish to
have copied. Materials will not be released from Stale premises for the purposes of

making copies.

Unless waived by CDPH, a check covering copying and/or mailing costs must
accompany the request. Copying costs, when applicable, are charged at a rate of
ten cents per page. CDPH will fulfill all copy requesis as promplly as possible.
Submit copy requests as follows:

Request for Copies - IFB 09-11749
Kelly Davis

California Department of Public Health
Food and Drug Branch

Mail Station MSTE02

1500 Capitol Avenue, Suite 72435
Post Office Box 997435=
Sacramenio, CA B5899-7435

9. Verification of Bidder information

By submitting a bid, Bidders agree to authorize COPH to:

a. Verify any and all claims made by the Bidder including, but not limited to verification

of prior experence and the possession of other qualification requirements, and

. Check any reference identified by a bidder or other resources known by the State to
confirm the Bidder's business integrity and history of providing effective, efficient and
limely services.

10. CDPH rights

In addition to the rights discussed eisewhere in this IFB, COPH reserves the following
rights.

. IFB corrections

1) CDPH reserves the right lo do any of the following up to the bid submission
deadline:

a) Modify any date or deadline appearing in this IFB or the IFB Time Schedule.

Page 14
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b) Issue clarification notices, addenda, alternale IFB instructions, forms, elc.

¢) Waive any IFB requirement or instruction for all bidders if COPH deems said
requirement or instruction unnecessary, emoneous or unreasonable. If
deemed nacessary, COPH may also waive any IFB requiremant or instruction
after the bid submissicn deadline.

d) Allow Bidders to submit questions about any IFB change, correction or
addenda. If CDPH allows such guestions, specific instructions will appear in
the cover letter accompanying the document.

2) If deemed necessary by COPH to remedy an IFB error or defect that is not
detected in a timely manner, COPH may also issue cormection notices or waive
any unnecessary, eroneous, or unreasonable IFB requirement or instruction after
the bid submission deadline.

3) I applicable, CDOPH will mail, email, or fax written clarification notices or addenda
to all parsons/firms recaiving this IFB.

Exceptions may occur, when CDPH decides, just before or on the bid due dale, to
extend the submission deadline. If this occurs, CDPH may notify potantial
bidders of the axtansion by fax, email, or by lelephone. CDPH will follow-up any
verbal notice in writing by fax or mail.

b. Collecting information from Bidders

1) i deemed necessary, COPH may request a bidder to submit additional
documentation following the bid opening and/or evaluation. COPH will advise the
Bidders orally, via email, or in writing of the documentation that is required and
the time line for submitting the documentation. COPH will follow-up oral
instructions in writing by fax, email, or mail. Failure to submit the required
documentation by the date and time indicated may cause COPH to deem a bid
NoNresponsive.

2) CDPH, at its sole discretion, reserves the right to collect, by mail, email, fax or
other mathed, the following omitled and/or additional information,

a) Signed copies of any form submitted without a signature.

b) Data or documentation omitted from any submitted IFB attachmentform.

¢} Information/malerial needed o clarify or confirm cerlifications or claims made
by a bidder.

d) Information/material or form needed lo correct or remedy an immalerial defect

in a bid package.

3) The collection of bidder documentation may cause COPH lo extend the date for
posting the Nofice of Intent to Award. If CDPH changes the posting date, COPH
will advise the Bidders, orally, via e-mail, or in writing, of the alternate posting
dala.

¢. Immaterial bid defects
1) CDPH may waive any immaterial defect in any bid package and allow the Bidder

to remedy those defects. CDPH reserves the right lo use its best judgment lo
detarmine what constitutes an immalterial deviation or defect.

Page 15
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2) CDPH's waiver of an immaterial defect in a bid package shall in no way modify
this IFB or excuse a bidder from full compliance with all bid requirements.

d. Correction of clerical or matheamatical errors

1) CDPH resarvas the right, at its sole discretion, to overlook, comect or require a
bidder to remedy any obvious clerical or mathemalical errors on a bid form.

2) W the correction of an efmor results in an increase or decrease in the total price,
CDPH shall give the Bidder the oplion to accepl the comrected price or withdraw
their bid.

3) Bidders may be required lo initial commections lo costs and figures on the Bid Form
if the correction resulls in an alleration of the cosi(s) offered.

4) If a mathematical error occurs in a total or extended price and a unil price is
present, COPH will use the unil price to setlle the discrepancy.

e. Right to remedy errors
CDPH reserves the right to remedy errors caused by:

1) CDPH office equipment malfunctions or negligence by agency staff
2) MNatural disasters (i.e., floods, fires, earthquakes, efc.).

f. Mo contract award or IFB cancellation

The issuance of this IFB does nol conslitute a commitment by COPH 1o award a
conlract. COPH reserves the right to reject all bids and to cancel this IFB if it is in the

best interests of COPH to do so.
g. Contract amendments after award

As provided in the Public Contract Code governing contracts awarded by competitive
bid, COPH reserves the righl to amend the contract after CDPH makes a contract

awanrd.

M. Preference Programs

To confirm the identity of the lowest responsive Bidder, COPH will adjust the total bid cost for
applicable claimed preference(s). CDPH will apply preference adjustments to eligible
Bidders according to Stale regulations following verification of eligibility with the appropriate
office of the Department of General Services (DGS).

Page 16
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1. Small/Micro Business Preference

a. A responsive California small'micro business or bidder, certified in a relevant
business category or type, will be granted a preference up to five percent (5%) of the
lowes! responsive bid, if that bid is submitted by a non-small/micro business. Non-
small business means a responsive/rasponsible bidder that is not certified by the
California Department of General Services as a small business or microbusinass.
The “service” category or businass type will most likely apply (o this procurement.
Nonprofit Veteran Service Agencies (NVSA) are to view the instructions in provision 3
of this section {Preferance Programs).

b. In granting small'micro business preference, no bid price will be reduced by more
than $50,000. The cost adjustment is for computation purposes only and does not
alter the actual cost offered by the Bidder.

c. To be cerlified as a California small/micro business and eligible for a bidding
preference the business concern must meet the State's eligibility requirements and
must have submitted an application for smallimicro business status no later than
5:00 p.m. on the bid submission deadline,

d. Firms desiring small/micro business certification must oblain the Small Business
Certification Application (i.e., STD 812 or other form) from the appropriate office of
the Department of General Services, fully complete the application, and submit it to
the Depariment of General Services as instructed in the application. Prospective
bidding firms desiring small business cerfification assislance, may contact the
Department of General Services by the following means:

1) (916) 322-5060 (24 hour recording and mail requesis), or

2) (916) 375-4940 (Small business assistance) or (800) 559-3529 (live operator-
Cenfral receplionist), or

3) Internet address: hitp:\www pd dgs ca.govismbus/defaull him or

4) Fax: (916) 375-4950, or
5) Email: osdchelp@dqgs.ca.gov

2. Won-Small Business Subcontractor Preference

a. Non-small business means a responsive/responsible bidder that is not certified by the
California Department of General Services as a small business or microbusiness.

b. If the tentative low bidder is not a certified DVBE or smallimicro business, a bid
praferance up to five percent (5%) is available to a responsive non-small business
claiming twenty-five parcent (25%) small business subcontractor participation with
one or more small businesses. This preference is authorized pursuant to Title 2,
California Code of Regulations Section 1896.2 and Government Code Section
14835,

c. If a bidder claims the non-small business subcontraclor preference, the bid response
must identify each proposed small business subcontractor, the participation
percentage amount committed to each identified subcontractor, and substantial proof
to enable verification of each subcontractor's small business status. The total small
business subcontraclor participation must equal no less than twenty-five percent
{25%) of the total bid price or cost offered.
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d. To be granted preference, each proposed small business subcontractor must
possess an active small business or micro business certification issued by the
California Department of General services, must perform a “commercially usaful
function” under the contract and the basic functions to be performed must be
identified at the time of bidding.

e. In granting the non-small business subcontractor preference, no bid price will be
reduced by more than $50,000. The cost adjustment is for computation purposes
anly and does not aller the actual cost offered by the Bidder.

f. Complete Attachment 10a (Non-Small Business Subcontractor Preference
Request) and Attachment 10b (Small Business Subcontractor/Supplier
Acknowledgement) to request the non-small business subconiractor preference.

g. Refer to the IFB section entitled, "Setttement of tie bids™ 1o leamn how tie bids will be
resolved.

3. MNonprofit Veteran Service Agency (NVSA) Small business Preference

a. Pursuant to Military and Veteran Code Section 999.50 et seq., responsive/
responsible nonprofil veleran service agencies (NVSAs) claiming small business/
microbusiness preference and verified as such in the relevant category or business
type prior to the bid submission due date will be granted a preferance up to five
percent (5%) of the lowest responsive bid, if the lowest responsive bid is submitted by
a bidder not certified as a small business/microbusiness. The "service™ category 15
the business type that will most likely apply to this procurement.

b. In granting small business preference to NVSAs, no bid will be reduced by more than
$50,000. The preference cost adjustment is for compultation purposes only and does
not alter the actual cost offered by the Bidder.

e. To be eligible for the NVSA small business preference, the business concern must:
1) Request preference at the time of bid submission, and
2) Become certified as a small business or micro business by the appropriate office
of the California Department of General Services (DGS) prior to the bid
submission due dale.

d. Refer lo the IFB section entitled, “Settlement of tie bids" to leam how tie bids will be
resolved.

4. Combined preferences

The maximum preference or cost reduction any bidder may be granted for small
business, non-small business subcontracting.

Any firm that is granted any combination of non-small business subcontracting
preference, DVBE Incentive, EZA andior TACPA preference cannot displace an award to
a cerified small business.

N. Contract Terms and Conditions

The winning Bidder must enter an agreement that may contain the Bidder's bid form or
budget, a Scope of Work, standard contract provisions, and one or more of the contract
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forms and/or exhibits identified below. Other exhibits, not identified herein, may also appear
in the resulting agreement.

The exhibils identified in this section contain contract terms that require strict adherence to

various laws and contracting policies. A Bidder's unwillingness or inability to agree to the

low o contained in any axhibit identified in this IFB

cause COPH to deem a Bidder non-responsible and ineligible for an award. COPH reserves

the right to use the latest version of any form or exhibit listed below in the resulting
agreement if a newer version is available,

In general, CDPH will not accept alterations to the General Terms and Conditions (GTC),
CDPH's Special Terms and Conditions, the Scope of Work or alternate confract/axhibit
language submitted by a prospective contractor. CDPH will consider a bid containing such
provisions "a counter proposal” and CDPH may reject such a bid,

1. Sample contract forms [ exhibits

Exhibit Label Exhibit Name
a. Exhibit A1 Standard Agreement
b. Exhibit A Scope of Work
. Exhibit B Budget Delail and Payment Provisions
. Exhibit C - General Terms and Conditions (GTC 610). View or download at
view on-line. this Internet site:
hitp./Awww. ol ; + fault.hitrm.
e, Exhibit D(B) Special Terms and Conditions
f. Exhibit E Additicnal Provisions
g. Exhibit F Contractor's Release (1 Page)

2. Unanticipated tasks

In the event unanlicipated or additional work must be performed that is not identified in
this IFB, but in CDPH's opinion is necessary to successfully accomplish the scope of
work, COPH will initiate a contract amendment to add that work. Unless otherwise

indicated, all terms and conditions appearing in the resulting conlract and the salary,
wage, unit rales andfor other expenses appearing on the Bidder's Bid Form will apply to

any additional work.
3. Resolution of differences between IFB and contract language

If an inconsistency or conflict arises between the tarms and conditions appearing in the
final agreement and the proposed lerms and conditions appearing in this IFB, any
inconsistency or conflict will be resolved by giving precedence o the agreement.

4. Loss Leaders

Request for proposal for a Contract for services that involvas the furnishing of
equipment, materals, or surplus musl comply with the loss leader requiramants.

1) It is unlawful for any person engages in business within this stale o sell or
use any article of product as a “Loss Leader” as defined in section 17030 of

the Business and Professional Code.

Page 19
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Attachmeant 1
Page 1
Bid Form

Mama of Bidding Firm (Logal name a5 if will appear on he contract)

Mailing addness ity Stata Zip Code
Telephona number Fax naambar Email addness, if applicable
{ ) ( )
Hama of Conlacl Parson Talaghaone pumben: (I difensn] from above)
{ )
Amounts Bid
Annual Cost{s): A (Year1) 3§ 02-11-11 through 02-10-12
B (Year2) § 02-11-12 throwgh 02-10-13 .
A+B = 5 02-11-11 through 02-10-13
Total Costs:

Bidding Preferences Claimed [Check only the preferences claimed)

] Certifiad srmall busivess or microbusiness prefarence (including Nonprofit Voleran Sendcn Agoncias)
[0 Mon-small business subcontracior preference (committing wse of 25% or mon of small business subcontracts)
] OVBE Incentive (committing to use DVBE subcontracts)

Bidder Acknowledgment | Certification

The Bidder hereby certifies that the materials submitted in response to this IFB and the price(s)rate(s) offerad on this
Bid Form ara true and accurale 1o iha best of the Bidder's knowledge,

The Bidder agrees that the price(s)rate(s) offered haerein shall remain in effect until COPH awards the agreement and
throughout the duralion of the agreement. Any cost over runs or increases in services, if allowed, shall be billed at the
price(s Nrate{s) statled for the appropriate budget period. Contract extensions, if any, shall be billed at the
price{s¥ratels) staled for the last budget peried/year if more than one hudgal pﬁiud.l'y'aar is shown.

Fum lhaEn:Idarlwahy da.ma Its nilngrm lumrlrl‘grtnanﬁ cmnply with ni mql.iramml: a terms and conditions

cited in this IFB and any attachment thereto.

The Bidder understands thal its bid response will become a public documant and will be open to public inspection.

Bidder's signature:

Tite

Printedityped name
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Atlachment 2

Qualification Requirements. | cartify that | meat the following qualification requirements: E;r CE‘I;T-IH
[] Yes My firm possesses al least three consecutive years of experience of the types listed in tem 1of | ] yas
] NiA the IFB section entitlied, “Qualification Requirements”. Thal experience occurred within the past 1 Mo
fivie years.
[] Yes My firm has read and is willing to comply with the terms, conditions, and contract exhibits ] Yes
[ i addressed in the IFB section entitled, "Contract Terms and Conditions™, O Me
[] Yes | My firm is in good standing and qualified lo conduct business in Calfornia. [ Yes
[ NiA [Check “N/A" if not a Corporation.] I Ne
O Nia [Check “N/A" if not a nonprofit organization.] [ Ne
] Yes | My firm has a past record of sound business integrity and a history of being responsive to past [ Yes
[ nia | contractual ebligations. My firm authorizes the State to confirm this claim, [ Mo
[0 Yes | My firm will supply before contract execution, proof of self-insurance or copées of insurance O Yes
[ A | certificales proving possession of appropriate liability insurance that meets the requiremants ] No
stipulated in ltem 7 of the IFB section entitled, “Qualification Requiremants”,
Confirmed
Bid Content. | have completed and returned the following Attachments: by CDPH
[ Yes | Attachment 1, Bid Form O Yes
|:| MIA []No
[ Yes | Attachment 2, Required Attachment / Certification Checklist [ Yes
O] wa ] Mo
es | Attachment 3, Business Information
O 3.8 Information Sheet O Yes
O] wa [] Ne
es | At ent 4, Client rences
Oy tachment 4, Client Refe [ Yes
L] A [INo
[ Yes | Attachment 5, CCC 307 - Certification O Yes
O] WA [] No
[J Yes | Attachment 6, Payee Data Record ] Yes
] WA [ No
[] Yes | Attachment 7, Darfur Contract Act ] Yes
I NA [ No
[] ves | Attachment 8, Follow-on Consultant Contract Disclosure, [ Yes
[ nia Mo
[] Yes | Attachment 10a, Non-Small Business Subcontractor Preference Request and [] Yes
[Jna | Atachment 10b. Small Business Subcontractor/Supplier Acknowledgement []No
Check “N/A™ il not applying for this subcontractor preference.
Confirmed
Required Documentation. Enclosed with the bid is the following required decumentation. by CDPH
[] ¥es | California Businesses - Copy of a current business license issued by the government [] Yes
mp Jl.ll’tﬁdu:lrun in which the hmm is located, unless no license is mmlmd Hﬂiﬂ [ Mo
m Ghml: "HJ'A" if n-nu. California hwlnmw no bush'l-m license is r-qulr-d
[] Yes | Corporations - Either a copy of the Certificate of Status issued by California’s Office of the O Yes
| ml Secretary of State or a copy of the bidding firm's aclive on-line stalus information dwnnlaada-d_ ] Mo
from the Calfornia Business Porial website, Attach an explanation if the required documeniatson
cannol be supplied. Check “N/A” if not a Corporation.
[ T¥es | Nonprofit Organizations - A copy of a current IRS determination letter indicating nonprofit or Yes
[ N/A | 501 (3) {c) tax exempt status. Check “N/A” if not a nonprofit organization. No
i Name of Bidding Firm: Signature
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Bid Contant. | have complated and returned the following Attachments:

Confirmed
by CDPH

Printed MNameTiile:

Diate:;
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Business Information Sheet

A signature affixed hereon and dated certifies compliance with all bid requirements. The signature below authorizes the State
o verily the claims made on this form,

Name of Bidding Fimm: CA Corp. No. {If applicable) Federal ID Numbar
Name of Principal (If not an indnadual). | Tite: Telaphana Numbar Fax Numbar
Streat Address ! P.O. Box City Stale Zip Codha

Type of Business Organization / Ownership (Check all that apply)

Ownership Corporation | Governmental Other Type of Entity
[] Sole Proprictor | ) Wonprofit | [J City'County, California State O Public or Municipal Corporation, School or Water
[] Partnership O For Prafit Agency, Federal Agency, State District, Califoméa State College, University of
Jainl vaniuna ] Private {othar than Califomia) California, Joini Powers Agency
Association O Public O odhar: [0 Ausiiary College Foundation
O Other:
California Certified Small Business Status [JMWA L] Mcrobusiness ) Small business CINvSA
O Cedified By DGS Certification No: Expiration Date:
If certified, attach a copy of certification letter. If an application is pending, date submitted to DGS; =
Small Business Type (f applicable) [JNA [ Services 0 Non-Manufacturer 0O Manufacturer
[0 Contractor {Construction Typa): [ Contractor's Licensa Typé:
Vateran Status of Business Owner [ WA [not & welaran or not cartified by DGS)
] Disabled Veteran Certified by DGS Cartification MNo. Expiration Data:

If certified, attach a copy of certification letter. If an application is pending, date submitted to DGS: |
Disadvantaged Business Enterprise Status: [JNA [] Approved by the Cal Trans, Office of Civil Rights. I

iCertification mamber isssed by Cal Trans: Expiration Crafn:
Race/Ethnicity of Primary Business Owner [] N/A (Mo single owner possess more fa 50% ownership)
Orwnier's Ethnicity (check ona) Cramer's Race (check one) If Asian, Mative Hawalian or Pacific Islander
Asian-Indian O American Indian/Alaska Native chock ona):
Black [ Asian Asigndndian [] Japaness
O Hispanic Black or African American [ cambodian Korean
E Peatihee Amercan Mative Hawailan or Other [ Chinesa Laottan
Pacific-Agian Pacific Islander O Filipino [] Samoan
O Other O white ] Guamanian [J Vietnameso
O Ot O Hawaiian  [] Other
Gender of Primary Business Owner O WA (Mot independently aowned) ] Male [J] Female
Indicate possession of required licenses andlor certifications (if applicable): [ /A (None requined)
Confracior's State Licensing Board Mo, PUC License Number Required Licenses/Certifications (If applicabla)
CAL-T-
Signature Data Signed
“PrimoediT yped Nama Title

Public Records Information

The above information is required for statistical reporting purposes. Completion of this form is mandalory. This information will be
made public upon award of the contract and will be supplied 1o department conlract staff, Department of General Services and
possibly other public agencies. To access contract related records, contact the Contract Management Unil. 1501 Capitol Avenua,
Suite 71,5178, MS 1802, P.O. Box 997377, Sacramento, CA 05880-7377 or call (816) 650-0100.
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Client References
List 3 clients served in the past 5-years for which the bidding firm provided similar services. List the most recent firsl.

REFERENCE 1
Mama of Firm

Street address City State Zip Code

Conlact Parson Telephona number

{ )
Dates of servics Walue or cosl of service

Brief description of service provided

_FI_EFEREH-I:E 2
Mame of Firm

Street address City State Zip Code

Contact Person Telephone number
£

Dates of service WValue or cost of service

Brief description of service provided

REFEREMNCE 3
Mame of Finm

Streat addrass City State Zip Code

Contact Person Telaphone number
£
Dates of service Value or cosl of servica

Brief description of service provided

If three references cannot be provided, explain why:
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Paga 1

CCC 307 - CERTIFICATION

|, the official named below, CERTIFY UNDER PENALTY OF PERJURY that | am duly authorized to legally bind the prospective
Contractor to the clause(s) listed below. This certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) ] Federal ID Number

By (Authorizred Signature)

Printed Name and Title of Person Signing

2.

| Date Executed Executed in the County of
CONTRACTOR CERTIFICATION CLAUSES
1. STATEMENT OF COMPLIANCE: Contraclor has, unless exempted, complied with the nondiscrimination program

requirements, (GG 12990 (a-f) and CCR, Tille 2, Section 8103) (Mot applicable to public entities.)

-FREE W MENTS: Contractor will comply with the requirements of the Drug-Fres Workplace
Act af 1990 and will provide a drug-free workplace by taking the following actions:

a. Publish a statement notifying employees that untawful manufacture, distribution, dispensation, possession of use of a
controlied substance is prohibited and specifying actions to be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees aboul:

1) the dangers of drug abuse in the workplace;

2) the person’s or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations.

. Every employee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,
2) agree to abide by the terms of the company’s statement as a condition of employment on the Agreemant.

Fallure to comply with these requirements may result in suspension of payments under the Agreement or termination of the
Agreament or both and Coniractor may be ineligible for award of any future Stale agreements if the department delarminas
that any of the following has occurred: (1) the Contractor has made false certification, o violated the certification by failing to
carry oul the requirements as noted above. (GC 8350 el seq.)

RELAT RTIFICATION: Contraclor certifies that no more than one (1) final unappealable
finding of contempt of court by a Federal court has been issued against Contractor within the immediately praceding two-
year period because of Contractor's fallure to comply with an order of a Federal courl which orders Contractor to comply with
an order of the National Labor Relations Board. (PCC 10286) (Not applicable to public entities. )

O T RAL 3 A 350 R MORE- H : Contractor hereby cerlifies that
contractor will comply with the requirements of Section 6072 of the Business and Professions Code, effective January 1,
2003,

{Continued on next page)
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Attachment 5
Page 2

CCC 307 - CERTIFICATION

Contractor agrees to make a good faith effort to provide a minimum number of hours of pro bone legal services during each
year of the contract equal 1o the lesser of 30 multiplied by the number of full ime attormneys in the firm’s offices in the State,
with the number of hours prorated on an actual day basis for any coniract period of less than a full year or 10% of its contract

with the State.

Faidure to make a good faith effort may be cause for non-renewal of a stale coniract for legal services, and may be taken into
account when determining the award of fulure contracts with the Stale for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hareby declares that it is not an expalriate corporation or subsidiary of an
expatriate corporation within the meaning of Public Contract Code Section 10286 and 10286.1, and is eligible to contract

with State of California,

6. SWEATFREE CODE OF CONDUCT:

a. All Conlraciors contracting for the procurement of laundering of apparel, garments or corresponding accessories, or [he
procurement of equipment, materials, or supplies, other than procurement retated to a public works contract, declare
under penalty of perjury that no apparel, garments or cormesponding accessories, equipment, materials, of supplies
furnished to the state pursuant to the contract have been laundered or produced in whole or in part by swealshop labor,
forced labor, convict labor, indentured labor under penal sanction, abusive forms of child labor or exploitation of children
in sweatshop labor, or with the benefit of swealshop labor, forced labor, convict labor, indantured labor under penal
sanction, abusive forms of child labor or exploitation of children in sweatshop laber. The coniractor further declares
under penalty of parjury that they adhere to the Sweatfree Code of Conduct as set forth on the California Department of
Industrial Relations website located al www dir.ca gov, and Public Conlract Code Section 6108.

b. The contracior agrees to cooperate fully in providing reasonable access o the contractor's records, documents, agents or
employees, or premises i reasonably required by authorized officials of the contracling agency, the Dapartment of
Industrial Relations, or the Department of Justice to determine the contracior's compllance with the requiremants under

paragraph a.

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after January 1, 2007, the contractor cartifies
that contractor is in compliance with Public Contract Code section 10285.3.

NOTE: This form represents only the certification portion of the Contractor Certification Clauses (CCC). Additional
information about contracting with the State appears in the full text of the applicable CCC. Visit this web site 1o view

the entire document: hllg:!hw.m_dﬁ!g!gﬁmm+ugﬂ[_gg!hu.
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Attachment &

State of California

This page is a place holder for the Payee Data Record (STD 204)
Include and label as Attachment 6 a downloaded copy of the current STD 204 from this Intranet site:

hittp:/ hintranat/FormsPubs/Pages/Formsindex.aspx

The purpose of this place holder page is Io meraly show the order and numbering of the IFB altachmenlts.

It is not necessary to insert the cited form here; however, the referenced form must be assembled in this place
within tha final IFB packagea, and in tha email message that transmits the full bid document to CMU for Intermnet

posting.
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Attachment 7

Darfur Contracting Act

Pursuant to Public Contract Code section 10478, if a bidder or proposer currently or within the previous three
years has had business activilies or other operalions outside of the United Stales, it must certify that it is not a
“scrutinized” company as defined in Public Contract Code (PCC) section 10476. A scrutinized company is a
company doing business in Sudan as defined in PCC section 10476. Scrutinized companies are inaligible to,
and cannot, bid on or submit a proposal for a contract with a State agency for goods or services (PCC section
10477(a)) unless obtaining permission from the Department of General Services according to the criteria set
forth in PCC section 10477(b).

Therafore, to be eligible to submit a bid or proposal, please complete only one of the following three
paragraphs (via initials for Paragraph # 1 or Paragraph # 2, or via initials and certification for Paragraph # 3):

1. We do not currently have, or we have not had within the previous
Initials three years, business activities or other operations oulside of the United States.
OR
2. We are a scrutinized company as defined in Public Contract Code
Initials seclion 10476, but we have received written permission from the Depariment of General

Sarvices (DGS) to submit a bid or proposal pursuant to Public Contract Code section
10477(b). A copy of the writlen permission from DGS is included with our bid or

proposal.
OR
3. We currently have, or we have had within the previous three years,
Initials business activities or other operations outside of the United States,
+ cerification but we certify below that we are not a scrutinized company
below as defined in Public Contract Code section 10476.

M For #
I, the official named baelow, CERTIFY UNDER PENALTY OF PERJURY that | am duly authorized to legally bind the
prospective proposer/bidder to the clause listed above in # 3. This certification is made under the laws of the State of
California.

Proposer/Bidder Firm Name (Printed) ~ | Federal ID Number

By (Authorized Signature)

Printed Name and Title of Parson Signing

Date Executed [Executed in the County and State of
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Attachment 8
Non-Small Business Subcontractor Preference Instructions

Praforonce
information

MNon-small business bidders will be granted up to a five percent (5%) non-small business

subconlractor preference on a bid evaluation by an awarding department when a

responsive non-small business has submitied the lowest priced responsive bid and when

a non-small business bidder:

1. Has included in its bid a notification that it commits to subcontract at least twenty-
five percant {25%) of its total bid price with one or more small businesses; and

2. Has submitted a timely, responsive bid; and

3. Is determined to be a responsible bidder; and

4, Lists the small businesses it commits to subcontract with for a commercially usaful
function in the performance of the resulting contract.

Commercially
usaful function

A subcontractor is deemed to perform a commercially useful function if the subcontractor

does the following:

1. s responsible for the execulion of a distinct element of the contracled work; carrying
oul its obligation by actually performing, managing or supervising the work involved;
and performing work that is normal for its business services and funclions; and

2. s nol further subconiracting a greater portion of the work than would be expected by
normal industry practices.

3. Is responsible, with respect o materials and supplies provided on the subcontract, for
negatialing price, determining quality and quantity, ordering the material, installing
(when applicable), and paying for the material itsell.

A subcontractor will not be considerad as performing a commercially useful function if its

role is limited to that of an extra participant in a transaction, contract, or project through

which funds are passed in order to achieve the appearance of participation.

How to calculate
25% subcontract

participation

Unless otherwise instructed in the solicitation document, first determine the tolal dollar
value or amount that will be bid for the entire contract term, then multiply this figure by
25% to determine how much of the bid price must be committed to small business
subcontracts that will perform commercially useful functions including but not limited to
things such as labor, supplies, malerials, equipment, or support services.

Use of proposed
subcontractors /
substitution

If awarded the contract, the selecled contractor must faithfully use each small business
subcontractor proposed for use and identified in its preference request. No substitutions
or alterations are allowed after a bid is submitted. Substilutions are only allowed after
contract execution if the Contractor submils a Request for Substitution to the COPH
Program Conltract Manager and that request is subsequently granted by COPH.

Small business subcontract substitution instructions will appear in the resulling agreement
in a clause antitlied “Use of Small Business Subcontractors™.

Preference

request
instructions

If preference is claimed, indicate so on the Bid Form and complete Attachment Sa
identifying each small business or microbusiness subcontractor that will ba used. For
each subcontracior identified on Attachment 9a, oblain a completed and signed Small
Business Subcontractor/Supplier Acknowledgment (Attachment 9b). Affix each
Attachment 9b to Attachment 9a for submission with the bid response. If a signed
Attachment 9b cannot be collected from each subcontractor in time for bid submission,
indicate why. Submission of a signed Attachment 9b for each subcontractor listed on
Altachment 9a is a prerequisite for contract award confirmation.

ldentify only currently certified small business or microbusiness subconltraclors, as aclive
cerification is required and certification possession will be verified. The detailed budget
worksheets, if required to be submitted in a bid, must list each subcontract sarvice
provider and its respective dollar value as identified on Aftachment 8a. All proposed
subconlracted services must appear in the Scope of Work.
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Attachmenl 8a

Mon-Small Business Subcontractor Preference Request

List each cerlified small business or microbusiness that will be subcontracted with. To be granted a bidding preference,
total small business or microbusiness subconiractor use must equal al least 25% of the total price or cost offered. Each
named subconiracior must be actively certified as a small business or microbusiness by the bid submission due date
and musl acknowledge their participation as claimed herein via a Small Business Subcontractor/Supplier
Acknowledgement (Attachment 8b), Aftach to this form an acknowledgoemaent (Attachment 8b) signed by an
authorized representative of each named subcontractor acknowledging their proposaed use as described herein.

Name of certified small business (or microbusiness) Subcontractor

—
Mame of Subcontractor

Streel address City State Zip Code

Contact Person Iﬂlﬂ?.ma number

Small Business Cerification Mo, | Cerlification exp. date ;arﬁ-::ipzlth:n daollar valua Cmm:ad % of iotal bid
Briel description of the commercially useful function(s) lo be parformed andfor provided:

Name of certified small business (or microbusiness) Subcontractor

MName of Subcontractor

Sireet address City State Zip Code

Contact Person Telephone number

Small Business Certification Certification exp. date :;mh}:lnallun dollar value Gmnmiiu-d % of total bid
Briaf description of the commercially useful function(s) to be performed andlor provided:

Name of certified small business (or microbusiness) Subcontractor

Mame of Subcontracior

Sireat addrass City State Zip Code

Contact Person Telephone number

Small Business Certification Certification exp. date Laﬂiiq:a‘linn dollar value Committed % of total bid

%

Brief description of commercially useful function(s) o be provided

If necessary or desired, this form may be photocopied or reproduced In a like form for use in a bid response. If tha bidding firm
chooses o render a like copy by compular or other means, the instructions appeaning on Aftachmant 8 may be omitied.
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Attachment 8b

Small Business Subcontractor/Supplier Acknowledgement

Name of Bidding Firm / Prime Contraclor

CDPH IFB or RFP Mumber:
10-10406

Total Dallar Value of Subconiractor Use

CDPH Bid Mumbsear;

This document confirms and acknowledges that the firm named below agreed lo be identified by a bidding firm
as a proposed small business or microbusiness or DVBE subcontractor or supplier for a COPH procuramant.

Subconiractor acknowledgements:

A. The subcontracting firm named herein has committed to parform or provide services/labor or supplies
aqual to a percentage of the total bid/cost proposal price submitted by the bidding firm named above.

B. The subcontracling firm named herein acknowledges the total dollar value of daimed participation

identified abowvea.

C. The subcontracting firm named herein agrees to provide the following subcontracted services/labor or
supplies under the resulting contract if the bidding firm named above receives the contract award:

Below and/or continued on an attachment is a brief description of the commercially useful function(s) that
the subcontraclor/supplier identified herein will provide or supply:

The subcontracting firm named herein understands it is its sole responsibility to contacl the bidding firm named
above to leam if the Proposer was awarded the contract pursuant to the referenced bid number and to confirm
its subcontract agreement. If the bidding firm named above receives an award based in part on non-small
business subconiractor preference or the DVBE incentive, the bidding firm/contractor is obligated to use each
small andfor microbusiness or DVBE subcontractor or supplier identified in its proposal unless a subcontractor
substitution is requested after contract execution pursuant to Public Contract Code Section 4107 and Title 2

California Code of Regulations Section 1896.10.

The person signing below certifies the information supplied on this form is true and accurate to the best of s knowledge
and agrees to allow the State to confirm this information, i deemed necessary.

Mame of Proposed SubcontracionSupglisr

Dale Signed

Signature of Subcontractor/Supplier Representative

Telephone number

(

)

Email address (if applicable)

Printad/Typed Mama

Titla
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Contract Exhibits

Dec 30, 2010 3:34:34 PM PST p. 39




State of California Bid IFB-10-10406

Exhibit A1

This page is a place holder for the Standard Agreement STD 213.
Include and label as Exhibit A1 a downloaded blank copy of the STD 213 from this Intranet site:

hitp:/fedphintranet/F: P Formsindex.a

The purpose of this place holder page is to merely show the order and numbering of the Conlract exhibits
attached to the IFB.

It is not necessary to insert the cited document here; however, the referenced form must be assembled in this
place within the final IFB package, and in the amail transmitted to CMU for Internal posting.

Leave Item 4 of the sample STD 213 empty by removing all default text.

Forms and exhibils are periodically revised and it is essential that you use the most recenl version.
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STATE OF CALFORMA

STANDARD AGREEMENT Exhibit A1
BT 113 (0P Rare BTN B
" FEGES TRATION NUMBER AGHEEMEMT HUNBER
10-10406
1. Thlummmluﬁd inta bﬂhmunmsmhﬁgmwm Huﬂmh‘an:lntnamadbﬁwr
BTATE AGENCTS RAME [Adsa relered 1o as COPH or the 5288a]
California Department of Public Heallh
CONTRACTONTS HAas [l neferred ho a8 Contrecion)
2 The term of this throwgh
Agreement is:

4 The maximum amount %
of this Agreamant is:

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a
part of this Agreameant B

Exhibit A — Scope of Work 2 pages
Exhibit B — Budget Detail and Payment Provisions 2 pages
Exhibit C * — General Terms and Conditions (Attached herato as part of this agreemant) GTC 610
Exhibit D (B) — Special Terms and Conditions B pages
Exhibit E - Additional Provisions 2 pages
Exhibit F — Contraclor's Release 1 page
Exhibit G = IPS Requirements for Non-HIPPA/HITECH act contracts 10 Pages

h&mﬂmammmumimeWWWWWmﬂMWIMHMW
Thiese documents can be viewsd al hifpaPwesw ols dgs. ca, gow'Sda |

IN WITHESS WHEREQF, m-wummmwhmm

CONTRACTOR California Department of

COMTRACTOR'S MAME [#f offvar P an iavicioal, shafie whether 3 oovporstion, parfnershi, e | Geners! Servicas Uiss Oaly
BY (Auinored Sgnaturn) DATE SIGMED (0 nof frea)
=
PRINTED HAME AND TITLE OF PERSON SKGHING
ADDRESS

STATE OF CALIFORNIA
AGENCY MAME
California Department of Public Health B
Bf (Authonied Sgnahso] DATE SIGMED (Do ral sl
-
PRINTED MAME AND TITLE OF PERSON SIGNING || Exomptper
Sandra Winlers, Chiaf, Contracts and Purchasing Services Section
ADDRESS
1501 Capitol Avenue, Suite T1.5178, MS 1802, PO Box 897377
Sacramento, CA 95890-T377
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State of California

Rapid Alert Message Delivery System
10-10406

Exhibit A
Scope of Work

Service Overview

Conltractor agrees to provide to the California Department of Public Health = Food and Drug Branch
{CDPH-FDB) the services described herein. The Contractor will provide a dependable, a:pundam_u.l
and secure message delivery system that can rapidly provide messages such as press releases within

minutes through multiple communication media modes (e.g., fax, email, phone, efc.) to thousands of
firms and other interested parties throughout California with regards to evenls such as food, drug,

medical device and radiation safety recalls, and emergency outbreak investigations.

Service Location

The services shall be performed at applicable facilities accessible to the Contractor.

Service Hours

This service will occur as necessary or on an as needed basis and may occur 7 days a week, 365 days
per year with telephone-based customer support services available during the Conftracior’s normal
schedules working hours when required.

Project Representatives

A The project representatives during the term of this agreement will be:

C. Either party may make changes to the information above by giving written notice to the other party.

Dec 30, 2010 3:3

California Department of Public Health Contractor Name [TBD]

Name of Contract Manager [To be determined] | Name of Contract Manager [To be determined]

Telephone: [To be determined] | Telephone: [To be determined]

Fax: [To be determined] | Fax: [To be determined)

Email: [To be determined] | Email: [To be determined]
Direct all inguines 1o

California Department of Public Health Contractor Name [TBD]

Attention:

Food and Drug Branch
Mail Station Code 7602
P.0O. Box 997435
Sacramenio, CA 95889-7435

[To be determined]

Section or Unit Name, if applicable [TBD]

Attention: [To be determined]
Street address [To be determined]
P.O. Box Number  [To be determined]
City, State Zip Code [To be determined]

Telephone: [To be determined] Telephone: [Te be detmw!'nad]
Fax: [To be determined] | Fax: [To be determined]
Email: [To be determined] Email: [Te be determined]

Said changes shall not require an amendment 1o this agreament.

Paga 1 of 2
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Rapid Alert Message Delivery System
10-10406

5. Services to be Parformed

A. Confractor must have and maintain the necessary hardware, software, phone lines, and other
equipment to operale a web-based system that will deliver large volumes (see item E) of urgent
{food, drug, radiation and medical device safety) notices and updates using a variety of media
options including telephone, mobile phone, email, fax, pager, and Wide Area Protocol (WAP).

B. Contractor must have the capability of converting messages from text lo voice for delivery.

C. Contractor agrees that the system will provide an audit trail for message delivery. This includes a
system capable of creating an automatic yes/no response once the message is delivered through
telephone and email media. The system must also include an automalted summary of the results of
the attempled message delivery, and of the yes/no response. It also must include having the
capacity of describing the results. If no delivered, an explanation as to why the message was not
deliverad.

D. Confractor must have in place a system thal is dependable and sacure.

E. Contractor agrees to provide a minimum delivery volume of 1,000 telephone calls per minute and
5,000 emails per minute for COPH - FDB.

F. Contractor agrees to develop and maintain a confidential, secure database of subscribers. COPH-
FDB may provide lists of some of the subscribers to be entered into a database by contractor. In
addition subscribers will be able to enter their subscription information into the wab-based
database and modify their data without being able to view other participants’ information.
Contractor will work with CDPH-FDB to develop appropriate subscriber descriptions and data fields
to allow databasa and alerts to be sorted and targeted o appropriate, specific subscribers (e.g.
specific industries, e.g. sprouts, seafood, fresh cut produce, etc.). The data will not be distributed
to anyone other than California Department of Public Health - Food and Drug Branch for any
reason.

G. Contractor must have the capacity to allow multiple individuals from COPH Food and Drug Branch
access lo the complete database and allow editing privileges for designating individuals.

H. Contractor will provide quarterly updates of the database to California Department of Public Health
Food and Drug Branch in a format to be specified by COPH - FDB.

I. Contractor agrees to have a delivery system that allows participants to subscribe to approximately
25 1o 30 annual notices (e.g., food or drug only related).

J. Contractor agrees to develop templates or profiles for delivery of massages.

K. Contractor agrees to design the web-based system (fonts, background, eic.) in a format to be
specified by COPH - FDB.

6. Unanlicipated Tasks

A. In the event unanticipated or additional work must be performed that is not identified in this contract,
but in COPH'’s opinion is necessary to successfully accomplish the scope of work, CDPH will initiate
a contract amendment to add that work. Unless otherwise indicated, all terms and conditions -
appearing in the resulting contract and the salary, wage, unit rates andfor other expenses |
appearing on the proposed budget will apply to any additional wark.

Page 2of 2
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Exhibit B
Budget Deatail and Payment Provisions

1. Invoicing and Payment

A. For services satisfactorily rendered, and upon receipt and approval of the invoices, the stale agrees
to compensate the Contractor for actual expenditures incurred in accordance with the rates and/or
allowable costs specified herain,

B. Invoices shall include the Agreement Number and shall be submitted in triplicate nol more
fraquently that quarterly, in arrears. Each invoice for the quarter shall be submilted for payment no
more than sixty (60) calendar days following the close of each quarter, unless an alternate deadline
is agreed upon in writing by the contract program manager. Direcl all invoices to:

Department of Public Health

Food and Drug Branch

P.O. Box 997435 (MS 7602)

Sacramento, CA 95899-7435

C. Invoices shall:

a. Be prepared on company letterhead. If invoices are nol on produced letterhead, invoces
must be signed by an authorized official, employee, or agent certifying that the expanditures
claimed represent actual expenses for the services performed under this contract.

b. Bear the Conlracior's name as shown on the agreament,

Identify the billing and/or performance period covered by the invoice.

ltemize costs for the billing pericd in the same or greater level of detail as indicated in this

for those costs andfor cost categories expressly identified as allowable in this agreement

and approved by COPH.

oo

2. Budget Contingency Clause

It is mutually agreed thal if the budget act of the current year andfor any subsequent years covered
under this agreement does not appropriate sufficient funds for the program, this Agreement shall be of
no further force and effect. In this even, the State shall have no liability to pay any funds whalsoever lo
contractor or to fumish any other considerations under this agreement, and contractor shall not be

obligated to perform any provisions of this Agreemenl.

Page 1of 2
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3. Amounts Payable

A. The amounis payable under this agreament shall not exceed:

1) s for the budget period of 02/11/2011 through 021042012
2) § for the budget period of 02/11/2012 through 02/10/2013.

B. Reimbursement shall be made for allowabla axpenses up to the amount annually ancumberned
commensurate with tha state fiscal year in which services are performed and/or services are
received,

4, Timely Submission of Final Invoice

A. A final undisputed invoice shall be submitted for payment no more than ninety (90) calendar days
following the expiration or termination date of this conlract, unless a later or alternate deadline is
agreed to in writing by the program contract manager. Said Invoice should be clearly marked “Final
Invoice”, thus indicating that all payment obligations of the State under this contract have ceased
and that no further payments are due or outstanding.

| B. The State may, al its discretion, choose not to honor any delinquent final invoice if the contractor
fails to obtain prior written State approval of an alternate final invoice submission deadline. Wrilten
State approval shall be sought from the program contract manager prior to the expiration or
termination date of this contract.

C. The contractor is heraby advised of its obligation to submit, with the final invoice, a *Contracior's
Release (Exhibit F)” acknowledging submission of the final invoice o the State and certifying the
approximate percentage amount, if any, of recycled products used in performance of this contract.

| 5. Expense Allowability

A. Invoices, received from a Contractor and accepled and/or Submitted for payment by the State, shall
not be deamed evidence of allowable agreement costs.

B. Contractor shall maintain for review, audit, and supply to COPH upon request, adequale
documentation of all expenses claimed pursuant to this agreement o permit a determination of
expense allowability.

C. If the allowability or appropriateness of an expense cannot be determined by the State because
invoice detail, fiscal records, or backup documentation is nonexistent or inadequate according to
the generally accepted accounting principles or practices, all questionable costs may be disallowed
and payment may be withheld by the State. Upon receipt of adequate documentation supporting a
disallowed or questionable expense, reimbursement may resume for the amount substantiated and
deemed allowable.
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Exhibit C

General Terms and Conditions

This page is a place holder for Exhibit C.

The State's General Terms and Conditions (GTC 307) can only be viewed or downloaded from the following
Internet site: hitp:ffwww ols.dgs. Vi rd+La ‘default.htm.

The State's General Terms and Conditions are modified from time to time by the California Department of
General Sarvices to comply with changes to federal or state law and the version thal applies to the resulting
agreement will be determined based on the contract start date. CDPH reserves the right to cite an alternate
version number in the resulting agreement, if applicable.

If a bidding firm does not have Internet access they are 1o contact the program identified in the bid cover letier
to request a hard or paper copy of the State's General Term and Conditions.
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Exhibit D(B)

This page is a place holder for Special Terms and Conditions Exhibit D{B) or D{C) or D{F), which can be
downloaded from the Intranel al the following Form Site:

2 intran Inda

The purpose of this place holder page is to merely show the order of the Conlract exhibits attached to an IFB.

It is not necessary to insert the cited document here; however, the referenced form/exhibit must be assembled
in this place within the final IFB package, and in the email transmitted to CMU for Internet posting.

Sea the Exhibit D instructional document appearing in the applicable CMU contract model (i.e., Business,
Personal, or Consultant service) if assislance is needed in determining which Exhibit D version 1o use.
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Exhibit E
Additional Provisions

1. Contract Amendments

Should either party, during the term of this agreement, desire a change or amendment 1o the terms of
this Agreement, such changes or amendments shall be proposed in writing 1o the other party, who will
respond in writing as to whether the proposed changes/amendments are accepted or rejectad. If
accepted and after negotiations are concluded, the agreed upon changes shall be made through the
State's official agreement amendment process. No amendment will be considered binding on either
party until it is formally approved by the State.

2. Cancellation / Termination

Al

This agreement may be cancalled by COPH without cause upon 30 calendar days advance wrilten
notice to the Contractor.

COPH reserves the right to cancel or terminate this agreement immediately for cause. The
Contractor may submit a written request to terminate this agreement only if COPH substantially fails
to perform its responsibilities as provided herein.

The term “for cause” shall mean that the Contractor fails to meet the terms, conditions, and/or
responsibilities of this agreement.

Agreement termination or cancellation shall be effective as of the dale indicated in CDPH's
notification to the Contractor. The notice shall stipulate any final performance, invoicing or payment
requirements.

Upon Receipt of a notice of termination or cancellation, the Contractor shall take immediate steps to
stop performance and to cancel or reduce subsequent agreament costs.

In the event of early termination or cancellation, the Contractor shall be entitled to compensation for

sarvices performed satisfactorily under this agreement and expenses incurred up lo the date of
cancellation and any non-cancelable obligations incurred in support of this agreement.

3. Use of Small Business Subcontractors

A

All Non-Small business Subcontractor Preference Request altachments and Small Business
Subeontractor/Supplier Acknowledgment attachments, however labeled, completed as a condition
of bidding, are incorporated herein and made a part of this agreement by this reference.

Contractor agrees to use each small business subcontractor/supplier, as identified in previously
submitied Non-Small Business Subconiractor Preference Request attachments, unless the
Contractor submits a written request for substitution of a like or alternate subconiractor. All
requests for substitution must be approved by CDPH, in writing (Including email or fax), prior to
using a proposed subslitute contraclor.

Requests for substitution must be approved by the funding program and must include, ata
minimum:
a. An explanation of the reason for the substitution

b. A written description of the business enterprise that will be substituted, including its small

business cerificalion status.
Page 1 of 2
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c. I substitution of an alternate small business does not occur, include a written justification
and description of the steps taken to Iry lo acquire a new small business and how thal
portion of the contract will be fulfilled.

d. A writlen description of the work lo be performed by the substituled subcontractor identified
by both task (if applicable) and dollar amount or percentage of the overall contract that the
substituted subconiractor will perform. The substiluted business, if approved, must perform
a commercially useful function in the contract pursuant to Title 2, California Code of

Regulations § 1896.6.

. CDPH may consent to the substitution in any of the situations set forth in Public Contract Code
Section 4107 of the Subletting and Subcontracling Fair Praclices Act.

. Prior to the approval of the prime contraclor's request for the substitution, the funding program shall
give notice in writing to the listed subcontractor of the prime contractor's request to substitute and
the reasons to substitute. The notice shall be served by certified or registered mail to the last
known address of the subcontractor. The listed subcontractor that has been so notified shall have
five (5) working days after the receipt of the notice to submit written objections to the substitution o
the funding program. Failure to file these written objections shall constitute the listed
subcontractor's consent to the substitution. If written objections are filed CDPH shall give notice in
writing of at least five (5) working days to the listed subcontractor of a hearing by COPH on the
prime contractor's request for substitution,

. Failure of the contractor to subcontract with the small businesses listed in its bid or proposal to
CDPH, or failure to follow applicable substilution rules and regulations may be ground for the
department of General Services to imposed sanctions pursuant to Government Code Section
148425 and Title 2, California Code of Regulations § 1896.16. In the event such sanctions are (o
be imposed, the Contractor shall be notified in writing and enlitled lo a hearing pursuant to Title 2,
California Code of Regulations § 1896.18 and § 1896.20.

. If requested by COPH, Contractor agrees to provide documentation/verification, in a form agreed to

by CDPH, that small business subcontractor usage under this agreement complies with
commitments specified during the contraclor selection process.

Page 2 of 2
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Exhibit G
Information Privacy and Security Requirements
(For MNon-HIPAAMHITECH Act Contracts)

Thig Information Privacy and Security Reguirements Exhibit (For Non-HIPAA/HITECH Act Conlracts)
(hereinafter referred to as “this Exhibit”) sets forth the information privacy and security requirements
Contractor is obligated to follow with respect to all personal and confidential information (as defined herain)
disclosed o Contractor, or collected created, stored, transmitted or used by Contractor for or on behalf of
the California Depariment of Public Health (hereinafter "CDPH"), pursuant to Conftractor’s agreement with
CDPH. (Such personal and confidential information is referred to herein collectively as *CDPH PCI".) CDPH
and Contraclor desire to protect the privacy and provide for the security of COPH PCI pursuant to this Privacy
| Exhibit and in compliance with state and federal laws applicable to the COPH PCI.

| Order of Precedence: With respect to information privacy and security requirements for all CDPH PCl,
the terms and conditions of this Exhibit shall lake precedence over any conflicting terms or conditions set
forth in any other part of the agreement between Contractor and CDPH, including Exhibit A (Scope of
Wark), all other exhibits and any other attachments, and shall prevail over any such conflicting terms or
conditions.

II. Affect on lower tier transactions: The terms of this Exhibit shall apply to all contracts, subcontracts, and
subawards, regardiess of whether they are for the acquisition of services, goods, or commodities. When
applicable the Contractor shall incorporale the relevant provisions of this Exhibit into each subcontract or
subaward to its agents, subcontractors, or independent consultants.

lll. Definitions: For purposes of the agreement between Contractor and CDPH, including this Exhibit, the
following definitions shall apply:

A. Breach: “Breach™ means:

1. the acquisition, access, use, or disclosure of COPH PCI, in any medium (paper, electronic,
oral), in violation of any state or federal law or in a manner not permitted under the agreement
batween Contractor and CDPH, including this Exhibit, thal compromises the privacy, secunty
or integrity of the information. For purposes of this definition, “compromises the privacy,
security or integrity of the information” means poses a significant risk of financial, reputational,
or other harm to an individual or individuals; or

2. the same as the definition of "breach of the security of the system™ sel forth in California Ciwvil

Code section 1798.29(d).

B. Confidential Information: “Confidential information™ means information that:

1. does nol meet the definition of “public records” set forth in  California Government Code
section 6252(e), or is exempt from disclosure under any of the provisions of Section 6250, et
seq. of he California Government Code or any other applicable state or federal laws; or

2. is contained in documents, files, folders, books or records that are clearly labeled, marked or
designated with the word “confidential” by CDPH; or

3. is “personal information” as defined in this Exhibit.

C. Disclosure: “Disclosure™ means the release, fransfer, provision of, access lo, or divulging in any
| other manner of information.

D. Pe In ation: “Personal information” means information, in any medium (paper,
electronic, oral) that:

CDPH IPER (2710)
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Exhibit G
Information Privacy and Security Requirements
(For Non-HIPAA/HITECH Act Contracts)

by itsell directly idenlifies or uniquely describes an individual; or

creates a substantial risk that it could be used in combination with other information to
indirectly identify or uniquely describe an individual, or link an individual to the other
infarmation: or

meets the definition of “personal information” set forth in California Civil Code section
1798.3(a) or

is one of the data elements set forth in California Civil Code section 1798.29(e)1).(2) or (3), or
meets the definition of “medical information” set forth in either California Civil Code section
1798.29(f{2) or California Civil Code section 56.05(g), or

maats tha definition of “health insurance information” set forth in California Civil Code section
1798.29({M3).

P —

e e o

E. Security Incident: “Security Incident” means:

1. an attempted breach; or

2. the attempted or successful modification or destruction of COPH PCI, in violation of any
stale or federal law or in a manner not permitted under the agreement betwean Conlracior
and CDPH, (including this Exhibit; or

3. the attempted or successful modification or desiruction of, or interference with,
Contractor's system operations in an information technology system, that negatively
impacts the confidentiality, availability or integrity of COPH PCI, or hinders or makes
impossible Contractor's receipt, collection creation, slorage, transmission or use of PCl
by Contraclor for or on behalf of COPH, pursuant to Contractor's agreement with COPH,
including this Exhibit.

F. Use: “Use” means the sharing, employment, application, utilization, examination, or analysis of
| information,

IV. Disclosure Restrictions: The Contractor and its employees, agents, or subconltractors shall protect from
unauthorized disclosure any CDPH PCIL. The Conftractor shall not disclose, except as otherwise

specifically permitted by the agreement between Conlracter and COPH (including this Exhibit) , any
COPH PCI to anyone other than CDPH without prior written authorization from the CDPH Program
Contract Manager, excepl if disclosure is required by State or Federal law.

V. Use Restrictions: The Contractor and its employees, agents, or subcontractors shall not use any CDPH
PCI for any purpose other than carrying out the Conltractor's obligations under iis agreement with CDPH.

VI. Safequards: The Conftractor shall implement adminisirative, physical, and technical safeguards that
reasonably and appropriately protect the privacy, confidentiality, security, integrity, and availability of
CODPH PCI, including electronic or computerized COPH PCI. The Contractor shall develop and maintain a
written information privacy and security program fthat includes administrative, technical and physical
safequards appropriate to the size and complexity of the Conlractor's operations and the nature and
scope of ils activities in performing ils agreement with CDPH, including this Exhibit, and which
incorporates the requirements of Section VII, Security, below. Contractor shall provide CDPH with
Contractor's current and updated policies.

Vil. Security: The Contractor shall take any and all steps necessary to ensure the continuous security of all
computerized data systems containing COPH PCI. These steps ghall include, at a minimum:

CDPH IPSR (210)
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Exhibit G
Information Privacy and Securily Requirements
{For Non-HIPAAJHITECH Act Contracts)

A complying with all of the data system security precautions listed in the Contractor Data Security
Standards set forth in Attachment 1 lo this Exhibit;

B. providing a level and scope of security thal is at least comparable to the level and scope of
security established by the Office of Management and Budgel in OMB Circular No. A-130,
Appendix |Il- Security of Federal Automated Information Systems, which sets forth guidelines for
automated information systems in Federal agencies; and

In case of a conflict betwean any of the security standards contained in any of these enumeraled
sources of security standards, the most siringent shall apply. The most stringent means thal
safeguard which provides the highest level of protection to CDPH PCI from breaches and security
incidents.

Vil urity Officer: The Contractor shall designate a Security Officer to oversee ils compliance with this
Exhibit and for communicaling with CDPH on malters concerning this Exhibil.

I¥. Training: The Contractor shall provide training on its obligations under this Exhibit, at its own expense, lo
| all of its employees who assist in the performance of Coniractor's obligations under Contractors
| agreement with CDPH, including this Exhibit, or otherwise use or disclose COPH PCI.

A. The Contractor shall require each employee who receives training to sign a certification, indicating
the employee’'s name and the date on which the training was completed.
| B. The Conlractor shall retain each employee’s written certifications for COPH inspection for a period
of three years following contract lermination.

X. Employee Discipline: Conftractor shall discipline such employees and other Conlractor workforce
members who intentionally violate any provisions of this Exhibit, including by termination of employmeant.

XI. and Security Incident il

A. Motification to CDPH of Breach or Security Incident: The Confractor shall notify CDPH
immadiately by telephone call plus email or fax upon the discovery of a breach (as defined in
this Exhibit), or within twenty-four (24) hours by email or fax of the discovery of any security
incident (as defined in this Exhibit). Motification shall be provided to the COPH Program Contract
Manager, the COPH Privacy Officer and the COPH Chief Information Security Officer, using the
contact information listed in Section XI(E), below. If the breach or security incident occurs afler
business hours or on a weekend or holiday and involves CDPH PCI in electronic or computerized
form, nofification to COPH shall be provided by calling the COPH IIT Service Desk al the
telephone numbers listed in Section XIE), below For purposes of this Section, breaches and
security incidents shall be treated as discovered by Contractor as of the first day on which such
breach or securily incident is known lo the Conltraclor, or, by exercising reasonable diligence
would have been known to the Contractor, A Contractor shall be deemed to have knowledge of a
breach or security incident if such breach or security incident is known, or by exercising
reasonable diligence would have been known, lo any person, other than the person committing
the breach or security incident, who is an employee or agent of the Contraclor.

Contractor shall take:

CDEH IPSR (2M0)
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Information Privacy and Security Requiremenis
{For Non-HIPAA/HITECH Act Contracts)

1. prompt corrective action to mitigate any risks or damages involved with the breach or
security incident and to protect the operating environment; and

2. any action pertaining to a breach required by applicable federal and state laws, including,
specifically, California Civil Code section 1798.29.

B. Investigation of Breach: The Contraclor shall immediately investigate such breach or security
incident, and within seventy-two (72) hours of the discovery, shall inform the CODPH Program
Contract Manager, the COPH Privacy Officer, and the CDPH Chief Information Security Officer of:

1. what data elements were involved and the extent of the data involved in the breach,
including, specifically, the number of individuals whose personal information was
breached; and

2. a description of the unauthorized persons known or reasonably believed lo have
improperly used the COPH PCI and/or a description of the unauthorized persons known or
reasonably believed to have improperly accessed or acquired the COPH PCI, or to whom it
is known or reasonably believe have had the COPH PCI improperly disclosed to them; and

3. a description of where the CDPH PCI is believed to have been improperly used or
disclosed; and

4. a description of the probable causes of the breach or security incident; and

5. whether Civil Code sections 1798.29 or any other federal or stale laws requiring individual
notifications of breaches have been triggered.

C. Written Report: The Contractor shall provide a written report of the investigation to the CDPH
Program Contract Manager, the COPH Privacy Officer, and the COPH Chief Information Security
Officer within five (5) working days of the discovery of the breach or security incident. The report
shall include, but not be limited to, the information specified above, as well as a full, detailed
cofrective action plan, including information on measures that were taken to halt andfor contain
the breach or security incident, and measures to be taken to prevent the recurrence of such
breach or secunty incident.

D. Molification to Individuals: If notification to individuals whose information was breached is required
under state or federal law, and regardless of whether Confractor is considered only a custodian
and/or non-owner of the COPH PCI, Contractor shall, at ils sole expense, and al the sole election
of CDPH, either;

1. make notification to the individuals affected by the breach (including substitute nolification),
pursuant to the content and timeliness provisions of such applicable state or federal breach
notice laws. The CDPH Privacy Officer shall approve the time, manner and content of any
such notifications, prior o the transmission of such notifications 1o the individuals; or

2. cooperate with and assist CDPH in its notification (including substitute notification) to the
individuals affectad by the breach.

E. CDPH Contact Information: Te direct communications to the above referenced COPH staff, the
Contractor shall initiate contact as indicated herein. CDPH reserves the right to make changes o
the contact information below by giving written notice to the Contractor. Said changes shall nol
require an amendment to this Exhibit or the agreement to which it is incorporated.

COPH IPSR (210}
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Exhibit G
Information Privacy and Security Requirements
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CDPH Program | CDPH Privacy Officer CDPH Chief Information
Contract Security Officer (and COPH IT
Manager Service Desk)
See the S of | Privacy Officer Chief Information Security Officer
Waork ath Privacy Office, c/o Office of Legal | |nformation Security Office
Program Conftract | Services _ California Dapartment of Public
Health P.O. Box 997413, MS 6302
P.O. Box 997377, MS 0506 Sacramento, CA 95890-7413
Sacramento, CA 95899-7377
Ermail: edphisof@cdph.ca.qov
Email: privacy(@cdph.ca.gov Telephone: IT Service Desk
Telephone: (877) 421-9634 (916) 440-7000 or
(800) 579-0874
ion of Dis res for for Accounting: Contractor shall document and make

avallable to COPH or (al the direction of COPH) to an Individual such disclosures of CDPH PCI, and
information related lo such disclosures, necessary lo respond lo a proper request bj,r the subject
Individual for an accounting of disclosures of persenal information as required by applicable state or
federal law.

Reguests for COPH PCI by Third Parties: The Contractor and its employees, agents, or subcontraciors
shall promptly transmit to the CDPH Program Contract Manager all requests for disclosure of any COPH
PCl emanating from third parties to the agreement between Contractor and CDPH (and not emanating
from an Individual for an accounting of disclosures of personal informalion pursuant to applicable state or

federal law).

Audits, Inspection and Enforcement: From time lo time, COPH may inspect the facilities, systems, books
and records of Contractor to moniter compliance with this Exhibil. Contractor shall promplly remedy any
violation of any provision of this Exhibit and shall certify the same lo the COPH Program {:mtra:ﬂ
Manager in writing. The fact that COPH inspects, or fails lo inspeci, or has the right to inspecl,
Contractor's faciliies, systems and procedures does not relieve Contractor of its responsibility to comply
with this Exhibit, nor does COPH's:

A, Failure to detect or

B. Detection, but failure to notify Contractor or reguire Contractor's remediation of any unsatisfactory
practices constitute acceptance of such practice or a waiver of COPH's enforcement rights under
the agreemenl and this Exhibit.

Indemnification: Contractor shall indemnify, hold harmiess and defend CDPH from and against any and
all claims, losses, liabilities, damages, costs and other expenses (including attorneys fees) that rasull
from or arise directly or indirectly out of or in connection with any negligent act or omission or willful
misconduct of Contractor, its officers, employees, agents or subcontractors relative to the COPH PCI,
including without limitation, any violation & of Contractor's responsibilities under the agreement between it

and CDPH, including this Exhibit, with respect to the COPH PCL

Tarmination:
COPH IPSR (210}
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(For Non-HIPAA/HITECH Act Contracts)

A. Termination Upon Breach: A breach by Contractor of any provision of the Exhibit, as determined
by CDPH, shall constitute a material breach of the agreement between Contractor and COPH and
grounds for immediate termination of the agreement by CDPH. At its sole discretion, COPH may
give Contractor 30 days to cure the breach.

B. Judici inistrative Proceedings: Contractor will notify COPH if it is named as a defendant
in a criminal proceeding related to a violation of this Exhibit. CDPH may terminate the agreement
between Contractor and COPH if Contractor is found guilty of a criminal violation related to a
violation of this Exhibit. CDPH may terminate the agreement if a finding or stipulation that the
Confractor has violated any security or privacy laws is made in any administrative or civil
proceeding in which the Contractor is a party or has been joined.

XVIl. Return or Destruction of CDPH PCI on Expiration or Termination: On expiration or termination of the
agreement between Contractor and CDPH for any reason, Contractor shall retumn or destroy the COPH
PCI. If return or destruction is not feasible, Contractor shall explain to COPH why, in writing, 1o the COPH
Program Contract Manager, the COPH Privacy Officer and the COPH Chief Information Security Officer,
using the contact information listed in Section Xl(c), above.

A. Retention Required by Law: If Required by state or federal law, Contraclor may retain,
after expiration or termination, COPH PCI for the time specified as necessary to comply

wilh the law.
B. Obligations Continue Until Return or Destruction: Contractor's obligations under this

Exhibit shall continue until Contractor destroys the COPH PCI or returns the COPH PCl to
CDPH; provided however, that on expiration or termination of the agreement between
Contractor and CDPH, Contractor shall not further use or disclose the COPH PCl excepl
as Required by state or fedaeral law.

C. Notification of Election to Destroy COPH PCI: Contractor elects to destroy the COPH PCI,
Contractor shall certify in writing, to the COPH Program Coniract Manager, the CDPH
Privacy Officer and the CDPH Chief Information Security Officer, using the contacl
information listed in Section Xi(c), above. that the COPH PCI has been destroyed.

XVIll, Amendment: The parties acknowledge that Federal and State laws relating to information security and
privacy are rapidly evolving and that amendment of this Exhibit may be required to provide for procedures
lo ensure compliance with such laws. The paries specifically agree to take such action as is necessary
to implement new standards and requirements imposed by regulations and other applicable laws relating
to the security or privacy of COPH PCI. Upon CDPH' request, Contractor agrees to promptly enter info
negofiations with COPH conceming an amendment 1o this Exhibit embodying written assurances
consisten! with new standards and requirements imposed by regulations and other applicable laws.
CDPH may terminate this agreemeant upon thirty (30) days wrilten notice in the event:

A Contractor does not promplly enter into negotiations to amend this Exhibit when requesied by
CDPH pursuant to this Seclion or

B. Contracior does nol enter into an amendment providing assurances regarding the safeguarding of
CDPH PCI that COPH in its sole discretion deems sufficient to satisfy the slandards and
requirements of applicable laws and regulations relating to the security or privacy of COPH PCI.

COPH IPSR (210)
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XX, ' in_Litigation or inistrative P ings: Contractor shall make itself and any

subcontractors, employees or agents assisting Contractor in the performance of its obligations under the
agreement between Contractor and COPH, available to CDPH at no cost to COPH to teslify as wilnesses,
or otherwise, in the event of litigation or administrative proceedings being commenced against COPH, its
director, officers or employees based upon claimed violation of laws relating to security and privacy,
which involves inactions or actions by the Contractor, except where Conftractor or its subcontractor,
employea or agent is a named adverse party,

XX. Disclaimer: CDPH makes no warranty or representation that compliance by Contractor with this Exhibit
will be adequate or satisfactory for Contraclor's own purposes or that any information in Contractor's
possession or control, or transmitted or received by Contractor, is or will be secure from unauthornized use
or disclosure. Confractor is solely responsible for all decisions made by Coniractor regarding the
safequarding of COPH PCIL.

XXI. No Third-Party Beneficiaries: MNothing express or implied in the terms and conditions of this Exhibit is
intended to confer, nor shall anything herein confer, upon any person other than COPH or Contractor and
their respective successors or assignees, any rights, remedies, obligations or liabilities whatsoever.

XXIl. Interpretation: The terms and conditions in this Exhibit shall be interpreted as broadly as necessary to
implement and comply with regulations and applicable Stale laws. The parties agree that any ambiguily
in the terms and conditions of this Exhibit shall be resolved in faver of a meaning that complies and is
consistent with Federal and State regulations.

X¥Ill. Survival: The respective rights and obligations of Contractor under Sections VI, VIl and XI of this Exhibit
shall survive the termination or expiration of the agreement between Contractor and COPH.

COPH PSR (210)
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Attachment 1
Conlractor Data Security Standards

1. General Security Controls

a. Confidentiality Statement. All persons that will be working with CDPH PCl must sign a
confidentiality statement. The statement mus! include at a minimum, General Use, Security and
Privacy safeguards, Unacceptable Use, and Enforcement Policies. The statement must be signed
by the workforce member prior to access lo COPH PCl.  The statement musi be renewed
annually, The Conltractor shall retain each person’s written confidentiality statement for COPH
inspaction for a period of three (3) years following contract termination.

b. Background check. Before a member of the Contractor's workforce may access COPH PCI,
Contractor must conduet a thorough background check of that worker and evaluate the resulls lo
assure thal there is no indication that the worker may present a risk for theft of confidential data.
The Contractor shall retain each workforce member's background check documentation for a
period of three (3) years lollowing contract termination.

c. Workstation/Laptop encryption. All workstations and laptops that process and/or store CDFH
PCI must be encrypled using a FIPS 140-2 cerlified algorithm, such as Advanced Encryption
Standard (AES), with a 128bit key or higher. The encryption seclution must be full disk unless
approved by the COPH Information Security Office.

d. Server Security. Servers containing unencrypted COPH PCI must have sufficient administrative,
physical, and technical controls in place to protect that data, based upon a rnisk
assessment/systam securily review.

a. Minimum Necessary. Only the minimum necessary amount of COPH PCI required to perform
necessary business functions may be copied, downloaded, or exported.

{  Removable media devices. All electronic files that contain COPH PCI data must be encrypted
when stored on any removable media or portable device (i.e. USB thumb drives, floppies,
CD/DVD, Blackberry, backup tapes etc.). Must be encrypted using a FIPS 140-2 certified
algorithm, such as Advanced Encryplion Standard (AES), with a 128bit key or higher

g. Antivirus software, All worksiations, laptops and other systems that process andfor store COPH
PCl must install and actively use comprehensive anli-virus software solution with automatic

updates scheduled al laasl daily.

h. Patch Management. All workstations, laplops and other systems that process andlor store
CDPH PCI must have security patches applied, with system reboot if necessary. There must be a
documented patch management process which determines installation timeframe based on risk
assessment and vendor recommendations, At a maximum, all applicable paiches must be
installed within 30 days of vandor releasa.

i User IDs and Password Controls. All users must be issued a unique user name for accessing
COPH PCl. Usermame must be promptly disabled, deleted, or the password changed upon the
transfer or termination of an employee with knowledge of the password. Passwords are not to be
shared. Must be at least eight characters. Must be a non-dictionary word. Must not be stored in
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readable format on the computer. Must be changed every 60 days. Must be changed if revealed
or compromised. Must be composed of characters from al least three of the following four groups
from the standard keyboard:

Upper case letters (A-Z)

Lower case letters (a-z)

Arabic numerats (0-3)

Mon-alphanumeric characters (punctuation symbois)

|. Data Sanitization. Al COPH PCI mus! be sanitized using MIST Special Publication 800-88
standard methods for data sanilization when the COPH PSCI is no longer needed.

2. System Security Controls

A. System Timeout. The system must provide an automatic timeout, requiring re-authentication of
the user session afler no more than 20 minutes of inactivity,

B. Warning Banners. All systems containing COPH PCI must display a wamning banner siating that
data is confidential, systems are logged, and system use is for business purposes only. User
must be directed to log off the system if they do not agree with these requirements.

C. System Logging. The system must maintain an automated audit trail which can identify the user
or system process which initiates a request for CDPH PCI, or which alters COPH PCL The audil
trail must be date and time stamped, must log both successful and failed accesses, must be read
only, and must be restricted to authorized users. If COPH PCI is stored in a database, dalabase
logging functionality must be enabled. Audit trail data must be archived for at least 3 years after
oCCurmence.

D. Access Controls. The system must use role based access controls for all user authentications,
enforcing the principle of least privilege.

E. Transmission encryption. All data transmissions of COPH PCl outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm, such as Advanced Encryption
Standard (AES), with & 128bit key or higher. Encryption can be end to end at the network level, or
the data files containing CDPH PCI can be encrypted. This requirement pertains to any type of
CDPH PCI in molion such as website access, file transfer, and E-Mail.

F. Intrusion Detection. All systems involved in accessing, holding, transporting, and pu_'n-tacli'lg
CDPH PCI that are accessible via the Internet must be protected by a comprehensive intrusion
datection and prevention solution.

3. Audit Controls

A System Security Review. All systems processing and/or storing CDPH PCI must have al leasl
an annual system risk assessment/security review which provides assurance that administrative,
physical, and technical conlrols are functioning effectively and providing adequate levels of
protection. Reviews shall include vulnerability scanning tools.
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B. Log Reviews. All systems processing and/or storing COPH PCI must have a routine procedure in
place lo review system logs for unauthorized access.

C. Change Control. All systems processing and/or storing COPH PCI must have a documenied
change control procedure thal ensures separation of duties and prolects the confidentiality,
integrity and availability of data.

4, Business Continuity / Disaster Recovery Controls

a. Disaster Recovery. Contractor mus! establish a documented plan to enable continuation of
critical business processes and protection of the security of electronic COPH PCI in the event of
an emergency. Emergency means any circumstance or situation thal causes normal computer
operations to become unavailable for use in performing the work required under this agreement
for more than 24 hours.

b, Data Backup Plan. Contractor must have established documented procedures to backup COPH
PCI to maintain retrievable exact copies of COPH PCI. The plan must include a regular schedule
for making backups, storing backups offsite, an inventory of backup media, and the amount of
time lo restore COPH PCI should it be lost. Al a minimum, the schedule must be a weekly full
backup and monthly offsite storage of COPH data.

5. Paper Document Controls

A. Supervision of Data. COPH PCI in paper form shall not be left unattended at any time, unless il
is locked in a file cabinet, file room, desk or office. Unattended means that information is not
being observed by an employee authorized to access the information. CDPH PCI in paper form
shall not be left unattended at any time in vehicles or planes and shall not be checked in baggage
on commaearcial arplanas,

B. Escorting Visitors. Visilors lo areas where COPH PCI is contained shall be escorted and CDPH
PHI shall be kept out of sight while visitors are in the area.

C. Confidential Destruction. CDPH PCI must be disposed of through confidential means, using
MIST Special Publication 800-88 standard methods for data sanitization when the CDPH PSCl is

no longer neaded.

D. Removal of Data. CDPH PCI must not be removed from the premises of the Contraclor excepl
wilh express wrillen parmission of COPH,

E. Faxing. Faxes containing COPH PCI shall nol ba left unattended and fax machines shall be in
secure areas. Faxes shall contain a confidentiality statement notifying persons receiving faxes in
error to destroy them. Fax numbers shall be verified with the intended recipient before sending.

F. Mailing. COPH PCI shall only be mailed using secure methods. Large volume mailings of CDPH
PHI shall be by a secure, bonded courier with signature required on receipt. Disks and other
transportable media sent through the mail must be encrypled with a CDPH approved solution,
such as a solution using a vendor product specified on the CSSI.
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OVERALL BID QUESTIONS

There are no questions associated with this bid. If you would like to submit a question,
please click on the "Create New Question" button below.
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