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REQUEST FOR STATEMENT OF QUALIFICATIONS/PROPOSALS

Netware to Windows OS Migration and
Microsoft Product Support Services

I. INTRODUCTION

The Port of Oakland (hereafter referred to as “The Port”), requests statements of
proposals from vendors qualified to provide Hosted Microsoft Exchange E-mail, Support
and Administrative services to the Port of Oakland.

Bid Delivery Requirements:

The Port will accept proposals and qualifications until 3:00 p.m. local time on October
22, 2009. Postmarks are not acceptable.

Prospective bidders are required to submit a minimum of one electronic copy (PDF
format) of your proposal (to one of the locations specified below). Printed copies may be
delivered to the physical address specified below, but please no more than five (5)
copies.

Your proposals may be e-mailed (PDF format) or mailed to the following:

Mail:

Port of Oakland

Attention: Richmond Glenn
IT Division, 4" Floor
Oakland, CA 94607

E-mail:

rglenn@portoakland.com and bgiannotti@portoakland.com

Again, all proposals and qualifications are accepted until 3:00 p.m. local time on
October 22, 2009. Postmarks are not acceptable.

II. BRIEF SUMMARY OF THE SCOPE

The Port currently operates (on premise) and supports a Novell GroupWise 7.0.3 e-mail
platform. The Port is migrating away from Novell in favor of an all Microsoft environment
in order to standardize enterprise operations and support, and to offer more mainstream
compatible features and services, at a lesser cost, to the enterprise and business unit
organizations.


mailto:rglenn@portoakland.com
mailto:bgiannotti@portoakland.com

By way of this RFP, the Port is pursuing a Hosted Microsoft Exchange E-mail, Support
and Administrative services approach for on-going e-mail and related services. Itis
anticipated that the project start early to mid January 2010.

The Port is requesting service proposals for the following:

1. Plan and migrate existing GroupWise calendar and task data to the new hosted
environment.

2. Plan and configure a Hosted Microsoft Exchange solution (off prem).

3. Configure and offer value-added services such as:

Outlook Web Access

BlackBerry Enterprise Server

iPhone Access services

Spam protection

Virus protection

Fax services

Secure e-mail (DLP & Encryption) services
E-mail Archiving services

4. Administration and Support services for the new hosted environment.

Specific information about the current platform and user statistics can be found in
Attachment E — Current Technical Environment of this RFP.

[ll. SCOPE OF SERVICES

The Port's approach consists of the following:

e The Port would be responsible for overall management of the Hosted Microsoft
Exchange E-mail, Support and Administrative services contract.

¢ The Responder would be responsible for providing a stable, secure, reliable, highly
available and rapidly recoverable corporate MS Exchange/Outlook and BlackBerry
server-side environment, 24-hours a day, seven-day a week (24x7) basis.

Required Services For Hosting Provider:

1. Planning and migration of existing GroupWise mail (30 days worth of the active data
store), calendar, task, contact data to the new environment.

2. Planning, configuration, and deployment of a stable, secure, reliable, highly available
and rapidly recoverable corporate Hosted MS Exchange/Outlook 2007 solution.

3. Planning, configuration, and deployment of RIM for BlackBerry (server & service
only, no devices)



10.

11.

12.

13.

Providing corporate BlackBerry PIN distribution lists and management.

Configuration and deployment of anti-spam and anti-virus software, which include
features such as content filtering, filtering of attachments by file type or extension.

Planning, development, and execution of a user training program (Self-
Service/Computer base is preferred, would only be for the transition phase).

Administration, support, and management of necessary hardware/software.

Obtaining and maintaining any needed third party service agreements (such as third-
party service providers of spam protection services) and for obtaining and
maintaining technical support agreements with technology companies for sufficient
technical support of their products (such as from Microsoft for Windows and
Exchange, RIM for BlackBerry, and with an anti-virus software vendor).

Provide the telecommunications circuits and infrastructure equipment between the
Respondent’s data center infrastructure and the Port to deliver hosted Microsoft
Exchange, Outlook Web Access, BlackBerry Enterprise Server, spam protection and
virus protection services.

Desktop and Laptop Changes (For the purpose of this RFP plan for 550 users/units):

a. Back-up and transfer mailbox data (calendar, task, client address book) to
new account.

b. Remove Groupwise Client based services from computers.

c. Deploy/install and configure MS Outlook 2007 on all desktop & laptop units.

d. Provide each computer with a quick-start training guide that reflects the
changes to their desktop experience.

e. Provide the manpower resources necessary to make these changes.

The Responder would provide E-mail archiving services.
Integration with the Port's corporate Active Directory accounts.
Disaster Recovery services (specific recovery SLA’s will be discussed during service

contract negotiations, for the purpose of this RFP plan for a 4-hour full recovery
timeframe).

Required Support and Administrative Services:

1.

Providing and maintaining an off-site (not on the Port's premises nor owned by the
Port) data center operations and technology infrastructure to provide e-mail and
related services.

Monitoring and taking corrective action as needed for all provided services including
mail flow to ensure secure, reliable and available services on a 24x 7 basis;

Maintaining access to MS Exchange mailboxes externally associated to the Port's
corporate Active Directory accounts;



10.

11.

12.

13.

14,

15.

16.

17.

18.

19.

Maintaining and configuring appropriate and up-to-date virus and spam control,

Maintaining a consistent private and secure environment; providing secure backup
restore capabilities and disaster recovery operations including preparing, maintaining
and regularly testing disaster recovery procedures for various disaster scenarios
including, but not limited to, various hardware failures, data corruption, network
problems, loss of server(s), loss of primary data center;

Providing individual mailbox restores for lost data as needed (usually less than one
mailbox per month) providing mailbox exports for investigatory purposes as needed
(usually less than one mailbox per month) providing a four-hour recovery time in the
event of any unplanned interruption of service, such as a corrupted database.

Detecting and correcting defects (including 24-hour availability for operational
problem resolution);

Tracking and reporting on all problems and requests related to the Port's service;
Analyzing, maintaining, configuring and documenting services and their components;

Providing the Port with management reports indicating the overall health and security
of the services;

Providing ongoing tuning of system performance ensuring adequate capacity for
growth of the service and adding new capacity as needed;

Applying MS Exchange, MS Windows, and third-party software (such as anti-virus)
version and release upgrades, service packs, security patches and fixes;

Maintaining a test lab environment to ensure changes to the environment are
adequately tested prior to implementation;

Providing the Port's authorized IT staff with appropriate administrative access to the
environment the Responder is maintaining for the Port;

Assessing and reporting to the Port on the impact of changes to the operational
environment, determining if changes are needed, and implementing the changes as
required with the Port's approval;

Initiating and implementing productivity improvements;
Coaching information technology personnel and core Port users;

Answering questions and interfacing as a resource and resolve with the Port's help
desk and other IT staff to determine and resolve MS Exchange/Outlook problems
and provide expert knowledge related to MS Exchange/Outlook in the role of 2nd
and 3rd level help desks;

Having a set escalation procedure for help desk problem resolution, including
escalation to third-party vendors which provide products (hardware and software)
utilized in the hosted managed services;



20. Maintaining support agreements with third-party vendors (such as Microsoft, RIM,
hardware, and anti-virus, anti-spam vendors) to ensure proper support for products
offered as components to the hosted managed services;

21. Providing a quality assurance review/methodology for maintenance activities and
enforcing installation standards; maintaining the MS Exchange environment
consistent with acceptable industry best practices as well as the Port's Technology
Services standards; and providing recommendations to enhance the stability,
availability, and security of the MS Exchange/Outlook environment.

22. Further details on Support and Administration responsibilities of the Responder are
identified in Attachment D.

Port Supplied ltems:

The Port already owns or has purchased some licensing related to the services we are
requesting. If applicable, the Port seeks to transfer these investments in support of this
project:

1. RIM client and server licenses

2. Microsoft Outlook 2007 application licenses.

IV.SCHEDULE

The schedule for the selection process is as follows (please note that all dates are
subject to change at the Port’s discretion):

RFP available October 2, 2009

Statement of qualifications/proposals due  October 22, 2009 (3 p.m. local time)
Interviews (if needed) November 2 - 6, 2009

Final Selection Completed December 1, 2009

Contract preparation and execution Approximately 4 weeks

V. QUESTIONS ABOUT THE RFP

Respondents are expected to raise any questions, exceptions, or additions they have
concerning the RFP document. If a Responder discovers any significant ambiguity, error,
conflict, discrepancy, omission, or other deficiency in this RFP, the Responder should
immediately notify the named individual below of such error and request modification or
clarification of the RFP document. In the event that it becomes necessary to provide
additional clarifying data or information, or to revise any part of this RFP,
revisions/amendments and/or supplements will be provided to all recipients of this initial
RFP.

Name Phone: E-mail Address:
Richmond Glenn 510.627.1396 rglenn@portoakland.com



mailto:rglenn@portoakland.com

VI. PROJECT COMPLETION TIME

VII.

VIII.

The Port anticipates that the project be completed no later than May 31, 2010. If the
Responder is unable to meet this schedule, the Responder shall set forth the reasons
why the May 31, 2010 completion date cannot be met, the proposed revised schedule,
and a justifiable business case for completion of the work on the proposed revised
schedule. The Port may consider adjusting this date following review of all proposals.

DESCRIPTION OF CONSULTANT QUALIFICATION

It is required that the Responder or consultant team have recent relevant experience
with migration from Novell GroupWise to Microsoft Exchange and Windows Active
Directory environments, and able to demonstrate experience within the last five years. It
is required, that the Responder or consultant team performing the work must be
experienced in MS Exchange 2003 & 2007, Outlook 20007, Windows 2003, MS Active
Directory, BlackBerry Enterprise Server Versions 5.x, and the tools utilized for
monitoring, administering, and troubleshooting this environment. The successful
Responder shall propose the staffing to be provided to meet the hosted MS Exchange
service and administration services required and identify the minimum acceptable
experience level for each staffing position. This should identify the minimum acceptable
MS Exchange experience and the minimum acceptable experience in supporting MS
Exchange and related services in production. Technical positions related to supporting
MS Windows and Active Directory should similarly specify the minimum acceptable
technical experience of staff. The Responder shall meet all minimum experience levels
and qualifications as agreed to by the Port in the resulting contract for any potential
Responder employee who would be assigned to the Port account.

FORMAT AND REQUIRED CONTENTS FOR STATEMENT OF

QUALIFICATIONS / PROPOSALS

The prospective Responder shall provide detailed scopes, schedules and estimated costs
for services.

Format

The Responder’s proposal should be concise, well organized and demonstrate the
Responder’s qualifications and experience applicable for conducting and providing services
requested. Responders will be evaluated based on the information submitted in accordance
with the evaluation procedures described herein. The qualification portion of the response
will be limited to a maximum of fifteen (15) double-sided pages of text (30 pages). The page
count does not include the Responder’s cover letter or the pricing proposal.

Content

The Response submitted to this RFP must be organized in the following order and shall
include all of the following sections. Submittals that are not in compliance with this
requirement may be rejected.



Executive Summary:
Include a one to two page (maximum) overview of the entire response describing the
highlights of the Hosting Provider’s response.

Identification of Responder:

1. Legal name and address of company.

2. Legal form of company (partnership, corporation, joint venture, etc.). If joint
venture, identify the members of the joint venture and provide all information
required under this section for each member.

3. If company is a wholly owned subsidiary of a “parent company”, identify the
“parent company”.

4. Name, title, address, and telephone number of person to contact regarding
the Responder’s response.

5. Place of business where work will be prepared.

6. Name, title, address and telephone number of individual authorized to bind
the company and who may also be contacted during the period of the
Provider’s response evaluation.

Experience
Describe Responders experience in converting from GroupWise to Exchange and

providing the environment and support for Hosted products at businesses that are
similar in size and complexity.

List a minimum of three (3) successfully completed projects. For each project,
provide the following information: client name and telephone number, type of work
performed, role of firm, and key staff on project. If the Responder’s team has sub
consultants, their experience can count toward the requirement.

Responder’s Detailed Scope/Statement of Work.
The Responder must describe the plan for conducting and/or provide the services
requested.

Understanding of Requirements

e Proposed Project Methodology/Approach

e Present the technical approach in sufficient detail to demonstrate the
Responders understanding and ability to produce and deliver the required
work product.

¢ The Responder shall describe in brief detail what QA/QC measures will be
utilized on this project

e Provide any other information that you believe to be relevant

Warranty
The successful Responder shall represent and warrant that all services to be

performed by its technicians or authorized service representatives as contemplated
under this scope must be performed in a competent and efficient manner by
individuals of appropriate training and experience.

Port Policy Forms:
See attachment B, F, and G.




Cost Proposal

INSTRUCTIONS (Format/Forms are located in Attachment C):

Fixed Fee Structures - The Port prefers that the Cost Proposal be based on fixed fee
structures. This fixed fee structure will be the basis for compensating the Responder
for all services referenced in Attachment D — Supplemental Support &
Administration, contained herein. This fixed fee structure, however, must also satisfy
all service level requirements documented in Section 5 of Attachment D. The fee
structures shall be presented in accordance with the formats outlined in the Cost
Proposal Format/Forms and instructions in Attachment C labeled Section A-D.

The Cost Proposal should be based on fixed fee structures and associated
instructions as follows:

Section A: Start Up and Termination Costs

The Responder shall use Attachment C - Section A to specify any one-time
start up, entry or termination transition/migration costs related to the
beginning or end of the contract such as for dedicated Exchange/BlackBerry
servers infrastructure, mailbox setup costs, data migration tools, etc. These
costs shall be invoiced when the work has been completed or to the
specifications noted in the final contract.

Section B - Per User Mailbox Cost Utilizing Windows 2003 and Exchange 2007:

Provide a recurring monthly fixed fee per user mailbox, based on the total
number of user mailboxes, for providing service for the Port’s current level of
deployment of MS Exchange 2003 as documented in the matrix below. User
mailboxes do not include conference room mailboxes or mailboxes created
for system or test purposes nor contacts (custom recipients) nor mail-enabled
public folders. If the service pricing includes the cost for the MS Exchange
Client Access licenses, Outlook 200x client access licenses, BlackBerry
Client Access licenses and/or Windows 200x client access licenses for Active
Directory authentication for users, these costs should be separated with the
Client Access License costs specified in Attachment C - Section D. Please
specify if this cost includes any of the following: BlackBerry server, Outlook
Web Access, virus protection, spam protection, content filtering, filtering of
attachments by file type or extension. If not, include each of these items as
part of Section C the value-added services.

Section C: Per User Mailbox Added Cost Utilizing Value-Added Services:

Provide a recurring monthly fixed fee per user mailbox as an added cost for
each value-added service you may offer based on the total number of user
mailboxes or users of the value-added service, for providing for or enhancing
the Port’s deployment of MS Exchange and its features. This added cost, if
any, is above and beyond the basic fixed cost per user mailbox previously
described Section B. Some examples of these value-added services include:



Outlook Web Access, anti-virus protection, anti-spam protection, wireless
messaging, hosting BlackBerry Enterprise Server, providing corporate
BlackBerry PIN distribution lists and management, iPhone access, additional
mailbox storage, various disaster recovery options, email archiving, secure e-
mail, Unified Messaging, integration with the Port’'s ERP databases,
integration with the Port’s document management system (OpenText eDoc
DM software), directory sources for frequent updating of the Respondent's
Active Directory forest for user account properties (such as name, job title,
telephone number, location) via feed from the Port, Windows SharePoint
services, Fax services, message size increase cost, additional mailbox
storage per customer or group costs, public folder related costs, service level
variations (guaranteed uptime), etc.. Hosting Providers should provide costs
for the above value-added services. Indicate whether a bundling of value-
added services would result in a reduced fee.

This fixed fee structure will be the basis for compensating the Responder for
all services referenced in Attachment D contained herein. This fixed fee
structure, however, must also satisfy all the service level standards
documented in Attachment D, Section 5.

Pricing shall be based on the total number of user mailboxes at the end of the
month. To account for growth and for addition or deletion of user mailboxes,
Responder shall provide unit pricing information for a total number of
mailboxes from 500 up to 600 user mailboxes. Pricing for user mailboxes
and other fees as described herein shall be in the format provided in
Attachment C - Cost Proposal Format/Forms. This format is intended to allow
the Responder to demonstrate the benefits to the Port due to economies of
scale or any unit discounts for volume. In the relevant Sections, the
Responder may enter $0 for the price per server or per mailbox if there is no
charge for that item or if it is bundled under other prices provided in the
proposal. For information regarding the approximate number of user
mailboxes and the current volume of data and its sources refer to Attachment
E — Current Technical Environment. The information provided in Attachment
E may not be up-to-date due to the changing nature of the technical
environment.

Section D: Miscellaneous

Client Access Licenses

Provide a one-time fixed fee per user mailbox, based on the total number of
user mailboxes, for providing service for the Port’s current level of
deployment MS Exchange Client Access licenses, Outlook 200x client access
licenses, BlackBerry Client Access licenses and/or Windows 200x client
access licenses for Active Directory authentication for users, etc..



Major Version Upgrade

The Responder may be requested to perform a major version upgrade to
servers associated with the hosted Exchange environment during the term of
the contract such as for an upgrade to Windows 2007/Exchange 200x. The
Responder must provide a unit price for major version upgrades to servers.
Please include time restrictions and projected durations associated with
upgrades. This price shall be for a one-time upgrade only and not represent
an ongoing charge. User mailbox charges shall remain fixed unless
Responder can provide a reduction or demonstrate an increase in cost basis
due to the upgrade. The Price must include planning, analysis, testing,
training and implementation. If appropriate, the Responder shall provide unit
pricing information based on a total number of user mailboxes up to 600.

Telecommunications Services

Telecommunications Service (including circuit and network equipment -
provisioning, maintenance, monitoring, etc. to two of the Port’s network
operations center).

Drop locations:
Port of Oakland 530 Water St. Oakland CA 94607
Oakland International Airport (Terminal 2) 1 Airport Drive Oakland CA 94621

Labor Rates (for extra work)

The Responder shall provide applicable hourly labor rates for specific Job
Titles or Technical Skills. If the hosted MS Exchange environment requires
integration with other third-party software products not covered by the fixed
fee schedule specified in the Cost Proposal, the method of compensation will
also be based on a one-time work order subject to the Responder's proposed
fee structure for such integration work.

Assumptions

The Responder shall use this section to provide any information relevant to
assumptions made in the Cost Proposal Forms.

The Responder should note that the Port has no preference if the hosted Exchange
server is on a shared or stand alone infrastructure. The Port expects that the hosted
solution provided will not be located on the Port premises. The Responder has to furnish
their own hardware, software, maintenance, OEM vendor support agreements, and
licenses, and any other third-party service provider agreements (such as for spam
protection services and telecom circuits to connect to the Port’s designated network
operations centers). If the service pricing includes the cost for the MS Exchange Client
Access licenses, Outlook Client Access licenses, BlackBerry Client Access licenses, and
or Windows 200x client access licenses for Active Directory authentication for users,
these costs should be provided separately. The Responder should also note that
software and hardware maintenance and its associated costs for all software and



hardware utilized by the Responder for providing this service will be the sole
responsibility of the Responder and will not be borne by the Port.

The Respondent shall describe its policies regarding "Most Favored Customers" (if any)
and address how the value of that policy will accrue to the Port, such as early access to
MS Exchange versions and strategy, training and certification programs, reduced costs,
and in the area covering extraordinary events such as disasters (floods, terrorism, etc.).
The Responder needs to address whether or not the MS Exchange Client Access
licenses, Outlook Client Access licenses, BlackBerry Client Access licenses and any
other client licenses are included, and at what cost, in the Cost Proposal.

IX.SELECTION PROCESS

Review and Screening of Statements of Qualifications/Proposals:

Representatives of The Port of Oakland'’s IT staff will evaluate the proposals received. The Port
may require a personal interview at the Port of Oakland or by telephone as part of the proposal
review process. If this happens, the Port plans to schedule interviews the week of November 2-
9, 2009 as noted in Section IV of the schedule and is only interested in speaking with the
resources that will be performing the services of this RFP.

The final selection will be made on the combined merits of both the Proposal and Interview (if
needed).

Selection Criteria:

Responses will be reviewed and evaluated on the following criteria. The third and fourth
criterions are equally weighted. The fifth criterion is worth up to 15% of the overall
selection criteria :
1. Completeness of the response.
2. Responder’s experience in completing similar work.
3. Responder’s work plan:
The quality and responsiveness of the Respondent’s approach and the
demonstrated ability to provide the required services described in Scope of
Services of this RFP. The completeness of the services proposed, the ability to
satisfy or exceed the requirements of this work plan and the quality of the
management and the technical approach to be used to ensure consistently high
guality service. Also evaluated will be the ability to provide the Port with
maximum flexibility in terms of the services provided and technologies employed
while adjusting to changes in the Port's business requirements, the size of the
Port over the term of the agreement, and changes in the Port's technology
requirements; the ability to provide value-added services that improve quality
delivered while reducing Port’s costs; and the ability to provide a well controlled,
secure and virus-protected MS Exchange environment. An important
consideration is the analysis of business risk that the Port could incur under this
contracting scenario.



e Understanding of the project requirements
Proposed approach and methodology to accomplish the scope of work
and project goals
¢ Organization and presentation of proposal
e Proposed project timeline
4. Pricing/Cost realism — The financial terms and fees proposed for all required
services. The degree and extent to which the Proposal is cost effective to the
Port and the overall cost of the service. The Respondent’s clear description of
the methods, practices, tools and techniques that will result in cost containment,
and the likelihood of those methods, practices, tools and techniques to be
successfully deployed at the Port.
5. Non-Discrimination Small Local Business Policy (NDSLBUP) — Attachment F
6. Living Wage - Attachment G

X. COMPLIANCE WITH PORT POLICY REQUIREMENTS

The selected Consultant will be expected to comply with the following Port policy requirements.
The following forms should be provided as appropriate in the Appendix and will not be counted
against the page limit:

Non-Discrimination Policy

Port policy prohibits discrimination or preferential treatment because of race, color, religion, sex,
national origin, ancestry, age (over 40), physical or mental disability, cancer-related medical
condition, a known genetic pre-disposition to a disease or disorder, veteran status, marital
status, or sexual orientation.

Non-Discrimination and Small/Local Business Utilization Policy (NDSLBUP)

Submit all documentation requested in Attachment E, Non-Discrimination and Small/Local
Business Utilization Policy. Consultant firms will receive credit for utilizing businesses that
satisfy the requirements of the Port's NDSLBUP.

Web-Accessed Monitoring System (WAMS)

Submitting firms are alerted that the Port of Oakland has adopted an electronic monitoring
system to satisfy certain reporting requirements. The successful proposer will be required to
utilize WAMS to satisfy said requirements. See Attachment F, Non-Discrimination and
Small/Local Business Utilization Policy.

Living Wage Requirements

On March 5, 2002, the voters in the City of Oakland passed Measure |, adding to the City
Charter Section 728 ('8728") entitled "Living Wage and Labor Standards at Port-assisted
Businesses." §728 requires Port Aviation and Maritime businesses that meet specified minimum
threshold requirements to pay all nonexempt employees a Living Wage rate established by City
Ordinance and adjusted annually based on the Consumer Price Index for the San Francisco,
Oakland and San Jose area. The current Living Wage rate as of July 1, 2009 is at least $10.83
with credit given to the employer for the provision to covered employees of health benefits, and
$12.45 without credit for the provision of health benefits. Specifically, 8728 applies to Port
contractors and financial assistance recipients with the Aviation or Maritime divisions that have
contracts worth more than $50,000 and that employ more than 20 employees who spend more




than 25% of their time on Port-related work. 8728 also provides covered employers with
incentives to provide health benefits to employees, establishes a worker retention policy,
requires covered employers to submit quarterly payroll reports and requires covered employers
to allow Port representatives access to payroll records in order to monitor compliance and labor
organization representatives access to workforces during non-work time and on non-work sites.
Covered employers are responsible for complying with the provisions of §728 from the date the
covered contract is entered into. When a contract is awarded, the contractor will be required to
fill out the attached Employer Self Evaluation Form and Certificate of Compliance (see
Attachment F) and return them to the Social Responsibility Division. (i.e., do not include these
forms in your statement of qualification/proposal).

For more information, please call Connie Ng-Wong in the Port of Oakland’s Social
Responsibility Division at (510) 627-1390.

Submit a written statement indicating that Proposer has reviewed the Living Wage
Requirements, included herein as Attachment F to this Request for Proposals, and that
Proposer will comply with said requirements.

Exceptions to Port’s Standard Professional Services Agreement

Submission of a proposal will confirm that the Responder fully understands the provisions of the
Sample Professional Services Agreement included herein as Attachment A to this Request for
Proposals. To the extent that the Responder takes exception to any part of the Professional
Services Agreement, all such objections shall be stated in the Proposal, specifically identifying
the objectionable section, and including any of the Respondent’s proposed amendments to the
Professional Services Agreement. The Port will respond to the proposed amendments from the
short-listed consultants prior to the interview and the Port’s response will be considered final.
Further participation in the Port’s selection process after receipt of the Port’s responses will be
deemed acceptance of the Port’s responses and its Standard Professional Services Agreement.

Conflict of Interest, Pending Litigation or Removal from Position Describe any arrangements,
formal or informal, that the firm has with any party that might interfere with the firm'’s ability to
provide services under this RFP. Describe any litigation, administrative proceeding, or
investigation (actual or pending) in which the firm is involved or to which it is subject that might
have an adverse effect on its ability to fulfill its engagements under this RFP. Indicate if your
firm has been removed by any organization during the last five years, and explain the reasons
for that action.

Capacity to Provide the Requested Insurance Submit a written statement indicating that
Responder can secure the levels of insurance described in Section 1V, Port Policy
Requirements, Paragraph B, Insurance Requirements, above.

Non-Collusion Affidavit Submit a signed and properly executed copy of the Non-Collusion
Affidavit included herein as Attachment B to this Request for Proposals.

Additional Provisions -The following provisions apply to this Request for Proposals:
A. Ownership of Proposal:
All rights to information developed, disclosed, or provided in a Proposal
and its attendant submissions are the property of Port, unless a
Respondent makes specific reference to data that is considered
proprietary. To the extent that a Respondent claims any copyright, patent,




or other intellectual property right in any portion of its RFP, submission of
an RFP constitutes the Respondent’s express (a) grant and assignment
of a perpetual, transferable (in whole or in part), non-exclusive royalty free
license to the Port for all such portions, and (b) agreement that the Port
may use any such intellectual property without charge for any lawful
purpose in connection with other Port development projects, including
without limitation the creation of derivative works and issuance of
sublicenses.

B. Public Records Act:
i. Per the Public Records Act (Gov. Code 6250 et seq.), the Port may
make available to the public the submitted proposal and all
correspondence and written questions submitted during the Request for
Proposal process. Any such trade secrets or proprietary financial
information, which a Responder believes should be exempted from
disclosure, shall be specifically identified and marked as such on the
page containing such information. Blanket-type identification by
designating whole pages or sections shall not be permitted and shall be
invalid. The specific information must be clearly identified as such.

The Port reserves the right to independently determine whether any
document is subject to disclosure and to make such information available
to the extent required by applicable law, without any restriction.

C. The issuance of this RFP, the submission of a response by any firm, and the
acceptance of such response by The Port of Oakland does not obligate The Port
in any manner. Legal obligations will only arise on the execution of a formal
contract by The Port and the firm(s) selected and on approval of said contract by
the Board of Port Commissioners.

D. Responses to this RFP will be prepared at the sole cost and expense of the
proposing firms. No materials submitted in response to this RFP will be returned.

E. All work completed under this agreement shall become the property of the
Port of Oakland without restriction to use.

F. Reservation of Rights:
The Port of Oakland may (i) amend, modify, or withdraw this RFP, (ii)
revise requirements of this RFP, (iii)require supplemental statements or
information from any firm, (iv) accept or reject any or all responses
hereto, (v) extend the deadline for submission of responses thereto, (vi)
negotiate or hold discussions with any respondent and to waive defects
and allow corrections of deficient responses which do not completely
conform to the instructions contained herein, and (vii) cancel this RFP, in
whole or in part, if The Port deems it in its best interest to do so. The
Board of Port Commissioners retains the right to award this project in part
or in total to the Consultant(s) of its choice, and to decide to undertake
the project or to terminate the project at any time prior to approval of a
formal contract.



The Port of Oakland may exercise the foregoing rights at any time without
notice and without liability to any proposing firm or any other party for
their expenses incurred in the preparation of the responses hereto or
otherwise.

G. Confidentiality:
Through submission of a proposal, the Proposer acknowledges and
agrees that, in the performance of the services under this contract
or in the contemplation thereof, the successful Proposer may have
access to private or confidential information which may be owned
or controlled by the Port and that such information may contain
proprietary or confidential details, the disclosure of which to third
parties may be damaging to the Port ("Confidential Information™).
The successful Proposer agrees that all Confidential Information
disclosed by Port to or held by Consultant in performance of the
contract shall be held in strict confidence and used only in
performance of the authorized services covered in the Scope of
Work.

XI. LIST OF ATTACHMENTS

Attachment A: Sample of Port’s Professional Services Agreement (including
Insurance Requirements)

Attachment B: Non-Collusion Affidavit

Attachment C: Cost Proposal Format/Forms

Attachment D: Sample Supplemental Support & Administration Requirements

Attachment E: Current Technical Environment

Attachment F: Non Discrimination/Local Business Utilization Policy

Attachment G: Living Wage



REQUEST FOR PROPOSALS

ATTACHMENT A

Sample of Port’s Professional Services Agreement
(including Insurance Requirements)

(See the attachments tab in the PDF reader)



REQUEST FOR PROPOSALS

ATTACHMENT B

Non-Collusion Affidavit



PORT OF OAKLAND

NON COLLUSION AFFIDAVIT

NON COLLUSION AFFIDAVIT TO BE EXECUTED BY THE RESPONDER AND
SUBMITTED WITH PROPOSAL

STATE OF CALIFORNIA )
) ss
COUNTY OF )

, being first duly sworn, deposes and
says that he or she s of

, the party submitting the foregoing proposal, that the proposal is not made in the
interest of, or on behalf of, any undisclosed person, partnership, company, association,
organization, or corporation; that the proposal is genuine and not collusive or sham; that
the Responder has not directly or indirectly induced or solicited any other Responder to
put in a false or sham proposal, and has not directly or indirectly colluded, conspired,
connived or agreed with any Responder or anyone else to put in a sham proposal, or that
anyone shall refrain from proposal; that the Responder has not in any manner, directly or
indirectly, sought by agreement, communication or conference with anyone to fix the
proposal price of the Proposal or any other Hosting Provider, or to fix any overhead, profit
or cost element of the proposal price, or of that of any other Hosting Provider, or to secure
any advantage against the City of Oakland, a municipal corporation, acting by and through
its Board of Port Commissioners, or anyone interested in the proposed contract; that all
statements contained in the proposal are true; and further, that Responder has not,
directly or indirectly, submitted its proposal price or any breakdown thereof, or the
contents thereof, or divulged information or data relative thereto, or paid, and will not pay,
any fee to any corporation, partnership, company, association, organization, proposal
depository, or to any member or agent thereof to effectuate a collusive or sham proposal.

Executed under penalty of perjury under the laws of the State of California.

(Name of Firm)

(Signature of Principal)

Subscribed and sworn before me this ___ day of ,200

Notary Public of the State of (Seal)
In and for the County of
My Commission expires

(If Responder is a partnership or joint venture, this affidavit must be signed and
sworn to by every member of the partnership or venture.)



(If Responder [including any partner or venturer of a partnership or joint venture
Hosting Provider] is a corporation, this affidavit must be signed by the Chairman,
President or Vice President and by the Secretary, Assistant Secretary, Chief
Financial Officer or Assistant Treasurer.)

(If Responder's affidavit on this form is made outside the State of California, the
official position of the person taking such affidavit shall be certified according to
law.)



REQUEST FOR PROPOSALS
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Cost Proposal Format/Forms



Section A — Start Up and End of Contract Costs

Start-up Costs (include migration cost)

Column 1
Total # of mailboxes One-Time total cost per | OR
mailbox
1-250 S
250-500 s One Time Fixed Fee
s
500-700 S
Work details of what is included in this fee:
End of Contract Costs
Column 1
One Time Fixed Fee
S
Total # of mailboxes One-Time total cost per | OR
mailbox
1-250 S
250-500 $
500-700 S

List details of what is included in this fee:



Section B - Basic Services

Exchange 2007 (2GB Mailbox size) — Do not bundle one-time start up costs in this section.

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months Total
2GB Mailbox
(base term)
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S

Exchange 2007 (4GB Mailbox size) — Do not bundle one-time start up costs in this section.

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months Total

4GB Mailbox

(base term)

1-250 $ 36 $
250-500 S 36 S
500-700 S 36 S
Notes:

1. Total dollars in column 3 should be the result of column 1 multiplied by column 2.
2. The 2GB/4GB represents the mailbox limit above which the user cannot send or receive

e-mail.

3. The above costs should exclude Client Access License costs, see Section D for CAL costs.




Section C — Value Added Services

Anti-Virus Services

Column1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months Total

Mailbox

(base term)

1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S
Anti-Spam Services

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months Total

Mailbox (base term)
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S
Outlook Web Access

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months Total

Mailbox (base term)
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S




Blackberry Service

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per # of Months(base term) | Total

Blackberry enabled

mailbox
1-150 $ 36 S
150-250 S 36 S

One-Time Fixed Set-up Fee:

Per enabled mailbox

$




Section C — Value Added Services (Continued)

iPhone Service

Column 1 Column 2 Column 3

Total # of mailboxes Monthly unit cost per # of Months(base term) | Total
enabled mailbox

1-150 S 36 S

150-250 S 36 S

One-Time Fixed Set-up Fee:
Per enabled mailbox

S
Secure E-mail
Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per | # of Months Total
service enabled (base term)
Mailbox
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S
E-mail Archiving Service
Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per | # of Months Total
service enabled (base term)
Mailbox
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S




Section C — Value Added Services (Continued)

Fax Service —feel free to customize this grid if price structure is based some other metric.

Column 1 Column 2 Column 3

Total # of mailboxes Monthly unit cost per | # of Months Total
service enabled (base term)
Mailbox

1-250 $ 36 $
250-500 S 36 S
500-700 S 36 S
Additional Storage: Please specify per MB or GB per Mailbox

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost Per # of Months Total

additional X MB/GB (base term)

per Mailbox
1-250 $ 36 S
250-500 S 36 S
500-700 S 36 S

Other Value-Added Service (Describe):

—feel free to customize

this grid if price structure is based some other metric.

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per | # of Months Total
service enabled (base term)
Mailbox
1-250 S 36 S
250-500 S 36 S
500-700 S 36 S




Other Value-Added Service (Describe):

—feel free to customize

this grid if price structure is based on some other metric.

Column 1 Column 2 Column 3
Total # of mailboxes Monthly unit cost per | # of Months Total
service enabled (base term)
Mailbox
1-250 $ 36 $
250-500 S 36 S
500-700 S 36 S




Section D — Miscellaneous

1. Client Access Licenses for (identify product)

Total # of mailboxes One-Time CAL Cost per
mailbox

1-250 S

250-500 S

500-700 S

OR

One-Time Fixed Fee:

S

2. One-Time cost for major version upgrade such as Exchange/Outlook 2007 to 200x.

Total # of mailboxes One-Time CAL Cost per
mailbox

1-250 S

250-500 S

500-700 S

OR

One-Time Fixed Fee:

S

3. Telecommunications Service (including circuit and network equipment - provisioning,
maintenance, monitoring, etc. to two of the Port’s network operations center).
Drop locations:
Port of Oakland -530 Water St. Oakland CA 94607
Oakland International Airport - 1 Airport Drive Oakland CA 94621




Circuit Service

One-Time start-up cost

Monthly Recurring Cost

Bandwidth for both circuits for both circuits
3 Mbps S S
5 Mbps S S
10 Mbps S S
15 Mbps S S

4. Hourly Labor Rates (for extra work)
Business hour rates apply Monday thru Friday 7:00 a.m. to 6:00 p.m. except on Port
holidays. Off-hour rates apply to all other except as otherwise described within the RFP.

Hourly Labor Rates

Hourly Labor Rates

Business Hours Off Hours
Technical Skill | System Engineer/Design/Analysis System Engineer/Design/Analysis
Admin Admin
Application
Exchange
2007

Outlook Client

Windows-AD

Window 2003

Windows XP

5. Cost Structure Assumptions
Please provide any assumptions or notes that you wish to provide to clarify or explain the
cost structure submitted. Use additional sheets/pages if required.

Section

Assumptions/Notes/Clarifications




Section A — Start up & End of Contract

Section B — Basic Services

Section C — Value Added Services

Section D - Miscellaneous




REQUEST FOR PROPOSALS

ATTACHMENT D

(Sample) Supplemental Support and Administration
Requirements/Agreement

(See the attachments tab in the PDF reader)
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ATTACHMENT E

Current Technical Environment



Current Technical Environment

Please note: This is what the Port has in place today and there is not an expectation that these
processes need to be this way in the new environment. We are committed to improving processes
to deliver better and lower priced services.

The Port’s Current Design:

The Port’s entire user base (approximately 550 users) is concentrated within the Oakland area at
seven different sites. The Port operates a private switched network with fiber (AT&T's Opt-i-man,
point to multi-point) links between locations.

The Port currently has a GroupWise7 solution deployed in a single-site hub and spoke design
(Hub/GW Main is at the Jack London Square NOC, a remote server at each location (6) operates
a local GW post office service). The GroupWise server infrastructure is owned by the Port, but
maintained and administered by an on-call/T&M service provider. The GroupWise infrastructure
also consists of a virtual Internet SMTP mail server for GW Internet Access. Anti-virus protection
is provided by a Sophos product and anti-spam protection is provided by Barracuda appliance.

All GW servers are currently member servers in an e-Directory/Novell Domain. The Port also has
a Microsoft Windows Server environment consisting of a NT Domain, Active Directory services,
SQL Servers and 1IS Web servers. The Port currently uses MS Active Directory in a limited
capacity and in support of Novell Netware in certain respects. The Port is in the process to
migrating to an all Microsoft AD domain/Forest. It is anticipated that all AD environment, AD user
accounts, and AD domain / Forest structures will be in place prior to the design phase of this
project.

The Port’'s desktops are maintained and managed by in-house resources, and are at a minimum
standard of Windows XP (SP2), each with Microsoft Office Professional 2003 (SP3) as the current
client interface. All Port staff log in through their desktops/laptops to the Port's maintained Novell
e-directory and simultaneously into the Port's AD directory using a Novell desktop Client (V4.9.1.
SP4). The Port utilizes Novell's Zen Works (10.0.2) for software distribution.

Mailbox and Resource Breakdown
The table below contains approximate numbers for a variety of mailboxes and resources.

User: 543

Generic (includes system & test boxes): 41

Resource: 49

Distribution lists: 15

Public folders: unknown

Shared folders: unknown

Avg. mailbox size: 1.5 GB (without any automated clean up settings enabled)
Largest Mailbox on the system: 45GB



Storage & Back-up:

The Port operates an in-house centralized disk and tape backup and recovery design. The Port
uses a XioTech 3-D hardware solution for on-line disk storage. Overland Neo tape drives and
BackupExpress are used to backup disk datasets containing Port data to LTO tapes. These tapes
are stored off-site by the Port in the event of disaster. Data stores can be recovered from backup
disk volumes in the event of corruption or other disasters or from tape, if needed. The Port's data
tapes are retained for 30-days and scratched/overwritten. Currently, the volume of data backed
up nightly for the mailbox servers is approximately 300 GB of data for user mailbox servers
enterprise wide.

E-mail Retention Policy:

The Port has a corporate e-mail retention policy of 120 days (calendar items 180 days). After 100
days from Receive Date, e-mail is moved to a mailbox's System Cleanup folder for one week
before permanent deletion from the server database. Items in the Deleted ltems folder are
retained for 30 days prior to purging. Deletion from this folder is based on when the item was
deleted as opposed to how old the item is. Full and incremental tape backups of the environment
are created daily. These backup tapes are kept for up to one year at an off-site storage facility.

Remote Access to Mailboxes

Remote access to user mailboxes is provided by the Port via Novell GroupWise Web Access and
via a BlackBerry Enterprise Server. BlackBerry handheld devices and carrier service is obtained
through a service provider contracted by the Port. The Port also provides remote access to users
mailboxes via a secure, authenticated, VPN connection to the Port's network environment from
which authenticated users access their mailboxes via the GW client.

BlackBerry
The Port operates one BlackBerry Enterprise server( v 4.5) for support of BlackBerry devices.

Total BlackBerry storage space used in no more than 45GB.

SAN Storage
The Port’'s XioTech solution is used to meet the storage requirements for the mailbox’s located at

the Jack London Square facility. The volume is configured for 303 GB. Each remote server
supporting mailboxes at remote sites are currently configured with 40 GB of storage, which go
directly to tape at back-up. The SAN hardware is not configured to be highly redundant. Server
clustering is not in use.



REQUEST FOR PROPOSALS

ATTACHMENT F

Non Discrimination/Local Business Utilization Policy



ATTACHMENT F

NONDISCRIMINATION/LOCAL BUSINESS UTILIZATION POLICY

Non-Discrimination: Port policy prohibits discrimination or preferential treatment because
of race, color, religion, sex, national origin, ancestry, age (over 40), physical or mental
disability, cancer-related medical condition, a known genetic pre-disposition to a disease or
disorder, veteran status, marital status, or sexual orientation.

Local Business Utilization: On October 7, 1997, the Board of Port Commissioners
initiated a formal policy to encourage full participation of firms from its Local Business Area,
the counties of Alameda and Contra Costa (“LBA”), particularly those in its Local Impact
Area (“LIA"), in its work. The LIA includes the cities of Oakland, Alameda, Emeryville and
San Leandro. The Port will also take into consideration what efforts the prime and sub-
consultants make to assist in the community, e.g., assigning meaningful work to small
and/or very small local sub-consultants, participation in job/trade fairs, hiring interns, pro
bono work, working with local schools, etc.

In evaluating proposals, up to 85% of the points will be allocated for technical
excellence and 15% of the points for local and small local participation as follows:

e Up to 5 points will be credited proportionately (counting the whole team, prime and
subs) for LIABE certified firms, and 2.5 for LBABE certified firms.
Note: LIABE/LBABE credit is given only for certified firms which have had
established active offices in the respective area for at least a year at the time of
proposal due date, NOT for outside firms which plan to do the project work at a
LIA/LBA office;

e 3 points for an LIABE certified prime (proportionate to the share of prime work in the
case of a joint venture) and 1.5 points for an LBABE certified prime;

e Up to 4 points will be credited proportionately (counting the whole team, prime and
subs) for VSBE certified firms, and 2 points for SBE certified firms; and

e Up to 3 points for commitment to the Port’s values and programs, e.g., mentoring
small and/or very small local businesses and providing meaningful work for small
and/or very small local sub-consultants; utilization of college and high school interns
from the LIA; participation in job fairs and trade fairs targeted to LIA residents and
businesses; and other work showing the consultant’s efforts to contribute to the
economic development of the LIA.



In summary, please submit the following attachments in each copy of your proposal:

1. Attachment F-2, Chart for Submitting Data for Calculation of Preference Points.

2.

List the team members’ (prime and subs) names, roles, location and
LIABE/LBABE/SBE/VSBE status in the format shown in Attachment F. Be
specific as to the nature and estimated percentage of the work to be performed
by the prime, any joint venture partners and/or sub-consultants.

Attachment F-3, Local Community Participation Questionnaire, for each sub-
consulting firm or individual, as well as for the prime consultant.

Any proposal that fails to complete and submit the above two items (Prime and sub-
consultants) will not be considered. For firms headquartered outside the LIA/LBA, who
wish to obtain credit for local offices, the Port will only telephone or address mail to that

office and expect personnel assigned to the project to work at that office.

To obtain credit for these factors and for any preference points on this RFP, consultants

NOTE: Attachment F-1, Progress Payment Record for Consultants, is provided
for information only, and should not be submitted at this time. When submitting
invoices for payment, the successful consultant will be required to submit the
information included, but not limited to the data contained in Attachment II-1 via
the Port's Web Accessed Monitoring System (WAMS). It will be the responsibility
of the proposer to contact Elation Systems, Inc., 155 Filbert St, Suite 249,
Oakland, CA 94607, 510-764-1870, or via email support@elationsystems.com
mailto:prior to commence of work for access to WAMS.

must submit:

A letter from the City of Oakland confirming current Local Business Enterprise
(LBE) or Small Local Business Enterprise (SLBE)' status of the prime or any
sub-consultant seeking local and/or small business credit. Firms certified by the
Port of Oakland do not need to submit proof of certification. Consultants or any
team members wishing to be certified by the Port must submit a
Certification Application, with all supporting documentation ten (10)
business days prior to proposal due date. The questionnaire and checklist of
necessary supporting documents for certification can be obtained by email:
mjones@portoakland.com or calling (510) 627-1436.

For questions or assistance regarding this section, contact Lila Zinn, (510) 627-
1485, Port’s Social Responsibility Division, or fax to (510) 451-1656. For assistance
in obtaining local high school and college interns or local full/part time employees,
call the Port’s 360 Access Program Coordinator, Joann Yoshioka (510) 627-1183.

SBE/VSBE acceptance based on verified gross receipts


mailto:
mailto:mjones@portoakland.com

Progress Payment Record for Consultants
Contract Payment No.

Please check Appropriate Boxes

Type of Consultant Contract

0 Regular []- Technical Service Order (TSO) TSO Number:
O Annual./On-Call [ - Work Authorization (WA) WA Number:
Project: Port Project No.:
Prime
Consultant: Port’s Contract Administrator:
Phone: Original Contract Authorization Amount:
Fax: Change Orders to Date:

Total Contract Authorization:

NOTE:
Amount of Current Invoice:

For access into WAMS:

Contact: Elation Systems Total Invoiced to Date:
510-764-1870
support@elationsystems.com Total Paid to Date:

Please list amounts billed from and paid to each member firm of the team. For prime or JV partners or associates, list

separately
and include only the share due each of these firms. If annual/on-call project, please specify for each individual
TSO/WA.

Each Firm’s | Consultant or other service [Total authorization| Current | Total paid to

Invoiced provider, including prime, JV | amount for each invoice each firm to
Date partners or sub-consultants firm, including amt. for date

change orders | each firm

Under penalty of perjury the undersigned agrees that the foregoing information is true and correct.

Signed: Title: Date:

Attachment F-1


mailto:support@elationsystems.com

Chart for Submitting Data For Calculation of Preference Points

Company

Nature of
Work to be
Performed

Prime or Sub?

Location of Firm

LIA/LBA
SBE/VSBE
Certification Status

Percent of
Total
Contract

Percent of
Subconsulting
Work

ATTACHMENT F-2



1.

LOCAL PARTICIPATION QUESTIONNAIRE
(Use additional paper if necessary)

Is the consultant or large sub-consultant partnering (joint venture, association
or other business alliance) with a small and/or very small local firm for this
project? Yes  No___If the response is “yes”, how will the consultant
mentor or provide a professionally meaningful share of the project for small
and/or very small LIA firms on this project? Please be specific as to the nature
of the relationship and the persons responsible for implementing it.

. Do any team members regularly use local students as interns in their work?

Yes  No___ If so, please state from what schools or from what programs
the interns are obtained and the type of work performed by them and any
other details that might be relevant.

Will the team use local college or high school interns in this project? Yes
No If the response is “yes,” please be specific as to the number of interns
planned and the type of work to be assigned to them.

Have firms in the team participated in other community projects, e.g., job fairs
targeted to local neighborhoods, youth or school programs, community
rehabilitation groups, etc.? Yes__ No If so, please give details:
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Living Wage

(See the attachments tab in the PDF reader)



	I. 1BINTRODUCTION
	II. 2BBRIEF SUMMARY OF THE SCOPE
	1. Plan and migrate existing GroupWise calendar and task data to the new hosted environment.
	2. Plan and configure a Hosted Microsoft Exchange solution (off prem).
	3. Configure and offer value-added services such as:
	 Outlook Web Access
	 BlackBerry Enterprise Server
	 iPhone Access services
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	 Virus protection
	 Fax services
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	III. 3BSCOPE OF SERVICES
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	c. Deploy/install and configure MS Outlook 2007 on all desktop & laptop units.
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	X. COMPLIANCE WITH PORT POLICY REQUIREMENTS
	UExceptions to Port’s Standard Professional Services AgreementU  
	Submission of a proposal will confirm that the Responder fully understands the provisions of the Sample Professional Services Agreement included herein as Attachment A to this Request for Proposals.  To the extent that the Responder takes exception to any part of the Professional Services Agreement, all such objections shall be stated in the Proposal, specifically identifying the objectionable section, and including any of the Respondent’s  proposed amendments to the Professional Services Agreement.  The Port will respond to the proposed amendments from the short-listed consultants prior to the interview and the Port’s response will be considered final.  Further participation in the Port’s selection process after receipt of the Port’s responses will be deemed acceptance of the Port’s responses and its Standard Professional Services Agreement.
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	C.  The issuance of this RFP, the submission of a response by any firm, and the acceptance of such response by The Port of Oakland does not obligate The Port in any manner. Legal obligations will only arise on the execution of a formal contract by The Port and the firm(s) selected and on approval of said contract by the Board of Port Commissioners.   
	D.  Responses to this RFP will be prepared at the sole cost and expense of the proposing firms.  No materials submitted in response to this RFP will be returned.
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	G.  Confidentiality: 
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CONTRACT FOR PROFESSIONAL SERVICES

«ConsultantnaMe»
(«Scopeof\Work»)

THIS CONTRACT FOR PROFESSIONAL SERVICES (“Contract”) is entered into on
«EffectiveDate» between the City of Oakland, a municipal corporation, acting by and through its Board
of Port Commissioners (“Port”), and «ConsultantnaMe» (“Consultant™), identified on Appendix C, who
agree as follows:

1. Scope of Professional Services.

The Consultant shall perform all services described in Appendix A (“Services”), for the
compensation set forth in Appendix B (“Compensation”), which appendixes are attached and made a part
of this Contract.

2. Term.

This Contract shall become effective upon its execution by Consultant and by Port (including
approval by the Port Attorney). All Services whenever performed shall be deemed performed under this
Contract, and all compensation paid to Consultant on account of the Services performed shall be deemed
as payments of the Compensation.

3. Standard of Performance.

Consultant represents that it possesses all necessary training, licenses and permits to perform the
Services, and that its performance of the Services will conform to the standard of practice of a
professional that specializes in performing professional services of like nature and complexity of the
Services.

4, Subconsultants.

Consultant shall perform the Services using the persons and subconsultants listed in Appendix A.
Consultant shall hire only qualified persons or firms who are experienced in performing work of like
nature and complexity to the Services, and who agree to be bound to the terms of the Contract to the
extent of this scope of services. Consultant may substitute personnel or subconsultants prior to any such
subconsultants commencing work only upon the Project Manager’s written consent, which may be
withheld or delayed in Port’s discretion.

5. Indemnification and Liability.

51 To the fullest extent permitted by law (including, without limitation, California Civil
Code Section 2782), Consultant shall defend (with legal counsel chosen or approved by the Port
Attorney), indemnify and hold harmless Port and its officers, agents, departments, officials,
representatives and employees (collectively “Indemnitees”) from and against any and all claims, loss,
cost, damage, injury (including, without limitation, injury to or death of an employee of Consultant or its
Subconsultants), expense and liability of every kind, nature and description (including, without limitation,
incidental and consequential damages, court costs, attorneys’ fees, litigation expenses and fees of expert
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consultants or expert witnesses incurred in connection therewith and costs of investigation) that arise from
or relate to, directly or indirectly, in whole or in part, from: (1) the Services under this Agreement, or any
part thereof, or (2) any negligent act or omission of Consultant, any Subconsultant, anyone directly or
indirectly employed by them, or anyone that they control (collectively “Liabilities”). Such obligations to
defend, hold harmless and indemnify any Indemnitee shall not apply to the extent that such Liabilities are
caused in whole or in part by the sole negligence, active negligence, or willful misconduct of such
Indemnitee, but shall apply to all other Liabilities.

5.2 Consultant shall defend (with legal counsel chosen or approved by the Port Attorney),
indemnify and hold harmless the Indemnitees from all loss, cost, damage, expense, liability or claims, in
law or in equity, including attorneys’ fees, court costs, litigation expenses and fees of expert consultants
or expert witnesses, that may at any time arise for any infringement of the patent rights, copyright, trade
secret, trade name, trademark, service mark or any other proprietary right of any person or persons in
consequence of the use by Port, or any of the other Indemnitees, of articles or Services to be supplied in
the performance of this Agreement.

6. Notices.

The Port and Consultant shall provide notices to the other in the form of a writing, sent by
facsimile and by U.S. Mail. If to the Port, it shall be addressed to the Project Manager (identified on
Appendix D) at:

Port of Oakland
530 Water Street
Oakland, CA 94607

or to such other place as the Port may such similar notice in writing designate. If to the Consultant, the same
shall be addressed to the individual and address noted on Appendix C hereto or to such other place as the
Consultant may by such similar notice in writing designate.

7. Insurance - Professional Liability Insurance Program

Consultant shall comply with all requirements of Appendix E, which is attached and made a part
of this Contract. As more particularly described in Appendix E, the Port, at its expense, has implemented
a Professional Liability Insurance Program ("PLIP") to furnish certain insurance coverages with respect to
liability for acts, errors or omissions arising out of services performed under this Agreement. The PLIP
will provide Project Professional Liability insurance (PPL”), which includes Consultant and its
subconsultants as additional insureds. The responsibilities of each party under the PPL Policy are more
fully set forth in the Professional Liability Insurance Manual which is hereby incorporated by this
reference. Consultant and each subconsultant will participate in the PLIP established for this Agreement
in accordance with the PLIP Manual. Consultant shall cause all subconsultants to complete all forms and
submit the information required in the PLIP Manual.

8. Independent Contractor.

Consultant shall at all times be deemed an independent contractor wholly responsible for the
manner in which it performs the Services, and fully liable for the acts and omissions of its employees,
subconsultants and agents. Under no circumstances shall this Contract be construed as creating an
employment, agency, joint venture or partnership relationship between Port and Consultant, and no such
relationship shall be implied from performance of this Contract. Terms in this Contract referring to
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direction from Port shall be construed as providing for direction as to policy and the result of services
only, and not as to means and methods by which such a result is obtained. Consultant shall pay all taxes
(including California sales and use taxes) levied upon this Contract, the transaction, or the Services and/or
goods delivered pursuant hereto without additional compensation, regardless of which party has liability
for such tax under applicable law, and any deficiency, interest or penalty asserted with respect thereto.
Consultant represents that it will collect, report, and pay all sales and or use taxes to the State Board of
Equalization. Upon full payment, the Consultant will issue the Port a receipt pursuant to California
Revenue and Taxation Code Section 6203, relieving the Port of all liability for any tax relating to the
scope of this Agreement. The Consultant shall pay all other taxes including but not limited to any applicable
City of Oakland business tax, not explicitly assumed in writing by the Port hereunder. The Consultant shall
comply with all valid administrative regulations respecting the assumption of liability for the payment of
payroll taxes and contributions as above described and to provide any necessary information with respect
thereto to proper authorities.

9. Conflict of Interest; Confidentiality.

9.1 Consultant represents that it is familiar with Section 1090 and Section 87100 et seq. of
the Government Code of the State of California, and that it does not know of any facts that constitute a
violation of said sections.

9.2 Consultant represents that it has completely disclosed to Port all facts bearing upon any
possible interests, direct or indirect, which Consultant believes any member of Port, or other officer, agent
or employee of Port or any department presently has, or will have, in this Agreement, or in the
performance thereof, or in any portion of the profits thereunder. Willful failure to make such disclosure,
if any, shall constitute ground for termination of this Agreement by Port for cause. Consultant agrees to
comply with all conflict of interest codes adopted by the City of Oakland and Port of Oakland and their
reporting requirements.

9.3 Consultant covenants that it presently has no interest, and shall not have any interest,
direct or indirect, which would conflict in any manner with the performance of Services required under
this Agreement. Without limitation, Consultant represents to and agrees with the Port that Consultant
has no present, and will have no future, conflict of interest between providing the Port the Services
hereunder and any interest Consultant may presently have, or will have in the future, with respect to any
other person or entity (including but not limited to any federal or state wildlife, environmental or
regulatory agency) which has any interest adverse or potentially adverse to the Port, as determined in the
reasonable judgment of the Port. The provisions of this Section 9 shall remain fully effective indefinitely
after termination of Services to the Port hereunder.

94 Consultant acknowledges and agrees that, in the performance of the Services under this
Agreement or in the contemplation thereof, Consultant may have access to private or confidential
information which may be owned or controlled by Port and that such information may contain proprietary
or confidential details, the disclosure of which to third parties may be damaging to Port. Consultant
agrees that all information disclosed by Port to or discovered by Consultant shall be held in strict
confidence and used only in performance of the Agreement. Consultant shall exercise the same standard
of care to protect such information as a reasonably prudent Consultant would use to protect its own
proprietary data, and shall not accept employment adverse to the Port’s interests where such confidential
information could be used adversely to the Port’s interests. Consultant agrees to notify the Port
immediately in writing if it is requested to disclose any information made known to or discovered by
Consultant during the performance of or in connection with this Agreement.
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9.5 Any publicity or press releases with respect to the Project or Services shall be under the
Port’s sole discretion and control. Consultant shall not discuss the Services or Project, or matters
pertaining thereto, with the public press, representatives of the public media, public bodies or
representatives of public bodies, without Port’s prior written consent. Consultant shall have the right,
however, without Port’s further consent, to include representations of Services among Consultant's
promotional and professional material, and to communicate with persons or public bodies where
necessary to perform under this Agreement.

9.6 The provisions of this Section 9 shall remain fully effective indefinitely after termination
of Services to the Port hereunder.

10. Suspension and Termination of Services.

(i) Port may direct Consultant to suspend, delay or interrupt Services, in whole or in part, for
such periods of time as Port may determine in its sole discretion. Port may issue such directives without
cause. Port will issue such directives in writing. Suspension of Services shall be treated as an excusable
delay. (i) Port may terminate performance of the Services under this Contract in whole, or from time to
time in part, for default, should Consultant commit a material breach of this Contract, or part thereof, and
not cure such breach within ten (10) calendar days of the date of Port’s written notice to Consultant
demanding such cure. In the event Port terminates this Contract for default, Consultant shall be liable to
Port for all loss, cost, expense, damage and liability resulting from such breach and termination. (iii) Port
may terminate performance of the Services under this Contract in whole, or from time to time in part, for
convenience, whenever Port determines that such termination is in Port’s best interests. In the event Port
terminates this Contract for convenience, Consultant shall be entitled to recover its costs expended up to
the termination plus reasonable profit thereon to the termination date, but may recover no other cost,
damage or expense.

11. Ownership of Work Product.

Any interest (including copyright interests) of Consultant or its subcontractors or subconsultants,
in studies, reports, memoranda, computational sheets, drawings, plans or any other documents (including
electronic media) prepared by Consultant or its subcontractors or subconsultants in connection with the
Services, shall become the property of the Port. To the extent permitted by Title 17 of the United States
Code, work product produced under this Contract shall be deemed works for hire and all copyrights in
such works shall be the property of the Port. With Port’s prior written approval, Consultant may retain
and use copies of such works for reference and as documentation of experience and capabilities.

12. Audit/Inspection of Records.

12.1  Consultant shall maintain all documents and records prepared by or furnished to
Consultant during the course of performing the Services for at least three (3) years following completion
of the Services, except that all such items pertaining to hazardous materials shall be maintained for at
least thirty (30) years. Such records include, but are not limited to, correspondence, internal memoranda,
calculations, books and accounts, accounting records documenting its work under its Contract, and
invoices, payrolls, records and all other data related to matters covered by this Contract. Consultant shall
permit Port to audit, examine and make copies, excerpts and transcripts from such records. The State of
California or any federal agency having an interest in the subject of Contract shall have the same rights
conferred to Port by this section. Such rights shall be specifically enforceable.
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12,2 The Consultant shall maintain full and adequate records in accordance with Port
requirements to show the actual costs incurred by the Consultant in the performance of this Agreement.
If such books and records are not kept and maintained by Consultant within a radius of fifty (50) miles
from the offices of the Port at 530 Water Street, Oakland, California, Consultant shall, upon request of
the Port, make such books and records available to the Port for inspection at a location within said fifty
(50) mile radius or Consultant shall pay to the Port the reasonable, and necessary costs incurred by the
Port in inspecting Consultant's books and records, including, but not limited to, travel, lodging and
subsistence costs. Consultant shall provide such assistance as may be reasonably required in the course
of such inspection. The Port further reserves the right to examine and reexamine said books, records
and data during the three (3) year period following termination of this Agreement or completion of all
work hereunder, as evidenced in writing by the Port, and the Consultant shall in no event dispose of,
destroy, alter, or mutilate said books, records, accounts, and data in any matter whatsoever for three (3)
years after the Port makes the final or last payment or within three (3) years after any pending issues
between the Port and Consultant with respect to this Agreement are closed, whichever is later.

12.3 If the Consultant's books and records have been generated from computerized data,
Consultant agrees to provide the Port or its representative extracts of data files in a computer readable
format on data disks, e-mail with attached files or suitable alternative computer data exchange formats.
The Consultant should not charge the Port for the reasonable use of the Consultant's photocopying
machine while conducting the audit, nor for any cost of retrieving, downloading to diskette, and or
printing any records or transactions stored in magnetic, optical, microform or other media.

13. Non-discrimination.

Consultant acknowledges that it has received and reviewed a copy of the most current version of
the Port of Oakland’s Unlawful Harassment Policy and Procedures. The purpose of these procedures is to
provide an effective and expedited system of resolving allegations of employment discrimination and
prevention of unlawful harassment in the workplace. The Consultant shall not discriminate against any
employee or applicant for employment because of race, color, religion, sex, national origin, ancestry age
(over 40), physical or mental disability, cancer- related medical condition, a known genetic pre-
disposition to a disease or disorder, veteran status, marital status, or sexual orientation. Consultant shall
take affirmative action to ensure that applicants and employees are treated fairly. Such action shall
include, but not be limited to the following: hiring, upgrading, recruitment, advertising, selection for
training, including apprenticeship, demotion, transfer, compensation, lay-off or termination, or any other
term or conditions of employment.

14. Disputes.

Consultant shall continue its work throughout the course of any dispute, and Consultant’s failure
to continue work during a dispute shall be a material breach of this Contract.

15. California Law.

This Contract shall be deemed to have been executed in the City of Oakland, Alameda County,
California. Enforcement of this Contract shall be governed by the laws of the State of California,
excluding its conflict of laws rules. The exclusive venue for all litigation arising from or relating to this
Contract shall be in Alameda County, California. Should any clause, provision or aspect of this Contract
be determined at any time to be unenforceable or in contravention of law, then the remaining clauses and
provisions of this Contract shall be enforceable to the fullest extent permitted by law and construed to
give effect to fullest extent possible the intent of this Contract.
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16. No Third Party Beneficiaries.

Except as expressly provided in this Contract, nothing in this Contract shall operate to confer
rights or benefits on persons or entities not party to this Contract. Time is of the essence in the
performance of this Contract.

17. Entire Contract.

This Contract and any written modification shall represent the entire and integrated agreement
between the parties hereto regarding the subject matter of this Contract, shall constitute the exclusive
statement of the terms of the parties’ agreement, and shall supersede any and all prior negotiations,
representations or agreements, written or oral, express or implied, that relate in any way to the subject
matter of this Contract or written modification. All prior negotiations are merged into this Contract and
shall be inadmissible in any enforcement of this Contract.

18. No Waiver.

The granting of any progress payment, and any inspections, reviews, approvals or oral statements
by any Port representative, or certification by any governmental entity, shall in no way limit Consultant’s
obligations under this Contract. Either party’s waiver of any breach, or the omission or failure of either
party, at any time, to enforce any right reserved to it, or to require strict performance of any provision of
this Contract, shall not be a waiver of any other right to which any party is entitled, and shall not in any
way affect, limit, modify or waive that party’s right thereafter to enforce or compel strict compliance with
every provision hereof. This Contract may not be modified, nor may compliance with any of its terms be
waived, except by written instrument executed and approved by fully authorized representatives of Port
and Consultant.

19. Statutes of Limitation.

As between the parties to this Contract, any applicable statute of limitations for any act or failure
to act shall commence to run on the date of Port’s issuance of the final Certificate for Payment, or
termination of this Contract, whichever is earlier, except for latent defects, for which the statute of
limitation shall begin running upon discovery of the defect and its cause.

20. Covenant Against Contingent Fees:

20.1  Consultant warrants that no person or agency has been employed or retained to solicit or
obtain the Agreement upon an agreement or understanding for a contingent fee, except a bona fide employee
or agency. For breach or violation of this warranty, the Port, at its option, may annul the Agreement or
deduct from the contract price or otherwise recover from Consultant the full amount of the contingent fee.

20.2  As used in this Section, "bona fide agency" means an established commercial or selling
agency, maintained by Consultant for the purpose of securing business, that neither exerts nor proposes to
exert improper influence to solicit or obtain Port contracts nor holds itself out as being able to obtain any Port
contract or contracts through improper influence.

20.3  Asused in this Section, "bona fide employee” means a person, employed by Consultant and
subject to Consultant's supervision and control as to time, place, and manner of performance, who neither
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exerts nor proposes to exert improper influence to solicit or obtain Port contracts nor holds itself out as being
able to obtain any Port contract or contracts through improper influence.

20.4  Asused in this Section, "contingent fee" means any commission, percentage, brokerage, or
other fee that is contingent upon the success that a person or concern has in securing a Port contract.

20.5  As used in this Section, "improper influence" means any influence that induces or tends
to induce a Port Commissioner, employee or officer to give consideration or to act regarding a Port
contract on any basis other than the merits of the matter.

21. Severability.

Any provision or portion thereof of this Contract prohibited by, or made unlawful or
unenforceable under any applicable law of any jurisdiction, shall as to such jurisdiction be ineffective
without affecting other provisions or portions thereof of this Contract. If the provisions of such
applicable law may be waived, they are hereby waived to the end that this Contract may be deemed to be
a valid and binding agreement enforceable in accordance with its terms to the greatest extent permitted by
applicable law.

22, Compliance with Laws.

22.1  Consultant represents that it will comply with all applicable laws, ordinances, general
rules or regulations, permits, or land use restrictions or limitations at any time applicable thereto of any
public or governmental authority, including the City and the Port, including but not limited to The Charter
of the City (including without limitation Section 728 entitled “Living Wage and Labor Standards at Port-
Assisted Businesses” and Port Ordinance No. 3666 entitled “An Ordinance Establishing a Living Wage
Requirement™) in the performance of the Services, regardless of whether such laws are specifically stated
in this Agreement and regardless of whether such laws are in effect on the date hereof. Consultant shall
comply with all security requirements imposed by authorities with jurisdiction over the Project
(including, but not limited to, Federal Aviation Administration, U.S. Department of Transportation, and
other government agencies), and will provide all information, work histories and/or verifications as
requested by such authorities for security clearances or compliance.

22.2  Consultant further represents that all plans, drawings, specifications, designs and any
other product of the Services will comply with all applicable laws, codes and regulations, consistent with
the standard of care in this Agreement.

22.3  Consultant, as a condition of execution of this Contract certifies under penalty of perjury
and as a condition of payment of its invoice(s) for service provided under this Contract as follows:

a. All Employees, as defined respectively under Port Ordinance No. 3666, and Section
728 of the Charter of the City of Oakland (Hereinafter “Living Wage laws”), as
amended from time to time, engaged in Covered Activities (as defined in the
respective Living Wage laws) shall be compensated in compliance with the
requirements of the respective and applicable Living Wage laws;

b. Claims, records and statements relating to Consultant’s compliance with the Living
Wage laws are true and accurate, and are made with the knowledge that the Port will
rely on same, and that they are submitted to the Port for the express benefit of
Consultant’s employees engaged in Covered Activities;
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c. Should the Living Wage laws not apply to Consultant at the time this Contract is
entered into, but thereafter become applicable, Consultant will comply with all of its
obligations under the respective Living Wage laws, when applicable; and

d. All terms used in this Section 22.3 and not defined shall have the meaning ascribed to
such terms in the respective applicable Living Wage laws.

23. Agent for Service of Process.

Pursuant to California Code of Civil Procedure, Section 416.10, Consultant hereby designates an
agent for service of process as set forth in Appendix C hereto.

Consultant may at any time designate a new agent for service in the State of California by
providing written notice, duly executed in the same manner as this Agreement, of the full name and
address of its new agent. Unless otherwise agreed in writing by the Port of Oakland, no attempt to revoke
the agent's authority to receive service shall be valid unless Port of Oakland has first received a duly
executed designation of a new agent meeting the requirements of California law.

IN WITNESS WHEREOF, the parties hereto have executed this Contract as of the day first
mentioned above.

CITY OF OAKLAND, a municipal corporation, acting
by and through its Board of Port Commissioners,

By

Omar R. Benjamin
Executive Director

«ConsultantnaMe»,
a corporation,

By

Print Name and Title
(If Corporate: Chairman, President or Vice President)

Attest

Print Name and Title
(If Corporate: Secretary, Assistant Secretary,
Chief Financial Officer, or Assistant Treasurer)

Approved as to form and
legality this day
of , 2008. THIS AGREEMENT SHALL NOT BE
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VALID OR EFFECTIVE FOR ANY
PURPOSE UNLESS AND UNTIL SIGNED
BY THE PORT ATTORNEY.

DAVID L. ALEXANDER
Port Attorney

Port Resolution No. «Resolution»

P.A#:
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APPENDIX A — SCOPE OF SERVICES

This is an appendix attached to, and made a part of, the Contract dated «EffectiveDate» between
the City of Oakland acting through its Board of Port Commissioners (“Port”) and (*Consultant”) for the
provision of professional services.

SCOPE OF WORK

APPROVED SUBCONSULTANTS: Consultant shall use only the following personnel and
subconsultants in performing Services.

END OF APPENDIX A
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APPENDIX B - PAYMENT

This is an appendix attached to, and made a part of, the Contract dated «EffectiveDate» between
the City of Oakland acting through its Board of Port Commissioners (“Port”) and (“Consultant™) for the
provision of professional services.

1. Basic Services. The Port will pay Consultant for Basic Services, a maximum compensation of
«Compensation» (Contract Price”), which sum includes costs for reimbursable expenses as identified
below. Such payment shall be full compensation for all Basic Services required, performed or accepted
under this Contract. If Port and Consultant previously executed a purchase order for services within the
scope of the Services of this Contract, then the services performed and the compensation paid under that
purchase order shall be subject to the terms of this Contract and the previous payments deemed payments
against the Contract Price established in this Appendix. Such maximum compensation may only be
increased as follows:

[ ] With the prior written approval of the Executive Director for an additional amount not to
exceed the limit authorized by the Board in Resolution No. «Resolution» . Increase in maximum
compensation with additional changes in scope of work shall be documented by a supplemental
agreement to this contract.

[] With the adoption of authorizing resolution by the Board of Port Commissioners.

2. Payment Schedule. Progress payments for Basic Services for each phase of the work shall be
made as follows:

[ ] upon completion of the work [ ] asinvoiced
[ ] monthly [] assetforth in the attached schedule.

3. Reimbursable Expenses. Reasonable expenses to be reimbursed upon approval of Project
Manager.

] Yes (IDENTIFY)

[] No
[] Limits:
4. Invoices. All payments shall require a written invoice from Consultant in a form acceptable to

Port. Port shall make payment on approved amounts within each invoice within 30 days of
receipt. Original invoices shall be sent directly to the Technical Manager.

END OF APPENDIX B
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APPENDIX C

CONSULTANT AND CONSULTANT'S NOTICE ADDRESS

Full Legal Name of Consultant:

Corporate Address:

Form of Business Entity (Check one)

If Corporation: (Required Information)
Agent for Service of Process (Name and Address)

Corporate Officers: ldentify 2 Officers

Chairman, President or Vice President
Secretary, Assistant Secretary, Chief Financial Officer,
or Assistant Treasurer

Contact Individual / Position:
Telephone No.:

Facsimile No.:

E-Mail Address (if any):

Website (if any):
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[1 Sole proprietorship
1 Corporation: State of

] Partnership: [ General [] Limited
1 Limited Liability Company
[ ] Other:
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APPENDIX D

PROJECT MANAGER

Division Director

«ProjectManager»
Technical Manager






APPENDIX E - INSURANCE
PROFESSIONAL LIABILITY INSURANCE PROGRAM

This is an Appendix attached to, made a part of, and incorporated by reference with the Agreement made on
«EffectiveDate» between the City of Oakland, a municipal corporation, acting by and through its Board of Port
Commissioners (“Port”) and «ConsultantnaMe» (“Consultant” ) for services as defined and required by the
Agreement (hereinafter “Services”). This Appendix describes the Professional Liability Insurance Program
(“PLIP™) and Consultant’s obligations under the PLIP. Consultant shall fully comply at all times with the
requirements set forth in this Exhibit “E”.

1.0 Professional Liability Insurance Program - PLIP

The Port has arranged with Aon Risk Insurance Services West, Inc. (the “PLIP Administrator™) to provide
insurance under the PLIP. The PLIP will provide Project Professional Liability insurance (“PPL”). The PPL policy
will provide insurance covering Consultant, and its approved subconsultants, for liability for acts, errors or
omissions arising out of services performed under the Agreement, whether or not such Services are performed at or
away from the Port’s Construction Project Sites (“Project Sites”). The Port may also provide such insurance to other
persons or interests as the Port in its sole discretion may designate. The PPL policy will be referred to herein as the
“PPL Policy.” The Port reserves the right, in its sole discretion, to include or exclude any party from coverage under
the PPL Policy, or any portion thereof, notwithstanding such party’s apparent eligibility for inclusion under such

policy.
2.0 Insured Party Responsibilities

Attached hereto are copies of the Professional Liability Insurance Program Form, and the Port of
Oakland Professional Liability Program Notification of Occurrence/Incident Or Claim Form for use in the
administration of the PLIP. Consultant shall provide all information on the Professional Liability Insurance
Program Form reasonably requested by the Port and reasonably necessary to include Consultant and its
subconsultants as insured parties under the PPL Policy. It is the obligation of the Consultant and each of its
subconsultants to comply with all of the administrative, insurance, and other requirements outlined in this Appendix
E, and in the PPL Policy. The failure of the Consultant to provide each of its eligible subconsultants with copies of
this Exhibit shall not relieve the Consultant or any of its subconsultants from any of the obligations contained herein.
Further, Consultant agrees to:

2.0.1  Notify the Port within five (5) days of the award of any subconsultant agreement;

2.0.2  Immediately notify the Port and the PLIP Administrator of any material change, cancellation,
notice of cancellation, non-renewal, or notice of non-renewal of Consultant’s professional liability
practice policy;

2.0.3  Fully cooperate with the Port, any PLIP insurer, and the PLIP Administrator in the investigation
and defense of any claims arising in connection with Consultant’s services, including but not
limited to timely completing and submitting to the Port and to the PLIP Administrator a
Notification of Occurrence/Incident or Claim Form for each occurrence, incident, claim, or
potential arising in connection with Consultant’s services.

3.0 Payment of Premiums, Responsibility for Deductibles and SIR

The Port shall pay the cost of all premiums for the PPL Policy. The Port shall receive or pay, as the case
may be, all adjustments to such costs, whether by way of dividends, retro adjustments, return premiums, audits or
otherwise. The Consultant and each of its subconsultants shall execute any instrument of assignment as may be
necessary to permit the Port to receive or pay such adjustments.

3.1 Port’s Insurance Obligations, Consultant’s Obligations
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The Port assumes no obligation to provide insurance other than that contemplated in this Appendix “E.”
The Consultant and each of its subconsultants shall review the PLIP to satisfy themselves that the coverages offered
thereby meet their needs. Nothing contained herein shall be deemed to place any responsibility on the Port for
ensuring that the insurance provided by the PLIP is sufficient for the conduct of Consultant’s or its subconsultants’
business or performance of the Services as required or defined in the Agreement. The Port reserves the right at its
option, but without obligation to do so, to furnish other insurance coverage of various types and limits, provided that
such coverage is not less than that specified in this Appendix “E.” The furnishing of insurance by the Port through
the PLIP shall in no way relieve or limit, or be construed to relieve or limit, Consultant or any of its subconsultants
of any responsibility, liability, or obligation imposed by the Agreement or by law, including without limitation any
indemnification obligations which Consultant or any of its subconsultants have to the Port or other parties
thereunder. Consultant acknowledges that the Port is not an agent, partner or guarantor of the insurance companies
providing coverage under the PLIP, and that the Port is not responsible for any claims or disputes between or among
Consultant, its subconsultants and any PLIP insurer(s). The Port shall not be liable to any party for any failure or
delay by any insurer to honor any policy obligation, including extra-contractual obligations, for any reason,
including, but not limited to, coverage disputes, coverage defenses, claims handling practices, insurer insolvency,
the defense of or the failure to defend any claim, and Consultant and its subconsultants release the Port from any
such claim.

Any type of insurance coverage or limits of liability not provided by the PLIP which the Consultant or any
subconsultant desires for its or their own protection, or which is required by applicable laws or regulations, shall be
its or their sole responsibility and at its or their sole expense and shall not be billed to the Port. Any reference in this
Appendix “E”, or the Agreement, as to amount, nature, type or extent of coverage provided under the PLIP and/or
potential applicability to any potential claim or loss is for reference only. The Consultant and its subcontractors and
subconsultants represent and warrant that they have not relied upon said reference, and have relied solely upon their
own independent review and analysis of the PLIP coverage, limits of liability and the PLIP Policies, when available,
in formulating any understanding and/or belief as to amount, nature, type or extent of any coverage provided by the
PLIP and/or the PLIP’s potential applicability to any potential claim or loss.

3.2 Port’s Election to Discontinue PLIP Coverages

Unless otherwise set forth herein, the Port reserves the right, for any reason, to discontinue all or any
portion of the PLIP, modify the insurance limits provided in the PLIP, or request that Consultant or any of its
subconsultants withdraw from the PLIP, upon thirty (30) days written notice from the Port.

34 PLIP Policies Establish PLIP Coverage

The PPL Policy sets forth the terms, conditions, and exclusions of the insurance coverage provided under
that policy. Any summary, reference, or description of the PPL Policy as set forth in this Exhibit “E” is solely for
informational and descriptive purposes. In the event of any conflict between the provisions of the PPL Policy and
this Exhibit “E”, the provisions of the actual insurance policy shall govern.

4.0 Summary of PLIP Coverages
4.1 Project Professional Liability Insurance

The Port shall provide the PPL Policy, which will provide project professional liability insurance coverage,
covering Consultant, and its approved subconsultants, for liability for acts, errors or omissions arising out of services
performed under the Agreement, whether or not such Services are performed at or away from the Port’s
Construction Project Sites (“Project Sites”). The PPL Policy shall be provided on a claims made form with limits of
$15,000,000 per claim/$15,000,000 policy aggregate, for a term of four (4) years, an extended reporting period of
five (5) years, subject to a retroactive date of 1/1/06 for Services described in the Agreement. The insurance shall be
non-cancelable by the applicable PLIP Insurer, except for non-payment of premiums, non compliance with policy’s
terms and conditions, or material misrepresentations.
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Consultant shall be responsible, at its own expense, for payment of a self-insured retention, including
defense costs and other claim expenses, for losses payable under the PPL Policy that are attributable to Consultant’s
acts, errors, or omissions, or the acts, errors, or omissions of any of its subconsultants or any other entity or person
for whom Consultant may be responsible. The amount of the self-insured retention shall be based on the amount of
the Consultant’s annual practice billings, all determined at the time contract is executed, as follows:

$50,000 per claim for consultants whose firms have annual billings under $10,000,000;
$1,000,000 per claim for consultants whose firms have annual billings over $10,000,000

4.2 Consultant’s Practice Policy Excess of PPL

For any Consultant whose annual practice billings exceed $10,000,000, the following provision applies:
Consultant agrees to obtain and maintain professional liability (errors and omissions) insurance, with full prior acts
coverage, with minimum limits of $1,000,000 per claim. Each Consultant to whom this Section 4.2 applies shall
provide evidence of professional liability insurance in accordance with this section by way of a certificate of
insurance provided to the Port’s PLIP Administrator and the Port’s Risk Manager, which shall be submitted along
with this signed contract, and prior to the commencement of Services. Consultant’s own professional liability
practice policy shall apply excess over the PPL Policy, and Consultant agrees to provide written confirmation that
Consultant’s practice policy shall apply excess to the PPL Policy, either by way of endorsement, or written
confirmation on Consultant’s letterhead.

4.4 Cross Claims and Defense Counsel

As a condition to obtaining coverage under the PPL Policy, Consultant and its subconsultants agree and
hereby consent to waive any cross-claims or third-party claims for negligence, contribution, indemnification or
otherwise, arising out of any incident, circumstance, event or claim under the PPL Policy, against any other insured.
Consultant must agree to waive, release and relinquish any such claims to the extent of coverage under the PPL
Policy. The PPL also requires that legal defense counsel must be chosen by the Insurer.

45 Settlement

The PPL Policy provides that if the consultant refuses to consent to any settlement or compromise
recommended by the Insurer and acceptable to the claimant, the Insurer’s liability shall not exceed the amount
which they would have paid for damages and claim expenses at the time the claim or suit or proceeding could have
been settled or compromised.

5.0 PPL Insurance Certificates

Consultant and its subconsultants shall be named insureds on the PPL Policy described above for which
such parties are eligible pursuant to the terms of the Agreement, this Appendix “E”, and as approved by the Port.

6.0 Additional Insurance Required from Certain Consultants

In addition to insurance coverages provided under the PLIP, the Consultant shall obtain and maintain, and
shall require each of its subcontractors and subconsultants to obtain and maintain, the following insurance
coverages.

6.1 Commercial General Liability Insurance, including Premises Operations, Blanket Contractual,
Product Liability and Completed Operations, Broad Form Property Damage, Personal Injury, Independent
Contractor’s Coverage, with such limits as may be requested from time to time by the Port, but in no event less than
$1,000,000 per occurrence, $2,000,000 general aggregate, and $1,000,000 personal/advertising injury.

6.2 Commercial Automobile Liability insurance covering all owned, non-owned and hired
automobiles, trucks, and trailers with a combined single limit of not less than $1,000,000.

«ConsultantnaMe»
46008.v1
Revised: 7/19/06





6.3 Workers’ Compensation insurance at statutory limits required under California law, and
Employers Liability coverage of with limits of: $100,000 Bodily Injury by Accident, Each Accident; $100,000
Bodily Injury by Disease, Each Employee; and $100,000 Bodily Injury by Disease, Policy Limit.

6.4 Consultant shall furnish evidence of the following with respect to the insurance provided under
this Section 6.0:

6.4.1 The Port, its Board of Commissioners, Officers, Agents, and Employees shall be
named as Additional Insureds BY SIGNED ENDORSEMENTS to the Commercial
General Liability policy;

6.4.2 The Port, its Board of Commissioners, Officers, Agents, and Employees shall be
named as Additional Insureds on the Automobile Liability policy;

6.4.3 All policies shall provide a 30 day notice of cancellation, non-renewal, or reduction;

6.4.4 All coverage is primary & non-contributory;

6.4.5 All policies shall contain cross-liability and severability of interests clauses;

6.4.6 Deductibles over $10,000 must be approved by the Risk Manager;

6.4.7 Waiver of subrogation endorsements.

Addressed to: Port of Oakland
Attn: Risk Management/PLIP Administrator
530 Water Street
Oakland, CA 94607

6.5 Proof of Coverage

With respect to the additional insurance coverage required to be provided pursuant to sections 6.0 herein,
Consultant shall provide to the Port’s PLIP Administrator and the Port’s Risk Manager, with this signed contract,
and prior to the commencement of the Services, a certificate of insurance evidencing such insurance coverage on a
standard ACORD form 25-S, or other form as required by the Port. The commencement of the Services by the
Consultant or any of its subcontractors or subconsultants without compliance with this or any other requirement of
this section shall not constitute a waiver of any right of the Port under this section nor a release or waiver of any
duty or obligation owed by any Consultant or subcontractors or subconsultants. Upon the Port’s request, the
Consultant and/or its subcontractors or subconsultants shall submit to the Port copies of the actual insurance policies
or renewals or replacements thereof. All policies of insurance are required to be obtained and maintained with A.M.
Best-rated A-X (or higher) insurance companies satisfactory to the Port and shall provide thirty (30) days written
notice of cancellation, non-renewal or reduction of coverage, except ten (10) days notice of cancellation for non-
payment of premium. Consultant shall pay all insurance premiums for such insurance, including any charges for
required waivers of subrogation or the endorsement of additional insureds. Consultant’s failure to deliver
satisfactory evidence of coverage shall not be construed as a waiver of Consultant’s obligation to provide the
required insurance coverage. Consultant shall be responsible for obtaining satisfactory evidence of insurance
coverage from each of its subconsultants and submitting same to the Port prior to commencement of such
subconsultant’s performance of services. The Port reserves the right to increase or decrease the required limits of
liability or require additional coverages based on the type and scope of work or services performed.

7.0 General Provisions
7.1 Waiver of Subrogation

Consultant hereby waives all rights of recovery by subrogation against the Port, the PLIP Administrator, its
or their officers, agents, or employees, and any other consultant, contractor, subcontractor or subconsultant
performing work or rendering services on behalf of the Port in connection with the planning, development and
construction of the Port’s construction projects, to the extent any losses, claims or damages are covered by any
policy of insurance available to Consultant, and further waives all rights of recovery for amounts paid which are not
covered by insurance because of deductible clauses, inadequacy of limits of any insurance policy, or failure to

4
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maintain insurance as required herein. Consultant shall also require that all insurance policies related to the Services
secured by Consultant or its subconsultants include clauses providing that each insurance underwriter waives all of
its rights of recovery by subrogation, or otherwise, against the Port and the PLIP Administrator, together with the
same parties referenced immediately above in this Section 7.1. Consultant shall require similar written express
waivers and insurance clauses from each of its subconsultants. This provision shall apply to the Consultant, and its
subconsultants performing work or rendering services on behalf of the Port in connection with the planning,
development and construction of the Port’s construction projects. A waiver of subrogation shall be effective as to
any individual or entity even if such individual or entity (a) would otherwise have a duty of indemnification,
contractual or otherwise, (b) did not pay the insurance premium directly or indirectly, and (c) whether or not such
individual or entity has an insurable interest in any property damaged.

7.2 Failure to Maintain Insurance

Consultant shall indemnify and hold harmless the City of Oakland, a municipal corporation, acting by and
through its Board of Port Commissioners, and their officers, agents, employees, consultants, and representatives,
while acting in the scope of their authority, from all claims and liabilities arising out of the failure of Consultant, any
of its subcontractors or subconsultants or any other entity or person for whom the Consultant may be responsible, to
maintain the insurance coverages as described and required herein. The Port, in addition to its other remedies, may
withhold Consultant’s progress payments or final payment for any period in which (a) such insurance coverages are
not in full force and effect or (b) the Consultant has not supplied the Port with required evidence of such insurance
coverages.

7.3 Duty of Care

Nothing contained in this Appendix “E” shall relieve the Consultant or any of its subcontractors or
subconsultants of their respective obligations to exercise due care in the performance of their duties in connection
with the Services and to complete the Services in strict compliance with the Agreement.

7.4 Safety Violations

The existence of the PLIP shall not in any manner diminish the Port’s rights to suspend part or all of the
Services or work if, in its opinion, any conditions or practices in any portion of the Services or work are such that a
danger exists which could reasonably be expected to cause serious physical harm or otherwise pose a health hazard
to contractors, employees, tenants or others.

END OF APPENDIX E

«ConsultantnaMe»
46008.v1
Revised: 7/19/06





		1. Scope of Professional Services.

		2. Term.

		3. Standard of Performance.

		4. Subconsultants.

		5. Indemnification and Liability.  

		6. Notices.

		7. Insurance -  Professional Liability Insurance Program

		8. Independent Contractor.

		9. Conflict of Interest; Confidentiality. 

		10. Suspension and Termination of Services.

		11. Ownership of Work Product.

		12. Audit/Inspection of Records.  

		13. Non-discrimination.

		14. Disputes.

		15. California Law.

		16. No Third Party Beneficiaries.

		17. Entire Contract.

		18. No Waiver.

		19. Statutes of Limitation.  

		20. Covenant Against Contingent Fees: 

		21. Severability.

		22. Compliance with Laws.  

		23. Agent for Service of Process.




PORT OF OAKL
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Employer Self-Evaluation for
Port of Oakland Living Wage

COVERED BUSINESS CHECKLIST WRITE YES/NO ANSWER IN APPROPRIATE BOX:

10 000

Is the Business entering into a contract, tenancy agreement or subordinate agreement
(such as, subcontract, subtenancy, or sublicense) with the Port? If no, go on to
guestion 2. If yes, go on to question 3.

Has the Business amended an existing contract, tenancy agreement or subordinate
agreement at any time since April 20027 If no to 1 and 2, stop here the business is not
covered. If yes, go on to question 3.

Is the contract with Aviation or Maritime divisions for a value of greater than $50,000
over the life of the contract (over next five years if contract is for less than a year and
expected to be renewed or extended)? If no, stop here, the contract is not covered. If
yes, go on to question 4.

Is the contract for service other than the delivery of products, equipment or
commodities? If no, stop here the business is not covered. If yes, go on to question 5

Does the Business employ more than 20 employees who spend at least 10 hours per
week (4 hours per week if part time employees) working under the contract with the
Port or on Port property? Indicate the number of employees that are employed by the
Contractor . 1f no, stop here the business is not covered. If yes, go on to
question 6. Exemptions for specified employees of a covered employer

All employees of a covered employer are required to be provided compensation and other
benefits as provided under 8728 of the Charter, except for specified employees exempt under the
following exemptions. The following questions should be answered for each employee.

s [

7.|:|

S
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Does the employee work less than 25% of his/her time (10 hours per week for full
time employee) under the contract with the Port? If yes, stop here the specified
employee is exempt. If no, go to question

Is the employee under 21 years of age, employed by a government agency or
nonprofit for after school or summer employment, or as a trainee for 90 days or less?
If yes, stop here the specified employee is exempt. If no, go to question 8.

Has the Business obtained a waiver that covers the employee? If yes, stop here the
specified employee is exempt. If no, go to question 9.
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10.

11.

12.

Is the employee participating in a bona-fide temporary job-training program in which
a significant part of the compensation consists of acquiring specialized knowledge,
abilities or skills in a recognized trade? If yes, stop here the specified employee is
exempt. If no, go to question 10.

Is the employee a volunteer who is not compensated other than for incidental
expenses or stipends? If yes, stop here the specified employee is exempt. If no, go to
question 11.

Is the employee working for the Business less than 20 hours per week for a period of
6 months or less? If yes, stop here the specified employee is exempt. If no, go to
question 12.

Of the remaining employees (employees for which no exemption applies as indicated
by your answers to questions 6 through 11), are there 20 or fewer non-exempt
employees working for the employer under the Port Contract? If yes, stop here each
of the remaining specified employee(s) is/are exempt. If no, each of the remaining
specified employee(s) is covered by §728.

The undersigned authorized representative of Contractor hereby certifies under penalty of perjury that all of the information on

this form is true and accurate.

Company Name Signature of Authorized Representative
Address Type or Print Name & Title
Area Code / Phone Email Address
Name of Primary Contact Date

Project Name (Be Specific)

Submit Completed Checklist To:
Connie Ng-Wong

Port of Oakland

Social Responsibility Division

530 Water Street

Oakland, CA 94607

Phone: (510) 627-1390

Fax: (510) 451-1656

Email: cng-wong@portoakland.com

39380
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PORT OF OAKLAND
City of Oakland City Charter 8728 Living Wage
Compliance Checklist for Covered Employers

EMPLOYERS SUBJECT TO §728 OF THE CITY CHARTER MUST COMPLY WITH THE
FOLLOWING REQUIREMENTS:

1) Pay all non-exempt employees the living wage rates (As of July 1, 2009, $12.45 without health benefits
or $10.83 with health benefits). Port Ordinance No. 3666, as amended also requires that covered
businesses provide employees at least twelve compensated days off per year, including holidays.

2) Pay at least $1.62 per hour worked toward the provision of health care benefits for employees and/or
their dependents, if the employer claims credit for health benefits.

3) Provide written notification to each current and new employee, at time of hire, of his or her rights
to receive the benefits under the provisions of these regulations. The notification shall be provided in
English, Spanish and other languages spoken by a significant number of the employees, and shall be
posted prominently in communal areas at the work site. A copy of said notification is available from the
Port Division of Social Responsibility.

4) Provide all employees earning less than $12/hour notification in English, Spanish, and any other
language spoken by a significant number of employees of their right to advance Earned Income Credit
payments.

5) Maintain a list of the name, address, date of hire, occupation classification, rate of pay, benefits
paid for each of its employees, and compensated time off - and submit this list to the Port’s Social
Responsibility Division, Attention: Connie Ng-Wong, Living Wage Compliance Officer, by March
31st, June 30th, September 30th, and December 31st of each year. If a covered employer has
obtained a waiver from the Port Board of Directors, then the employer must still submit an annual
payroll report covering each of its employees by December 31st of each year. Failure to provide the list
within five days of the due date will result in a penalty of $500 per day. Covered employers shall
maintain payrolls and basic records for all employees and shall preserve them for a period of at least
three years after the close of the compliance period.

6) Require subcontractors, tenants and subtenants, or licensees who are covered by these requirements to
comply with the provisions of these regulations. Covered employers shall be responsible for
including language committing the subcontractor's, tenant’s or licensee’s agreement to comply, in
the contract with the subcontractor. Covered employers shall submit a copy of such subcontracts or
other such agreements to the Port Division of Social Responsibility.

7) Permit authorized Port representatives access to work sites and, with employee consent, relevant payroll
records for the purpose of monitoring compliance with these regulations, investigating employee
complaints of non-compliance and evaluating the operation and effects of these regulations, including
the production for inspection and copying of its payroll records for any or all of its employees for the
applicable compliance period. Permit a representative of the labor organizations in its industry to have
access to its workforce at the Port during non-working time and in non-work areas to ensure
compliance.

Employers who fail to submit documents, declarations or information required to demonstrate compliance with

these regulations shall be deemed noncompliant or non-responsive and subject to the remedies as set forth in
§728.
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SUPPLEMENTAL E-MAIL, SUPPORT, AND ADMINISTRATION REQUIREMENTS

The Provider shall provide Hosted Microsoft Exchange E-Mail, Support, and Administration
services to the Port. Working under the general direction of the Port’s Enterprise Infrastructure
Team Lead (hereafter referred to as the Infrastructure Manager), the Provider shall be
responsible for performance of all work as set forth in this Attachment. The Provider shall also
be responsible for the management of the work in accordance with the provisions defined
below. The Provider shall ensure that the Hosted Microsoft Exchange E-Mail, Support, and
Administration services which the Provider has been engaged to provide and support operates
as is intended and is maintained in accordance with a structured maintenance methodology
agreeable to the Port. All elements of the scope of work that follow should be interpreted as
tasks to be performed. The following sections detail the work to be performed and the manner
in which it is to be managed.

1. Management of the Work

The Provider shall be responsible for the effective management of the work detailed in the
Scope of Work and of the staff assigned to the work including implementing sufficient
management controls, utilizing tools necessary to ensure the work is accomplished in an
effective manner and maintenance of a sufficient number of skilled staff to meet or exceed all
Service Levels.

1.1 Organization

The Provider shall be responsible for establishing and maintaining an organizational and
operational structure appropriate to the Scope of Work to be performed under this
agreement.

This shall include but not be limited to:

e Assigning appropriate numbers of staff with skills appropriate to the tasks to be
performed. The Port reserves the right to review qualifications and interview dI
technical staff prior to their assignment to this contract and to withhold approval
for assignment at the Port's sole discretion. All assigned staff must be accessible
either through a paging device, a cell phone, or through a toll-free 24x7
telephone number. All Provider staff who directly interface with the Port's
personnel must have demonstrated fluency and proficiency in English. Supplying
direct supervision and management of the staff assigned to carry out the work as
defined herein. Providing qualified persons, acceptable to the Port, for relief of
the assigned staff in the event of vacation, illness, personal business or any
other absence of the assigned staff. Providing the staff assigned with procedures
for escalating technical issues and providing for the support of these individuals
where such support is required to ensure prompt resolution.
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e Providing a toll-free 24-hour/seven day (24x7) telephone number to respond to
the requests for services in a timely manner and to meet service requirements.

e Providing for all resources, processes, methodologies and tools to effect an
efficient transitioning within an agreed upon timeframe. The Provider is
responsible to work with the Port and the current Provider performing hosted E-
mail services and other resources to transition services with minimal impact to
the Port's business and service availability

e The Provider shall take all actions necessary to effectively resolve complaints by
the Port that any of its employees are not performing in compliance with
requirements hereof.

1.2 Labor Force

The Provider shall furnish sufficiently trained management, supervisory, and technical
personnel to perform the services required of the Provider under this Contract, with all
such personnel subject to review and approval by the Port. If any such personnel is
deemed unsatisfactory or does not perform the services to be furnished hereunder in a
proper manner and satisfactory to the Port, or in the determination of the Infrastructure
Network Manager may have taken any action which constitutes a conflict of interest or
which is inconsistent with the highest level of honesty, ethical conduct or public trust or
which the Infrastructure Network Manager determines is adverse to the public interest
or to the best interest of the Port, the Provider shall remove any such personnel
immediately, and replace them by personnel satisfactory to the Port within two weeks,
upon notice from the Port.

1.3 Program Management - Appointment of Staff

The Provider shall appoint member(s) of their organization to oversee the management
of the contract. The Provider shall assign a full time, technically proficient, English
speaking, experienced and fully qualified account manager (hereinafter referred to as
the 'Engagement Manager'). The Port requires:

¢ Notification of the proposed assignment.

e The Provider shall provide information (resume, background, history with the
Provider, etc.) regarding the proposed Engagement Manager and the Provider
shall arrange for the individual(s) to be available for interview(s) at no cost to the
Port.

e The Engagement Manager shall be subject to approval by the Port and subject to
removal at the Port's sole discretion.
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e The Provider shall notify the Port in writing thirty days prior to a change of
Engagement Manager.

1.4 Hosted Microsoft Exchange E-Mail, Support and Administrative
services Methodology

The Provider shall put a Hosted Microsoft Exchange E-Mail, Support, and Administrative
services methodology in place, subject to the review and approval of the Port. This shall
include a methodology for documenting and tracking configuration changes or updates
made to the software and environment, managing the production environment, putting
changes and new releases of the software into production, and keeping the Port
informed of any changes that will affect it.

Reporting is a key component of the Hosted Microsoft Exchange E-Mail, Support, and
Administrative services methodology. The Port will identify a set of performance,
utilization, and status reports that the Provider shall be required to provide on a
periodic basis. Expected reports include, but are not limited to, daily overall health
check report based on monitoring of all components of the service, daily message traffic
statistics (such as Internal, Internet Inbound, Internet Outbound, Total Messages), users
connected to each Exchange server, virus and spam threat statistics reporting, circuit
bandwidth utilization reports. The Provider shall deliver suggested formats to the Port,
within the first ninety (90) days or less of an agreement, for Port approval.

The Port will determine the frequency of reporting, typically weekly, and the Provider
shall provide reports accordingly. The Port shall periodically notify the Provider of
historical data needed during the duration of the contract. The Provider shall work with
the Port to provide access to such data. Preferable formats for historical statistical data
shall include, but not be limited to online customizable query reports.

1.5 Customer Status Reporting/Status Meetings

The Provider shall schedule and conduct regular status meetings on strategic, tactical
and operational issues via telephone conference calls or at a Port-selected site no less
frequently than on a weekly basis with the Port, and other service providers as
necessary for resolution of agenda items. At the sole discretion of the Port, the
frequency of meetings may be adjusted. The purpose of these meetings shall be, but not
limited to: track the status of the work activities; report on the operational status of the
hosted services, infrastructure and communications links and availability of connectivity
between the Port and the Provider, as well as connectivity between end-users and the
managed environment via the Internet and Mobile devices (including BlackBerry);
review and report on any operational issues including Help Desk tickets; review the
Provider's performance to the contracted service level metrics; review Provider's
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invoices for services provided; report or communicate on all availability of services and
the environment directly impacting the Port's hosted services, and resolve disputes.

The Provider shall produce and deliver to the Port, at least 48 hours prior to each status
meeting, a status report listing strategic, tactical, and operational items and issues and
the status of each. The report shall at a minimum provide a complete statement of the
system's status through performance measure reporting, and indicate progress made on
operational, project or task issues or activities during the reporting period. Also
included should be progress made on work to correct deficiencies, the status of
activities to be undertaken in the next reporting period, activities tasks behind schedule
and identification of problems/concerns related to the hosted services, statistics on
problems encountered/resolved in the reporting period and year-to-date, as well as
statistics on the Service Levels (SLA) standards listed below in Section 5, in addition to
ad hoc reports as required by the Port.

1.6 Security Measures for Provider's Staff

This section is intended for the creation of security controls relative to the Provider's
own staff. The Provider shall be responsible for maintaining a secure environment and
supplying personnel who satisfy Port and/or regulatory requirements.

Physical Access

Maintaining lists of authorized Provider's and sub Provider's personnel: The
Provider shall maintain a list of Provider and sub Provider's employees
authorized to enter secured areas and shall maintain communication with the
Port's System Manager or other designated person as to changes in employment
status which may require updating of said list, ensuring that the system files of
any automated entry system in operation are reconciled to the authorized list on
a scheduled basis. The Provider shall advise the Port of all Providers' and sub
Provider's staffing changes at least one week in advance. Also the Provider shall
notify the Port where access security may have been compromised, e.g., lost
keys or access cards. System Access for Provider's Staff Maintaining lists of
authorized users of the Provider's staff: The Provider shall maintain a list of
Provider and sub Provider employees authorized by the Port's System Manager
to access the Port's dedicated hosted Exchange systems and any ancillary
systems necessary to perform the job function for this service. The Provider shall
also provide a means for immediate communication with the Port's System
Manager or other designated person when changes in employment status or
assignments occur with Provider employees which may require updating of said
list of authorized users.

Limiting access to the system:
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The Provider shall issue appropriate logon id’s for only those persons authorized
by the Port's System Manager to have access, and periodically reconcile the list
of logon id’s to the authorized list. The Provider shall institute controls over
super accounts or id’s and passwords or other special accounts or id’s and
passwords so that their use is documented and approved by the Port's System
Manager. Any request by the Provider to increase access must be documented
in writing, with full backup information to document the need for the increased
access.

Conducting Security Reviews:
The Provider shall regularly run security review software against the hosted
servers and network equipment, as appropriate, to identify configuration and
security weaknesses. These reports will be provided to the Port's System
Manager along with an analysis of the severity of the identified risks and the
action plan to rectify any such weakness, vulnerability or deficiency. Penetration
tests shall be performed by an independent organization on a periodic basis (no
greater than annually) to try to penetrate the hosted environment. The results of
these tests will also be provided to the Port's System Manager.

Data Security
All information concerning the business of the Port which becomes accessible, or

known, to the Provider, their employees or sub Provider including, but not
limited to, financial information, customers, customer lists, business plans,
operational plans, data and computer programs, documentation, engineering,
technical data, design process, pricing, research and development, strategic
plans, and operating data resident on magnetic media, or other media
processed, stored, archived or maintained, shall be protected from loss,
erroneous alteration, and shall be held in strict confidence and protected from
unauthorized access. All confidential data shall be protected at all times. The
Provider shall provide the same care and processes to prevent unauthorized
access, modification, theft or other loss of the Port data via the same, or
enhanced, processes that it presently employs to protect its own information of
a similar nature. In the event of any non-authorized access, modification,
disclosure, theft or other loss, or inability to account for my data, the Provider
will provide immediate notification to the Port's System Manager. In addition,
the Provider will be held liable for damages or expense to the Port, including the
cost of recovery of lost or modified data, staff time in dealing with the
ramifications of the disclosure of private information and corrective procedures
and actions undertaken.

1.7 Quality Assurance/Auditing

The Provider shall establish and maintain a quality assurance program which the
Provider will utilize to assure that all work is performed in accordance with the terms of
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this agreement, including compliance with the Port's Standards for technology, for
System Administration and at a level consistent with acceptable industry practices such
as those outlined by the National Institute of Standards and Technologies (NIST)
guidelines for Microsoft Windows and Exchange services. The Provider shall employ
procedures to assure the timely and effective execution of all tasks required by this
agreement. The program is expected to include a measurement program that tracks the
quality and productivity of services provided by the Provider. The Provider shall issue
reports regarding this Quality Assurance activity each quarter.

1.8 Training of Provider's Staff

The Provider shall be responsible for maintaining the appropriate knowledge,
certifications, skills and abilities of their staff assigned to support the Port's hosted
services by providing a regular ongoing training program appropriate to the needs of the
services provided and the staff assigned.

1.9 Right of Refusal

The Port has the right to approve or disapprove, at the Port's sole discretion, any
potential Provider employee who would directly service the Port account.

1.9.1 Right of Replacement

The Port has the right to require the Provider to replace any Provider employee,
assigned to the Port Account, at the Port's sole discretion.

1.9.2 Provider Employee Minimum Skill Requirement

Staff assigned must be experienced in MS Exchange 2003 & 2007, Outlook 20007,
Windows 2003, MS Active Directory, BlackBerry Enterprise Server Versions 5.x, and the
tools utilized for monitoring, administering, and troubleshooting this environment. They
must maintain their skills and experience levels as appropriate to a changing technical
environment (such as Windows 2007, Exchange 2007, and Office/Outlook 2007). The
Provider shall propose the staffing to be provided to meet the hosted MS Exchange
service and administration services required and identify the minimum acceptable
experience level for each staffing position. This should identify the minimum acceptable
MS Exchange experience and the minimum acceptable experience in supporting MS
Exchange and related services in production. Technical positions related to supporting
MS Windows and Active Directory should similarly specify the minimum acceptable
technical experience of staff. The Provider shall meet all minimum experience levels and
gualifications as agreed to by the Port in the resulting Contract for any potential
Provider employee who would be assigned to the Port account. The proposed staffing
should be depicted in an organizational chart format with each position's experience
level clearly designated.
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1.10 Technologies Supported

The Provider shall support all relevant technologies currently employed by the Port for
the contracted services while identifying opportunities to implement new technologies
that will improve service and support at a reduced cost.

1.11 Maintenance of Application Metrics

The Provider shall provide services and tools to periodically assess and continuously
improve metrics on the quality of the hosted MS Exchange service and related services.

1.12 Incentives to Reduce Costs

The Port is continually seeking ways to reduce and minimize its expenses. Accordingly,
the Port encourages the Provider to explore and identify opportunities to improve the
services and reduce the cost of services being provided under an agreement. The
Provider shall advise the Port's System Manager of each opportunity that is identified
and to estimate the associated potential savings.

1.13 Customer Budget Planning and Billing

The Provider shall identify and plan issues or activities and report on any that will
contribute to Extra Work or otherwise unexpected costs to the Port and notify the Port.
These plans are to be used to establish the level of anticipated support (in estimated
and actual dollars) for the hosted MS Exchange service and related services. These plans
will be used during the Port's annual budget process, for establishing the Port's
corporate budget for this service. The Provider shall also provide monthly accounting of
services and expenses.

1.14 Availability of Provider's Assigned Staff

The Port requires the availability of key team members, including the Engagement
Manager, for prompt interaction with Port staff during normal business hours [Monday
through Friday, 8:00A.M. to 6:00P.M. (PT)] and for Provider's staff to be available 24x7
to support this service. These key team members of the Provider are staff who may
require immediate availability for prompt interaction with Port personnel to perform
their duties. This availability may be achieved via regular telephone conference calls for
daily and weekly activities with periodic (such as quarterly) on-site executive account
management meetings, or as needed, at the Port's 530 Water St. Oakland location.

If the Provider plans on placing the account representative on the Port's premises for
this engagement, the Port shall provide suitable space and furnishings as well as a Port
standard imaged PC, at the Port's 530 Water St. location, if needed, for the Provider
account representative during the term of the agreement. The Provider shall reimburse
the Port for its use of non-local telephone and fax services.
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2. Hosted Microsoft Exchange E-mail, Support, and
Administrative Services

Hosted Microsoft Exchange E-mail, Support and Administrative services is defined to include
activities required to keep the hosted MS Exchange E-mail service and other contracted services
secure, reliable, and highly available to all corporate users. These activities include, but are not
limited to:

e Providing and maintaining an off-site (not on the Port's premises nor owned by the Port)
data center operations and technology infrastructure to provide e-mail and related
services.

e Providing the telecommunications circuits and infrastructure equipment between the
Provider's server/network/data center infrastructure for hosted Microsoft Exchange,
Outlook Web Access, BlackBerry Enterprise Server, spam protection and virus protection
services, and the Port's network technology infrastructure;

e Monitoring and taking corrective action as needed for all provided services including
mail flow to ensure secure, reliable and available services on a 24x 7 basis;

e Maintaining access to MS Exchange mailboxes externally associated to the Port's
corporate Active Directory accounts;

e Maintaining and configuring appropriate and up-to-date virus and spam control;

e Maintaining a consistent private and secure environment; providing secure backup
restore capabilities and disaster recovery operations including preparing, maintaining
and regularly testing disaster recovery procedures for various disaster scenarios
including, but not limited to, various hardware failures, data corruption, network
problems, loss of server(s), loss of primary data center;

e Providing individual mailbox restores for lost data as needed (usually less than one
mailbox per month) providing mailbox exports for investigatory purposes as needed
(usually less than one mailbox per month) providing a four-hour recovery time in the

event of any unplanned interruption of service, such as a corrupted database.

e Detecting and correcting defects (including 24-hour availability for operational problem
resolution);

e Tracking and reporting on all problems and requests related to the Port's service;

e Analyzing, maintaining, configuring and documenting services and their components;
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e Providing the Port with management reports indicating the overall health and security
of the services;

e Providing ongoing tuning of system performance ensuring adequate capacity for growth
of the service and adding new capacity as needed,;

e Applying MS Exchange, MS Windows, and third-party software (such as anti-virus)
version and release upgrades, service packs, security patches and fixes;

e Maintaining a test lab environment to ensure changes to the environment are
adequately tested prior to implementation;

e Providing the Port's authorized IT staff with appropriate administrative access to the
environment the Provider is maintaining for the Port;

e Assessing and reporting to the Port on the impact of changes to the operational
environment, determining if changes are needed, and implementing the changes as
required with the Port's approval;

e |Initiating and implementing productivity improvements;
e Coaching information technology personnel and core Port users;

e Answering questions and interfacing as a resource and resolve with the Port's help desk
and other IT staff to determine and resolve MS Exchange/Outlook problems and provide
expert knowledge related to MS Exchange/Outlook in the role of 2nd and 3rd level help
desks;

e Having a set escalation procedure for help desk problem resolution, including escalation
to third-party vendors which provide products (hardware and software) utilized in the
hosted managed services;

e Maintaining support agreements with third-party vendors (such as Microsoft, RIM,
hardware, and anti-virus, anti-spam vendors) to ensure proper support for products
offered as components to the hosted managed services;

e Providing a quality assurance review/methodology for maintenance activities and
enforcing installation standards; maintaining the MS Exchange environment consistent
with acceptable industry best practices as well as the Port's Technology Services
standards; and providing recommendations to enhance the stability, availability, and
security of the MS Exchange/Outlook environment.
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2.1 Hosted Services and Related System Operations and Application
Management Services

The Provider shall be responsible for routine operation of the hosted services and related
systems, management of the hardware and software configurations and files, and diagnosing
and effecting correction of service and system related problems. The Provider shall perform all
tasks as defined in the Provider's data center operations manuals, system technical
documentation, applicable other vendor product literature and support knowledgebase
documentation, and applicable Technology Services standards necessary to assure functioning
of the hosted services and related systems at the required standards of performance and
availability.

The scope of the services and related system operations portion of the services furnished shall
include, but not be limited to, the activities identified below:

2.1.1. Maintaining the Hosted Exchange and BlackBerry Service and Related
Systems, including but not limited to:

1. Troubleshooting and Problem Resolution - The Provider shall be responsible for the
correction of all production problems that require operational modifications. Twenty-
four (24) hour on call availability for resolution of operational problems will be required.
(See Section 5 for Required Service Levels and Section 6 for Damages for Non-
Performance.)

2. Upgrades - The Provider shall be responsible for regular MS Windows, Exchange,
BlackBerry and other system software upgrades, service packs, security patches, and
hot-fixes, including the full impact analysis of applying the upgrades, service packs,
security patches, and fixes, and testing of the changes prior to production
implementation. The Provider shall perform a comprehensive security check and
comparison to security lockdown requirements prior to production implementation.
The Port will require the Provider to upgrade the software to the next release of the
software issued by Microsoft and by third-party software suppliers (such as anti-virus
server software) to maintain product currency. If this upgrade is a major version change,
the Provider may treat it as a full upgrade project subject to the Port's approval, and
pricing should be included the cost proposal. The Provider shall be responsible for
working with Port staff to inform and recommend to the Port any needed changes to
the Port's environment (such as the Port's firewalls, internal DNS server, Active
Directory for corporate accounts, etc.) due to planned updates in the Provider's hosted
service environment. The Provider shall provide in detail its methodology for
maintaining and changing the production system, its team composition for any upgrade
/change, and how, if at all, the upgrade/change would impact the hosted service, the
related systems, and the related administration services provided. The Provider shall
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provide a detailed test plan and results for upgrades, and an implementation plan
including back-out procedures for the Port's review and approval. Unless otherwise
stipulated in the pricing sheets, and agreed to by the Port, there shall be no additional
compensation for these upgrades.

3. Release, Service Packs, and Fixes Control and Maintenance - The Provider shall
perform all functions required to maintain a current system environment. Unless
mutually agreed otherwise, the Provider shall maintain MS Exchange and third party
server infrastructure software suppliers within one generation of currency such that it is
fully supported by Microsoft or third-party suppliers without any additional cost to the
Port. Upon notification of a critical security patch, the Provider must be capable of
deploying it within 24 hours. This shall include the preparation, testing, quality
assurance and reporting and consultation with the Port. Non-critical security and non-
security related patches, fixes and service packs are to be scheduled with the Port but in
general shall be deployed within 10 business days of their release. Both the operating
system and standard software and utilities deployed for the hosted services supplied to
the Port must be appropriately maintained. The Provider must develop a program to
inform the Port of new version releases and develop a plan for its distribution across the
Port within six months of its release. This shall include the preparation, testing, quality
assurance and reporting and consultation with the Port. The Provider must also track
and notify the Port as soon as the manufacturer of the system operating system
discontinues or announces plans to discontinue version. The Provider shall report on all
successful and unsuccessful application of such releases, patches, and fixes. The
Provider shall provide a detailed test plan and results for all maintenance, and an
implementation plan including back-out procedures for the Port's review and approval.
Unless otherwise stipulated in the pricing sheets, and agreed to by the Port, there shall
be no additional compensation for these upgrades.

4. Expanded Functionality of Product or Service - The Provider shall be responsible for
services associated with extending the functionality of the hosted MS Exchange
environment as deployed by or for the Port. This may include third-party products
complementary to the software.

5. Disaster Recovery Planning and Support - The Provider shall develop for the review
and approval of the Contract Manager a disaster recovery plan to recover all systems
and data under maintenance outlined in this RFP. The Disaster Recovery Plan shall be
submitted for review within 60 calendar days after the commencement of the contract.
The Provider shall be responsible for periodically updating the plan, performing periodic
disaster recovery tests or in the enactment of a real disaster recovery operation.
Periodic disaster recovery tests must be performed with the results provided to the
Port's System Manager. The Provider shall be responsible for performing all available
disaster recovery services it provides to the Port unless otherwise mutually agreed to by
the Port and the Provider.

Page | 13





6. Best Practices - The Provider shall be responsible for providing pro-active system
monitoring, alerting, security, notifications, and reporting in accordance with the Port's
Information Technology needs, and at a level consistent with acceptable industry best
practices. It is understood that the Port's Information Technology Standard and
Guidelines as well as acceptable industry best practices are evolving and changing
during the duration of this agreement. The Provider shall be responsible for maintaining
current and up to date best practices and standards throughout the duration of the
Contract

2.1.2 Providing performance monitoring for the hosted services and their
components' configuration, including but not limited to:

I. Troubleshooting - The Provider shall responsible for correction of all production
problems related to the hosted service environment. The Provider shall investigate and
diagnose system problems that result in unsatisfactory system performance, and take
steps to remedy the problem.

2. Tuning - The Provider shall responsible for all functions related to the tuning of the
hosted service environment configuration to ensure an efficient and effective system
performance.

3. Release Upgrades - The Provider shall be responsible for any adjustments to the
service environment configuration required for new releases and changes of the hosted
MS Exchange environment or third-party software suppliers.

4. Best Practices - The Provider shall be responsible for providing pro-active system
monitoring, alerting, security, notifications, and reporting in accordance with the Port's
Information Technology Standards and Guidelines, and at a level consistent with
acceptable industry best practices. It is understood that the Port's Information
Technology Standard and Guidelines as well as acceptable industry best practices are
evolving and changing during the duration of this agreement. The Provider shall be
responsible for maintaining current and up-to-date best practices and standards
throughout the duration of the Contract.

2.1.3 Providing Systems Administration for the hosted service and server
environment configuration, including but not limited to:

1. Domain Directory Administration - The Provider shall be responsible for the
maintenance, synchronization and upgrade of the hosted Microsoft's Active Directory
used for the MS Exchange resource domain. The Provider shall be responsible for
recommending and implementing changes in the directory structure to maintain the
security, integrity and proper working functionality of these directory services.
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2. Troubleshooting - The Provider shall be responsible for correction of all production

problems related to the hosted environment including MS Exchange, Windows, Active
Directory system software, and third-party software and configurations. The Provider

shall investigate and diagnose system problems which result in unsatisfactory system

performance and take steps to remedy the problem.

3. Tuning - The Provider shall responsible for all functions related to the tuning of the
system software to ensure an efficient and effective service for both the online user
population and, as applicable, batch or scheduled processing in the hosted environment
such as backups or import of Global Address Book changes.

4. Release Upgrades - The Provider shall be responsible for any adjustments required for
new releases in the hosted service environment such as for Windows and Exchange
system or third-party software.

5. Best Practices - The Provider shall be responsible for providing pro-active system
monitoring, alerting, security, notifications, and reporting in accordance with the Port's
Information Technology needs, and at a level consistent with acceptable industry best
practices. It is understood that the Port's Information Technology Standard and
Guidelines as well as acceptable industry best practices are evolving and changing
during the duration of this agreement. The Provider shall be responsible for maintaining
current and up to date best practices and standards throughout the duration of the
Contract.

2.1.4 Responsibility for PC client support of the MS Exchange/Outlook
environment, including but not limited to:

1. Troubleshooting - The Provider is not responsible for correction of MS
Exchange/Outlook production problems related to the deployment of the software to
the Port's desktop devices. Changes to the desktop are the Port's responsibility.
Troubleshooting at the desktop will be performed by the Port's staff. The Port's Help
Desk staff and IT operational staff may refer problems that are suspected of having
hosted service-related issues to the Provider's help desk for diagnosis, support and
resolution. The Provider will provide troubleshooting assistance in these instances. The
Provider 's proposal should not include the cost of personnel for troubleshooting site
visits, nor should your proposal factor in the need to have on-site staff to perform these
troubleshooting site visits. The help desk coordination of this effort will be the
responsibility of the Port's help desk function.

2. Implementing Desktop Changes for release upgrades and required Outlook patches as
needed - The Provider shall be responsible for researching relevant changes to the
Outlook or BlackBerry Desktop clients and recommending any needed changes in the
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Port's environment in support of planned changes in the Provider's hosted service
environment. Visits to desktops will not be performed by the Provider's staff.

2.1.5 The Provider Shall Be Responsible for performing the following hosted
service environment administrative tasks including but not limited to:

Reguest management, assessment, and fulfillment

1. Request Management - Meet or discuss with the Port's System Manager (and customer
liaisons) as needed to assess the best way to implement customer business requirements which
may include, but not be limited to, implementation of new services, or expanded use of existing
or new features in the hosted service environment including MS Exchange, BlackBerry, wireless
messaging options, archiving, collaboration, etc. In the past, requests of this nature included
establishing Outlook Web Access service, BlackBerry Enterprise Server service, anti-spam
service, expanded virus protection layers, limited use of public folders for workgroup
collaboration, shared calendaring functions, and specialized mailbox usage. Work related to
assessment and fulfillment of these requests will be subject to approval by the Port.

Configuration management

1. User Account Management - Creation and modification of hosted Exchange resource
forest/domain user accounts and mailboxes as needed. The Port's Help Desk normally handles
this function, but assistance may be required and depends on the functionality of the supplied
tools by the Provider.

2. Conference Room Management - Creation and modification of hosted Exchange resource
forest/domain user accounts and mailboxes for conference rooms as Resources. Process
conference room so that it automatically responds to all meeting organizers' requests for
calendar meetings using an auto-accept/ deny utility to provide appropriate e-mail
notifications.

3. Distribution List Management - Creation and maintenance of distribution lists as needed. This
function is normally handled by the Port's Help Desk but assistance may be required and
depends on the functionality of the supplied tools by the Provider.

4. Custom Recipient Management - Creation and maintenance as needed. This function is
normally handled by the Port's Help Desk but assistance may be required and depends on the
functionality of the supplied tools by the Provider.

5. Public Folder Management - Creation and maintenance as needed including Public Folder
lock downs and "Send As" permission assignments and requests for Public Folders creation as
needed. This function is normally handled by the Port's Help Desk but assistance may be
required and depends on the functionality of the supplied tools by the Provider.

Page | 16





6. Configuration Management of hosted services (Exchange service, BlackBerry Server service,
Spam and Virus Protection services, and other provided services) - Creation and modification of
hosted services' configurations, policies, notifications, and accounts based on Port
requirements.

Maintenance management
1. File and Data Maintenance - Perform file and data maintenance on regular and as needed
basis. This includes logical and physical cleanups, reorganizations, and integrity checks.

2. Backups - Perform scheduled local data, applications and system backups as specified by the
Port and as determined by best practice. This shall include the proper storage of media, rotated
off-site and maintained as appropriate. The backup media needs to be encrypted and the
methodology described which will also permit for disaster recovery by the Port, if needed. The
Provider shall perform tests to verify that the backup media can be used for restoring date files.
These tests shall be performed at least twice annually. The backup solution should work at a
speed that ensures that backups do not impact service availability.

3. Exchange Optimization and Best Practices Tools - Run at periodic intervals to verify the
system resources and configuration whenever problems arise or the activity is planned or after
server configuration changes.

4. Virus Control - Update virus signature files as they become available and update virus
engine/programs as necessary. The Provider shall also monitor and respond appropriately to all
security alerts related to viruses, intrusion and other anomalies and the Provider shall report all
critical security alerts related to viruses, intrusion and other anomalies immediately to the
Port's Infrastructure Network Manager and the Contract Manager.

5. Spam Control - Update spam-related signature files/lists as they become available, and fix
problems as needed to keep the service successful. Monitoring, alerting, resolution, and
reporting.

Monitoring, alerting, resolution, and reporting management

1. Monitoring of the hosted services shall be performed on a 24 x 7 basis to verify that service is
secure, reliable, and available acceptable and that service levels are being met. This includes
internal and Internet mail flow and BlackBerry service monitoring to verify all interfaces within
and between the hosted MS Exchange environment, including BlackBerry, and any third party
service provider for contracted services such as spam, and the Port's mail server for the transfer
of electronic mail to and from the hosted service and the Internet are functioning properly.
Alerts are issued if problems develop and the Provider's support staff addresses the problems
with appropriate escalation procedures.

2. Regular service components review - On a scheduled basis the Provider shall review the
provided services and their components, including, but not limited to, internal and external
message flow and queues, allocated and used database sizes, operating system, system
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software, database, application, security, and error logs, check the hardware and software
components of the systems used for hosted services to ensure that all components are present
and securely operating within specified parameters and where necessary perform corrective
action. This may include, but is not limited to, defragmenting disk files or information stores,
purging obsolete files, and the application of patches and fixes. The Provider shall monitor the
integrity and synchronization of Exchange databases and Active Directory data.

3. Reporting of Hosted Services Status - The Provider shall report on the hosted services status,
including services-related statistics, and on deficiencies and anomalies to the Contract
Manager.

4. Security Administration and Configuration Review - Periodic execution of network and
Windows security review software with review, reporting to the Port, and planned modification
for resolution of identified weaknesses or problems. The Provider shall review and monitor the
security configurations, user accounts, passwords, and user security permissions that are
established for all components of the services the Provider is responsible for. These include the
operating system, database, application, file system rights, web services and applicable
middleware software. The Provider shall review and monitor the security associated with
information transfers between the systems hosted and managed by the Provider and the Port.
This includes, but is not limited to, quarterly audits of each system to verify appropriate
configuration settings and monitoring of inactive accounts. The Provider will provide system
access and reasonable assistance to the Port's External and Internal Audit staff or its
consultants in the performance of financial, system, security and operational reviews including
producing specific requested information, extraction of data, reports and including the loading,
configuration and execution of specific software. In addition, the Provider shall support
requests related to audits of the service level agreement and administration tasks and functions
covered by the contract. This participation is part of the ongoing routine maintenance of
systems and shall not be considered extra work.

2.1.6 Responsible for performing the following 2nd and 3rd level MS Exchange
and related services help desk functions including but not limited to:

1. Receive All MS Exchange Environment-Related Referrals - The Port's Help Desk
operates Monday through Friday, 8 AM to 6 PM and serves as first contact for the
reporting, resolution, referral and tracking of computer problems, including MS
Exchange environment issues. The Port Help Desk will either address the problems or
requests directly, work with the Provider's help desk, or refer to the request, issue, or
problem to the Provider's help desk depending on the request, issue or problem. The
Port's Help Desk maintains a tracking system which will track all requests and problems
referred to third parties including the Provider. The Provider's help desk will maintain its
own tracking system for case management and provide the associated tracking number,
tracking status and resolution to the Port's Help Desk and provide case management
status reporting to the Port's System Manager.
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2. Provide 2nd Level Help Desk Functions - Support services offered by individuals
trained in high-level MS Exchange/Outlook service issues, including most end-user
issues, with escalation procedures to 3rd Level help desk support.

3. Provide 3rd Level Help Desk Functions - Support services offered by individuals
trained in the most complex MS Exchange/Outlook service issues, including matters
dealing with the hosted services and related MS Exchange, BlackBerry, Active Directory
and Windows server operating system and third party system software and network
matters.

4. Provide Explicit Escalation Procedures - The Provider will have in place documented
escalation procedures for dealing with complex problems in order to expedite resolution
including those involving other area of the Provider's data center operations as well as
for third-party hardware or software vendors.

5. Provide Secure Remote Access - System operations and administration shall also
include allowing for secure remote access administration by Port staff for various tasks
including, but not limited to, add/change/delete for user, contacts, distribution lists,
public folders, rights and permissions, and depends on the functionality of the supplied
tools by the Provider. The Provider must respond to all reported problems associated
with the hosted MS Exchange services and related hosted services in a timely fashion.
The Provider shall provide monthly reports showing the performance against all the SLA
standards. Please refer to Required Service Levels and Damages for Non- Performance,
Sections 5 & 6 for additional performance standards and penalties.

System availability:
Service Availability (24x7 service availability for all contracted services -99.9% scheduled
availability.)

Software releases and Patch Maintenance:

Software version upgrades and service packs are deployed within 6 months of general
release (with approval of System Manager, unless otherwise mutually agreed upon)
The Provider shall apply all critical security/operating patches as determined by the
Port's Infrastructure Network Manager within 24 hours of their approval by the Port. All
other security related patches and service packs shall be deployed within 7 business
days unless the Port approves a later deployment date.

Operational Requests

Service Problems: Providing support for Port-referred problems with provided hosted
services immediately upon notification unless otherwise mutually agreed upon.
Problems and responses to the problems will be categorized by the Provider in terms of
severity and impact on service and account for the Port's business requirements in this
determination. All routine operational requests shall be satisfied within two (2)
business days of problem determination or request (e.g., adding a new user, adding a
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mailbox, creating a distribution list, creating a public folder). Emergency requests are
satisfied as soon as possible but no later than the same day unless mutually agreed
upon by the Provider and the Port's requestor. Preparing simple ad hoc query reports
within 2 business days, or within one business day for emergency requests. Answering
general hosted services questions from the Port's Help Desk or IT operational staff
immediately unless further investigation is required.

Backups and Recovery

Minimum frequency and type of backup (full daily and partial (incremental) to be stored
at a Port-approved, Provider-supplied off-site storage facility each day). Thirty day
retention of backup tapes which are then scratched and over written. All data can be
recovered and available to users within 4 hours of a corrupted database.

System Monitoring

System monitoring shall be performed adequately to insure service availability for all
components of the hosted services. The Provider shall respond to system monitoring
alerts 24 x7 as required to meet operational needs and must provide the staffing
coverage necessary to meet those needs.

Hours of Service

The Port considers the Port's E-mail environment to be a 24 X 7 operation throughout
the year and expects 24 X 7 services from the Provider. Normal Port business hours are
7AM to 6PM, Monday through Friday except for Port holidays. Many Port offices (such
as the airport) are operated 24 hours a day, seven days a week. Maintenance work is to
be scheduled to avoid normal business hours service interruption. The Provider shall
notify the Port's System Manager for all planned changes, maintenance work, and
outages with seven business days notice and obtain the Port's prior approval for all
scheduled work potentially impacting the hosted service. The Provider shall perform
scheduled, after-hours system maintenance upon approval by the Port's System
Manager. Typically maintenance with associated service interruption is performed
between 12:01 AM and 6 AM and allows for the back out of changes in case of
problems. Weekend maintenance work may be scheduled for lengthier interruptions
depending on the nature of the maintenance work. In some instances, specific and
ongoing schedule requirements may necessitate the permanent assignment of support
staff outside these standard times, e.g., 12:00 am to 6:00am. No claim for extra work
will be entertained for these permanent assignments. All work associated with
maintenance, whether performed during normal business hours or after hours to
minimize operational disruption should be considered part of the normal hours of
service and not subject to overtime. Core administration activities, which must take
place outside of normal business hours due to production resource availability, are to be
considered part of the contract and are not to be considered extra work.

The Port has included a contract provision for liquidated damages for performance
below established performance measures (see Section 5 - Required Service Levels and

Page | 20





Section 6 Damages For Non-Performance) in addition to the Service Level Standards.
The Port will actively monitor the Provider's performance and enforce contracted non-
compliance and non-performance clauses by assessing liquidated damages. The
Provider will track, calculate, monitor and report on performance against the Service
Levels above and will adjust invoices accordingly.

Repeated failure to meet the above Service Level Standards on the part of the Provider
constitutes a material breach of contract and will be cause for the Provider to be
declared in breach of contract regardless of the existence of liquidated damages
provisions. In the event the Provider is declared in breach of contract, the Port shall be
entitled to collect liquidated damages up to the time of the declaration of breach, and
actual damages arising from the breach suffered by the Port after the declaration of
breach.

2.3 Interaction with Third-Party Vendors and Service Providers

The Provider shall work in harmony with the Port's third-party vendors and service providers.
This includes, but is not limited to, the following:

Working with Port staff as needed in contacting third-party vendors such as Microsoft and
Research In Motion (RIM) for the support of the vendor's products; and any coordination
activities related to implementation of new release implementations or other associated
maintenance fixes or releases. Hardware and software maintenance, third party technical
support agreements, and their associated costs for current or additional hardware or software
dedicated to providing the contracted for hosted services will be the sole responsibility of the
Provider and its costs will not be borne by the Port.

2.4 Capacity Management and Performance Monitoring

The Provider shall be responsible for monitoring the hosted services and their components'
system performance to ensure that performance and response meets the operational needs of
the users. The Provider shall provide non-intrusive services and system monitoring. The
Provider shall take measures to ensure the continued effective operation of the services and
related systems through accepted industry capacity management and performance monitoring
procedures, including recommending corrective actions to correct capacity and performance
inadequacies.

The scope of the capacity management and performance monitoring shall include, but not be
limited to, the activities identified below in this section and be in accordance with the Port's IT
Standards and industry best practice.
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Capacity Management
e Maintaining records: The Provider shall maintain records on performance and resource
usage, user response time, etc. adequate to project needed upgrades to hardware and
software based on current performance and expected growth.

e Forecasting upgrade needs: The Provider shall maintain communication with the Port
System Manager in regard to plans for system expansion or modifications which will
impact services, system capacity or performance.

e Tracking resource usage: The Provider shall track such items as message traffic, storage
utilization, circuit bandwidth utilization, concurrent users statistics to ensure adequate
resources will be available for the foreseeable future and to take preventative action to
minimize application failure due to insufficient resource levels. The Provider shall
present the status of these findings monthly.

e Tracking licenses: The Provider shall track and report to the Port staff the need to
purchase additional licenses, if necessary, when user limits are at risk of being exceeded.

Performance Monitoring
e Maintaining proper allocation of resources: The Provider shall monitor the utilization of
all service components such as server CPU and memory, disk storage devices, message
gueues, maximum and concurrent users per server, etc. and, as warranted, make
recommendations and, after securing the Port's concurrence, implement these
recommendations to maintain adequate service and system performance.

e Troubleshooting: The Provider shall investigate and diagnose service and system-related
problems which result in unsatisfactory service or system performance and take steps to
remedy the problem.

e Maintaining data structures: The Provider shall defragment database files, purge or
reorganize datasets, and run physical and logical integrity checks on the data stores on a
scheduled and as needed basis to maintain adequate system performance and minimize
data corruption issues.

2.5 Change Management Administration

The Provider will be responsible for ensuring that all changes to the hosted MS Exchange
service and related systems occur in a controlled manner. The Provider shall be responsible for
determining that all changes are properly authorized, tested and documented prior to
implementation in the production environment, in accordance with a structured maintenance
methodology and schedule agreeable to the Port, and for maintaining a general awareness of
changes to the Port's information infrastructure, with appropriate back out or reversal
procedures. The Port will inform the Provider of any planned changes in the Port's environment
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that may have an impact on the Provider's hosted services and will work with the Provider to
minimize any service interruptions. The scope of the change management portion of the
hosted services and administration services furnished shall include, but not be limited to, the
activities identified below in this section:

Verification and Control of software: The Provider shall verify that no unauthorized software or
software configuration changes has been introduced onto the hosted services and the hosted
systems. The versions of authorized software and the configurations settings shall be
documented and shall be checked to verify that no unauthorized changes have been made.

Informing the Port of new software options: The Provider shall maintain contact with the
technology vendors to stay aware of software upgrades and fixes, and deliver to the Port a plan
and a schedule for recommended implementation of these upgrades and fixes. The Provider's
structured maintenance methodology should include the Port's preference for applying theses
fixes in scheduled system or application fix "bundles".

Maintaining a segregated test environment: The Provider shall maintain segregated test
environment(s) isolated from the production environment for testing of all changes to software
prior to introduction to the production environment.

Controlling software migrations: The Provider shall establish and enforce procedures to ensure
only approved changes are implemented by ensuring that:
e Modification request notifications have been received by the Port for all changes to be
made to software.
e Software version/revision level is identified.
e New application and system software versions are tested prior to use on the production
system.
e New application and system software versions are documented.
e Where applicable, changes to application software are deposited in escrow by the
software vendor.
e Documentation of security configurations occurs as agreed to by the Port.

The Provider's implementation of release upgrades must be scheduled to minimize downtime
and avoid the Monday to Friday time period from 8 AM to 6 PM, utilizing scheduled and
approved off-hours maintenance windows as further discussed in Section 5 - Service Level
Agreement. All implementation plans shall include test plan, test results, implementation and
back out procedures agreed to by the Port prior to implementation.

Maintaining prior versions of software: The Provider shall exercise control over software
versions, ensuring the proper version of software is migrated and that prior versions are
available for roll back in the event of an emergency.

Page | 23





Testing new software: The Provider shall maintain a test environment, procedures for testing,
and a set of non-Port test data and transactions and known results to verify adherence to
performance and security standards and the provision of expected share functionality of all
existing applications as well as the new software releases. The test transactions shall be
updated to include test data for all new conditions arising out of maintenance or enhancement
of the system.

All changes must be fully tested and scripted before implementation. Scripts to back out
changes must also be tested and in place in the event of failure. All changes must be
documented with the time necessary to implement and clearly identify time milestones when
the change must be backed out because of time limitations. The Provider shall respond in
writing within five (5) business days to all work order requests submitted for specific work
under routine maintenance or extra work. The response shall include estimated task duration,
implementation date and any additional costs, if any, associated with the work order.

2.6 System Documentation

The Provider shall establish and maintain a documentation library containing all hardcopy and
computer readable documentation. The Provider will be responsible for ensuring that all
documentation needed for the continued performance of the Scope of Work is accurate and
available and is in compliance with, at a minimum, a structured maintenance methodology
agreeable to the Port. All such documentation shall be shared with the Port for performance of
IT oversight or audit purposes.

The scope of the system documentation portion of the services furnished shall include, but not
be limited to, the activities identified below in this section:

Establishing a documentation library: The Provider shall maintain a documentation library
containing all documentation material for software, standards manuals, operational procedure
manuals, server builds, software configuration settings for all configurable software used in the
hosted services, and shall obtain or produce any needed documentation not currently in the
Provider's possession. All material in or obtained for the documentation library shall be shared
with the Port for performance of IT oversight or audit purposes. Where documentation does
exist, the Provider shall ensure that at a minimum it meets documentation standards as set in
the Provider's structured maintenance methodology agreeable to the Port. The Provider shall
ensure that controlled access to documentation materials (hardcopy or electronic) is
maintained with authorization of appropriate individuals whether the Provider's staff or the
Port's to be approved by the Port's System Manager, especially in the area of security
documentation. In similar manner, access to electronic versions of documentation by the
Provider's staff shall also be controlled at the user ID level.

Maintaining test plans: The Provider shall maintain test plans and procedures and results of
factory testing, field testing, integration testing, and acceptance testing. This documentation
will be used for retesting the system after modifications to software or hardware configuration
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or fixes to software. The Provider shall also maintain a file of all test results and evaluation of
results along with any recommendations arising out of that testing. All test plans and related
files and data shall be the property of the Port.

Test plan documentation shall include:

e Unit Testing - Create and maintain unit test plans to verify the functioning of the new
system component and that it satisfies the requirements.

e System Integration Testing - Create and maintain test plans to test the entire system
with the new component installed to verify the integrity of the system as a whole and to
determine that the intended purpose of the new component is achieved.

e Acceptance Testing - Create and maintain test plans to verify the functioning of the new
component in the production environment for a specified period prior to final
acceptance. Documentation of security settings as agreed to by the Port as well as
documented explanations why the settings depart from the application defaults.

2.7 Coaching and Port Staff Assistance

The Provider shall provide technical support and assistance to the Port's IT oversight and
operational staff, including the Help Desks for all hosted services. The Provider shall act as the
focal point for the Provider's services and support issues. The Provider shall provide technical
assistance and consultation to the Port's System Manager regarding existing and new features
of MS Exchange, Windows, and other products related to the Provider's current or potential
service offerings. The Provider's staff may meet with the Port's staff or third party staff to
discuss technical issues relating to the hosted services or to the interfaces or interactions
between these services and the Port's technology infrastructure. The scope of the Port staff
assistance portion of the services furnished shall include, but not be limited to, the activities
below in this section:

Conducting enhancement training: The Provider shall conduct training for the Port's
Technology Services Department IT oversight and Help Support Desk personnel when
major upgrades warrant such training to ensure staff are properly trained in the proper
procedures associated with the hosted service, support tools, and related systems and
can function effectively after training.

Providing Staff Assistance: The Provider shall serve as a resource for the Port's IT staff
as related to the hosted services and related systems such as MS Exchange and Outlook
functionality. This includes but is not limited to: Provide technical support to Port IT
staff and/or Port vendors relative to the hosted services and related MS
Exchange/Outlook environment; Research and take corrective action on reported
hosted service issues including hardware/software malfunctions; Participate in internal
and external audits as directed by the Port's System Manager; and other support
activities as may be assigned by the Port's System Manager (e .g.,
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visit/review/implement third-party add-on systems, interface with potential third-party
service providers, et cetera).

Recommend end-user training programs: Executing and conducting end-user training is
outside the scope of the contract. Requests for services may be placed directly by the
Port's staff at any time. The Provider and the Port will develop procedures as
appropriate to request Provider services. The Provider shall provide a 24x7 toll-free
telephone number for placing service calls. In addition, the Provider's staff may be
notified via pager or cell phone.

2.8 Business Resumption Planning

The Provider shall work with the Port's System Manager to participate in activities associated
with the Port's Business Resumption Plan. The Provider shall be primarily responsible for the
portion of the plan concerned with providing continuing hosted services and administration
services for the hosted environment. The Provider shall participate in the implementation and
testing of the Port's Business Resumption plan.

Testing the plan: The Provider shall participate with the System Manager in scheduling and
conducting any test of the contingency plan, typically annually. In addition, the Provider shall
assist in the quarterly update and validation of the plan.

Effecting the plan: In case of a disaster involving the hosted service or its ability to provide
service to the Port, the Provider shall participate in the recovery effort and perform the service
provider's responsibilities identified in the plan.

3. Transitioning Services at Termination of Contract

3.1 Return of Data and Transition Planning Upon Termination of Contract

Upon the termination or expiration of the contract, all Port data, procedures, and
documentation material, et cetera stored on electronic media or otherwise, must be returned
to the Port at no additional cost. Any copies held by the Provider must be purged from their
files and storage media within 30 days of termination or expiration of the contract. The
Provider shall furnish a letter from an authorized company representative stating that all such
items have been returned or destroyed.

Upon the termination or expiration of the contract, the Provider must assist with the transition
to a new service provider to minimize service interruption to the Port at the end of this
contract. Reasonable costs associated will be paid through the Extra Work provisions of the
contract.
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3.2 Title of Data

All data stored in or produced by or through the hosted services and related systems shall at all
times be and remain the sole property of the Port of Oakland. The Port shall have the right to
retrieve such data from the hosted services and related systems at all times, including after the
Provider is declared in breach of Contract, in the event of the Provider's bankruptcy, in the
event of a lien, seizure or restraint on the Provider's property, if the Provider's property is
under the control of a receiver or trustee. To the extent the Provider is able to assist in such
data retrieval, it shall assist the Port in such access, including assistance in any legal process
which may be necessary to establish the Port's possession of such data.

3.3 Right to Use Provider Tools

The Provider may have implemented specific Provider-owned or proprietary tools for the
management, operation or reporting on the Port's hosted services. Upon termination for cause
or convenience or completion of this agreement, to avoid disruption of operations, the Port or
its designee shall be entitled to use of and access to, any and all Provider-specific tools or
services until such time as they are replaced, and the license granted to the Port hereunder
with respect to such tools shall apply to such use and access. Additionally, maintenance,
training, support and documentation shall be furnished.

3.4 Right to Acquire Provider Tools

Upon termination or completion of this Agreement, the Port or its designee shall have the right
to license or purchase, at the price then currently in effect for its most favored customers,
those materials, tools and equipment owned by the Provider that allowed for the support and
operation of the Port's hosted services. However, if termination is due to the Provider's breach
of this Agreement, this will be at no cost to the Port and such license or ownership shall be
deemed transferred to the Port at the time of such termination.

It should be noted that if Provider-owned or proprietary tools are necessary for the continued
operation and maintenance of the hosted services, the Provider shall only use tools that can be
transferred to the Port such that the ongoing support of systems under maintenance is not in
jeopardy at the termination of the contract and the Port shall be advised annually of all such
tools in use.

4. Annual Best Practices and Cost Review

On at least an annual basis, the Provider shall provide the Port with a review of industry best
practices for the services rendered. Such review shall document standard industry practice
with a comparison of how the services are rendered under this contract. In addition to review
of best practices, the Provider shall participate in an annual review of cost for services given
industry cost trends and changing market conditions. The Provider may be required to
cooperate with a third party retained by the Port to assist in such reviews.
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5. Service Level Agreement: Performance Metrics & Targets

Category

Condition

Target Performance

Metric Performance

- Overall

Overall service
availability

24x7 service
availability for all
contracted services

99.9% scheduled
availability

Exchange users
mailbox availability

One or more
information stores

Less than 1 hour per
month unplanned

99.9% scheduled
availability

unavailable unavailability
Exchange message Message transfer Less than 1 hour per | 99.9% scheduled
transfer availability | unavailable month unplanned availability

unavailability

Active Directory
service availability

Less than 1 hour per
month unplanned
unavailability

99.9% scheduled
availability

Mean time to
recover Exchange
server

Exchange mailbox
server or server
storage-catastrophic
hardware failure
causing major
server/service
interruption but
with no data
corruption

Less than 4 hours

Server restored
within 4 hours.

Time to recover
private information
store(s)

One or more private
information store
are unavailable or
corrupted

Less than 4 hours
total restore per
event

All stores recovered
and available within
4 hours

Mean to recover
Public information
store(s)

One or more public
information store
are unavailable or
corrupted

Less than 4 hours
total restore per
event

All stores recovered
and available within
4 hours

Virus control system
release updates

A new version or
release of the virus
control engine
becomes available

Testing within two
weeks of release
and implementation
with the following
two weeks or as
needed

Virus control system
signature file
updates

Release of updated
virus signature file
by virus protection

Installation in one
hour on all hosted
servers
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vendor

10 | Directory look-up Single recipient No more than 1 As fast as possible
response time look-up in To: field second
while composing e-
mail
11 | Messages received Exchange mailbox to | 99% within 2 Average delivery
by Exchange server | Exchange mailbox seconds time within one
or non-delivery second
response to Sender.
12 | Calendar response Display attendees No more than 20
time availability after seconds
switching from
“Attendee status”
while in scheduling
an appointment
13 | Calendar resource From Send No more than 30
response time — Appointment to seconds
Conference Room e- | Received
mail accepted/declined
acknowledgement message from
Resource mailbox
via script
14 | Open Outlook client | From input or No more than 15
on standard desktop | passing of Windows | seconds
password credential
to Outlook opening
on the desktop
15 | Application of Microsoft or other Application of

security-related
patches, fixes, and
service packs.

OEM software
vendor issues
security patched for
their products.

critical patches to
servers within 24hrs
of release.
Non-critical patches,
fixes, and service
pacts within 7
business days of
release.
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6. Required Service Levels and Damages for Non-Performance

The Provider’s obligations for the performance of all work at the service levels specified in this
Contract are of the essence. The Provider guarantees that he can and will complete

performance under this Contract at the service levels stipulated in the Scope of Work. The Port

may consider continued failure to meet performance under this Contract at the levels

stipulated as a material breach of this Contract. Service level monitoring and damages assessed

will begin immediately at the commencement of E-mail services to users. Inasmuch as the
damage and loss to the Port which will result from the Provider’s failure to perform at these
levels will include items of loss whose amount will be incapable or very difficult to accurately
estimate, the damages to the Port for non-performance will be liquidated as follows:

Service

Service Level

Damages for Non-
Performance

1 On-line availability of The Provider guarantees that | 20% of the total monthly
Exchange E-mail services | availability of the Port’s payment for all E-mail
measured monthly production Exchange services (excluding

environment each month will | BlackBerry fees) for all mail

be 99.999% boxes in each Exchange
information store that does
not meet the availability
requirement as measured
that month.

2 On-line availability of The Provider guarantees that | 20% of the total monthly
BlackBerry services availability of the Port’s payment for all BlackBerry
measured monthly production BlackBerry services if availability is not

environment each month will | met as measured that
be 99.999% month.

3 Recovery of Services Four hour recovery time in $500 per hour or part
the event of any unplanned thereof for each Exchange
interruption of service with information data store that
full availability to customer’s | does not meet the
pre-existing status. availability requirement

after four hours.

4 Maintaining 100% Confidential $1,000 per each breach of
confidentiality of data confidentiality.

5 Maintaining data 100% data integrity $1,000 per each breach of
integrity data integrity.

6 Four-hour response to Minimum of 90% of all 2% of each total monthly
problems, measured problem notifications each payment for all E-mail
monthly month responded to within services if the 90%

four business hours. requirement is not met.
7 Routine operational 100 % of all requests each $500 per day for each
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requests

for user group
maintenance and
directory service
modifications

satisfied within two (2)
business

days of call/request.

month completed within two
(2) business days

business day (or part
thereof) in excess of two (2)
business days for each
request not completed

8 Resolution of service call | Minimum of 90% of all 2% of each total monthly
(problems), measured service calls each month payment for all E-mail
monthly resolved in one business day. | services if the 90%

requirement is not met.
Resolution of any service call
shall not exceed two $500 per day for each
business days before being business day (or part
resolved. thereof) in excess of
required 2 business day per
service call not resolved.

9 Compliance to the Port’s | 100% compliant $1,000 per each breach of
IT policy and adherence compliance.
to the control
requirements specified
in Attachment ....

10 | Application of critical Minimum of 90 percent of all | 2% of the total monthly

patches to servers
within two (2) business
days of release and non-
critical

security related patches,
fixes and service packs
within ten (10)

business days of release.
Criticality determined by
software vendor or the
Port’s IT

Security Officer.

patches, fixes and service
packs deployed to the sewers
each month within specified
time frame.

payments for all E-mail
services if the 90 percent
requirement is not met
within the month.

Regular scheduled maintenance periods approved by The Port are excluded from all
calculations. Emergency maintenance, which affects service availability (such as to correct
problems in service) is considered unscheduled maintenance and therefore, is included as a
measure of service availability, unless otherwise agreed to by The Port prior to performing the

work.
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Computation of on-line availability and resolution of calls refers specifically to work covered in
this Contract, which is the Provider’s responsibility. For example, time spent by other Providers
to repair telecommunications circuits would not be included in the calculation of the Provider’s
performance.

Termination of Agreement

The Port may at any time for cause terminate this Agreement or any portion of the Agreement
as to any services not yet rendered, and may terminate this Agreement or any portion thereof
without cause upon thirty (30) days notice to the Provider. Provider shall have no right of
termination as to any services under this Agreement without just cause. Termination by either
party shall be by certified letter addressed to the other at its address herein after set forth.
Should this Agreement be terminated by either party as above provided, Provider shall receive
no compensation for any services not yet performed. No allowance shall be made for
anticipated profits.

Withholding of Payments

If (1) the Provider fails to perform any of his obligations under this Contract or

any other agreement between the Port and the Provider (including his obligation to the Port to
pay any claim lawfully made against him by any material, sub Provider or workman or other
person which arises out of or in connection with the performance of this Contract or any other
agreement with the Port) or (2) any claim (just or unjust) which arises out of or in connection
with this Contract or any other agreement between the Port and the Provider is made against
the Port or (3) any sub Provider under this Contract or any other agreement between the Port
and the Provider fails to pay any claims lawfully made against him by any material, sub
Provider, workman or other third person which arises out of on in connection with this Contract
or any other agreement between the Port and the Provider or if in the opinion of the Port any
of the aforesaid contingencies is likely to arise, then the Port shall have the right, in its
discretion, to withhold out of any payment (has or otherwise and even though such payment
has already been certified as due) such sums as the Port may deem ample to protect it against
delay or loss or to assure the payment of just claims of third persons, and to apply such sums in
such manner as the Port may deem proper to protect it against delay or loss or to satisfy such
claims. All sums so applied shall be deducted from the Provider’s compensation. Omission by
the Port to withhold out of any payment, final or otherwise, a sum for any of the above
contingencies, even though such contingency has occurred at the time of such payment, shall
not be deemed to indicate that the Port does not intend to exercise its right with respect to
such contingency. Neither the above provisions for rights of the Port to withhold and apply
monies nor any exercise or attempted exercise of, or omission to exercise, such rights by the
Port shall create any obligation of any kind to such material, sub Providers, workman or other
third persons. Until actual payment to the Provider, his right to any amount to be paid under
this Contract (even though such amount has already been certified as due) shall be subordinate
to the rights of the Port under this clause. In the event payments under this Contract are
wrongfully withheld or delayed interest shall be paid in the amount of 6% per annum.
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		2.8 Business Resumption Planning



		3. Transitioning Services at Termination of Contract

		3.1 Return of Data and Transition Planning Upon Termination of Contract

		3.2 Title of Data

		3.3 Right to Use Provider Tools

		3.4 Right to Acquire Provider Tools



		4. Annual Best Practices and Cost Review

		5.  Service Level Agreement:  Performance Metrics & Targets

		6.  Required Service Levels and Damages for Non-Performance
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PORT OF OAKLAND
CERTIFICATE OF COMPLIANCE - LIVING WAGE

The City of Oakland Living Wage Charter 8728 ("8§728") and Port Ordinance No. 3666 (“Ordinance 3666”) as
amended, provide that certain employers that enter into a contract, lease, license (or a subcontract, sublease,
sublicense, or other agreement) with the Port for $50,000 or more over the term of the contract and certain
recipients of Port financial assistance for $50,000 or more shall pay a prescribed minimum level of compensation to
their covered employees (“Employees”).

(@) The undersigned (“Contractor”) submits this certificate under penalty of perjury and as a condition of payment
of its invoice(s) for service provided under the agreement between the Port and
Contractor.

1) Contractor hereby certifies that it is in compliance with §728 and Ordinance 3666 with respect to all non-
exempt Employees of Contractor engaged in Port-related employment or work on Port property.

2) Contractor herby acknowledges that the Port is relying on Contractor’s certification of compliance with
8728 and Ordinance 3666 as a condition of payment of Contractor’s invoice(s).

3) Contractor understands that it may be subject to fines or penalties for noncompliance with 8728 and
Ordinance 3666 up to and including potential fines of $500 per day until Contractor complies.

4) Contractor hereby certifies that claims, records and statements relating to Contractor’s compliance with
§728 and Ordinance 3666 are true and accurate, that such claims, records and statements are made with the
knowledge that the Port will rely on such claims, records and statements, and that such claims, records and
statements are submitted to the Port for the express benefit of Contractor’s employees engaged in Port-
related employment or work on Port property.

Please check the appropriate box and sign below

Contractor hereby certifies its compliance with all of its obligations under §728 and Ordinance 3666;

or
Contractor hereby certifies that all Employees of Contractor working under Contractor’s contract with the
Port are compensated at wage rate(s) greater than $12.00 per hour;

or
Contractor hereby certifies that it is not currently covered by §728 or Ordinance 3666. Contractor further
certifies that should §728 or Ordinance 3666 become applicable, Contractor will comply with all of its
Living Wage obligations.

All terms used herein and not defined shall have the meaning ascribed to such terms in §728 and Ordinance 3666.

The undersigned authorized representative of Contractor hereby signs this Certificate under penalty of perjury.

Company Name Signature of Authorized Representative
Address Type or Print Name & Title
Area Code/Phone Date Email Address

Project Name (Be Specific)

Submit to: Connie Ng-Wong

Port of Oakland

Social Responsibility Division

530 Water Street

Oakland, CA 94607

Email: cng-wong@portoakland.com Revised July 1, 2009






