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1. INTRODUCTION

The State of NH is planning to replace its existing Laboratory Information Tracking System (LITS)
with a Laboratory Information Management System (LIMS). The State is releasing this RFP to
procure a vendor to document and analyze business, functional and technical requirements, and to
construct an RFP document, and to assist in the selection of a vendor to implement the new LIMS
system. This requirements analysis and documentation ending an RFP will be considered Phase 1.
Once it is completed and the RFP Posted, the Public Health Laboratory will issue a Statement of
Work (based on acceptable vendor performance in Phase 1) for Vendor selection support for a LIMS
Vendor to include production of demonstration script, expert consultation and vendor selection tools
(Phase 2). The contract for Phase 1 may be amended, with Governor and Executive Council
approval, to include Phase 2 based upon the contractor response to the statement of work and the rate
structure in the basic contract. The Public Health Laboratories is in the Division of Public Health
Services (DPHS), which is one of the several Divisions within the Department of Health and Human
Services (DHHS).

1.1 Contract Award

A contract award by the State will be based upon criteria, standards, and weighting identified in
this RFP. Each Vendor Proposal will be considered as a whole solution, without limitation,
including all services proposed, qualifications of the Vendor and any Subcontractor, and cost.

1.2 Contract Type
The State plans to execute a Firm Fixed Price (FFP) contract as a result of this RFP.

1.3 Contract Term
Time is of the essence.

The Vendor shall be fully prepared to commence work within two weeks after receiving Notice to
Proceed.

The Vendor’s initial term will be for two (2) years, with options to extend, at the discretion of the
State, up to but not beyond four (4) additional years.

1.4 High Level Scope of Work/Project Objectives

The vendor selected will assist the New Hampshire Public Health Laboratory (NH PHL) in
defining its LIMS needs, research the market to determine whether LIMS COTS solutions are
available, and assure that State requirements for a new LIMS system will meet the requirements
set forth by the APHL (APHL requirements are described in RFP Appendix I), CDC and other
partners. This project will be accomplished in two phases:

Phase 1 - A formal requirements analysis / feasibility study will be conducted as the first phase of
a three-phase (analysis, selection, implementation) strategy by DPHS. Activities within this phase
typically include requirements elicitation and analysis, cost benefit analysis of DPHS alternatives,
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development of all current and future workflows, a requirements traceability matrix and
construction of a formal Request for Proposal for LIMS Software and other (Hardware, etc.)
products and services.

Phase 2 — Selection support involves support for PHL during the acquisition cycle after
publication of the RFP through the selection of the implementation Vendor. Support would
include consultation for vendor gquestions on the Implementation RFP, set up and conduct of oral
presentations and the selection process and consultation on questions arising from the contract
negotiation process. Additional activities include development and use of tools and scripts to
challenge the vendor products thereby narrowing the LIMS COTS products and services by
scoring vendor ability and product ability to meet the requirements.

The State will only activate Phase 2 upon State acceptance of a Vendor proposal response to a
Statement of Work and further acceptance of a contract amendment by the Governor and
Executive Council. The rate structure for any contract amendment will be included in the
response to this RFP. A further requirement will be that the chosen vendor has no LIMS COTS
software to offer and can remain objective throughout the phases of the project. NH PHL
considers a completely unbiased and independent business process analysis and evaluation of
options as the best approach to meet the stated business objectives.

The Vendor may employ Subcontractors to deliver required services subject to the terms and
conditions of this RFP, including but not limited to, in Section 6: General Contract Requirements
herein and Appendix G-4: State of New Hampshire Terms and Conditions of this RFP. The
Vendor shall remain wholly responsible for performance of the entire Contract regardless of
whether a Subcontractor is used. The State will consider the Vendor to be the sole point of
contact with regard to all contractual matters, including payment of any and all charges resulting
from any Contract.
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1.5 Schedule of Events

The following table provides the Schedule of Events for this RFP through contract finalization
and Notice to Proceed.

EVENT DATE TIME
RFP released to Vendors (on or about) December 28, 2006

Vendor inquiry period begins (on or about) December 28, 2006
Notification to the State of the number of representatives January 5, 2007

attending the Vendor Conference

Vendor’s Conference; location identified in General January 10, 2007 10:00 a.m.
Instructions, Section 4.3

Vendor inquiry period ends (Final inquiries due) January 19, 2007

Final State responses to Vendor inquiries January 24, 2007

Final date for Proposal submission February 7, 2007  2:30 p.m.
Invitations for oral presentations, if any February 13, 2007

Vendor presentations/discussion sessions/interviews, if February 20, 2007

necessary

Anticipated Contract Finalization TBD

Anticipated Notice to Proceed TBD

2. DEFINITIONS OF TERMS

The Terms and Definitions, located in Appendix H: Terms and Definitions, apply to this RFP and any
resulting contract.

3. REQUIREMENT AND DELIVERABLES

Requirements and Deliverables are described in Appendix C Requirements and Deliverables.
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4. INSTRUCTIONS

4.1

4.2

Proposal Submission, Deadline, and Location Instructions

Proposals submitted in response to this RFP must be received by the Department of
Administrative Services, Bureau of Purchase and Property, no later than the time and date
specified in Section 1.5: Schedule of Events. Proposals must be addressed to:

State of New Hampshire
Bureau of Purchase and Property
c/o Gerald Bardsley
25 Capitol Street, 1st Floor
Concord, New Hampshire 03301

Cartons containing Proposals must be clearly marked as follows:

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH & HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

RESPONSE TO DHHS RFP 07-064
LIMS ACQUISITION SUPPORT

Late submissions will not be accepted and will remain unopened. Delivery of the Proposals shall
be at the Vendor’s expense. The time of receipt shall be considered when a Proposal has been
officially documented by the Department of Administrative Services, in accordance with its
established policies, as having been received at the location designated above. The Department of
Administrative Services accepts no responsibility for mislabeled mail. Any and all damage that
may occur due to shipping shall be the Vendor’s responsibility.

All Proposals submitted in response to this RFP must consist of one (1) original and eight (8)
clearly identified copies of the Proposal, including all required attachments, and one (1) electronic
copy on CD Rom in MS WORD format, accompanied by the transmittal letter described in
Section 4.20.2: Transmittal Form Letter, herein. The original and all copies shall be bound
separately, delivered in sealed containers, and permanently marked as indicated above. One (1)
copy of the Proposal Transmittal Form Letter shall be signed by an official authorized to legally
bind the Vendor and shall be marked “ORIGINAL.” A Vendor’s disclosure or distribution of its
Proposal other than to the State will be grounds for disqualification.

Proposal Inquiries

All inquiries concerning this RFP, including but not limited to, requests for clarifications,
guestions, and any changes to the RFP, shall be emailed, citing the RFP title, RFP number, Page,
Section, and Paragraph and submitted to the following RFP Point of Contact:

DHHS RFP 2007-064 12/15/2006 Page 7 of 75



4.3

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
LIMS ACQUISITION SUPPORT
DHHS RFP 2007-064

Gerald S. Bardsley, Project Manager
Division of Public Health Services
Public Health Laboratories
29 Hazen Drive
Concord, NH 03301
Telephone: (603) 271-0548
Email: jbardsley@dhhs.state.nh.us

Vendors are encouraged to submit questions via email; however, the State assumes no liability for
assuring accurate/complete email transmission/receipt and is not responsible to acknowledge
receipt.

Inquiries must be received by the State’s RFP Point of Contact (see above) no later than the
conclusion of the Vendor Inquiry Periods (see Section 1.5: Schedule of Events). Inquiries
received later than the conclusion of the Vendor Inquiry Period shall not be considered properly
submitted and will not be considered.

The State intends to issue official responses to properly submitted inquiries on or before the date
specified in Section 1.5: Schedule of Events; however, this date may be subject to change at the
State’s discretion. The State may consolidate and/or paraphrase questions for sufficiency and
clarity. The State may, at its discretion, amend this RFP on its own initiative or in response to
issues raised by inquiries, as it deems appropriate. Oral statements, representations, clarifications,
or modifications concerning the RFP shall not be binding upon the State. Official responses will
be made in writing.

Vendor Conference

All vendors that intend to submit proposals are encouraged to attend the optional Vendor
Conference. This will be held at the following location as identified in Section 1.5: Schedule of
Events:

Office of Information Technology
Nash Building
49 Donovan Street
Concord, New Hampshire 03301

Vendors are requested to RSVP via email by the date identified in Section 1.5: Schedule of
Events, indicating the number of individuals who will attend the VVendor Conference.

Vendors will have an opportunity to ask questions about the RFP and the State will make a
reasonable attempt to answer questions it deems appropriate. Questions may include, without
limitation, a request for clarification of the RFP; a request for changes to the RFP; suggestions or
changes to the RFP that could improve the RFP competition or lower the offered price; and to
review any applicable documentation.

Vendors are encouraged to email inquiries at least twenty-four (24) hours prior to the Vendor
Conference. No responses will be given before the Vendor Conference. Oral answers will not be
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binding on the State. The State’s final response to Vendor inquiries and any requested changes to
terms and conditions raised during the Vendor Inquiry Period will be emailed by the date
specified as the Final State responses to Vendor Inquiries as specified in Section 1.5: Schedule of
Events. Vendors are responsible for all costs associated with attending the VVendor Conference.

Mandatory Letter of Intent to Bid
Not Applicable

Alteration of RFP

The original RFP document is on file with the State of New Hampshire, Department of
Administrative Services. Vendors are provided an electronic version of the RFP. Any alteration
to this RFP or any file associated with this RFP is prohibited. Any such changes may result in a
Proposal being rejected.

RFP Amendment

The State reserves the right to amend this RFP at its discretion, before the Proposal submission
deadline. In the event of an amendment to this RFP, the State, at its sole discretion, may extend
the Proposal submission deadline, as it deems appropriate. Should an amendment to this RFP
occur before the mandatory Vendor Conference, the State shall publish notice of the amended
RFP. Amendments made to the RFP (if any) after the mandatory Vendor Conference will be
directly forwarded only to those Vendors that participated in and met this mandate. No other
release of amendments to this RFP will be made public until a contract is awarded and approved
by Governor and Executive Council.

Non-Collusion

The Vendor’s signature on a Proposal submitted in response to this RFP guarantees that the
prices, terms and conditions, and services quoted have been established without collusion with
other vendors and without effort to preclude the State from obtaining the best possible
competitive Proposal.

Validity of Proposal

Proposals must be valid for one hundred and eighty (180) days following the deadline for
submission of Proposals in Section 1.5: Schedule of Events, or until the Effective Date of any
resulting contract, whichever is later.

Property of the State

All material received in response to this RFP shall become the property of the State and will not
be returned to the Vendor. Regardless of the Vendor selected, the State reserves the right to use
any information presented in a Proposal.

Confidentiality of a Proposal

A Proposal must remain confidential until the Effective Date of any resulting contract as a result
of this RFP. A Vendor’s disclosure or distribution of Proposals other than to the State will be
grounds for disqualification.
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Public Disclosure

Subject to applicable law or regulations, the content of each Vendor’s Proposal shall become
public information upon the Effective Date of any resulting contract.

Non-Commitment

Notwithstanding any other provision of this RFP, this RFP does not commit the State to award a
contract. The State reserves the right, at its sole discretion, to reject any and all Proposals, or any
portions thereof, at any time; to cancel this RFP; and to solicit new Proposals under a new
acquisition process.

Proposal Preparation Cost

By submitting a Proposal, a Vendor agrees that in no event shall the State be either responsible
for or held liable for any costs incurred by a Vendor in the preparation of or in connection with
the Proposal, or for work performed prior to the Effective Date of a resulting contract.

Oral Presentations/Interviews and Discussion

The State reserves the right to require Vendors to make oral presentations of their Proposals
and/or to make available for oral presentations/interviews the IT Consultants proposed to design
the specified enhancement. Any and all costs associated with oral presentations/interviews shall
be borne entirely by the Vendor.

Required Contract Terms and Conditions

By submitting a Proposal, the Vendor agrees that the State of New Hampshire Terms and
Conditions, contained in Appendix G: General Standards and Requirements and RFP Section 6:
General Contract Requirements, herein, shall form the basis of any contract resulting from this
RFP. In the event of any conflict between the State’s Terms and Conditions and any portion of
the Vendor’s Proposal, the State’s Terms and Conditions shall take precedence and supersede any
and all such conflicting terms and conditions contained in the Vendor’s Proposal.

Award
The State plans to execute a Firm Fixed Price Contract, as a result of this RFP.

The State reserves the right, at its discretion, to award by item, part or portion of an item, group of
items, or total Proposal.

If a contract is awarded, the Vendor must obtain written consent from the State before any public
announcement or news release is issued pertaining to any Contract award. Such permission, at a
minimum, will be dependent upon approval of the contract by Governor and Executive Council of
the State of New Hampshire.

Proposal Submission Requirements
Vendors are permitted to submit only one (1) Proposal in response to this RFP.
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Proposal Format
Proposals should follow the following format:

e A Proposal should be provided in a three-ring binder.

e A Proposal should be printed on white paper with dimensions of 8.5 by 11 inches with right
and left margins of one (1) inch.
A Proposal should use Times New Roman font with a size of eleven (11).

o Each page of a Proposal must include a page number and the number of total pages and
identification of the Vendor in the page footer.

e Tabs should separate each Section of the Proposal.

Exceptions for paper and font sizes are permissible for: Graphical exhibits, which may be printed
on white paper with dimensions of 11 by 17 inches; and material in appendices.

Proposal Organization

Proposals should adhere to the following outline and should not include items not identified in the
outline.

Cover Page

Transmittal Form Letter

Table of Contents

Section I: Executive Summary

Section I1: Glossary of Terms and Abbreviations

Section I11: Responses to Requirements and Deliverables
Section IV: Narrative Responses

Section V: Corporate Qualifications

Section VI: Qualifications of Key Staff

Section VI1: Cost Proposal

Proposal Content
Proposals must contain the following:

4.20.1 Cover Page

The first page of the Vendor’s Proposal must be a cover page containing the following
text:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH & HUMAN SERVICES

RESPONSE TO DHHS -RFP 07-064
LIMS Acquisition Support

The cover page must also include the Vendor’s name, contact person, contact telephone
number, address, city, state, zip code, fax number, and email address.

4.20.2 Transmittal Form Letter

The Vendor must submit a hand written and signed Transmittal Form Letter with their
response using the Transmittal Form Letter Template provided herewith. Any electronic
alteration to this Transmittal Form Letter is prohibited. Any such changes will result in a
Proposal being rejected.

Remainder of this page intentionally left blank

DHHS RFP 2007-064 12/15/2006 Page 12 of 75



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
LIMS ACQUISITION SUPPORT
DHHS RFP 2007-064

State of New Hampshire Proposal Transmittal Form Letter

Company Name

Address

To: NH Department of Health & Human Services Point of Contact: Gerald S. Bardsley
Telephone (603) 271-0548
Email: jbardsley@dhhs.state.nh.us

RE: Proposal Invitation Name: LIMS Acquisition Support
Proposal Number: DHHS RFP 07-064 Proposal Opening Date and Time: February 7, 2007 at 2:30 PM

Dear Sir:

Company Name: hereby offers to sell to the State of New Hampshire the services
indicated in REP NH Department of Health & Human Services, DHHS RFP 07-064, LIMS Acquisition Support at
the price(s) quoted in Vendor Response Section VI1I: Cost Proposal, and Appendix F: Pricing Worksheets, in
complete accordance with all conditions of this RFP and all Specifications set forth in the RFP and in the State of
New Hampshire Terms and Conditions outlined in RFP Section 6: General Contract Requirements and Appendix G-
4: State of New Hampshire Terms and Conditions.

Company Signor: is authorized to legally obligate
Company Name:

We attest to the fact that:

The company has reviewed and agreed to be bound by all RFP terms and conditions including but
not limited to the State of New Hampshire Terms and Conditions in Appendix G-4 and Contract
Requirements in Section 6, which shall form the basis of any Contract resulting from this RFP. No new
terms and conditions have been added and no existing terms and conditions have been deleted in this RFP
Proposal.

The proposal is effective for a period of 180 days or until the Effective Date of any resulting
contract, whichever is later;

That the prices quoted in the proposal were established without collusion with other eligible
vendors and without effort to preclude the State of New Hampshire from obtaining the best possible
competitive price; and

The Vendor has read, signed, and included this RFP and any subsequent addendum(a).

Our official point of contact is ,
Title

Telephone , Email
Authorized Signature Printed
Authorized Signature

Important Note: Vendors are provided an electronic version of the RFP Transmittal Letter. Any
electronic alteration to this Transmittal Letter template is prohibited. Any such changes will result in
a Proposal being rejected.
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4.20.4

4.20.5

4.20.6

4.20.7

4.20.8

4.20.9

STATE OF NEW HAMPSHIRE
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DIVISION OF PUBLIC HEALTH SERVICES
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DHHS RFP 2007-064

Table of Contents

The Vendor must provide a table of contents with corresponding page numbers relating to
its Proposal. The table of contents must conform to the outline provided in Section 4.19:
Proposal Organization, but should provide detail, e.g., numbering, level of detail.

Section I: Executive Summary

The Executive Summary, which must not exceed five (5) pages, must identify how the
Vendor satisfies the minimum standards for consideration, which are described in
Appendix B: Minimum Standards for Proposal Consideration, to this Request for
Proposals. The executive summary will also provide an overview of the Vendor’s
proposed Solution and services. Vendors are encouraged to highlight those factors that
they believe distinguish their Proposal.

Section II: Glossary of Terms and Abbreviations

The Vendor must provide a glossary of all terms, acronyms, and abbreviations used in its
Proposal.

Section I11: Responses to Requirements and Deliverables

Requirements are provided in Appendix C: Requirements and Deliverables, included in
this RFP.

Section IV: Narrative Responses

Section 1V solicits narrative responses describing the Software, Technical, Services and
Project Management topics defined for this RFP project. Appendix D: Topics for
Mandatory Narrative Responses is organized into sections, which correspond to the
different deliverables of the Proposal. Discussion of each topic must begin on a new page.

Section V: Corporate Qualifications

Section V should provide corporate qualifications of all firms proposed to participate in
the Project. Specific information to be provided is described in Section E-1: Required
Information on Corporate Qualifications of Appendix E: Standards for Describing
Vendor Qualifications.

Section VI: Qualifications of Key Staff
To evaluate qualifications of key staff, the State will consider three (3) factors:

a. Proposed team organization and designation and identification of key staff;
b. Qualification of candidates for Project Manager; and
c. Qualifications of candidates for key Vendor staff roles.

Section VI must be used to provide required information on these topics. Specific
information to be provided is described in Sections: E-2: Team Organization and
Designation of Key Vendor Staff; E-3: Candidates for Project Manager; and E-4:
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Candidates for Key Vendor Staff Roles, of Appendix E: Standards for Describing Vendor
Qualifications.

4.20.10 Section VII: Cost Proposal
The Cost Proposal must include the following:

The Activities/Deliverables/Milestones Pricing Worksheet prepared using the format
provided in Table F-1-1 and Hourly rate worksheet for Phase Two provided in Table
F-1-2 of Appendix F: Pricing Worksheets and any discussion necessary to ensure
understanding of data provided,

A Proposed Position — Initial Contract Term Vendor Rates Worksheet prepared using
the format provided in Table F-2-1 of Appendix F: Pricing Worksheets and any
discussion necessary to ensure understanding of data provided,;

A Proposed Vendor Staff and Resource Hours Worksheet prepared using the format
provided in Table F-3-1 of Appendix F: Pricing Worksheets and any discussion
necessary to ensure understanding of data provided,;

A Future Vendor Rates Worksheet prepared using the format provided in Table F-4-1

of Appendix F: Pricing Worksheets and any discussion necessary to ensure
understanding of data provided;

Remainder of this page intentionally left blank
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PROPOSAL EVALUATION PROCESS

The State will use a scoring scale of 100 points, which shall be applied to the Solution as a whole.
Points will be distributed among four (4) factors:

30 points — Proposed Solution

20 points — Vendor’s Technical, Service, and Project Management Experience
20 points — Vendor Company Viability

30 points — Vendor Price (Rates and Pricing)

100 points - Total Possible Score.

5.2 Rights of the State in Evaluating Proposals
The State reserves the right to:

ae o

Consider any source of information in evaluating Proposals;

Omit any planned evaluation step if, in the State’s view, the step is not needed,;

At its sole discretion, reject any and all Proposals at any time; and

Open Contract discussions with the second highest scoring Vendor, if the State is unable
to reach an agreement on Contract terms with the highest scoring Vendor.

5.3 Planned Evaluations
The State plans to use the following process:

5.3.2

Initial screening;

Preliminary evaluation of the Proposals and reference and background checks;
Oral interviews and product demonstrations (if applicable);

Best and Final Offer (BAFO), if appropriate, and

Final evaluation of Proposals.

Initial Screening

The State will conduct an initial screening step to verify Vendor compliance with submission
requirements and to confirm that the Proposal satisfies the following:

Submission requirements are addressed in Section 4: Instructions.

Minimum standards are defined in Appendix B: Minimum Standards for Proposal
Consideration.

Agreement to the State’s Terms and Conditions and provisions as defined in the RFP
without exception.

A Proposal that fails to satisfy either submission requirements or minimum standards may be
rejected without further consideration.
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5.3.3 Preliminary Evaluation of Proposals and Reference and Background
Checks
The State will establish an evaluation team to evaluate Proposals, conduct reference
checks, and background checks.

5.3.4 Oral Interviews and Product Demonstrations

Preliminary scores from the evaluation of the Proposals will be used to select Vendors to
invite to oral interviews and product demonstrations.

The purpose of oral interviews and product demonstrations is to clarify and expound
upon information provided in the written Proposals. Vendors are prohibited from altering
the basic substance of their Proposals during the oral interviews and product
demonstrations.

For each invited Vendor, the oral interview and product demonstrations will be no more
than one business day (7.5 hours) in length. A highly structured agenda will be used for
oral interviews and product demonstrations to ensure standard coverage of each invited
Vendor. Information gained from oral interviews and product demonstrations will be
used to refine scores assigned from the initial review of the Proposals.

5.3.5 Best and Final Offer

The State may, at its sole option, either accept a Vendor’s initial proposal by award of a
contract or enter into discussions with Vendors whose proposals are deemed reasonably
susceptible of being considered for award. After discussions are concluded, a Vendor may be
allowed to submit a “Best and Final Offer” for consideration.

5.3.6 Final Evaluation

The State will conduct final evaluations as a culmination of the entire process of
reviewing Vendor Proposals and information gathering. After making a preliminary
determination of award, the State reserves the right to conduct site visits to a Vendor’s
location and/or government site(s) which utilizes the Vendor’s software.

5.4 Proposal Evaluations

The State will select a Vendor based upon the criteria and standards contained in this RFP and
from applying the following weightings. Oral interviews, product demonstrations, and reference
checks will be used to refine and finalize preliminary scores.

5.4.1 Scoring of the Proposed Software Solution

The Vendor’s Proposed Solution will be allocated a maximum score of thirty (30) points.
Vendor Proposed Solution will be scored based on vendor’s overall understanding of
State requirements and it’s ability and willingness to fulfill them, Vendor’s proposed
solution will be primarily scored based on response to topics in Section D1: Proposed
Solution of RFP Appendix D2: Topics for Mandatory Narrative Responses.
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Scoring of Vendor Technical, Service, and Project Management Proposal

Vendor proposed Technical, Service and Project Management topics will be allocated a
maximum score of twenty (20) points, and be distributed among the following sub-factor
narratives:

a.  Technical Topics Narratives: Technical topics to be addressed in Proposals are
identified in Section D-2: Technical Topics of RFP Appendix D: Topics for
Mandatory Narrative Responses.

b.  Service Topic Narratives: Service topics to be addressed in Proposals are
identified in Section D-2: Service Topics of RFP Appendix D: Topics for
Mandatory Narrative Responses.

C. Project Management Topic Narratives: Project Management topics to be
addressed in Proposals are identified in Section D-2: Project Management Topics
of RFP Appendix D: Topics for Mandatory Narrative Responses.

Scoring of Vendor Company and Staffing Qualifications

Vendor qualifications (including any Subcontractors) will be allocated a maximum score
of twenty (20) points which will be distributed among the following sub-factors:
Corporate Qualifications; Organization and Size of the Vendor’s Proposed Project Team;
Qualifications of the Proposed Project Manager; and Qualifications of Proposed Key
Staff. (See Appendix E for Requirements)

Scoring the Project Cost

Vendor proposed Project Cost will be allocated a maximum score of thirty (30) points.
The State will consider prices provided in Tables F-1: Activities/Deliverables/Milestones
Pricing Worksheet and F-2: Proposed Position — Initial Contract Term Vendor Rates
Worksheet, F-3: Proposed Vendor Staff and Resource Hours Worksheet and F-4:
Future Vendor Rates Worksheet Required Cost information is intended to provide a
sound basis for comparing costs.

Remainder of this page intentionally left blank.
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6. GENERAL CONTRACT REQUIREMENTS

6.1

6.2

6.3

6.4

6.5

State of NH Terms and Conditions and Contract Requirements

The contract requirements set forth in Section 6: General Contract Requirements, herein and the
State of New Hampshire Terms and Conditions contained in Appendix G-4 shall constitute the
basis for any contract resulting from this RFP.

Contract Term Dates
See Section 1.3: Contract Term.

Non-Exclusive

Any resulting contract from this RFP will be a non-exclusive Contract. The State reserves the
right, at its discretion, to retain other Vendors to provide any of the services identified under this
procurement.

Vendor Selection

Each Proposal will be evaluated and considered with regard to the services proposed,
qualifications of the Vendor and any Subcontractors, experience and qualifications of proposed
candidates, and cost.

The State will issue intent to award letter to a Vendor based on these evaluations. Should the
State be unable to reach agreement with the Vendor during Contract discussions, the State may
then undertake Contract discussions with the second preferred Vendor and so on. Such
discussions may continue at the sole option of the State, until an agreement is reached, or all
proposals are rejected.

Vendor Responsibilities

The Vendor shall be solely responsible for meeting all requirements and terms and conditions
specified in this RFP, its Proposal, and any resulting contract, regardless of whether or not it
proposes to use any subcontractor.

The Vendor may subcontract services subject to the RFP, including but not limited to, the terms
and conditions in Section 6: General Contract Requirements herein and Appendix G-4: State of
New Hampshire Terms and Conditions. The Vendor must submit with its Proposal all
information and documentation relating to the Subcontractor necessary to fully respond to the
RFP, which must include terms and conditions consistent with this RFP. The Vendor shall
remain wholly responsible for performance of the entire Contract regardless of whether a
Subcontractor is used. The State will consider the Vendor to be the sole point of contact with
regard to all contractual matters, including payment of any and all charges resulting from any
Contract.
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Project Budget/Price Limitation

The State has funds budgeted for this Project, subject to Section G-4.2: Conditional Nature of
Contract of the State of New Hampshire Terms and Conditions contained in Appendix G -4: State
of New Hampshire Terms and Conditions.

State Contracts

The State of New Hampshire intends to use, wherever possible, existing statewide software and
hardware contracts to acquire supporting software and hardware.

HIPAA

The State intends to protect the privacy and provide for the security of any protected health
information disclosed to the Vendor in accordance with the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and any other applicable laws or
regulations. To the extent HIPAA applies, the Vendor shall at no additional cost to the State,
enter into Contractual agreements with the State required to comply with HIPAA, as applicable
and deemed necessary by the State, including but not limited to a Business Associate Agreement
(BA) substantially in the form attached hereto as Appendix G-5, as applicable and deemed
necessary by the State. If HIPAA applies and the parties are unable to reach agreement on the
BA, the State may reject the Vendor at its sole discretion and proceed with Vendor selection in
accordance with Section 6.4: Vendor Selection, of this RFP.

Vendor Staff

In their Proposal the Vendor shall assign and identify a Project Manager and key Vendor Staff, in
accordance with the requirements and deliverables of Appendix C: Requirements and
Deliverables and Appendix E: Standards for Describing Vendor Qualifications.

The Vendor’s selection of a Project Manager will be subject to the prior approval of the State.
The State’s approval process may include, at the State’s discretion, review of the proposed Project
Manager’s resume and qualifications, and an interview. The Project Manager must have full
authority to make binding decisions under the Contract and shall function as the Vendor’s
representative for all administrative and management matters. The Project Manager must be
available to promptly respond within two (2) hours to inquiries from the State, and at the site as
needed. The Vendor must use his or her best efforts on the Project. The Vendor’s Project
Manager must be qualified to perform the obligations required of the position under the Contract.

The Vendor shall not change key Vendor Staff and Project Manager commitments (collectively
referred to as “Project Staff”) unless such replacement is necessary due to sickness, death,
termination of employment, or unpaid leave of absence. Any such changes to the Vendor’s
Project Staff shall require the prior written approval of the State. Replacement Project Staff shall
have comparable or greater skills with regard to performance of the project as the staff being
replaced and be subject to the provisions of this RFP and any resulting Contract.

At least one full time equivalent (FTE) of the Vendor’s Project Staff shall be located and operate
at the State’s agreed upon worksite during application and warranty periods.
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The State reserves the right to require removal or reassignment of the Vendor’s Project Staff
found unacceptable to the State.

The State may conduct reference and background checks on the Vendor’s Project Staff. The State
reserves the right to reject the Vendor’s Project Staff as a result of such reference and background
checks.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract, at its discretion, if it is dissatisfied with the Vendor’s replacement Project Staff.

6.10 Project Work Plan
Vendor shall submit a preliminary Project Work Plan in its Proposal. The Project Work Plan
shall include, without limitation, a detailed description of the schedule, tasks, deliverables, critical
events, task dependencies, and payment schedule. A finalize Project Work Plan will be due ten
(10) business days after Contract award and approval by Governor and Executive Council.

The Vendor shall update the Project Work Plan as necessary, but no less than bi-weekly to
accurately reflect the status of the project schedule, tasks, deliverables, critical events, task
dependencies, and payment schedule. Any updates to the Project Work Plan shall require the
prior approval of the State. Unless otherwise agreed in writing by the State, changes to the
Project Work Plan shall not relieve the Vendor from liability to the State for any damages
resulting from the Vendor’s failure to perform its obligations under the Contract.

In the event the Vendor requires additional time to correct deficiencies, the schedule shall not
change unless previously agreed in writing by the State. In the event of a delay in the schedule,
the Vendor must immediately notify the State in writing. The written notification will identify the
nature of the delay, i.e., specific actions or inactions of the Vendor or State causing the problem;
its estimated duration period to reconciliation; specific actions that need to be taken to correct the
problem; and the expected schedule impact on the project. The schedule shall automatically
extend on a day-to-day basis to the extent that the State’s execution of its major tasks takes longer
than described in the Project Work Plan.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the VVendor’s Project Work Plan or elements
within the Project Work Plan.

In the event that the Contract is amended and approved by the New Hampshire Governor and
Executive Council to include the construction, testing, and implementation phase of the project,
the Work Plan shall be updated to include, without limitation, a detailed description of the
schedule, tasks, deliverables, critical events, task dependencies, and payment schedule for this
additional work.

6.11  Deliverables
The Vendor shall provide the State with the Deliverables in accordance with the requirements,
terms of the Contract. All Deliverables shall fully meet and perform in accordance with the
Specifications of the RFP and resulting Contract(s). Upon its submission of a Deliverable, the
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Vendor shall represent that it has performed its obligations under the Contract associated with
the Deliverable. Descriptions of the Deliverables are provided in Appendix D.

Unless otherwise stated in the Contract documents, the State’s review of all Deliverables will
be in accordance with the time periods set forth in the Work Plan. For each rejection, the
Acceptance Period shall be extended at least one time, and thereafter may be extended, at the
option of the State, by the corresponding time required to correct any identified Class A or
Class B deficiency, retest or review, as applicable, provided however, that the Vendor shall
not be obligated to continue performance if it reasonably believes that it cannot correct the
deficiency, in which case it shall promptly notify the State thereof and the State may
immediately declare Vendor in Default, avail itself of the remedies available to it in law and in

equity.

Once an individual Deliverable is accepted, all sums due and payable relating thereto are non-
refundable and non-cancelable; however, notwithstanding the foregoing, in the event the State
rejects a software Deployment, the State shall have the right to pursue all remedies under the
Contract, at law and in equity, including but not limited to, the right to replacement and re-
implementation costs. Refer to Appendix G-4 Section 8 Termination for Default.

6.11.1 Software Deliverables Review
There are no software deliverables for this phase of the RFP.

6.11.2 Non-Software Deliverables Review
Before the commencement of work on Non-Software Deliverables, the Vendor shall provide
to the State an agenda, template, or draft course curriculum and handout materials (or other
appropriate materials), for review and prior written approval by the State. The State will
review and either approve the proposed content for the Non-Software Deliverable or not
accept it and specify what the State requires. The finalized agenda, template, or draft course
curriculum (or other appropriate material), will then be utilized to subsequently review the
Deliverable to ensure it has met the State’s and Vendor’s expectations and can be accepted or
not accepted based on previously agreed upon criteria.

After receiving written Certification from the Vendor that a Non-Software Deliverable is final,
complete, and ready for review, the State will review the Deliverable and the State will notify
the Vendor in writing of its Acceptance or Rejection of the Deliverable. If the State rejects the
Deliverable, the State will notify the Vendor, in detail, of the nature and class of the
Deficiency and the Vendor must correct the Deficiency within five (5) business days, or
within the period identified in the Work Plan, as applicable.

Upon receipt of the corrected Deliverable, the State will have five (5) business days to review
the corrected Deliverable and notify the Vendor of its Acceptance or rejection thereof with the
option to extend the review period up to five (5) additional business days. If the Vendor has
failed to correct the Deficiency within the allotted period, the State may, at its option, continue
reviewing the Deliverable and require the Vendor to continue until the Deficiencies are
corrected. If the Vendor is unable to remedy the Deficiency during the cure period, then the
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State may declare the Vendor in default, pursuant to Appendix G-4, Section 8, and
immediately pursue its remedies at law and in equity.

6.11.3 Written Deliverables Review
Before the commencement of work on Written Deliverables, the Vendor shall provide to the
State a Table of Contents, template, draft or sample document for review and prior written
approval by the State.

The State will review and either approve the proposed content for the written Deliverable or
not accept it and specify what the State requires. The finalized Table of Contents, template, or
a draft or sample document, will then be utilized to subsequently review the Deliverable to
ensure it has met the State’s expectations and can be accepted or not accepted based on
previously agreed upon criteria.

After receiving written Certification from the Vendor that a Written Deliverable is final,
complete, and ready for review, the State will review the Deliverable and the State will notify
the Vendor in writing of its Acceptance or rejection of the Deliverable. If the State rejects the
Deliverable, the State will notify the VVendor, in detail, of the nature and class of the
Deficiency and the Vendor must correct the Deficiency within five (5) business days, or
within the period identified in the Work Plan, as applicable.

Upon receipt of the corrected Deliverable, the State will have five (5) business days to review
the corrected Deliverable and notify the VVendor of its acceptance or rejection thereof with the
option to extend the review period up to five (5) additional business days. If the Vendor has
failed to correct the Deficiency within the allotted period of time, the State may, at its option,
continue reviewing the Deliverable and require the Vendor to continue until the Deficiencies
are corrected.

If the Vendor is unable to remedy the Deficiency during the cure period, then the State may
declare the Vendor in default, pursuant to Appendix G-4, Section 8, and immediately pursue
its remedies at law and in equity.

6.12 Warranty

6.12.1 System Requirements, Design, and Technical Specifications Warranty

The following warranty provisions shall apply to the system requirements, design, and technical
specification, services, written deliverables, and non-software deliverables.

6.12.1.1 Deliverables and Non-software Deliverables

The Vendor shall warrant that the Deliverables and the Non-Software
Deliverables, including but not limited to the design, format, navigation, content,
interactive components, must conform to the specifications, terms, and
requirements of the Contract.
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6.12.1.2 Services
The Vendor shall warrant that all Services to be provided under the Contract will

be provided in a professional manner in accordance with industry standards and
that Services will comply with performance standard.

6.12.1.3 Non-Infringement
The Vendor shall warrant that it has good title to, or the right to allow the State to
use all Services and Deliverables provided under this Contract, and that such
Services and Deliverables do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a
trade secret of any third party.

6.12.1.4 Personnel
The Vendor shall warrant that all personnel engaged in the services shall be

qualified to perform the services, and shall be properly licensed and otherwise
authorized to do so under all applicable laws.

6.12.1.5 Warranty Period
The Warranty Period shall commence upon the State’s acceptance of a
Deliverable or Non-Software Deliverable and shall extend for 60 days.

6.13 Administrative Specifications

6.13.1 Reasonable Travel Expenses

The Vendor must assume all travel and related expenses. All labor rates will be “fully
loaded”, including, but not limited to:

Meals;

Hotel;

Airfare;

Car rentals;

Car mileage; and
Out-of-pocket expenses

6.13.2 Shipping and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

6.13.3 Project Workspace and Office Equipment

The State will provide the following workspace and office equipment, for at least one full
time equivalent position, for the project:

o Workstations for the Vendor that will be assigned full time to the project;
e Furnishings and telephones for workstations;
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o Meeting facilities sufficient to satisfy project needs (the Vendor and State will agree
to these needs during the finalization of the Project Work Plan);
o Shared office equipment, including printers and photocopiers.

The State Agency will work with the Vendor to determine the requirements for providing
any other office equipment, including desktop computers for the Vendor’s staff. If a
Vendor has specific requirements, they must be included in the Vendor’s Proposal.

6.13.4 Access/Cooperation

As applicable, and subject to the applicable laws and regulations, the State will provide
the Vendor with access to all program files, libraries, personal computer-based software
packages, network security, and hardware as required completing the Contracted IT
Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Vendor to perform its obligations under the Contract.

6.13.5 State-Owned Documents and Copyright Privileges

The Vendor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the Vendor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State, at no additional
cost to the State. Documents must be provided in both printed and electronic format.

6.13.6 Intellectual Property

The State shall hold all ownership, title, and rights in any Deliverables and
documentation developed in connection with performance of obligations under the
Contract, The State shall have sole right to produce, publish, or otherwise use such
Deliverables, and documentation developed under the contract and to authorize others to
do so in accordance with 45 CFR 95.917.

6.14 Pricing

6.14.1 Activities/Deliverables/Milestones Dates and Pricing

The Vendor must include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and tools. A fixed price must be provided for each
Deliverable in phase one. A worksheet is provided in Appendix F-1, Table F-1-1:
Activities/Deliverables/Milestones Pricing Worksheet.

6.14.2 Invoicing

The Vendor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted must meet with the approval of the State and said approval
shall not be unreasonably withheld. The Vendor shall only submit invoices for Services
or Deliverables as permitted by the Contract. Invoices must be in a format as determined
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by the State and contain detailed information, including without limitation: itemization of
each Deliverable and identification of the Deliverable for which payment is sought, and
the Acceptance date triggering such payment; date of delivery and/or installation;
monthly maintenance charges; any other Project costs or retention amounts if applicable.

6.14.3 Over Payments to the Vendor

The Vendor shall promptly, but no later than fifteen (15) business days, pay the State the
full amount of any over payment or erroneous payment upon discovery.

6.14.4 Credits

The State may apply credits due to the State against the Vendor’s invoices with
appropriate information attached.

6.14.5 Records Retention and Access Requirements

The Vendor shall agree to the conditions of all applicable State laws and regulations,
which are incorporated herein by this reference, regarding retention and access
requirements relating to all records relating to the Contract. The record retention policies
of this agreement shall be consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 Contractor Records Retention except where they are in conflict with State
laws and regulations.

The Vendor shall also agree to the following:

The Vendor and any of its Subcontractors shall maintain books, records, documents, and
other evidence of accounting procedures and practices, which properly and sufficiently
reflect all direct and indirect costs, invoiced in the performance of the Contract. The
Vendor and its Subcontractors shall retain all such records for three (3) years after the
final payment on the Contract. Records relating to any litigation matters regarding the
Contract shall be kept for one (1) year following the termination of litigation, including
all appeals if the litigation does not terminate within six (6) years from the date of
expiration or termination of the Contract.

Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. During
the term of this Contract, access to these items will be provided within Merrimack
County of the State of New Hampshire, unless otherwise agreed by the State. Delivery of
and access to such records will be at no cost to the State during the three (3) year period
after the Contract term or six (6) year term following litigation. The Vendor shall include
the record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Vendor’s cost structure and profit factors shall be
excluded from the State’s Review unless the cost or any other material issued under the
Contract is calculated or derived from these factors.
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6.14.6 Accounting Requirements

The Vendor shall maintain an accounting in accordance with generally accepted
accounting principles. The costs applicable to the Contract shall be ascertainable from
the accounting and the Vendor shall maintain records pertaining to the services and all
other costs and expenditures.

Contract Security/Performance Bond
There is no contract security/performance bond required by the State.

Project Holdback
There is no holdback for this project.

Remainder of this page intentionally left blank
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APPENDIX A: BACKGROUND INFORMATION

Department of Health and Human Services (DHHS)

The mission of the New Hampshire Department of Health and Human Services (DHHS) is to join
communities and families in providing for citizens to achieve health and independence. DHHS is
responsible for the administration of State and Federal funds. The Division of Public Health
Services (DPHS) within DHHS is the State’s public health agency and provides a wide array of
public health services. One of these services is laboratory services provided by the NH Public
Health Laboratories (PHL).

The New Hampshire PHL has relied on the Laboratory Information Tracking System, hereinafter
referred to as LITS, to support its laboratory information management needs. LITS is tracking a
portion of the laboratory’s testing however, due to the need to manage information across all
areas; the current system must be either be enhanced or replaced. LITS was developed in-house
based on the Centers for Disease Control (CDC) software of the same name. CDC has declared
all LIMS must be Public Health Information Network (PHIN) compliant by August 31, 2010. The
PHIN requirements for LIMS are very daunting and would require an unacceptable amount of
time to complete, given the level of State resources. Since 1999, only one testing area has been
added to the software. Many enhancements have been made to the LITS software, however the
software development life cycle for future testing to be added spans many years into the future
with an uncertain outcome. With this diminishing capacity for State Office of Information
Technology (OIT) support, the State needed to study the feasibility and cost/benefit of enhancing
vs. replacing its existing LITS. The State has sought to gather information from a variety of
Vendors to aid it in evaluating approaches to allow the PHL to accession samples and specimens,
track the testing process, report test results, providing statistical analyses, bill for services, and
flexibly manage and report data.

The DHHS and the DPHS, have solicited information regarding solutions for providing a
Laboratory Information Management System (LIMS) for the Public Health Laboratories (PHL),
by issuing a Request for Information (RFI). The State sought to gain a better understanding of the
available approaches; therefore, responses were solicited from a wide range of respondents in
accordance with the objectives and parameters established in its RFI. The focal point of this RFI
was to evaluate the feasibility and cost/benefit of retaining vs. replacing vs. a combination of
retaining and enhancing and/or replacing LITS, with attention to the unmet needs of several
laboratory-testing areas. LITS was planned in the mid-1990s and originally put into production in
the summer and fall of 1999. LITS contains modules that cover the testing areas: Bacteriology,
Virology and Sexually Transmitted Diseases (STD’s), Parasitology, Mycology, Lead, TB, Food
Microbiology, and the Specimen Module for initial entry. LITS is a Powerbuilder 8.3 application
deployed on Windows XP PCs. LITS has an Oracle 10g database. There are approximately fifty
users, all of whom are within the departmental Wide Area Network (WAN). The uncovered
testing areas include: Dairy, Shellfish Waters, Rabies, Paralytic Shellfish Poisoning (Red
Tide/Saxitoxin), Arboviruses (West Nile virus, Eastern Equine Encephalitis and other vector
borne viruses), Molecular Diagnostics, Bioterroism, Chemical Terrorism, and Chemistry (heavy
metal testing in fish, soil, pottery, maple syrup, etc.), in addition to Radiological Chemistry
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testing. As a result of the RFI, the PHL has concluded the most feasible approach is the replace
the existing LITS with a COTS LIMS solution.

The State’s preliminary objectives for a LITS replacement include:

o Retain best concepts and features of LITS
e A LIMS to support lab operations:

(0]

OO0OO0OO0OO0Oo

o

Provide Quality Assurance reports

Provide test tracking and data management across all testing areas

Provide billing functions for all testing areas

Provide audit trail capability where required

Provide electronic information exchange

Provide Ad hoc (user-friendly and customizable) management reports

A LIMS that incorporates the guidance for PHLs as set forth by the Association of
Public Health Laboratories (APHL).

A LIMS that incorporates the guidance for PHLs as set forth by the Public Health
Information Network (PHIN)

A LIMS that incorporates regulatory compliance with Clinical Laboratory
Improvement Act (CLIA), Food and Drug Administration (FDA), US Department of
Agriculture (USDA), American Industrial Hygiene Association (AIHA), and other
regulatory agencies as applicable.

Office of Information Technology and Technology Status

The Project will be conducted in cooperation with the New Hampshire Office of Information
Technology (OIT). Created in the summer of 2003, OIT oversees implementation of all statewide
Information Technology activities.

A-2.1 Statewide Strategic Information Technology Plan (SSITP)

The Office of Information Technology recently published a State of New Hampshire four
(4) year Statewide Strategic Information Technology Plan (SSITP) 2005-09. The
October 2005 SSITP 2005-09 contains the vision, goals, and strategy for the electronic
delivery of government services on the Internet and details future e-government direction
and implementation strategy. The SSITP 2005-09 helps government leaders anticipate
and respond to significant external changes, accelerates IT learning across State agencies,
and leverages investments in Information Technology across State agencies.

A-2.2 Technical Architecture
Components of the State’s technical architecture include:

State Network Environment: The State operates ten (10) independent, wide-area
networks using frame relay technology. Some State agencies support their own
networks, some out-source the support, and some use the resources of another
agency.
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e Internet Access: All State agencies are connected to the State’s intranet, New
Hampshire State Unified Network (NH SUN). This WAN provides access to email,
the Internet, and the State’s financial applications. Some agencies have their own
Internet service providers in addition to NH SUN.

o Electronic Payment Processing: Paymentech provides credit card processing services
for the State. Most electronic credit card transactions are processed through the
State’s payment engine. Transactions are sent to the credit card processor via
name/value pairs or XML format.

A-2.3 Future Systems Environment

Future design and development efforts should conform to the emerging environment as
defined by current Information Technology initiatives, the Statewide Strategic
Information Technology Plan 2005-09, and the State’s e-Government Architecture Plan.
This environment is end user centric, utilizing the Internet and Web whenever possible,
promoting electronic transactions, and centralized common services (security, e-payment,
content search), where possible.

The selected design must be able to integrate with the State standard components
described above (NH SUN (State’s Intranet), e-licensing, e-payment, electronic content
management).

The process and software application should integrate with the State of New Hampshire
standard application for electronic content management. This includes but is not limited
to imaging, web content management, document management, record management,
report management, web publishing, case management, workflow, and electronic forms.

Current Interfaces

Currently there are no interfaces with the existing LITS system. However, in the next six (6)
months it is anticipated there will be an interface with the DPHS’s Bureau of Disease Control
Disease Surveillance Management System (DSMS). This interface will be for Electronic
Laboratory Reporting (ELR) and will transmit records to the DSMS in Health Level 7 (HL7)
format.

Related Documents Required

a. Certificate of Good Standing/Authority
(Dated after April of the current year and available from the Office of the Secretary of
State by calling (603) 271-3244 or (603) 271-3246. Forms are also available on:
www.state.nh.us/sos/corporate/index.htm)

b. Certificate of Vote (Appendix G-6)

c. Proof of Insurance Compliance with Appendix G-4: State of New Hampshire Terms and

Conditions, Section 4.14: Insurance.

State Project Team
State high-level staffing for the project will include:
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The Project Manager is:

Gerald S. Bardsley
Division of Public Health Services, PHL
New Hampshire Department of Health and Human Services
29 Hazen Drive
Concord, NH 03301
Telephone: (603) 271-0548
E-mail: jbardsley@dhhs.state.nh.us

The OIT Information Technology Manager listed below will review all technical data
before State acceptance:

Mark Parris
Office of Information Technology
49 Donovan Street
Concord, NH 03301
Telephone: (603) 271-0989
E-mail: mark.parris@oit.nh.gov

Project Sponsor

The Project Sponsor, Christine L. Bean, Director PHL, will be responsible for securing
financing and resources, addressing issues brought to her attention by the State Project
Manager, and assisting the State Project Manager in promoting the project throughout the
State. The Project Sponsor or an appropriate designee will be available to resolve issues
on a timely basis.

State Project Manager

The State Project Manager will be responsible for:

Leading the project;

Promoting the project statewide;

Developing project strategy and approach;

Engaging and managing all VVendors;

Managing significant issues and risks; and

Managing stakeholders’ concerns.

Ensuring that the project is completed to the satisfaction of all parties and in a timely
manner

Ensuring project meetings are scheduled as needed and meeting minutes are
documented as needed

Ensuring sign-offs are required of all parties at each significant step of the
development process, prior to starting the next phase of the project

Ensuring that all appropriate testing is conducted

DHHS RFP 2007-064 12/15/2006 Page 31 of 75



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
LIMS ACQUISITION SUPPORT
DHHS RFP 2007-064

APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL CONSIDERATION

Information is requested in Section 4.20: Proposal Content, to enable the State to contract for project
implementation with an experienced Vendor. Coverage in Appendix B is limited to specific minimum
requirements. A Proposal that fails to satisfy the requirements in this section may be rejected without
further consideration.

B-1

B-2

B-3

Proposal Submission
The Proposal must be submitted on time, as defined in this RFP in Section 1.5: Schedule of
Events and include the properly completed Transmittal Form Letter contained in Section 4.20.2:
Transmittal Form Letter.

Compliance with Requirements

Requirements and Deliverables are listed in Appendix C: Requirements and Deliverables in this
RFP. The proposed Vendor’s solution must be able to satisfy all Mandatory requirements listed.

Proposed Project Team

Vendor key personnel for this project are defined as one (1) Project Manager and one (1)
Business Analyst and others engaged for their special LIMS knowledge as required. These key
personnel will comprise the selected Vendor’s core team. No subsequent substitutions may be
made to the key personnel designated in the Vendor’s proposal made in response to this RFP
without the prior approval of DHHS. All Vendor Key Personnel must possess the qualifications
and experience set forth in Table B-1 below.

Table B-1 Qualifications of Key Personnel

Key Personnel Qualifications

Project Manager - Minimum seven (7) years of information technology experience,
including five (5) years of project management experience on a
LIMS project.

- Responsibilities must have included systems analysis,
development, maintenance, enhancement, and implementation.

- The project manager must also have had significant responsibility
for a project similar in size, functionality and scope.

- In-depth knowledge of CLIA regulations

Business Analyst - Minimum of six (6) years experience as a Business Analyst
associated with a late generation medium or large-scale projects.

- Minimum of four (4) years LIMS experience of similar size,
complexity, and scope.

- Knowledge of CLIA regulations

Other Personel - 2 years experience with LIMS or clinical and
engaged for special environmental laboratory operations.

knowledge of LIMS
systems as necessary
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APPENDIX C: REQUIREMENTS AND DELIVERABLES

C-1 SCOPE OF WORK

This project is split into two (2) phases. The objective of Phase 1 of this project is to develop functional
requirements, generate work flow diagrams, market analysis, cost benefit analysis, generate a requirements
matrix as well as other documents to include a Request for Proposals (RFP) to procure a LIMS for the PHL.
The second phase will consist of assisting the PHL in evaluating the proposals received as a result of the RFPas
well as generating demonstration scripts, based on the PHL requirements.

C-2 REQUIREMENTS
Vendors shall complete a checklist based on the following format.

Table C-2 General Requirements — Vendor Response Checklist
General Requirements pertain to personnel, facilities and conditions of the development environment

Vendors shall complete a checklist based on the following format. Indicate whether the requirement is
included in the solution without modification (), with modification (M), or not at all (N) and add
additional information in the Comments column.. If modifications are needed to meet requirements,
those modifications must be included in the cost.

Table C-2 System Requirements and Deliverables -Vendor Response Checklist

REQ Requirement/Deliverable M/O | Y/MIN Comments
NO. (see above)
GENERAL REQUIREMENTS
G-1 The Vendor shall participate in an initial kick-off
meeting to initiate the project.
G-2 The Vendor shall provide Project Staff as specified in
the RFP.
G-3 Vendor shall submit a preliminary Project Work Plan

within ten (10) days after Contract award and
approval by Governor and Council. The Project Work
Plan shall include, without limitation, a detailed
description of the schedule, tasks, deliverables,
critical events, task dependencies, and payment
schedule. The plan shall be updated no less than bi-
weekly.

G-4 The Vendor will provide detailed monthly status
reports on the progress of the project, which will
include expenses incurred year to date.

G-5 All user, technical, and system documentation as well
as project schedules, plans, status reports, and
correspondence must be maintained. The response
shall describe the formats that will be used to produce
the project documentation.
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C-3 DELIVERABLES

Table C-3 Deliverables Vendor Response Checklist

Explain how your solution Comments
meets the requirement. Cite the
page of your proposal.

Activity, Deliverable or Deliverable
Milestone Type

Phase 1 - A formal requirements analysis / feasibility study. Activities
within this phase include requirements elicitation and analysis, cost
benefit analysis of DPHS alternatives, documentation of all current

igsed and future workflows, a requirements traceability matrix and a
formal Request for Proposal for LIMS Software and other
(Hardware, etc.) products and services.

Conduct Project Kickoff Meeting Non-Software

Status Meetings Non-Software

Project Work Plan Written

Goals and Objectives Document Written

Conduct market research and user
requirements analysis to
incorporate the best of the current
system features with new system
functionality designed to meet
current and future needs

Non-Software

Functional Requirements
Document to include current and

future workflows, traceability Written

matrix

LIMS Market analysis to include

Cost Benefit Analysis of Written

Alternatives,

RFP for LIMS Non-Software
Phase 2 involves support for PHL during the acquisition cycle after publication
of the RFP through the selection of the implementation Vendor. Support

Phase 2 would include consultation for vendor questions on the Implementation RFP,
set up and conduct of oral presentations and the selection process and
consultation on questions arising from the contract negotiation process. NOTE
— Phase 2 requires amendment to Contract to activate.

Vendor Demonstration Scripts Written

Vendor Selection Support Non Software
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE RESPONSES

Vendors must limit narrative responses describing the Solution, Technical, Services and Project
Management topics defined for this RFP project. The following table identifies specific topics for
narratives. A page limit is identified for each topic. If a response to a topic exceeds the page limit, the
State will limit its consideration to the prescribed page limit.

Topic Page Limit
D-1 Proposed Solution
Topic 1 — Requirements Analysis/RFP 10
Topic 2 — Selection Support 7
D-2 Technical, Service, and Project Management Topics
Topic 3 - Technical Knowledge Transfer
Topic 4 — Implementation Approach
Topic 5 - Status Meetings and Reports
Topic 6 - Risk and Issue Management
Topic 7 - Scope Control
Topic 8 - Preparation of State Staff
Topic 9- Quality Assurance Approach
Topic 10 - Project Work Plan No Limit

W W N W wl o~

D-1  Proposed Solution

Topic 1 — Requirements Analysis

Response Page Limit: 10

e Vendors should describe their methodology for conducting a formal requirements analysis
and feasibility study. Vendors should describe their experience with requirements
elicitation and analysis, cost benefit analysis of alternatives, documenting of all current
and future workflows, and generating requirements traceability matrix. Laboratory
experience should be highlighted.

e Vendors should demonstrate their ability to use their knowledge of the LIMS market to
satisfy requirements of the PHL.

e Vendors should describe their experience and qualifications for writing formal Requests
for Proposals for software, preferably for a LIMS.

Topic 2 — Selection Support

Response Page limit: 7
The selection support phase involves support for PHL during the acquisition cycle after
publication of the RFP through the selection of the implementation Vendor. Support would
include consultation for vendor questions on the Implementation RFP, set up and conduct of
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oral presentations and the selection process and also consultation on questions arising from
the contract negotiation process.

e Vendors should describe pertinent experience and qualifications to include generation
of demonstration scripts.
o Vendors should describe any LIMS evaluation tools they have used or designed.

D-2  Vendor Technical, Service and Project Management
This section provides a series of technical topics that the State of New Hampshire will consider in
selecting a vendor. A maximum length of response for each topic is defined.

Topic 3 — Technical Knowledge Transfer

Response Page Limit: 2
e The transfer of technical knowledge is important for operations,
configuration/development, workflow, business setup, maintenance, and
management.

Topic 4 —-Implementation Approach
Response Page Limit: 5

e Provide one or more feasible implementation plans. For each plan provided:

a. ldentify timeframes for major milestones, including timing for
discontinuing legacy;

b. Discuss cost implications of the plan, including implications on
maintenance fees; and

c. Address the level of risk associated with the plan.

Conclude by recommending a single Implementation Plan, which is used as a basis for
the cost proposal.

Topic 5 — Status Meetings and Reports
Response Page Limit: 3
e The State believes that effective reporting through meetings and written reports are
essential to project success. At a minimum, the State expects the following:

= Introductory Meeting: Participants will include key Vendor staff and State
project leaders from the DPHS and the Office of Information Technology. This
meeting will enable leaders to become acquainted and establish any
preliminary project procedures.

= Kickoff Meeting: Participants will include the State and Vendor project teams.
This meeting is to establish a sound foundation for activities that will follow.
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Status Meetings: Participants will include project leaders from the Vendor and
the State. These meetings, which will be conducted at least biweekly, will
address overall project status and any additional topics needed to remain on
schedule and within budget. A status report from the Vendor will serve as the
basis for discussion.

Special Meetings: Need may arise for a special meeting with State leaders or
project stakeholders to address specific issues.

Exit Meeting: Participants will include project leaders from the Vendor and the
State. Discussion will focus on lessons learned from the project and on follow
up options that the State may wish to consider.

The State expects the Vendor to prepare agendas and background for and minutes of
meetings. Background for each status meeting must include an updated Project Work
Plan. Drafting of formal presentations, such as a presentation for the kickoff meeting,
will also be a Vendor responsibility.

Vendor shall submit reports in accordance with the Schedule and terms of the Contract.
All reports shall be prepared in formats approved by the State. The Vendor’s Project
Manager shall produce reports related to Project Management as reasonably requested
by the State. Vendor shall produce project status reports, which shall contain, at a
minimum, the following:

@+®00 oW

Project status as it relates to Project Work Plan
Deliverables status

Accomplishments during weeks being reported

Planned activities for the upcoming two (2) week period
Future activities

Issues and concerns requiring resolution

Report and remedies in case of falling behind schedule

Describe the process that will be employed. Be sure to cover the following:

Timing, duration, recommended participants and agenda for the kickoff
meeting;

Frequency and standard agenda items for status meetings;

Availability for special meetings; and

Agenda for the exit meeting.

As an appendix, provide an example of status reports prepared for another project.
Names of the project and of any individuals involved may be removed.

Topic 6 — Risk and Issue Management
Response Page Limit: 3
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e Provide proposed methodologies for risk and issue management. Discuss State and
Vendor responsibilities. The State seeks a clear means to compare planned versus
actual status, including percentages, at a sufficiently detailed level to ensure the
State can adequately monitor the progress of the project. Be sure to identify any
essential time constraints on State actions. Escalation procedures will be defined in
a contract between the State and the Vendor.

Topic 7 — Scope Control

Response Page Limit: 2
e Suggest an approach for scope control. Describe how the approach has been
employed effectively on another project.

Topic 8 - Preparation of State Staff on the Project Team

Response Page Limit: 3
. Describe how State staff assigned to the Project Team will be prepared to
contribute.  Provide an overview of interactions and dependencies between

functions.

Topic 9 — Quality Assurance Approach

Response Page Limit: 3
e The State has identified three categories of deliverables:

= Written Deliverables, such as a training plan;
= Software Deliverables (if appropriate), such a configured software module; and
= Non-software Deliverables, such as conduct of a training course.

o Describe the methodology that will be employed to assure that each type of
deliverable is of high quality before submission for State consideration. Discussion
should include but not limited to:

= Provision for State input to the general content of a written deliverable prior to
production;

= The standard for Vendor internal review of a written deliverable prior to formal
submission; and

= Testing of software deliverables before submission for acceptance testing.

Topic 10 - Project Work Plan

Response Page Limit: None
e The State sees a Project Work Plan as essential to reaching a comprehensive
agreement with a Vendor. Consequently, the State will seek to refine the proposed
Project Work Plan during contract negotiation with the selected Vendor and to
incorporate the refined Work Plan by reference into a contract.
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e Provide a preliminary Project Work Plan depicting tasks, task dependencies,
schedule, milestones, deliverables, and payment schedule. Define both proposed
written and software deliverables. Include sufficient detail that the State will be
able to identify departures from the plan in sufficient time to seek corrective action.
In particular, provide information about staffing.

o Describe all deliverables to be produced in the project. Ensure that all Deliverables
and milestones are identified in the Project Work Plan. Identify and discussion the
following:

= All assumptions upon which the Project Work Plan is based;

= Descriptions of recommended roles by activity and time required for both State
and vendor members of the Project Team;

= Assignments of members of the vendor’s team identified by role to specific
tasks; and

= Critical success factors for the project.

Discuss how this Project Work Plan will be used and State access to plan details, including resource
allocation. Also, discuss frequency for updating the plan, at a minimum bi-weekly, and for every status
meeting. Explain how the State will know whether the project is on schedule and within budget.

D-3  Scoring of Vendor Qualifications
Refer to Appendix E.

D-4  Scoring of Vendor Pricing
Refer to Appendix F.
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STANDARDS FOR DESCRIBING VENDOR QUALIFICATIONS

To facilitate evaluation of Vendor qualifications, the State seeks information about: (1) corporate
qualifications of each Vendor proposed to participate in the project, and (2) proposed team organization
and designation of key staff. This appendix identifies specific information that must be submitted.

E-1

E-2

Required Information on Corporate Qualifications
Information is required on all Vendors that will participate in the project.

E-1.1 Vendor and Subcontractors

The Vendor submitting a Proposal to this Project must identify any subcontractor(s) and
provide the following for the Vendor and each subcontractor identified:

E-1.11

E-1.1.2

E-1.1.3

Corporate Overview (5 page limit)

Identify the proposed role of the firm on the project. Describe the major
business areas of the firm. Provide a high-level description of the firm’s
organization and staff size. Discuss the firm’s commitment to the public
sector, experience with this type of project implementation, and experience in
New Hampshire.

Financial Strength
Provide the following:

1. The current Dunn & Bradstreet report on the firm;
2. The firm’s two most recent audited financial statements; and
3. The firm’s most recent un-audited, quarterly financial statement.

Litigation
Identify and describe any litigation filed by clients during the last ten (10)
years. Discuss merits, current status and, if available, outcome of each matter.

Team Organization and Designation of Key Vendor Staff

Provide an organizational chart depicting the Vendor project team. This chart should identify key
staff required from the Vendor, any Subcontractors, and the State.

Define the responsibilities and length of assignment for each of the roles depicted in the
organizational chart. Identify the positions that should be designated key staff. Ensure that
designation of key Vendor staff includes subject matter experts as specified in Appendix B-3
Proposed Project Team.

A single team member may be identified to fulfill the experience requirement in multiple areas.
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Candidates for Project Manager

Although the State recognizes that staff availability is somewhat uncertain, qualifications of the
Project Manager are particularly critical. Therefore, the State requires that the Project Manager
be identified with some degree of certainty. See Appendix B.

The State requires that the Project Manager be assigned full time, on site for the duration of the
project. For the Project Manager candidate, provide a resume not to exceed five (5) pages in
length addressing the following:

e The candidate’s educational background,;

e An overview of the candidate’s work history;

e The candidate’s project experience, including project type, project role and duration of the
assignment;

e Any significant certifications held by or honors awarded to the candidate; and

e At least three references, with contact information, that can address the candidate’s
performance on past projects.

Candidates for Key Vendor Staff Roles

Provide a resume not to exceed three (3) pages for each key Vendor staff position on the project
team as specified in Appendix B-3 Proposed Project Team. Each resume should address the
following:

e The individual’s educational background;
An overview of the individual’s work history;

e The individual’s project experience, including project type, project role and duration of the
assignment;

e Any significant certifications held by or honors awarded to the candidate; and

e At least three references, with contact information, that can address the individual’s
performance on past projects.

Although the State recognizes that staff availability is somewhat uncertain, qualifications of key
staff assigned to the project are critical. Describe any assurances that will enable the State to have
confidence that individuals proposed for key Vendor staff positions will be available for and
assigned to the proposed project solution.
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APPENDIX F: PRICING WORKSHEETS
A Vendor’s Cost Proposal must be based on the worksheets formatted as described in this appendix.

F-1  Activities/Deliverables/Milestones Pricing Worksheets

The Vendor must include, within the Firm Fixed Price for IT service activities, tasks and
preparation of required deliverables, pricing for the deliverables required based on the proposed
approach, methodology and tools for Phase One. The Vendor must use the hourly rates
worksheet below for Phase two, Selection Support activities. The following formats must be used
to provide this information.

Table F-1 : Activities/Deliverables/Milestones Pricing Worksheet for Phase One

Activity, Deliverable or Milestone Delivery Type Payment Delivery Date
Conduct Project Kickoff Meeting Non-Software

Status Meetings Non-Software

Project Work Plan Written

Goals and Objectives Document Written

Conduct marked research and user requirements analysis to
incorporate the best of the current system features with new Non-Software
system functionality designed to meet current and future needs

Functional Requirements Document to include current and

future workflows, traceability matrix Written

LIMS Market analysis to include Cost Benefit Analysis of

Alternatives, Written

RFP for LIMS Non-Software

Total for Requirements Analysis phase

Note — Phase 2 will be awarded contingent upon: successful completion of Phase 1, State
release of a statement of work for Phase 2, State acceptance of vendor proposal for Phase 2
(based on rates for Table F-4), and acceptance of a contract amendment by Governor and
Executive Council.

F-2  Proposed Position — Initial Contract Term Vendor Rates Worksheet

Using the format provided in the following table, list titles of proposed positions on the Project
Team to be filled by Vendor staff. Include hours and rates for all staff on the Vendor Project
Team through completion.

Table F-2 : Proposed Position — Initial Contract Term Vendor Rates Worksheet

Subtotal

Position Title Hours Hourly Rate (Hours X Rate)

Position #1
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Position #2
Position #3

Total

Proposed Vendor Staff and Resource Hours Worksheet

Use the Proposed Vendor Staff Position and Resource Hours Worksheet to indicate the
individuals that will be assigned to the project. Names must be provided for individuals
designated for key roles, but titles are sufficient for others. Information is required by phase.

Table F-3: Proposed Vendor Staff and Resource Hours Worksheet

Title Name Requirem | Selection Total
ents Anal. | Support

Project
Manager

Business
Analyst

Position #1

Position #2

Totals

Future Vendor Rates Worksheet

The State may request additional services from the selected Vendor and requires rates in the event
that additional service is required. The following format must be used to provide this
information. “SFY” refers to State Fiscal Year. The New Hampshire State Fiscal Year runs from
July 1 through June 30 of the following calendar year. Positions not identified in the Proposed
Position Worksheet may be included in the Future Vendor Rates Worksheet.

Table F-4: Future Vendor Rates Worksheet

Position Title SFY 2007 SFY 2008 SFY 2009 SFY 2010

Project
Manager

Business
Analyst

Position #1

Position #2
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APPENDIX G: GENERAL STANDARDS AND REQUIREMENTS

G-1

IT Required Work Procedures

1.

All work done must conform to standards and procedures established by the Office of
Information Technology and the State.

All products developed (requirements, Specifications, Documentation, program code, other)
are work for hire and ownership is in accordance with the New Hampshire Contract Terms
and Conditions.

Any technical education needed by the Vendor to successfully complete the assumed
assignment will be at the sole expense of the Vendor and provided by the Vendor.

Vendor must agree to provide an “equal or better” replacement for any personnel who leave
employment of the Vendor during the course of the Contract.

Vendor must make the individuals available to be interviewed by the State before the Project
assignment.

Vendor and its employees assigned to this Project must sign a “Computer Access and Use
Agreement.”

The State may require a detailed background check on any individual assigned to the Project,
as this Project may involve confidential or sensitive information.

Personnel assigned to the State must be available to work within ten (10) business days of the
contract signing.
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Computer Access and Use Agreement

PLEASE READ THIS AGREEMENT CAREFULLY. IT CONTAINS IMPORTANT
INFORMATION ABOUT THE DUTIES YOU MUST UNDERTAKE AND THE RULES YOU
MUST ADHERE TO ONCE YOU ARE GRANTED ACCESS TO USE THE STATE OF NEW
HAMPSHIRE’S COMPUTER FACILITIES.

G-2.1 Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, equipment, Documentation, information, reports, or data of any kind (hereinafter
“Information”), User understands and agrees to the following rules:

That numerous security and privacy regulations, both State and federal apply to client
and business information contained in all State of New Hampshire’s information.
Every Authorized User has the responsibility to assure the protection of Information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

That any person or any use not specifically known by the User as being authorized to
access or use Information shall be promptly reported to the appropriate supervisor.

That information shall be used solely for conducting official State business, and all
other use or access is strictly forbidden including, but not limited to, personal, or
other private and non-State use.

That at no time shall User access or attempt to access any information without having
the express authority to do so.

That at no time shall User access or attempt to access any information in a manner
inconsistent with the approved policies, procedures, and /or agreements relating to
entry/access.

That all software licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that at all times User must use utmost care to protect and keep such
software strictly confidential in accordance with the license or any other Agreement
executed by the State.

That only equipment or software owned, licensed, or being evaluated by the State,
can be used by User. Personal software (including but not limited to palmtop sync
software) shall not be installed on any equipment.

That at no time shall User’s confidential computer password(s) or premises access
card be shared with or used by any other person.
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That at no time shall User share or use another person’s confidential computer
password(s) or premises access card.

That at no time shall User leave a workstation without first ensuring that the
workstation is properly secured from unauthorized access.

That User must report any and all violations of this Agreement to the appropriate
supervisor promptly upon learning of such violation.

That if User is found to be in violation of any of the above-stated rules, the User may
face removal from the State contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

That from time to time circumstances may require that this Agreement be modified
by the State to reflect any changes in procedure or policy. The User will be notified
in writing of any changes and will be required to adhere to such changes.

That the User acknowledges that he or she has read, fully understands, and agrees to
abide by each of the above-stated rules as a condition of being granted access to use
Information.

G-2.2 Email Use

Mail and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal
Email” or “State-funded Email”. The Authorized User understands and agrees that email
shall not contain or be used for:

1.
2.

3.
4.
5

7.
8.
9.

Any unlawful purpose.

Material that may be viewed as insulting. Demeaning, harassing or threatening
(including sexual harassment).

Distribution of pornographic or obscene material.

Profane or abusive language.

Distribution of non-business materials including but not limited to jokes, chain
letters, cartoons, sound files, amusement or entertainment purposes or executables not
specifically business related.

Creating or transmitting statements, messages, languages, images, that might
constitute hostile or offensive material likely to be disparaging of others based on
race, national origin, sex, sexual orientation, age, disability, religious beliefs, or
political beliefs.

Personal business or commercial business.

Invasion of the privacy of others.

Any use that compromises the integrity of the network, other network users, or any
interruption or disruption of services or equipment.

10. Any use that reflects poorly on a State entity or the State of New Hampshire.
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11. Any lobbying contact or effort in support of such contacts, or causing others to make
contact with members of the legislature or legislative committees including but not
limited to: preparation and planning activities, research, and other background work
that is intended at the time performed, to influence the approval, modification, or
rejection of any legislation by the legislature of the State of New Hampshire or any
committee thereof without the explicit consent of the Chief Information Officer
(ClO) or its designee.

12. Misrepresentation of the Authorized User’s identity, including using another’s
Authorized User ID and password.

Technical support personnel shall not review the content of an Authorized User’s
communications out of personal curiosity or at the behest of another without the required
authorization. Authorized Users shall not intercept, disclose or assist in intercepting or
disclosing any electronic communications, except as authorized by this policy.

Authorized Users shall move important information from email message files to shared
folders and drives to ensure proper backup. Messages no longer needed shall be purged
periodically from personal storage areas. Technical support personnel shall monitor
storage usage and advise when limits are approaching storage limits or have been reached
and purging is required.

Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of Information in direct
support of the business of the State of New Hampshire.

1. Authorized Users are given State provided access to Internet and Intranet resources to
assist them in the performance of their jobs.

2. Internet/Intranet Authorized Users are responsible for all material accessed under
their user ID.

3. Software for browsing is provided to Authorized Users for State related business use
only.

4. The Authorized User understands and agrees that the Internet/Intranet shall not be
used for:

Chat rooms, interactive games, and personal message boards

Downloading graphics, sound files, video clips or other files for personal use

Access to or the distribution of pornographic or obscene materials

Anything that interrupts or disrupts other network Authorized Users, services

or equipment

. Violations of the privacy of other Authorized Users or their data

f. Intentional copying of any software, program(s), or data without a prior,
good faith determined that such copying is permissible. (Efforts to obtain
permission shall be documented)

g. Intentional misrepresentation of yourself electronically as another, unless
specifically authorized to do so by that Authorized User

oo
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h. Intentionally developing programs designed to harass users or to infiltrate a
computer or computing and/or damage or alter the software components of

same
i. Fund raising or public relations activities not specifically related to State

business
j. Any purpose not directly related to the mission or intent of the agency

Remainder of this page intentionally left blank.
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New Hampshire Certificate of Authority or Certificate of Good Standing

(VENDORS NEED TO SUBMIT)

As a condition of contract award, the Vendor must furnish a Certificate of Authority/Good
Standing dated after April 1, 2006, from the Office of the Secretary of State of New Hampshire.
If your company is not registered, an application form may be obtained from:

Secretary of State
State House Annex
25 Capitol Street
Concord, New Hampshire 03301
603-271-3244

If your company is registered, a Certification thereof may be obtained from the Secretary of State.
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State of New Hampshire Terms and Conditions

All RFP terms and conditions including but not limited to the following Terms and Conditions,
shall constitute the basis for any and all contracts resulting from the RFP.

G-4.1

G-4.2

G-4.3

STATE OF NEW HAMPSHIRE
TERMS AND CONDITIONS

Effective Date: Completion of Services

G-4.1.1 The Contract and all obligations of the parties hereunder shall become effective
on the date the Governor and Executive Council of the State of New Hampshire
approves this Contract (the “Effective Date”).

G-4.1.2 The State does not require the Vendor to commence work before the Effective
Date; however, if the Vendor commences work before the Effective Date, such
work shall be performed at the sole risk of the Vendor. In the event that the
Contract does not become effective, the State shall be under no obligation to pay
the Vendor for any costs incurred or services performed; however if the Contract
becomes effective all costs incurred prior to the Effective Date shall be paid
under the terms of the Contract.

Conditional Nature of Contract

Notwithstanding any provision in the Contract to the contrary, all obligations of the State,
including, without limitation, the continuance of payments, are contingent upon the
availability and continued appropriation of funds, and in no event shall the State be liable
for any payments in excess of such available appropriated funds. In the event of a
reduction or termination of those funds, the State shall have the right to withhold payment
until such funds become available, if ever, and shall have the right to terminate the
Contract immediately upon giving the Vendor notice of such termination.

Contract Price: Limitation on Price: Payment

G-4.3.1 The contract price, method of payment, and terms of payment are identified and
more particularly described in Exhibit B: Price and Payment Schedule, of the
Contact.

G-4.3.2 The payment by the State of the contract price shall be the only, and the complete
reimbursement to the Vendor for all expenses, of whatever nature, incurred by
the Vendor in the performance hereof, and shall be the only and the complete
compensation to the Vendor for the services provided under the Contract. The
State shall have no liability to the Vendor other than the contract price.
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G-4.3.3 The State reserves the right to offset from any amounts otherwise payable to the
Vendor under the Contract those liquidated amounts required or permitted under
the Contract, by RSA 80:7 through 7-C, or any other provision of law.

G-4.3.4 Notwithstanding anything in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments authorized,
or actually made, exceed the total price limitation of the Contract set forth in
Exhibit B: Price and Payment Schedule of the Contract.

Compliance by Vendor with Laws and Regulations: Equal Employment
Opportunity

G-4.4.1In connection with the performance of the Contract, the Vendor shall comply
with all statutes, laws, regulations, orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the Vendor, including, but
not limited to, civil rights and equal opportunity laws. The Vendor shall also
comply with all applicable local, State, and federal licensing requirements and
standards necessary in the performance of the Contract.

G-4.4.2 During the term of the Contract, the Vendor shall not discriminate against
employees or applicants for employment in violation of applicable State or
federal laws, including but not limited to non discrimination because of race,
color, religion, creed, age, sex, handicap or national origin and will take
affirmative action to prevent such discrimination.

G-4.4.3 If the Contract is funded in any part by monies of the United States, the Vendor
shall comply with all the provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the regulations of the United
States Department of Labor (41. C.F.R. Part 60), and with any rules, regulations
and guidelines as the State of New Hampshire or the United States issue to
implement these regulations. The Vendor further agrees to permit the State or
United States, access to any of the Vendor’s books, records, and accounts for
ascertaining compliance with all rules, regulations and orders, and the covenants
and conditions of the Contract.

Regulatory/Governmental Approvals

Any contract awarded under the RFP shall be contingent upon the Vendor’s obtaining all
necessary and applicable regulatory or other governmental approvals.

Personnel

G-4.6.1 The performance of the Vendor’s obligations under the Contract shall be carried
out by the Vendor. The Vendor shall at its own expense provide all personnel,
materials and resources required under the Contract and as necessary to perform
the services under the Contract.
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G-4.6.2 The Vendor shall not hire, and shall permit no subcontract or other person, firm
or corporation with whom it is engaged in a combined effort to perform the
services, to hire any person who has a contractual relationship with the State, or
who is a State officer or employee, elected or appointed.

G-4.6.3 The Contracting Officer or his/her successor shall be the State’s representative.
In the event of any dispute governing the interpretation of the Contract, the
Contracting Officer’s decision shall be final for the State.

Before the filing of any formal proceedings with respect to a dispute (other than
an action seeking injunctive relief with respect to intellectual property rights), the
party believing itself aggrieved (the "Invoking Party") shall call for progressive
management involvement in the dispute negotiation by written notice to the other
party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted by this Agreement.

The parties shall use all reasonable efforts to arrange personal meetings and/or
telephone conferences as needed, at mutually convenient times and places,
between negotiators for the parties at the following successive management
levels, each of which shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL <VENDOR> The State CUMULATIVE
ALLOTTED
TIME
Primary <NAME> Gerald S. Bardsley 5 Business Days
<TITLE> State Project Manager
(PM)
First <NAME> Christine L. Bean, PhD 10 Business Days
<TITLE> Director, PHL
State Project Sponsor
Second <NAME> Mary Ann Cooney 15 Business Days
<TITLE> Director, DPHS

The allotted time for the first level negotiations shall begin on the date the
Invoking Party's notice is received by the other party. Subsequent allotted time is
days from the date that the original Invoking Party's notice is received by the
other party.

G-4.7 Termination

G-4.7.1 Termination for Default
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G-4.7.11 Unless otherwise provided in the Contract, the State shall
provide the Vendor written notice of default, and the Vendor
must cure the default within thirty (30) days, unless otherwise
indicated within by the State (“Cure Period”). If the Vendor fails
to cure the default within the Cure Period, the State may
terminate the Contract, at its sole discretion, and pursue its
remedies at law or in equity or both.

G-4.7.1.2 In the event the State declares the Vendor in default and
terminates the contract, the State may, take at a minimum, any or
all of the following actions:

G-4.7.1.2.1 Set off against any other obligations the State may
owe to the Vendor;

G-4.7.1.2.2 Procure services that are the subject of the
Contract from another source and the Vendor shall
be liable for all damages up to the Contract price,
including but not limited to (1) the cost difference
between the original Contract price for services
acquired from another source and (2) if applicable,
all administrative costs directly related to the
replacement of the Contract, such as costs of
competitive  bidding, mailing, advertising,
applicable fees, charges or penalties, and staff time
costs; and

G-4.7.1.2.3 Treat the Contract as breeched and pursue any of
its remedies at law or in equity, or both.

G-4.7.1.3 The Vendors shall provide the State with written notice of default,
and the State shall cure the default within thirty (30) days.

G-4.7.1.4 No remedy conferred under the Contract is intended to be
exclusive of any other remedy, and each remedy is cumulative and
in addition to every other remedy in the Contract. The State’s
election or non-election of any or more remedies shall not
constitute a waiver of its right to pursue other available remedies.

G-4.7.1.5 Subject to applicable laws and regulations, in no event shall the
Vendor be liable for any consequential, special, indirect,
incidental, punitive or exemplary damages and the Vendor’s
liability to the State shall not exceed two (2X) the total Contract
price, except as otherwise provided in Appendix G-4 Section 13:
Indemnification.
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G-4.7.1.6 Notwithstanding the foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is herby reserved to the State. This
covenant shall survive termination or Contract Conclusion.

G-4.7.2 Termination for Convenience

G-4.7.2.1 The State may, at its sole discretion, terminate the Contract, in
whole or in part, by thirty (30) days written notice to the Vendor.
In the event of such termination for convenience, the State shall
pay the Vendor the agreed upon price, if separately stated, for
Deliverables for which Acceptance has been given by the State.
Amounts for services or Deliverables provided prior to the date of
termination for which no separate price is stated will be paid, in
whole or in part, generally in accordance with Appendix F: Pricing
Worksheets, Tables F-1: Activities/Deliverables/Milestones Pricing
Worksheet and F-2: Proposed Position- Initial Contract Term
Vendor Rates Worksheet in the RFP.

G-4.7.2.2 During the thirty (30) day period, the Vendor shall wind down and
cease its Services as quickly and efficiently as reasonably possible,
without performing unnecessary Services or activities and by
minimizing negative effects on the State from such winding down
and cessation of Services.

G-4.7.3 Termination for Conflict of Interest

G-4.7.3.1 The State may terminate the Contract by written notice if it is
found that a conflict of interest exists, including but not limited to,
a violation by any of the parties hereto of applicable laws regarding
ethics in public acquisitions and procurement and performance of
contracts.

G-4.7.3.2 In the event the Contract is terminated as provided above pursuant
to a violation by the Vendor, the State shall be entitled to pursue
the same remedies against the Vendor as it could pursue in the
event of a default of the Contract by the Vendor.

G-4.7.4 Termination Procedure

G-4.7.4.1 Upon termination of the Contract, the State, in addition to any
other rights provided in the Contract, may require the Vendor to
deliver to the State any property, including without limitation,
Software and Written Deliverables, for such part of this Contract as
has been terminated.
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G-4.7.4.2 After receipt of a notice of termination, and except as otherwise
directed by the State, Vendor shall:

G-4.8 Force Majeure

a.

Stop work under this Contract on the date, and to the extent
specified, in the notice;

Promptly, but in no event longer than thirty (30) days after
termination, terminate its orders and subcontracts related to the
work which has been terminated and settle all outstanding
liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or ratification of the
State to the extent required, which approval or ratification shall
be final for the purpose of this Section;

Take such action as the State directs, or as necessary to
preserve and protect the property related to this Contract which
is in the possession of Vendor and in which State has an
interest;

Transfer title to the State and deliver in the manner, at the
times, and to the extent directed by the State, any property
which is required to be furnished to State and which has been
accepted or requested by the State; and

Provide written Certification to the State that Vendor has
surrendered to the State all said property.

Neither Vendor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God, strikes, block
outs, riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear
accidents, earthquakes, and unusually severe weather.

G-4.9 Information

G-4.9.1In performing its obligations under the Contract, the Vendor may gain access to
information of the State, including confidential information. The Vendor shall
not use information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as is directly connected
to and necessary for the Vendor’s performance under the Contract.
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G-4.9.2 The Vendor agrees to maintain the confidentiality of and to protect from
unauthorized use, disclosure, publication, and reproduction, all information of the
State that becomes available to the Vendor in connection with its performance
under the Contract, regardless of its form. Subject to applicable federal or State
laws and regulations, Confidential Information shall not include information
which: (i) shall have otherwise become publicly available other than as a result of
disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the
disclosing party, which the receiving party believes is not prohibited from
disclosing such information as a result of an obligation in favor of the disclosing
party; (iii) is developed by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such information made by the
disclosing party; or (iv) is disclosed with the written consent of the disclosing
party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

G-4.9.3 Any disclosure of the State’s information shall require prior written approval of
the State. The Vendor shall immediately notify the State if any request, subpoena
or other legal process is served upon the Vendor regarding the State’s
information, and the Vendor shall cooperate with the State in any effort it
undertakes to contest the subpoena or other legal process.

G-4.9.4 In the event of unauthorized use or disclosure of the State’s information, the
Vendor shall immediately notify the State, and the State shall immediately be
entitled to pursue any remedy at law, including, but not limited to injunctive
relief.

G-4.9.5 Insofar as the Vendor seeks to maintain the confidentiality of its confidential or
proprietary information, the Vendor must clearly identify in writing the
information it claims to be confidential or proprietary. The Vendor
acknowledges that the State is subject to the Right to Know law, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified confidential
information insofar as it is consistent with applicable laws or regulations,
including but not limited to, RSA Chapter 91-A. In the event the State receives a
request for the information identified by the Vendor as confidential, the State
shall notify the Vendor and specify the date the State will be releasing the
requested information. Any effort to prohibit or enjoin the release of the
information shall be the Vendor’s sole responsibility and at the Vendor’s sole
expense. If the Vendor fails to obtain a court order enjoining the disclosure, the
State shall release the information on the date specified in the State’s notice to the
Vendor without any State liability to the Vendor.

G-4.9.6 This Section G-4.9 shall survive termination or Contract Conclusion.
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G-4.10 Change of Ownership

In the event that the Vendor should change ownership for any reason whatsoever, the
State shall have the option of continuing under the Contract with the Vendor or its
successors or assigns for the full remaining term of the Contract; continuing under the
Contract with the Vendor or its successors or assigns for such period of time as
determined necessary by the State; or immediately terminating the Contract without
liability to the Vendor, its successors or assigns.

G-4.11Vendor’s Relation to the State

In the performance of the Contract, the Vendor is in all respects an independent
contractor, and is neither an agent nor an employee of the State. Neither the Vendor nor
any of its officers, employees, agents, or members shall have authority to bind the State
or receive any benefits, worker’s compensation or other emoluments provided by the
State to its employees.

G-4.12 Assignment, Delegation and Subcontracts

G-4.12.1 The Vendor shall not assign, delegate, subcontract, or otherwise transfer any of
its interest, rights, or duties under the Contract without the prior written consent
of the State. Such consent will not be unreasonably withheld. Any attempted
transfer, assignment, delegation, or other transfer made without the State’s
prior written consent shall be null and void.

G-4.12.2 The Vendor shall remain wholly responsible for performance of the entire
Contract regardless of whether assignees, delegates, Subcontractors or other
transferees (“Successor”) are used, unless otherwise agreed to in writing by the
State and the Successor fully assumes in writing any and all obligations and
liabilities under the Contract. In the absence of a written assumption of full
obligations and liabilities of the Contract, any permitted assignment,
delegation, subcontract or other transfer shall neither relieve the Vendor of any
of its obligations under the Contract nor shall it affect any remedies available to
the State against the Vendor that may arise from any event of default of the
provisions of the Contract. The State will consider the Vendor to be the sole
point of contact with regard to all contractual matters, including payment of
any and all charges resulting from the Contract.

G-4.13 Indemnification

The Vendor shall indemnify, defend and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or penalties asserted against the State, its
officers and employees, by or on behalf of any person, on account of, based or resulting
from, arising out of (or which may be claimed to arise out of) the acts the acts or
omissions of the Vendor, its personnel or agents during the course of performance of the
Services hereunder.
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Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State.

This Section G-4.13 shall survive termination or Contract Conclusion.

G-4.14 Insurance

G-4.14.1 The Vendor shall, at its sole expense, obtain and maintain in force, and shall
require any Subcontractor or assignee to obtain and maintain in force, both for
the benefit of the State, the following insurance:

G-4.14.1.1 Comprehensive general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $250,000 per claim and $2,000,000 per incident; and

G-4.14.1.2 The policies shall be the standard form employed in the State of
New Hampshire, issued by underwriters acceptable to the State,
and authorized to do business in the State of New Hampshire.
Each policy shall contain a clause prohibiting cancellation or
modifications of the policy earlier than ten (10) days after written
notice thereof has been received by the State.

G-4.15Waiver of Event of Default

No failure by the State to enforce any provisions hereof after any event of default shall be
deemed a waiver of its rights with regard to that event, or any subsequent event. No
express failure of any default shall be deemed a waiver of the right of the State to enforce
each and all of the provisions hereof upon any further or other default on the part of the
Vendor.

G-4.16 Notice

Any notice by a party to the other party shall be deemed to have been duly delivered or
given at the time of mailing by registered mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

TO VENDOR: TO STATE:

[Name] State of New Hampshire

[Address] Department of Health and Human Services
129 Pleasant Street

[City, State] [Zip] Concord, NH 03301

[Telephone Number] (603) 271-4387
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G-4.17 Amendment

The Contract may be amended, waived, or discharged only by an instrument in writing
signed by the parties hereto and only after approval of such amendment, waiver, or
discharge by the Governor and Executive Council of the State of New Hampshire.

G-4.18 Construction of Contract and Terms

The Contract shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the parties and their
respective successors and assigns. Any action may only be bought in the State of New
Hampshire Merrimack County Superior Court.

G-4.19Third Parties

The parties hereto do not intend to benefit any third parties and the Contract shall not be
construed to confer any such benefit.

G-4.20 Headings

The headings in the Contract shall not be held to explain, modify, amplify, or aid in the
construction or interpretation of the Contract provisions, and are for reference purposes
only.

G-4.21 Exhibits

The Exhibits referred to in and attached to the Contract are made a part of it as if fully
included in the text.

G-4.22 Survival

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive.

G-4.23 Entire Contract

The Contract, which may be executed in a number of count arts, each of which shall be
deemed an original, constitutes the entire Contract and understanding between the parties,
and supersedes all prior Contracts and understandings.
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HIPAA Standards for Privacy — Business Associate Agreement

STANDARD EXHIBITH

The Contractor agrees to comply with the Health Insurance Portability and Accountability Act,
Public Law 104-191, and with the Standards for Privacy of Individually Identifiable Health
Information, 45 CFR Parts 160 and 164. As defined herein, “Business Associate” shall mean the
Contractor and “Covered Entity” shall mean the state of New Hampshire, Department of
Administrative Services.

G-5.1 Business Associate Agreement

G-5.1.1 Definitions

a. “Designated Record Set™ shall have the same meaning as the term “designated record
set” in 45 CFR Section 164.501.

b. “Data Aggregation” shall have the same meaning as the term “data aggregation” in
45 CFR Section 164.501.

c. “Health Care Operations” shall have the same meaning as the term “health care
operations” in 45 CFR Section 164.501.

d. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-191.

e. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section
164.501 and shall include a person who qualifies as a personal representative in
accordance with 45 CFR Section 164.501(g).

f.  “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the
United States Department of Health and Human Services.

g. “Protected Health Information” shall have the same meaning as the term “protected
health information” in 45 CFR Section 164.501, limited to the information created or
received by Business Associate from or on behalf of Covered Entity.

h. “Required by Law” shall have the same meaning as the term “required by law” in 45
CFR Section 164.501.

i. “Secretary” shall mean the Secretary of the Department of Health and Human
Services or his/her designee.
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Other Definitions all terms not otherwise defined herein shall have the meaning
established under 45 CFR Parts 160, 162 and 164, as amended from time to time.

G-5.1.2 Use and Disclosure of Protected Health Information (PHI)

a.

G-5.1.3

Business Associate shall not use or disclose PHI except as reasonably necessary to
provide the services outlined under Exhibit A: Contract Deliverables of the
Agreement, as amended to include this Standard Exhibit H. Further, the Business
Associate shall not, and shall ensure that its directors, officers, employees, and agents
do not, use, or disclose PHI in any manner that would constitute a violation of the
Privacy Rule if so used by Covered Entity.

Business Associate may use or disclose PHI:

i. For the proper management and administration of the Business
Associate.
ii. Asrequired by law, pursuant to the terms set forth in paragraph c. below.
iii. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to
a third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially
and used or further disclosed only as required by law or for the purpose for which it
was disclosed to the third party; and (ii) an agreement from such third party to
immediately notify Business Associate of any breaches of the confidentiality of the
PHI to the extent it has obtained knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A: Contract Deliverables of the Agreement, as
amended to include this Standard Exhibit H, disclose any PHI in response to a request
for disclosure on the basis that it is required by law, without first notifying Covered
Entity so that Covered Entity has an opportunity to object to the disclosure and to
seek appropriate relief. If Covered Entity objects to such disclosure, the Business
Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed
to be bound by additional restrictions on the uses or disclosures of PHI pursuant to
the Privacy Rule, the Business Associate shall be bound by such additional
restrictions and shall not disclose PHI in violation of such additional restrictions.

Obligations and Activities of Business Awards
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a. Business Associate shall report to the designated Privacy Officer of Covered Entity,
in writing, any use or disclosure of PHI in violation of the Agreement, as amended to
include this Standard Exhibit H, of which it becomes aware, within two (2) business
days of becoming aware of such unauthorized use or disclosure.

b. Business Associate shall use appropriate safeguards to prevent the use or disclosure
of PHI other than as permitted by the Agreement, as amended to include this Exhibit
H.

c. Business Associate shall make available all of its internal policies and procedures,
books, and records relating to the use and disclosure of PHI received from or created
or received by the Business Associate on behalf of Covered Entity to the Secretary
for purposes of determining Covered Entity’s compliance with HIPAA and the
Privacy Rule.

d. Business Associate shall require all of its directors, officers, employees, agents,
Subcontractors, and third parties that receive, use, or have access to PHI under the
Agreement, as amended to include this Exhibit H, to agree in writing to adhere to the
same restrictions and conditions on the use and disclosure of PHI contained herein,
including the duty to return or destroy the PHI as provided under Section (3) k herein.
Business Associate shall also require its agents, Subcontractors, and third parties to
indemnify, defend, and hold harmless Covered Entity from and against any claim,
liability, or expense arising out of or relating to any non-permitted use or disclosure
of PHI by the agents, Subcontractors, and third parties.

e. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available, during Normal Business Hours, at its
offices, all records, books, agreements, policies and procedures relating to the use and
disclosure of PHI to the Covered Entity, for purposes of enabling Covered Entity to
determine Business Associate’s compliance with the terms of the Agreement, as
amended to include this Exhibit H.

f.  Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI, in a designated record set, to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

g. Within ten (10) business days of receiving a written request from Covered Entity for
an amendment of PHI or a record about an individual contained in a designated
record set, the Business Associate shall make such PHI available to Covered Entity
for amendment and incorporate any such amendment to enable Covered Entity to
fulfill its obligations under 45 CFR Section 164.526.

h. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by
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an individual for an accounting of disclosures of PHI in accordance with 45 CFR
Section 164.528.

Within ten (10) business days of receiving a written request from Covered Entity for
a request for an accounting of disclosures of PHI, Business Associate shall make
available to Covered Entity such information as Covered Entity may require to fulfill
its obligations to provide an accounting of disclosures with respect to PHI in
accordance with 45 CFR Section 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall, within two (2)
business days, forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual’s request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy Rule, the Business Associate shall
instead respond to the individual’s request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, as amended to
include this Standard Exhibit H, for any reason, the Business Associate shall return or
destroy, as specified by Covered Entity, all PHI received from or created or received
by the Business Associate in connection with the Agreement and shall not retain any
copies or back-up tapes of such PHI. If return or destruction is not feasible, Business
Associate shall continue to extend the protections of the Agreement, as amended by
this Exhibit H, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible for so long as Business
Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that
the Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity and Activities of Business Awards

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR
Section 164.520 to the extent that such change or limitation may affect Business
Associate’s use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in or
revocation of permission provided to Covered Entity by individuals whose PHI may
be used or disclosed by Business Associate under this Agreement, pursuant to 45
CFR Section 164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use
or disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR
164.522 to the extent that such restriction may affect Business Associate’s use or
disclosure of PHI.

DHHS RFP 2007-064 12/15/2006 Page 63 of 75



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
LIMS ACQUISITION SUPPORT
DHHS RFP 2007-064

G-5.1.5 Term and Termination

a. Term. The Agreement, as amended to include this Standard Exhibit H, shall become
effective as of the date approved by Governor and Executive Council and shall
continue in effect until (i) termination of the Agreement, (ii) termination as provided
herein, or (iii) termination by mutual agreement of the parties.

b. Termination for Cause. Covered Entity may immediately terminate the Agreement,
as amended to include this Standard Exhibit H, if it determines that Business
Associate has violated the Agreement. Upon Covered Entity’s knowledge of a
breach by Business Associate, Covered Entity may either immediately terminate the
Agreement or provide an opportunity for Business Associate to cure the alleged
breach within a timeframe specified by Covered Entity. If Covered Entity determines
that neither termination nor cure is feasible, Covered Entity shall report the violation
to the Secretary.

G-5.1.6 Miscellaneous

a. Definitions and Regulatory References. All terms used but not otherwise defined
herein shall have the same meaning as those terms in the Privacy Rule, as amended
from time to time. A reference in the Agreement, as amended to include this
Standard Exhibit H, to a Section in the Privacy Rule means the Section as in effect or
as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, as amended to include this Standard Exhibit H,
from time to time as is necessary for Covered Entity to comply with the changes in
the requirements of HIPAA, the Privacy Rule, and applicable federal and State law.

c. No Third Party Beneficiaries. Nothing express or implied in the Agreement, as
amended to include Standard Exhibit H, is intended or shall be deemed to confer
upon any person or entity other than the Covered Entity, the Business Associate, and
their respective successors and assigns, any rights, obligations, remedies or liabilities
whatsoever.

d. Data Ownership. The Business Associate acknowledges that it has no ownership
rights with respect to the PHI provided by or created on behalf of Covered Entity.

e. Interpretation. The parties agree that any ambiguity in the Agreement, as amended to
include this Standard Exhibit H, shall be resolved to permit Covered Entity to comply
with HIPAA and the Privacy Rule.

f. Indemnification. Business Associate shall indemnify, defend, and hold harmless
Covered Entity from and against any claim, liability, or expense arising out of or
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relating to any non-permitted use or disclosure of PHI by the Business Associate,
including without limitation its directors, officers, and employees.

g. Segregation. If any term or condition of this Standard Exhibit H or the application
thereof to any person(s) or circumstance is held invalid, such invalidity shall not
affect other terms or conditions which can be given effect without the invalid term or
condition; to this end the terms and conditions of this Standard Exhibit H are declared
severable.

h. Survival. Provisions in this Standard Exhibit H regarding the use and disclosure of
PHI, return or destruction of PHI, extensions of the protections of the Agreement in
Section 3k., the defense and indemnification provisions of Section 3d., and Section
6g. shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Amendment.

STATE OF NEW HAMPSHIRE
DEPARTMENT

Date:
Name of Authorized Representative
Title of Authorized Representative
CONTRACTOR NAME

Date:

Name of Authorized Representative
Title of Authorized Representative
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G-6  Escrow Agreement (Not Applicable)
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Sample Certificate of Vote
CERTIFICATE

(Corporation Without Seal)

I, , Clerk/Secretary of the

, do hereby certify that:

(1) 1 am the duly elected and acting Clerk/Secretary of the ,a

corporation (State of incorporation) (the “Corporation™);

(2) 1 maintain and have custody and am familiar with the minute books of the Corporation;

(3) I am duly authorized to issue certificates with respect to the contents of such books;

(4) The following are true, accurate and complete copies of the resolutions adopted by the Board of Directors

of the Corporation at a meeting of the said Board of Directors held on the day of

, 2006, which meeting was duly held in accordance with

(State of incorporation) law and the by-laws of the Corporation:

RESOLVED: That this Corporation enter into a contract with the State of New Hampshire, acting by
and through the Division for Children, Youth and Families of the Department of Health and Human
Services, providing for the performance of certain IT Consulting services, and that the President (and
Vice President) (and the Treasurer) (or any of them acting singly) be and hereby (is) (are) authorized
and directed for and on behalf of this Corporation to enter into the said contract with the State and to
take any and all such actions and to execute, acknowledge and deliver for and on behalf of this
Corporation any and all documents, agreements and other instruments (and any amendments, revisions
or modifications thereto) and (she) (he) (any of them) may deem necessary, desirable or appropriate to
accomplish the same;

RESOLVED: That the signature of any officer of this Corporation affixed to any instrument or
document in or contemplated by these resolutions shall be conclusive evidence of the authority of said
officer to bind this Corporation thereby;

(5) the foregoing resolutions have not been revoked, annulled, or amended in any manner whatsoever and

remain in full force and effect as of the date hereof;

(6) the following person(s) (has) (have) been duly elected to and now occupy the office(s) indicated below:

President

Vice President

Treasurer
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and;
(7) the corporation has no seal.

IN WITNESS WHEREOF, | have hereunto set my hand as the Clerk/Secretary of the
Corporation this day of , 2006.

Clerk/Secretary

STATE OF
COUNTY OF
On this the day of , 2006, before me,
, the undersigned Officer, personally appeared
, Who acknowledged her/himself to be the
, of , & corporation,
and that she/he, as such being authorized to do so, executed the

foregoing instrument for the purposes therein contained, by signing the name of the corporation by
her/himself as :

IN WITNESS WHEREOF, I hereunto set my hand and official seal.

Notary Public/Justice of the Peace

My Commission Expires:
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APPENDIX H: TERMS AND DEFINITIONS
The following terms and definitions apply to this RFP and any resulting contract

Acceptance

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed.

Agency "Agency" shall mean any board, department, commission, hospital,
sanitarium, home, library, school, college, prison or other institution
conducted or operated by or for the state of New Hampshire, per
reference RSA 21-1:11.

APHL Refers to the Association of Public Health Laboratories

Best and Final Offer For negotiated procurements, a contractor's final offer following the

(BAFO) conclusion of discussions.
www.sha.gov/gcbd/glossary.htm
In negotiations, one or other of the parties declares that this is as far
as they can go and it is up to the other to accept, or reject and ‘walk
away'
www.projectauditors.com/Dictionary/B.html

CCP Change Control Procedures

CDC Refers to the Centers for Disease Control

CLIA Refers to Clinical Laboratory Improvement Amendment —
regulations governing the operation of clinical laboratories

CR Change Request

CM Configuration Management

COTS Refers to Commercial Off The Shelf software

Certification

The Contractor’s written Certification and full supporting and
written documentation (including without limitation test results as
applicable) that the Contractor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Confidential Information required to be kept Confidential from unauthorized
Information disclosure.
Contract Contract means a binding legal agreement between the State of

New Hampshire and the Contractor. The Contract includes, without
limitation, the Request for Proposal, the Offer submitted in
response to the RFP, the Contract Award, the standard Purchase
Terms and Conditions, Supplemental Terms and Conditions if any,
Specifications, and any addenda and amendments thereto.

Contract Conclusion

Refers to the conclusion of Contracts, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default.
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CDC

The Federal Centers for Disease Control and Prevention

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all Contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract documentation, obtaining executive
approvals, tracking costs and payments, and representing the State
in all Contract administration activities.

Contractor

The Contracted Vendor Company that will perform the duties and
specifications of the RFP. (Contractor’s address info)

Data

State’s records, files, forms, data and other documents or
information that will be converted by Vendor for processing.

Deficiencies

A failure, deficiency, or defect in a Deliverable resulting in a
Deliverable, the Software, or the , not conforming to its
Specifications.

Class A Deficiency — Software - Critical, does not allow to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software - services were inadequate and
require re-performance of the service.

Class B Deficiency — Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not
enough to make the document unintelligible; Non Software -
services were deficient, require reworking, but do not require re-
performance of the service.

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on , low priority and/or user can use ; Written
Documentation - minimal changes required and of minor editing
nature; Non Software - services require only minor reworking and
do not require re-performance of the service.

Deliverables

A deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by
Vendor to the State or under the terms of a contract requirement.

Department

Agency of the State

DPHS

Refers to the Division of Public Health Services, the state agency
that houses the Public Health Laboratories (PHL).

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Effective Date

The date on which an agreement, such as a contract, takes effect.

DHHS RFP 2007-064 12/15/2006 Page 70 of 75




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

LIMS ACQUISITION SUPPORT
DHHS RFP 2007-064

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders

EOM End of Month

Firm Fixed Price A firm-fixed-price contract provides a price that is not subject to

Contract increase, i.e., adjustment on the basis of the Contractor’s cost
experience in performing the contract

GAAP Generally Accepted Accounting Principles

Governor and Executive
Council

The New Hampshire Governor and Executive Council.

Implementation

The process for making the system fully operational for processing
the Data.

Implementation Plan

Sets forth the transition from development to full operation, and
includes without limitation, training, business and technical
procedures.

Information Technology

(IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, data processing, computing,
information s, telecommunications, and various audio and video
technologies.

Licensee The State of New Hampshire.

LIMS Laboratory Information Management System generic term referring
to the application being sought by the PHL

LITS Refers to the Laboratory Information Tracking System currently

used by the PHL.

Non Exclusive Contract

A contract executed by the State that does not restrict any State
Agencies from seeking alternative sources for the product or
service.

Non-Software
Deliverables

Deliverables that are not Software Deliverables, e.g., meetings, help
support, services, other.

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year’s Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4", Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided.

Notice to Proceed
(NTP)

The State Contract Manager’s direction to the Contracted Vendor to
begin work on the Contract on a given date and time.

Office of Information
Technology (OIT)

The Office of Information Technology established under RSA 4-D
within the Office of the Governor.

Operational

is operating fully functional, all Data has been loaded into the , is
available for use by the State in its daily operations, and the State
has issued an Acceptance Letter.
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Order of Precedence

The order in which Contract Activities/Documents preside in the
event of a conflict or ambiguity.

PHIN Refers to Public Health Information Network- a set of standards
promulgated by CDC to facilitate that exchange of information
PHL Refers to the New Hampshire Public Health Laboratories
Project The planned undertaking regarding the entire subject matter of an
RFP Contract and the activities of the parties related hereto.
Project Team The group of State employees and consultants responsible for

managing the processes and mechanisms required such that the
Services are procured in accordance with the Project Plan on time,
on budget and to the required specifications and quality.

Project Management
Plan

A document that describes the processes and methodology to be
employed by Vendor to ensure a successful project.

Project Managers

The persons identified who shall function as the State’s and
Vendor’s representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP).

Proposal

The submission from a Contractor in response to the RFP .

Review

The process of Reviewing Deliverables for acceptance.

Review Period

The period set for Review contained in the Statement of Work for a
Deliverable. If none is specified then five (5) business days will

apply.

RFP (Request for

A Request For Proposal which solicits vendor proposals to satisfy

Proposal) State functional requirements by supplying data processing product
and/or service resources according to specific terms and conditions.

Schedule The dates described in the Work Plan for deadlines for performance
of Services and other project events and activities under the
Contract.

SDLC Software Development Lifecycle

Service Level A signed agreement between the Contractor and the State

Agreement (SLA) specifying the level of service that is expected and provided by the
Contractor during the term of the Contract.

Services The work or labor to be performed by the Contracted VVendor on the
Project as described in the Contract.

Software All custom Software and SYSTEM Software provided by the

Contractor under the Contract

Software Deliverables

SYSTEM Software

Software License

Licenses provided to the State under this Contract.

Specifications

The written specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable state and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other specifications
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and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State

STATE is defined as:

State of New Hampshire

DPHS

29 Hazen Drive

Concord, NH 03301

Reference to the term “State” shall include applicable Agencies.

Statement of Work
(SOwW)

A Statement of Work clearly defines the basic requirements and
objectives of a project. The Statement of Work also defines a high
level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and Vendor.
The SOW defines the results that Vendor remains responsible and
accountable for achieving.

State’s Confidential

State’s information regardless of its form that is not subject to

Records public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A.
State Data Any information contained within State systems in electronic or

paper format.

State Fiscal Year

The New Hampshire State Fiscal Year extends from July 1% through
June 30" of the following calendar year

State’s Project Manager
(PM)

State’s representative with regard to project management and
technical matters. Agency Project Managers are responsible for
review and acceptance of specific contract deliverables, invoice
sign off, and review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of or
owned by The Contractor, which is performing Services under this
Contract under a separate Contract with or on behalf of The
Contractor.

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD

To Be Determined.

Technical Authorization

Direction to Contractor, which fills in details, clarifies, interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within Statement of Services; (2) not constitute
a new assignment; and (3) not change the terms, documents of
specifications of the SOW.

Vendor

Any individual, firm, or corporation invited to submit a Proposal to
supply data processing software and services capable of satisfying
State specified requirements.
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Warranty Period

That period following the Acceptance Date during which Contractor
will provide Software product support and/or maintenance to the
State at no charge, subject to any extensions for defect correction.

Warranty Services

The services to be provided during the Warranty Period.

Warranty Releases

Software code that is provided to the State as a remedy for defects
documented during the Warranty Period.

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. Each revision to the Work Plan accepted by the
State shall be incorporated herein by reference upon its Acceptance
by the State.

Written Deliverables

Non-software written deliverable documentation (letter, report,
manual, book, other) provided by Vendor either in paper or
electronic format.
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APPENDIX I: SUPPORTING DOCUMENTATION

The documents listed below include both technical and format specifications for this RFP.
Documentation produced as Deliverables for this Contract must follow the formats below and will be
additional volumes to that, which has already been created.

The following documents will be listed on the State of New Hampshire website as Addendums to this
RFP:

¢ Requirements for Public Health Laboratory Information Management Systems; A
Collaboration of State Public Health Laboratories, The Association of Public Health
Laboratories And Public Health Informatics Institute, September 2003
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EXECUTIVE SUMMARY

The Association of Public Health Laboratories (APHL), the APHL Management Information Systems (MIS)
Committee, designated state and local public health labs (PHLs), and the Public Health Informatics
Institute (the Institute) joined together in October 2002 in an effort to determine commonalities among
PHLs’ requirements specifications. Their objective was to determine a more efficient and economically
viable manner to address information technology needs.

The critical need for PHLs to have efficient electronic laboratory information management (LIM)
systems became evident after the bioterrorism events of fall 2001. APHL's 2002-2005 strategic plan
subsequently called for the development and use of effective laboratory information plans and the
development of consensus on the essential elements of laboratory information systems. The Robert
Wood Johnson Foundation (RWJF) funded the Institute in September 2002 to develop collaborative
approaches for state and local public health agency use of information tools to respond to
bioterrorism and other public health threats. The APHL-Institute partnership brought together the
strategic priorities of APHL and the collaborative approach and public health informatics expertise of
the Institute. It has proven to be a highly effective model for collaboration.

Sixteen PHLs contributed their laboratory experience and expertise to the Institute’s knowledge of the
professional IT environment. APHL and its MIS Committee provided coordination and oversight. This
requirements specifications document is thus the result of a joint effort by many parties, referenced
here as “the Collaborative.”

The Collaborative succeeded in demonstrating the feasibility of a common set of LIM system require-
ments and its applicability to the individual needs of public health laboratories.

Defining system requirements is the most important step in developing or acquiring any information
system. If the requirements are not correctly defined, the system will not meet the needs of its users.
With correct LIM system requirements, PHLs will be able to match their needs with commercial
software products.

This document is designed to be both a roadmap and a tool. It is a roadmap for moving PHLs toward
the vision articulated here. At the same time, it is a tool for structuring specific implementation
projects and creating comprehensive vendor requests for proposals (RFPs).

The text describes the roles of Collaborative partners, the methodology, and key lessons learned,
notably the importance of engaging system users from the beginning of the development process. It
also details the business processes that underlie the system requirements.

Separate from this document, but integral to the effort, the LIM system project will develop a busi-
ness case with cost-benefit analysis and a commercial vendor analysis.

Sections 1l through VIII present LIM requirements specifications as follows:

1) Development of a conceptual framework for the work performed in a PHL (Section Ill).
2) An explanation of how the business processes relate to each other (Section IV).

3) Delineation of requirements specifications for each business process that takes
relationships between the processes into account (Section V).
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EXECUTIVE SUMMARY

4) A statement of LIM system requirements specifications that span all 16 business processes
(Section VI).

5) An explanation of the database interfaces between the LIM system and other relevant
system databases (Section VII).

6) Delineation of vendor-related requirements specifications commonly found in requests for
proposals (Section VIII).
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I.THE VISION

This publication outlines a common set of laboratory information management (LIM) system require-
ments specific to public health laboratories (PHLs) that can be used to purchase, enhance, or develop
LIM systems with the capability to electronically exchange information with laboratory customers.

For the purposes of this document, a LIM system is defined to mean more than a specimen “tracking
system.” Here a LIM system encompasses 16 business processes associated with core business
functions such as the standard collection of specimen information.

Background

The Critical Need. Due to years of under-funding, PHLs have not been able to capitalize on advances
in information technology. The consequences of inadequate IT capacity became evident during the
anthrax crisis as states scrambled to create Access® databases or worked with ancient Wang®
systems that lacked system interfaces. Had electronic systems been in place, the management of
data would have been more efficient, accurate and timely. More recently, the spread of West Nile
virus has confirmed the need for efficient electronic laboratory information management systems.
Implementation of standards that will allow laboratory results data to be linked with patient informa-
tion, case studies, and other epidemiological data represents a major challenge to public health.

The Institute and APHL began discussions in July 2002 on developing standards for PHL LIM systems.
APHL's Board of Directors, based on recommendations from the MIS Committee, approved the
undertaking during its September 2002 meeting. In October, APHL began collaborating with the
Institute to advance the initiative.

The Collaborative Partners

The term “the Collaborative” is used in this document to refer to the partners involved in the LIM
system requirements project. Profiles of these partners follow.

Public Health Informatics Institute (the Institute). The Institute is an independent, nonprofit organization
dedicated to advancing public health practitioners’ ability to strategically apply and manage information
systems. The Institute is a program of the Center for Innovation in Health Information Systems, which
operates under the umbrella of The Task Force for Child Survival and Development whose mission is to
improve human health and development around the world.

Funded by The Robert Wood Johnson Foundation (the RWJF), the Institute began operations in
September 2002. In its initial phase, the Institute was asked by RWJF to address the urgent needs
for state and local public health preparedness and response to bioterrorism. It is now involved in
several projects aimed at improving the public health information technology infrastructure.

Requi renents for Rubl i c Heal t h Laborat ory | nf or nat i on Minagenent S/st ens:





THE VI SI ON

Association of Public Health Laboratories (APHL). APHL works to safeguard the public’s health by
strengthening public health laboratories in the United States and across the world. In collaboration
with members, APHL advances laboratory systems and practices, and promotes policies that support
healthy communities. The association’s founding members are directors of state and territorial public
health laboratories. Others include city, county, environmental health, and environmental quality
laboratory directors, international representatives and other laboratory professionals. APHL is a non-
profit, 501(C3) organization with a history of over fifty years.

The Management and Information Systems (MIS) Committee. The MIS Committee advises APHL on
information systems development. The MIS Committee has the responsibility of addressing two key
sections of the Third Goal of APHL's Strategic Plan 2002 - 2005*: “Develop and promote the use of
effective laboratory information systems,” and “Develop consensus on the essential elements of
effective Laboratory Information Management (LIM) Systems.” Given this charge, the Committee was
asked to assume oversight for the LIM system requirements project.

State and Local Public Health Laboratory Partners. State and local PHLs are at the core of the United
States public health delivery system, linking almost every facet of public health infrastructure - disease
control and prevention, maternal and child health, environmental health, epidemiology, and emergency
preparedness and response. As a result, PHLs interact with a wide range of local/state/federal agen-
cies and individuals, including local hospitals/laboratories/clinics, environmental/agricultural/ wildlife
institutions, academic institutions/health sciences centers, and law enforcement agencies.

PHLs applied to participate in the LIM system requirements project. Nine state PHLs and one local
PHL were chosen as fully participating partners (committing time and materials.) Six other states were
selected as contributing members (committing experience and materials.) Participating partners
included the Arkansas Department of Health; Connecticut Division of Laboratories; University of lowa
Hygienic Laboratory; Public Health Laboratory, Marion County Health Department, Indianapolis,
Indiana; Kansas Division of Health and Environmental Laboratories; Maine Laboratory Operations -
Health & Environmental Testing; Massachusetts State Laboratory Institute; New York Wadsworth
Center; Utah Division of Epidemiology and Laboratory Services; and the Virginia Division of Consoli-
dated Laboratory Services. Contributing members included the Florida Bureau of Laboratories,
Kentucky Division of Laboratory Services, Mississippi State Public Health Laboratory, Missouri State
Public Health Laboratory, New Jersey Public Health Laboratories and Environmental Laboratories, and
Washington Public Health Laboratories.

Centers for Disease Control and Prevention. CDC is committed to collaboratively identifying and
defining standards for the implementation of electronic reporting of laboratory results. It provides
consultation, guidance, and direction in specimen accessioning, electronic laboratory reporting,
results messaging, and secure transport of data. CDC reviewed this document in its final draft form
and provided detailed requirements for electronic transmission of data (Section VI. Public Health
Information Network (PHIN) Requirements as Related to LIM Systems).

1 Strategic Plan 2002 -2005. Association of Public Health Laboratories, June 2002.
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Benefits of the Project

The benefits of the LIM system requirements project extend to all PHLs in that all will be able to access
this information through its steward, APHL. In addition, the project demonstrates that PHLs can act
collectively to define LIM system requirements, and then can use this information to select or develop a
common LIM system for sharing costs, upgrades, etc. Such a collective approach likewise promotes
participation in national informatics initiatives such as PHIN.

Methodology

The analogy of building a house without an architectural plan is often used to illustrate the informa-
tion systems approach taken by many public health professionals - an approach that has led to the
myriad of information systems and has resulted in redundant data entry, difficulties in sharing data,
and complexities in maintaining systems. The LIM system requirements project provides PHLs the
opportunity to apply the basic principles of public health informatics to acquiring or developing a LIM
system that will satisfy the laboratory’s business processes, reduce re-entry of data, enhance data
exchange, increase robustness of public health databases, and streamline systems maintenance.

Defining system requirements is the most important step in developing or acquiring any information
system and is basically an analytical process with the business processes forming the framework for
the analysis (Section IV. Business Process Interdependencies). If the requirements are not correctly
defined, the system will not meet the needs. Defining the LIM system requirements correctly will allow
PHLs to match requirements to vendors’ software products. As is often the case when requirements
are not completed first, the result is a vendor comparison based on arbitrary likes or dislikes, as
opposed to one based on a product’s appropriateness.

Emphasizing business processes instead of specific laboratory services and programs is a key prin-
ciple of public health informatics. Consequently, the LIM system requirements project began with a
high-level review of the PHL business - its goals, procedures, customers, and organizational struc-
ture. Workgroups identified 16 business processes that provided the framework for defining
workflows and outputs that could logically be provided by a LIM system. During this business process
phase, it became apparent that PHLs play an integral role in the broader public health data flow.

A chronology of project workgroup and team activities is outlined in Table 1. System users were
engaged from the inception to completion of the project, an important element of success in public
health informatics. A larger group reviewed workgroup products to ensure accuracy and complete-
ness. The broader impact of the document will be determined by recipients, which include APHL
members, CDC leaders, and other public health stakeholders.

Lessons Learned

Insights and “lessons learned” emerged at each milestone of the project. The most significant are
listed below:

PHLs share common business processes. Workgroup members from clinical, environmental, and IT
backgrounds agreed that PHLs share common business processes. Differences among PHLs were
found to relate more closely to laboratory size, number of employees, volume of specimens/samples
processed, and differences in funding streams than to core business processes. (Milestone 1)
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TABLE 1. LI M SYSTEM REQUI REMENTS PROJECT METHODOL OGY

DATE WORKGROUPS ACTIVI TY QUTCOME
Milestone 1
Workshop IA, KS and VA Identify the business Draft of the 16 Business Processes prepared.

(Nov 13-15, 2002) | Institute/APHL staff processes of a PHL Reviewed by all Project Partners and
Contributing Members (completed 12-12-2002).

Milestone 2

Workshop IA, KS, VA adding NY Refine business processes Context diagrams, workflows, and inputs/
(Jan 13-14,2003) | and WA Institute/ and establish workflows outputs drafted by Institute staff and reviewed
APHL staff by workgroup.

Milestone 3

Site Visits Site Visit Team: Site visits - VA, NY and Verification of Business Processes, context
(Feb 3-6, Institute/APHL staff Marion County, IN diagrams inputs/outputs, and work flows.
Feb 19-21, and KS

Mar 3-5, 2003)

Milestone 4

(Mar 31- 10 Project Partners Consensus on draft Discussed all requirements specifications

Apr 1, 2003) (2 representatives each) LIM system requirements sections of the document. Provided all
and 4 Contributing specifications comments for synthesis into requirements
Members (1 specifications document

representative each),
MIS Subcommittee,
Institute/APHL staff

Milestone 5

Apr 15, 2003 Institute/APHL staff Final document APHL released a draft of the requirements
APHL assumes stewardship specifications to member directors in May.
CDC reviewed and finalized end of August.
Final edits completed, document released
and posted on APHL website in September.

PHLs play a significant role in processing public health data. PHLs are positioned centrally in rela-
tion to broad data flows. They receive clinical specimens and environmental samples, process the
data, generate additional data, and send the resulting data to public health agencies. (Milestone 1)

PHLs are dependent on specimen providers, and customers on PHLs. Another working group
grasped the interdependency among phls and both specimen providers and customers. Accurate
testing depends on quality specimens; effective treatment depends on accurate testing. Understand-
ing the unique position of PHLs within public health data flow makes it possible to address issues,
limitations, and improvements related to receiving and sharing data in a more meaningful way. (Mile-
stone 2)

PHLs share basic business practices and workflows. Though each PHL visited for the project was
unique in organizational structure and facilities, all shared basic business processes and workflows.
This finding confirmed that a common set of LIM system requirements was feasible, and that all PHLs
would be able to use them. (Milestone 3)

Requi renent s for Rubl i ¢ Heal t h Labor at ory | nf or nat i on Minagenent S/st ens:





. HOW TO USE THIS DOCUMENT

This document is designed to be both a roadmap and a tool. It serves as a roadmap for helping PHLs
move toward the vision expressed in this document. At the same time, it is a tool for structuring
specific implementation projects and the basis for the creation of comprehensive vendor requests
for proposals (RFPs). It does not provide an information system requirements definition in the sense
that the term is used in informatics.

PHLs are invited to customize this document to meet individual needs and can modify the business
process sections, adding specific or unique requirements, and deleting business processes not
under their jurisdiction.

General organizational support processes normally supported by separate information systems, such
as payroll and general accounting, are not included in these requirements. Purchasing, which can be
a companion to inventory control, has been omitted as a business process at this point.

The document has been organized to lead the reader from a “macro” to a “micro” view of a LIM
system and its functionality. Individual requirements specifications can only be communicated within
the context of an overall LIM system structure. The progression is as follows:

1
2

3) Delineation of requirements specifications for each business process that takes the
relationships between the processes into account (Section IV).

4)Statement of LIM system requirements specifications that span all 16 business processes
(Section V).

) Development of a conceptual framework for the work performed in a PHL (Section IiI).
)

Explanation of how the business processes relate to each other (Section IV).

5) Explanation of the database interfaces between the LIM system and other relevant system
databases (Section VIII).

6) Delineation of vendor related requirements specifications commonly found in Request for
Proposals (Section IX).
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| 1'1. BUSI NESS PROCESS DESCRI PTI ONS

This section briefly describes 16 business processes and associated objectives relevant to the
operation of public health laboratories. Not all business processes are represented at all PHLs, but
each is relevant to a number of laboratories. These descriptions serve as the basis for delineation of
requirements specifications in Section V.

This document does not propose a physical solution for a LIM system that would support these
business processes; rather, it delineates the appropriate requirements specifications, which can be
used as a basis for determining systems support. Users are encouraged to package the require-
ments into modules or any other physical implementation scheme desired.

BP #1. Laboratory Test Processing (Clinical and Environmental)

OBJECTIVE: Securely deliver correct and complete test result reports to the submitting customer and
other mandated recipients.

This business process encompasses the core of a PHL's work: receiving, initial processing, analytical
laboratory testing, and test result reporting for both clinical and environmental specimens and samples.
Receiving includes verifying the completeness of the test request information, ensuring the adequacy/
appropriateness of the specimens/samples for testing, initial processing, and prioritizing the tests for
the various internal laboratories. Test requests can be received by phone, FAX, hard copy, or electronic
transmission using an HL7 order message. The testing task includes all analytical activities associated
with the requested tests (and any further tests, if needed as a result of initial test results) and record-
ing of results. Test result reporting includes verification and secure transmission of reports via hard
copy, phone, FAX, electronic copy, HL7 result message, etc., to the customer and other mandated
recipients, as well as posting results where they can be retrieved by authorized parties.

BP #2. Test Scheduling

OBJECTIVE: Optimize the use of laboratory personnel and instruments in order to maximize the use of
resources available to the laboratory and be able to adapt to sudden surges in a specific test request
volume.

In addition to the prioritization performed in receiving, each internal lab within a PHL schedules its
workload by specific instrument or bench. Scheduling factors include “rush” test requests, the length
of time a test takes, and holding/storage time requirements. In general, test requests are processed
in the order in which they are received except during an event prioritization.

BP #3. Proactive Specimen/Sample Collection (Prescheduled Tests)
OBJECTIVE: Receive prescheduled specimens/samples in an efficient and timely manner.

Tests can be prescheduled in some instances. This business process includes the identification and
scheduling of either single (one-time) requests, or recurring tests over some period of time. In either
case, the PHL ideally should capture the test schedule in the computer system and track each
requested test, starting with the distribution of the kits and forms and ending with the receipt of the
individual specimen/samples and completed forms. This process is a front end to the standard test
processing described in Business Process #1.
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BP #4. Specimen and Sample Tracking/Chain of Custody

OBJECTIVE: Create accurate and timely specimen and sample tracking and chain of custody docu-
mentation.

Specimens and samples must be tracked from the time of receipt until disposal. Unique identifica-
tion of the sample and all of its aliquots is required so that results can be matched back to the
originating sample. Besides the sequential processing from receiving through testing, specimens and
samples may spend time in intermediate storage, as well as be stored for subsequent testing follow-
ing the initial testing or stored as evidence. Long-term specimen and sample storage may also be
required, including products/organisms grown from them. Additionally, samples may be sent to third
parties for confirmatory testing or as overflow. In instances where chain of custody documentation is
required, the lab must be able to document custody of the specimen or sample from receipt through
disposal or return to the submitter or other agency. In many instances this requires a written signa-
ture or a digital signature from the custodian of the sample/specimen.

BP #5. Media, Reagent, Stains, Controls, etc. Manufacturing

OBJECTIVE: Efficiently prepare media and other materials for use in the PHL or for sale to other
laboratories and ensure they will work as intended.

A PHL may manufacture media, reagents, stains, and other materials required for support of the
individual laboratory analytical testing activity from a variety of components. These components all
have expiration dates and the final manufactured items carry expiration dates determined by the
laboratory. All new lots are quality controlled, and the manufacture may involve multiple steps. Some
items may require instrument “recalibration” in the lab when first used. This business process covers
all activities associated with the manufacture and introduction of these items in a PHLs individual
laboratories, except for Quality Control (QC), which is included under Business Process #14.

BP #6. Inventory Control Including Kits & Forms Management
OBJECTIVE: Manage appropriately all items inventoried by a PHL.

This business process covers all aspects of inventory control (ordering, tracking, and distribution) for
all items inventoried by a PHL. Examples include specimen and sample collection kits, testing kits, lab
supplies, chemicals, equipment, and forms. Collection kit management includes order processing,
component and kit assembly tracking, and assembled kit inventory tracking activities including lot
number and expiration date tracking for QC purposes. Forms management encompasses version
control, printing, and distribution.

BP #7. General Laboratory Reporting

OBJECTIVE: Create timely and efficient general laboratory reports addressing all PHL external obliga-
tions and internal management needs.

A PHL may have a wide variety of external reporting requirements dictated by a wide variety of organi-
zations (CDC, EPA, epidemiology, local health departments, etc.), as well as internal reporting require-
ments that include both management reporting and records management. An example of an external
reporting requirement would be reporting on laboratory capacity and critical personnel changes. This
business process includes all aspects of reporting other than the direct test reporting to the customer
and other mandated recipients as described in Business Process #1.

Requi renents for Rubl i c Heal t h Laborat ory | nf or nat i on Minagenent S/st ens:

13





14

BUSI NESS PROCESS DESCRI PTI ONS

BP #8. Statistical Analysis and Surveillance

OBJECTIVE: Create appropriate statistical analysis, surveillance outputs, and reports needed internally
and supplied to external partners for statistical and surveillance purposes.

Because of the unique PHL role in infectious diseases and PHLs’ special relationship with epidemiol-
ogy (for example, helping identify, understand and control disease outbreaks), PHLs must be able to
perform statistical analysis and surveillance activities. This business process covers serving the data
needs of a variety of organizations, including state epidemiologists and other public health agencies,
other laboratories, practitioners, CDC, etc., in order to identify trends and sentinel events indicating
emerging health problems, as well as actively participating in mitigation of adverse health events once
they have been identified.

BP #9. Billing for Laboratory Services
OBJECTIVE: Collect and record billing revenue.

APHL may engage in a wide variety of billing activities associated with the provision of lab services.
These include collecting fees prior to, as well as after, the performance of lab tests, withholding lab
test results until fees have been paid in certain instances, provision of indirect billing services for the
PHL, collecting licensing fees from other laboratories in the PHL jurisdiction, billing customers under
contract arrangements for testing and training services, and billing Medicaid and other health care
plans for services rendered to their clients.

BP #10. Contract and Grant Management
OBJECTIVE: Accurately manage contracts and grants per agreement requirements.

Contracts are normally used as a part of the definition of the business relationship between a PHL
and a regular customer. A given customer may have multiple contracts with the laboratory at the
same time or over a period of time. In addition, a PHL may perform testing services under a grant
mechanism in which there is an agreed amount of testing to be performed. Once the limit is reached,
no further testing is done. This business process is defined as the way in which the contracts and
grants are managed within the PHL.

BP #11. Training, Education and Resource Management

OBJECTIVE: Provide appropriate staff and customer training and education, and manage overall
personnel resources.

This business process includes staff and customer training and education activities, as well as the
overall management of the PHLs personnel resources (including skills, education, certifications, etc.).
Training and education includes course preparation, scheduling, attendance and follow up. Resource
management includes tracking employee certifications and competency testing for each test they
perform, as well as the instruments they use in testing. This business process also includes the
training, documentation, and reporting necessary to maintain a PHL's certification.
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BP #12. Lab Certifications/Licensing

OBJECTIVE: Fulfill state and other regulatory certification/licensing and oversight responsibilities
assigned to the PHL.

A PHL is generally charged with the responsibility for certifying and providing oversight of other labora-
tories in their respective states. This function includes the regular certification process, inspections to
identify deficiencies, tracking of proficiency testing, and complaint investigation. In addition, the PHL
provides inspection and oversight data and reports to other government agencies and maintains the
reciprocal agreements with laboratories in other states.

BP #13. Customer Concerns/Suggestions

OBJECTIVE: Provide appropriate follow up, reporting and resolution of concerns and suggestions
received from customers and employees.

Complaints and other input from both employees and customers must be received, recorded, investi-
gated, and reported. This business process covers all aspects of this activity.

BP #14. Quality Control (QC) and Quality Assurance (QA) Management
OBJECTIVE: Provide appropriate QC and QA services.

Although many of these activities are woven into the performance of the laboratory testing process,
the determination of the QC and QA activities to be performed, the performance tracking, and the
subsequent reporting requirements are management responsibilities and, consequently, are defined
as a separate business process under this heading. QA not only includes internal performance, but
also relates to customer performance in meeting the requirements for proper test submittal and
customer satisfaction with the PHLs performance.

BP #15. Laboratory Safety and Accident Investigation
OBJECTIVE: Creation of a safe and accident free laboratory environment.

The very nature of PHL work mandates that safety is a key consideration. It involves elements of
several of the other business processes discussed above but has been broken out separately to
emphasize its importance. Safety involves training, follow up, monitoring and investigation of safety
violations and safety related injuries and accidents. All tasks associated with these activities are
included in this business process.

BP #16. Laboratory Mutual Assistance/Disaster Recovery

OBJECTIVE: Process test request surges without compromising turnaround times and quality.

The ability to identify other laboratories with available capacity in an emergency in order to create
surge capacity and the capability to transfer existing test backlogs as well as divert a portion of new
tests requests to alternate surge capacity laboratory locations.
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As noted above, the 16 business processes are interdependent, linked to laboratory test processing
(Business Process #1) and other business processes through tasks performed and outputs produced.

For example, inventory is directly linked to test processing and supports this function. Without re-
agents and media, the laboratory could not perform testing. In this case, it would not be reasonable
to implement the inventory business process without first implementing test processing. Integrating
inventory business process support into the LIM system produces efficiencies in laboratory operations
that would not be possible if the inventory function was supported by a separate information system
or performed manually.

This section describes the intersections between the business processes and the associated dependen-
cies. The description creates the framework for the LIM system business process interfaces and im-
pacts on the critical work activities to be supported within each of the dependent business processes.
Each of these critical work activities is converted into requirements specifications in Section V.

Moreover, the dependency relationships define a logical phased implementation strategy for use
where a given PHL can only implement a subset of the business processes in each stage of the
overall LIM system development. By the same token, it also suggests the logical sequence for module
implementation if the user decides to support all or a large number of the business processes at the
same time using a phased implementation strategy.

Relationship of Inputs, Outputs, and Business Processes

From an information system perspective, each business process can be described in terms of an
Input-Process-Output model. That is, certain Inputs are required to enable the user to perform the
Business Process to produce Outputs that represent the completion of the work tasks performed
within the business process that achieve the objective of the process. In its most simple form, it can
be represented as follows:

FIGURE 1. RELATIONSHIPS OF INPUTS, OUTPUTS, AND BUSINESS PROCESSES

Inputs BUSINESS Outputs
PROCESS >
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This model can be modified to further define inputs and outputs. In this case, the inputs and outputs
are categorized as follows:

FI GURE 2. MODEL FOR BUSI NESS PROCESS | NTERDEPENDENCI ES | N PHLS

Dutputs to Internal Processes

-

Inputs from Internal Processes

—

—

e

PROCESS

Inputs from External Sources -

Cutputs to External Users

The outputs associated with each business process are categorized in the business process interdepen-
dency descriptions that follow. Inputs to a laboratory business process are categorized under the
business process from which the input was received in order to avoid duplication. Inputs from external
sources in Figure 2 can come from three different entities: test request submitters (BP #1A), results
users (BP #1F), and mutual assistance laboratories (BP #16).

Note that in the business process interdependency descriptions, outputs between these external entities
are listed, but are not subsequently reflected in the requirements specifications since they are outside of
the LIM system scope or involvement?. Outputs from these entities to the internal business processes are
accounted for in the requirements specifications associated with the receiving processes.

Business Process Interdependency Descriptions

The business process interdependencies represent exchanges of data sets between two business
processes. Figure 3 describes the relationships between the various business processes. This de-
scription is further defined for each business process later in this section, and the section is closed
with a suggested prioritization scheme for phased implementation.

The arrows (=) in Figure 3 represent the interdependencies with the head of the arrow pointing in the
direction of the interaction. Two headed arrows («) indicate that a two-way exchange of data occurs in
the interface. Theoretically, one could show the input and output interdependencies associated with
each business process, but that would simply duplicate each interdependency as an input to the
receiving business process and an output from the sending business process. In the following discus-
sion, the interdependency has been stated on the output side only, that is, in association with the
originating business process that performed the work task that created the output. To state it again
as an input would only repeat the statement of the same transaction.

2 They have been noted as “Out of Scope” in this document.
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FIGURE 3. LABORATORY TEST PROCESSING SUMMARY WORK FLOW (BUSINESS
PROCESS #1) AND INTERFACES WITH OTHER BUSINESS PROCESSES
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For example, in the first interdependency description below dealing with the submitter’s relationship
to the laboratory, the test submitter (BP #1A) sends test specimens/samples and test requests to
the Test Specimen/Sample & Request Receipt area of the laboratory (BP #1B). These requests and
specimens/samples originated as a result of work activities within the submitter organization that
produced them as an output. By the same token, the submitter creates the “Request for accelerated
testing/rush requests” sent to Test Scheduling (BP #2) based on some work activity within their
organization (an output of BP# 1B).

Interdependencies Explanations
BP #1A: Submitter Test Submittal to:

* Test Specimen/Sample & Request Receipt (BP #1B)
1) Test specimens/samples & Requests for processing
2) Additional epidemiology-related data as needed that is incorporated into the request form

* Test Scheduling (BP #2)
1) Request for accelerated testing/ “rush requests”
2) Test Request advance notification

* Lab Oversight & Licensing (BP #12)
1) Submitter name and address records and associated information for other laboratories,
particularly those referring tests to the PHL for confirmation or further testing [i.e., creation
of a single identification
(name & address) laboratory master file for all laboratories under the PHL jurisdiction]
2) Test volume patterns by instrument/method
3) Instrument and personnel capabilities

e Lab Mutual Assistance (BP #16)
1) “Diverted” test requests and specimens/samples in response to the need for surge
capacity [Out of Scope]

BP #1B: Test Specimen/sample & Request Receipt to:

e Test Preparation (BP #1C)
1) Request information in electronic form
2) Accession ID for use in processing test
3) Properly labeled specimens/samples

* Test Scheduling (BP #2)
1) Information on test requests received
2) “Rush” request information

* Proactive Specimen/Sample Collection (BP #3)
1) Information on prescheduled test requests received

* Inventory Control (BP #6)
1) Request for glassware and other items needed in the receiving process (splitting out
specimens samples, etc.)

* QC/QA (BP #14)
1) QA information on completeness of request form information received from each source
2) QA information on adequacy./completeness/usability of specimens/samples received
from each source
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* Laboratory Mutual Assistance (BP #16)
1) Notification of need for assistance and test load status
2) Request diversion information for specimens/samples to be shipped from the PHL
receiving area

3) Electronic request information for specimens/samples to be diverted from PHL receiving
4) Notification of anticipated test requests expected to be diverted directly from submitter(s)

BP #1C: Test Preparation to:

* Testing & Results Recording (BP #1D)
1) Batched test requests
2) Specimens/samples or preprocessed specimens/samples (aliquots, etc)
3) Batch worksheets
* Media, Reagent Mfg (BP #5)
1) Request for new media or reagent (reorder) for situations where preprocessing
requirements dictate the need for these items

BP #1D: Testing, Results Recording & Verification to:

* Test Result Report Preparation & Distribution (BP #1E)
1) Test results and associated submitter test request information
2) Data sets on additional tests needed as a result of the initial testing
3) Associated information to determine if “preliminary” report should be issued

* Test Scheduling (BP #2)

1) Data sets on additional tests needed as a result of the initial testing
* Media, Reagent Mfg (BP #5)

1) Request for new Media or Reagent (reorder)

* Laboratory Oversight and Licensing (BP #12)
1) Proficiency tests for distribution to other laboratories

BP #1E: Test Result Report Preparation and Distribution to:

* Test Report Receiving (BP #1F)
1) Preliminary and/or final test reports
2) Status reports on current outstanding tests
3) Responses to request for historical data on specific test submittals including chain of
custody
* General Laboratory Reporting (BP #7)
1) Data sets on tests performed, results, and other associated information

* Statistical Analysis & Surveillance (BP #8)
1) Data sets on tests performed and results
2) EPI data sets associated with test submittals
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* Laboratory Billing (BP #9)
1) Data sets on tests performed for each submitter where a charge is billed

e Contract & Grant Management (BP #10)
1) Data on the number of tests performed under each contract and grant at periodic intervals
2) Projections of contract and grant fulfillment (time when the agreed upon testing will be
completed based on testing rates)

BP #1F: Test Result Receiving by Entities on Distribution List to:

* Test Result Report Preparation and Distribution (BP #1E)
1) Inquiries on test report status and delivery
1) Inquiries on historical tests; chain of custody, etc.

» Statistical Analysis & Surveillance (BP #8)
1) Inquiries for statistical analysis information

BP #2: Test Scheduling to:

e Submitters (BP #1A):
1) Updates of test schedule
2) Confirmation of test scheduling requests

* Lab Receiving (BP #1B):
1) Current Test Schedule Information (Rush orders, etc.)

* Test Preparation (BP #1C)
1) Current test schedule information (rush orders, etc.)

* Lab Mutual Assistance (BP #16)
1) Notification of tests being diverted from specific submitters
2) Estimates of test volume anticipated to be diverted by timeframe

BP #3: Proactive Specimen/Sample Collection to:

e Submitters (BP #1A)
1) Current specimen/sample collection schedule

* Test Scheduling (BP #2)

1) Specimen/sample collection schedules

2) Specimen/sample collection schedule modifications/status
* Inventory Control (BP #6)

1) Schedule for kit distribution

2) Information on payment due for kits
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BP #4: Specimen/Sample Tracking/Chain of Custody to:

* Submitters (BP #1A):
1) Chain of custody requirements and form recommendations
* Lab Receiving (BP #1B)
1) Specimen/sample tracking/chain of custody information
* Test Preparation (BP #1C)
1) Specimen/sample tracking/chain of custody information
* Testing, Results Recording & Verification (BP #1D)
1) Specimen/sample tracking/chain of custody information

» Test Result Report Preparation & Distribution (BP #1E)
1) Specimen/sample tracking/chain of custody information

BP #5: Media/Reagent Manufacturing to:

* Test Preparation (BP #1C)
1) Media or reagent batch delivery
2) QC documentation

* Testing, Results Recording & Verification (BP #1D)
1) Media or reagent batch delivery
2) QC documentation

BP #6: Inventory Control to:

* Submitters (BP #1A):
1) Shipment of specimen/sample collection kits to selected submitters at specified times
for prescheduled specimen/sample collection schedules
2) Shipment of collection kits in response to submitter request

* Lab Receiving (BP #1B)
1) Delivery of requested glassware and other inventory items needed for processing
incoming specimens samples.
2) Order fulfillment documentation and associated QC (if any applicable)

* Test Preparation (BP #1C)

1) Delivery of requested glassware, media, reagents, etc
2) Order fulfillment documentation and associated QC (if any applicable)

* Proactive Specimen/Sample Collection (BP #3)
1) Kit delivery capability/status
2) Kit shipping documentation (shipped to whom/where/when)

* Reagent, etc. manufacturing (BP #5)
1) Orders for manufactured item replenishment and estimated quantity needed
2) Manufactured item inventory status and usage rates

* Lab Billing (BP #9)

1) Billing information for items shipped to submitters and others (such as media used by other
laboratories)
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BP #7: General Laboratory Reporting to:

* (No outputs to other specific business processes. However, report distribution to all
management and external entities.)

BP #8: Statistical Analysis & Surveillance to:

» Test Result Report Preparation & Distribution (BP #1E)
1) Provision of test statistical information for test reporting (comparison data)

* Test Result Report Receiving (BP #1F)
1) Statistical analysis reports as requested
2) Standard statistical analysis, trends, observations on test loads, etc.

BP #9: Lab Services Billing to:

e Submitters (BP #1A)
1) Invoices for kits and other materials
* Test Result users (BP #1F)
1) Billings for testing services provided
* Inventory Control (BP #6)
1) Payment status on Kits, etc. if payment required prior to shipments to submitters
* General Laboratory Reporting (BP #7)
1) Billing reports
* Contract & Grant Management (BP #10)
1) Grant & contract testing services provided
2) Dollar value by grant/contract based on standard costs if needed

BP #10: Contract and Grant Management to:

* Test Scheduling (BP #2)

1) Information on contract/grant testing schedule requirements
* Proactive Specimen/Sample Collection (BP #3)

1) Information on contract/grant test sampling schedules
* Lab Billing (BP #9)

1) Contract/Grant billing information

2) Test volumes allowed under Contract/Grant

BP #11: Training, Education & Resource Management (including instruments) to:

e Submitters (BP #1A)

1) Training schedule

2) Special education (as needed depending on QA related findings)
* Test Specimen/Sample and Request Receipt (BP #1B)

1) Training schedule

2) Special education (as needed depending on QA problems)
* Test Preparation (BP #1C)

1) Training schedule

2) Special education (as needed depending on QA problems)
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* Testing (BP #1D)
1) Training schedule
2) Special education (as needed depending on QA problems)

* Test Scheduling (BP #2)
1) Available qualified personnel counts by instrument
2) Instrument availability schedule

* Proactive Specimen/Sample Collection (BP #3)
1) Available qualified personnel counts by instrument
2) Instrument availability schedule

BP #12: Laboratory Oversight and Licensing to:

e Test Submitter (BP #1A)
1) Proficiency tests and instructions

* Oversight inspection schedules
1) Testing, Results Reporting, & Verification (BP #1D)
2) Requests for proficiency tests

BP #13: Customer Concerns to:

* QC/QA (BP #14)
1) Summaries of complaints and problems for use in QA measures

BP #14: Quality Control (QC) and Quality Assurance (QA) Management to.2

* Test Submitter (BP #1A)
1) QA concerns and recommendations

e Test Specimen/Sample and Request Receipt (BP #1B)
1) QC/QA concerns and recommendations relating to specimens/samples
* Test Preparation (BP #1C)
1) QC/QA concerns and recommendations
* Testing, Test Recording & Verification (BP #1D)
1) QC/QA concerns and recommendations
* Test Result Report Preparation and Distribution (BP #1E)
1) -QC/QA concerns and recommendations

* Test Result Report Recipients (BP #1F)
1) QC documentation on specific tests when requested

3 Exhibit 3 only shows the QC relationships with the elements of Business Process #1, the QC/QA business process in reality touches on every other internal laboratory
business process. To emphasize this point, a separate QC/QA heading has been included in the Chapter V specific requirements for every business process.
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BP #15: Laboratory Safety/Accident Investigation to:

* Test Specimen/Sample and Request Receipt (BP #1B)
1) Safety materials and status reports
2) Accident investigation reports

 Test Preparation (BP #1C)
1) Safety materials and status reports
2) Accident investigation reports

* Testing, Test Recording & Verification (BP #1D)
1) Safety materials and status reports
2) Accident investigation reports

* QC & QA (BP #14)
1) QA data on safety and accidents

BP #16: Laboratory Mutual Assistance to:
e Submitter (BP #1A)
1) Information on test requests to be diverted [Out of Scope]

* Test Specimen/Sample and Request Receipt (BP #1B)
1) Test load status and backlogs

* Testing, Results Recording, & Verification (BP #1D)
1) Diverted test request test reports

Each of these interdependencies will be translated into LIM system requirements specifications in
Section V.

Implementation Prioritization

Some laboratories inevitably will be forced to stagger implementation of a new LIM system. This
section has been included to assist them in categorizing (or prioritizing) business processes.

A LIM system supports the laboratory’s core business process, testing. Prioritization begins with the
assumption that test processing is the lab’s primary objective. Priorities for the remaining business
processes are set according to their relative importance in test processing.

This analysis is based on the degree to which the LIM system database required for support of test
processing contains data sets relevant to one of the other business processes. For example, Quality
Control (QC) and Quality Assurance (QA) (BP #14) are tightly linked to test processing, because the
associated QC must be identified in any test, and the user must be able to reference the LIM system
historically to determine whether QC sets for the instrument and other test items such as media were
relevant at the time the test was performed. QC results also determine whether or not the test result
was reliable and ready for verification and reporting.
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Priorities are stated in groups, with no internal prioritization. [Note that General Laboratory Reporting
(BP #7) is not included in the priority groups below since reporting spans all of the specific business
processes.] The priority groups and business processes within each group are as follows:

First Priority Group:

* QC and QA (BP #14)

* Test Scheduling (BP #2)

* Proactive Specimen/Sample Collection (BP #3)
* Inventory Control (BP #6)

Second Priority Group:

* Reagent, etc. Manufacturing (BP #5)

* Lab Billing (BP #9)

* Statistical Analysis & Surveillance (BP #8)
¢ Lab Mutual Assistance (BP #16)

Third Priority Group:

* Sample Tracking/chain of custody (BP #4)

* Contract and Grant Management (BP #10)

* Training and Resource Management (BP #11)
* Lab Oversight & Licensing (BP #12)

Customer Concerns (BP #13)

Lab Safety/Accident Investigation (BP #15)
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The mix of initial versus confirmatory testing varies from state-to-state and location-to-location based
on the operating philosophy and business model of that PHL. Moreover, the way in which a test is
processed through a laboratory varies from one PHL to another (for example, the difference between
central receiving and accessioning versus individual laboratory accessioning). The most important
factor is how a PHL views the differences in the information processing support needs of its internal
laboratories. The difference most commonly cited relates to the distinction between clinical and
environmental testing. Nonetheless, in each instance, testing is initiated by the receipt of a specimen/
sample, some form of scheduling is required, and test results have to be recorded and reported.

This observation has been characterized as diversity within commonality for the purpose of laboratory
testing requirements specification. It is this commonality that creates the framework within which
diversity is expressed. Thus, the requirements specifications call for the ability to create user-defined,
laboratory-specific worksheets for batch processing as well as laboratory-specific request forms and
associated data sets.

The requirements specifications reflect the unique requirements associated with PHL activities. Of
primary importance is the population-based orientation of PHLs relative to the focus on individual
testing common in commercial laboratories. This perspective has numerous impacts on PHL LIM
system requirements, reflected in requirements specifications relating to multiple users of test result
information, the importance of geographic data, and the need for patient name and address along
with expanded demographic and epidemiological data.

The requirements specifications are intended to be “forward looking” rather than mimicking current
practice. A PHL may not be able or need to implement certain segments of the requirements at this
time. However, all of the requirements are feasible and practical in the next five years if the PHL is doing
or expecting to do all or most of the business processes.

The specifications for each business process are not intended to suggest any physical implementation
strategy. A PHL could choose to interface the LIM system with other packages or commercial off-the-
shelf (COTS) solutions. These are decisions to be made by each PHL based on its own needs and the
broader organizational structure in which it operates (for example, a state may provide adequate central-
ized inventory support that could be interfaced with the LIM system).

This section sets forth business process requirements specifications and contains information in the
following categories for each of the 16 business processes:
¢ QOverview: A summary of the business process

* Workflow summary: A brief description of the key workflow elements associated with the
business process

¢ Business process specific requirements for each workflow area: Presentation of the key
requirements specifications associated with the workflow elements

¢ Selected QC/QA specifications relevant to each business process

¢ Selected system output requirements: Examples of relevant outputs/reports not included in
business process specific requirements above
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This section begins with the core PHL business process, Business Process #1: processing of labora-
tory test requests. This process has been broken into four internal segments as reflected in Figure 3
of the previous section:

B - Test Request and Samples Receiving

C - Test Preparation

D - Testing, Results Recording and Verification

E - Test Result Report Preparation and Distribution

The other 15 business processes are each treated as single segments.

References to “specimens” and “samples” should be interpreted as referring to the entire spectrum
of clinical, environmental, and other types of testing performed by public health laboratories.

Specifications For BP #1: Laboratory Test Processing

BP #1-B: Laboratory Test Processing (Clinical and Environmental)
Segment B - Test Request and Samples Receiving

Overview: This segment of test processing deals with test request and specimen/sample
receipt and initial processing activities. Once this work is completed, the specimen/sample will
have been routed to the specific laboratory and the test request entered in the LIM system.
Any problems with test submittals will have been identified and the submitter notified.

Workflow summary: Receive and enter the test requests into the LIM system, check
specimens/samples for completeness and acceptability, accession specimens/samples, and
route to appropriate laboratories.*

BP# 1-B. Laboratory specific requirements for each workflow area:

1.1. Receive and log test requests received in PHIN standard HL7 message structure utilizing agreed upon
coding standards

1.1.1. Ability to create test request records in the LIM system directly from the electronic test
request records, (this refers to the ability to parse a test request record), including specimen
package contents (e.g., group electronic test request submittals by physical specimen package
where a package may contain multiple specimens for multiple subjects)

1.1.2. Ability to audit electronic test request records and return acknowledgement (ACK) me
sages to submitter verifying receipt and processing of the transmission

1.1.3. Ability to manually enter test request if received on paper form and perform independent
verification on selected data fields by re-entry of the data in a second pass

4 The requirements specifications have been stated in relation to a central receiving operation. However, the same specifications would be valid if receiving is done in
each individual laboratory.
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1.1.4. Ability to handle different test request information content for clinical versus
environmental versus othermiscellaneous specimen/samples and identify each request record
as to whether it is a clinical, environmental or other test request in the LIM system

1.1.5. Ability to accept and process additional epidemiology data associated with test requests
from selected submitters (e.g., supplemental data segments; also see 8-C, 8.1.2.)

1.1.6. Ability for the user to define and create supplemental data segments and specify usage
byselected submitters (e.g., a stream water testing contract may call for the collection of
additional specified data only relevant to the specific stream study under the contract)

1.1.7. Ability to enter request forms with multiple test requests

1.1.8 Ability to enter multiple request forms from the same submitter as a batch; without
repeating entry of common data

1.1.9. Ability to record whether or not hazard screening for BT samples (explosive, chemical
radiological, etc.) has been done before receipt by laboratory.

1.1.10. Ability to link multiple specimens from same individual at same time for same test from

1.2.1. Link specimens/samples to corresponding test requests and verify completeness

1.2.1. Ability to link specimens/samples to corresponding electronic test request records via a
LIM system display of unprocessed test requests for a given submitter, submittal date, and
package ID°

1.2.2. Ability to record any specimen/sample problems that prevent testing to proceed (may
happen at any point in the testing process)

1.2.3. Ability to send PHIN compliant HL7 error messages to a submitter delineating which test
request(s) have been rejected, and generate these messages automatically for all errors
associated with a specific package once any problems have been recorded in the LIM system

1.2.4. Provide mechanism for name matching where LIM system “suggests” patient names in
database that might be the same as that entered for current test request

1.2.5. Ability for user to establish link between current request name and database name (i.e.,
associate multiple separate test requests to same individual). For example, the linking of acute
to convalescent specimens/samples when they are sent in separately.

1.2.6. Ability to monitor test requests that require subsequent submittals such as acute and
convalescent specimens for the same patient

1.2.7. Ability to generate follow up letters and reports on outstanding subsequent test submittals
(e.g., the notification of a submitter that a convalescent specimen/sample is required when the
acute test was positive)

5 The approach assumes that the submitter will send one or more packages of specimens/samples for a given date and that each package will contain the specimens/
samples for one to many test requests and that the test requests are electronically submitted with the same date the package is sent by the submitter.
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1.3. Accession specimens/samples

1.3.1. Ability to accession specimens/samples with PHL wide unique numbers or individual laboratory
specific unique numbers using a common accessioning protocol that allows real-time tracking of
specimen progeny and siblings

1.3.2. Ability to create specimen/sample labels
1.3.3. Ability to create specimen/sample barcode labels using PHL designated barcode format
1.3.4. Ability to create post script numbers for splits and aliquots of original specimen/samples

1.3.5. Ability to use accession number as a direct link to the corresponding LIM system test
request record

1.3.6. Ability to create skeleton test request record (test ID, accessioning number, and other
core data) when total data entry might preclude timely testing

1.3.7. Ability to flag skeleton record as incomplete and create queue of incomplete test request
records needingremainder of data to be entered

1.4. Route specimens/samples to appropriate laboratories

1.4.1. Ability to update LIM system with routing information (laboratory to which a specimen
sample is directed) and status code

1.4.2. Ability to route specimens/samples associated with a test request submittal to multiple
laboratories

1.4.3. Ability to route test requests to a centralized aggregation point, such as the state health
department, forspecial projects or when an event prioritization occurs.

1.4.4. Ability to route specimens/samples to CDC or other reference laboratories and create
supporting docmentation and packaging/shipping labels

1.4.5. Ability to create electronic transactions utilizing CDC PHIN HL7 compliant standards for
order messages.

1.4.6. Ability to utilize a directory or registry to hold message recipient contact and protocol
information

1.4.7. Ability to modify or inactivate a test request

BP# 1-B: Selected QC/QA specifications:

1.5.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 1-B: Selected system output requirements:

1.6.1.Report of specimen/sample rejections by rejection code and submitter for user specified
time period

1.6.2. Report on tests requests forwarded to other reference laboratories
1.6.3. Report on specimens/sample splits and aliquots
1.6.4. Reports on number of specimens accessioned by site, program, etc.

1.6.5.Report of overdue specimens, including the ability for an authorized user to define when
a specimen is overdue

1.6.6. Reports on test requests by submitter and timeframe
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BP # 1-C: Laboratory Test Processing (Clinical and Environmental)
Segment C - Test Preparation

Overview: Upon receipt in the laboratory, the specimen/sample will be prepared for testing.
This work includes creating any desired aliquots, any preliminary processing completed, and
batch runs created where appropriate.

Workflow summary: Test preparation preliminary processing, and batch run® creation

BP # 1-C: Laboratory specific requirements for each workflow area:

1.1. Test preparation and preliminary processing

1.1.1. Ability to create additional post scripted accessioning numbers for laboratory splits and
aliquots

1.1.2. Ability to create and schedule a new test based on type of testing originally requested (a
form of reflex testing)

1.1.3. Ability to update test request status and tracking record to track splits and aliquots

1.2. Batch run creation (Also see Section VIl on database interfaces)

1.2.1 Ability for user to define test instrument specific uniquely defined batches based on the
specific needs of the analytical area. Further:

a) Ability to determine position of each standard, control, and patient specimen in the batch
and specify specimens/samples for duplicate testing.

b) Ability to track specimen/sample dilutions

c) Ability to specify whether test results are manually entered or will be “resulted” from an
instrument. If test results are manually entered, the system should automatically call up all
items on the list sequentially or the whole worksheet to be resulted at operator request.

d) Ability to select all pending tests for worksheet generation, select a range of pending
specimen/samples, if desired, (by date range, for example) and “tag” specific tests for
worksheet generation.

e) Ability to note specific safety concerns or hazards associated with the procedure’s
performance, reagents, on each worksheet
1.2.2. Ability to create and print batch worksheet and allow user to regenerate (modify) the
worksheet and add tests up to the point when the batch run results are entered.
1.2.3. Ability to prioritize test requests from test queue for inclusion in a batch.
1.2.4. Ability to display and/or print batch map (specimen/sample location by well/position).

1.2.5. Ability to create additional numerical sequence numbers and labels for consecutive
specimen/sample numbering within a batch.

6 As used in this document the term “batch” refers to both individual testing (a batch of one) and multiple specimen/sample testing (a batch of more than one). Some of
the batch functionality does not apply to individual testing.
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BP # 1-C: Selected QC/QA specifications:

1.3.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP # 1-C: Selected system output requirements:

1.4.1. Report of reflux and other subsequent testing organized by source test and reason
1.4.2. Report of patient name matches accepted and contents of combined lab records

BP # 1-D: Laboratory Test Processing (Clinical and Environmental) - Segment D - Testing, Results
Recording, and Verification

Overview: This segment of the test processing encompasses the testing, QC checks for validity
of the results, the recording of the test results, and the generation of additional test requests
where additional testing, based on the initial test results, is needed. In addition, in the case of
QC failure, retesting requests are generated.

Workflow summary: Test results reading and recording, QC verification, and creation of additional
test requests

BP# 1-D: Laboratory specific requirements for each workflow area:

1.1. Test result recording (Also see specifications in Section VII Database Interfaces)

1.1.1. Ability to present uniquely identified batch worksheet result entry screen in same
sequence as batch

1.1.2. Ability to allow manual entry of positive entries only and then default remainder of tests
in batch to negative description

1.1.3. Ability to select result description from user defined table for valid entries for each given
test and apply the selected description to multiple tests in batch

1.1.4. Ability to utilize tables containing the Systematized Nomenclature for Human and
Veterinary Medicine (SNOMED) for results descriptions where applicable or ability to map local
codes used with the LIMS to SNOMED codes’.

1.1.5. Ability to select coded comments for inclusion with test result

1.1.6. Ability to enter text field comments related to entire batch with the ability to code the
comment as “internal lab use only” when appropriate so it doesn’t show on reports sent
outside the lab

1.1.7. Ability to remove “obvious outliers” when applicable

1.1.8. Ability to support complex calculations (concentration calculations, etc.)
1.1.9. Ability to change the specimen condition in resulting (QNS, lab accident, etc.)
1.1.10. Ability to enter text field comments related to specific test result

1.1.11. Ability to highlight positive tests so they stand out on batch presentation

1.1.12. Ability to capture ID of laboratory technician performing the test and creating the result
entries along with date and time of analysis. Methods would include biometrics, etc.

7 There are situations where no appropriate SNOMED codes are available and available codes are often at too low a level for test result reporting.
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1.1.13. Ability to allow easy recombination of individual determinations into multiple test suites
(generally a tree type structure which may have multiple grouping levels)

1.1.14. Ability to average results on duplicate specimens/samples using the intra specimen
sample variation as a QC parameter and store a record of all results

1.1.15. Ability to track specimen/sample dilution factors back to undiluted specimens/samples
and select the most appropriate test result (based on per test preferred concentration ranges)
and select a correction of the dilution and record a corrected result

1.1.16. Ability to monitor for and create alerts of “major” variations from normal

1.2. QC verification
1.2.1. Ability to define test (batch) specific control ranges
1.2.2. Ability to flag batch as suspect due to QC test values
1.2.3. Ability to reject the batch based on QC failure and create appropriate audit trail
1.2.4. Ability to tag each test in batch with QC failure reason
1.2.5. Ability to present peer (second reading entry or review) validation screen

1.2.6. Ability to enter peer validation edits and changes while keeping original recorded results
with full audit trail for all changes/modifications

1.2.7. Ability to enter peer reviewer ID for each batch
1.2.8. Ability to create queue of batch test worksheets ready for peer or supervisory review
1.2.9. Ability to present supervisor review screen

1.2.10. Ability to enter supervisor validation edits and changes while keeping original and peer
review recorded results

1.2.11. Ability to release test batch for result printing once all required reviews have been
completed

1.2.12. Ability for a supervisor to over-ride a batch or individual test result tagged with a QC
failure and to log a comment on why it was released despite the QC failure
1.3. Creation of additional test requests
1.3.1. Ability to trigger retest requirement and set up the tests in the test queue
1.3.2. Ability to arbitrarily repeat any individual test request in a batch
1.3.3. Ability to reuse same accessioning number for retest run
1.3.4.Ability to link rejected test run to subsequent rerun
1.3.5. Ability to create additional test requests associated with initial test results
1.3.6. Ability to link initial test information to subsequent/additional testing

1.3.7. Ability to reconcile current result with a previous result on same patient when result is
different

BP# 1-D: Selected QC/QA specifications:

1.4.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

1.4.2. QC reports on what was changed, why, and by whom
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BP# 1-D: Selected system output requirements:

1.5.1. Workload statistics based on provider, test result, and time frame

1.5.2. Ability to create report on pertinent run data for a specific batch including QC data
associated with each test request

BP # 1-E: Laboratory Test Processing (Clinical and Environmental) - Segment E - Test Report Prepara-
tion and Distribution

Overview: The recorded test results are used as the basis for the preparation and delivery of
the test results report to the submitter and the creation and delivery of test results reports to
other designated users

Workflow summary: Create and deliver hard copy or electronic test reports to submitter and
other qualified users and prepare test result tabulations for other qualified users

BP# 1-E: Laboratory-specific requirements for each workflow area:

1.1. Create and deliver test results to submitter

1.1.1. Ability to create PHIN-compliant HL78 electronic test report transactions utilizing
SNOMED and LOINC® coding standards

1.1.2. Ability to transmit electronic test results either individually or by batch
1.1.3. Ability to control which results, detailed or summary, should be included in a report

1.1.4. Ability to transmit print image so that submitter can print out hard copy in PHL pre
scribed form including letterhead image

1.1.5. Ability to send a test impression summary result that is an interpretation of multiple
detailed test results

1.1.6. Ability to control which results, detailed or summary, should be included in a report

1.1.7. Ability to transmit electronic test reports in secure format (such as ebXML format utilizing
Public Key Infrastructure (PKI) encryption) conforming to PHIN and HIPAA standards for privacy
and security

1.1.8. Ability to attach electronic signature to each electronic record

1.1.9. Ability to print hard copy test report for mailing containing an electronic signature (one
way is to attach the printed signature field onto the test record as the report is prepared for
printing rather than having it as a standard text field in the print format)

1.1.10. Ability to indicate that the report is “preliminary,” “final,” “corrected,” or “amended
(CAP and CLIA requirements) and track multiple revisions to the same report

1.1.11. Ability to sort printed hard copy test results by submitter prior to printing, and print a
cover sheet for each submitter grouping

1.1.12. Ability to create mailing labels for each submitter test report package
1.1.13. Ability to update test request record to indicate report has been created
1.1.14. Ability to create duplicate or amended test reports in either electronic or hard copy with

7The HL7 transaction structure is not yet adequate for public health usage; particularly in the area of Epi data.

8 PHIN references the use of LOINC standards that map to observations that may be too specific for the purpose of public health laboratory test reporting. For this
reason, a “higher” level standard may be needed.
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indication that they are “duplicate” or “amended”
1.1.15. Ability to flag list of user-defined results requiring immediate submitter notification,
including creation of call lists (submitter table will carry contact information)

1.1.16. Ability to record notification contact information including date and time, person
notified, PHL person making the contact, and the result(s) recorded

1.2. Prepare test result tabulations for other qualified users
1.2.1. Ability to qualify (i.e., grant permission to see) users by specific report

1.2.2. Ability to create and maintain authorized distribution list for each report (since some
reports can contain HIPAA-defined personal health information for which the laboratory would
have to have formal business associate agreements)

1.2.3. Ability to read a registry or directory to get contact and/or protocol information for report
recipients

1.2.4. Ability to utilize a rules engine to determine the recipients for a message. The rules
would dictate different recipients based on parameters ranging from: the type of test
requested in the received test order; to the heightened urgency of the test as would be
dictated during an event

1.2.5. Ability to tabulate test results by “positive” or total tests processed or a “rate positive”
for a given geographic area by user over a specified time period through the use of a GIS tool

1.2.6. Ability to release individual test results to a submitter prior to the completion of other ....
related testing or recording of other test results in the same batch

BP# 1-E: Selected QC/QA specifications:

1.3.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 1-E: Selected system output requirements: (Many of these are embedded in the above
requirements specifications)

1.4.1. Communicable disease reports to CDC, state and county epidemiology, and others as
necessary

1.4.2. Data exports to other reporting programs such as CDC’s Public Health Laboratory
Information System (PHLIS), state on-line activity reporting (STELLAR, etc.) and Epi Info or its
successor.

1.4.3. Reports of number of tests per instrument per time period
1.4.4. Reports of number of tests performed by work unit by time period
1.4.5. Reports of number of tests by method by time period

1.4.6. Ability to create reports of tests (last three entries) for client specimen/sample tests only
(i.e., exclude QC and proficiency tests)

1.4.7. Data extracts to FDA (food quality, food alterations, etc.)
1.4.8. Lab test kit performance reporting (reagent failure, performance problems, etc.)
1.4.9. Reports and data extracts for environmental health to EPA and others (SDWIS, STORET, etc.)

1.4.10. Ability to create “overlays” of data from both clinical and environmental testing by
geographic area

1.4.11. Reports on number of duplicate, amended, etc., reports issued
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Specifications For BP #2: Test Scheduling

Overview: Long-term test workload projections are covered in the next business process. This
business process deals with prioritizing and processing the test workload already received.
Scheduling factors include request urgency, specimen/sample holding time, and other factors
relating to the timely processing of the test requests. In addition, the test schedule, in
combination with longer-term workload projections, provide the basis for activating mutual
assistance agreements (See Business Process #16—Laboratory Mutual Assistance).

Workflow summary: Add requests received, prioritize requests, remove requests that have
been completed, and publish real-time test schedule.

BP# 2: Specific requirements for each workflow area:

2.1.

2.2.

2.3.

2.4.

Add requests received or additional tests generated in-house

2.1.1. Ability to add test requests and specimens/samples received and accepted by PHL to
specific test schedule

2.1.2. Ability to add in-house generated tests to schedule

Prioritize requests
2.2.1. Ability to assign a submitter priority to a specific test
2.2.2. Ability to assign priority by type of test

2.2.3. Ability to generate internal priority based on holding times, number of days since receipt,
and other factors associated with specimen/sample

2.2.4. Ability to adjust priorities
2.2.5. Ability to organize test “queue” by priority

Remove completed requests/transfers from active queue

2.3.1. Ability to automatically delete tests from the schedule once the result has been entered
in the LIM system (and restore if needed)

2.3.2. Ability to manually delete a test request from the schedule/batch (and restore if
needed) or delete an entire batch

2.3.3. Ability to select tests for diversion to mutual assistance laboratory and create file of
diverted tests
2.3.4. Ability to create packing lists and other documentation for diverted tests

2.3.5. Ability to adjust holding times based on extractions and other reasons

2.3.6. Ability to divert specimens/samples to another area in-house based on a trigger from a
completed test for subsequent testing (e.g., isolation of E coli 0157 through PFGE)

Publish real-time test schedule
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2.4.1. Ability to calculate daily processing capacity for each test; adjusted by instrument avail
ability and personnel availability

2.4.2. Ability to translate workload into N-day “rolling schedule” based on capacity limits where
N is the number of days ahead of current date the user wants to include in the display

2.4.3. Ability to track test loads in the schedule at the specific instrument level

2.4.4. Ability to indicate which tests have been passed through to another laboratory (mutual
assistance situation, etc.)

2.4.5. Ability to record test results for tests performed by another laboratory and indicate name
of person who performed the test

2.4.6. Ability to create subsequent test requests from a given test request
2.4.7. Ability to flag overdue test requests based on schedule and notify submitter

BP# 2: Selected QA specifications:
2.5.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 2: Selected system output requirements:

2.6.1. Reports of test processing time by priority
2.6.2. Test status reports
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Specifications For BP #3: Proactive Specimen/Sample Collection
(Prescheduled Tests) & Overall Workload Projections

Overview: Specimen/sample collection schedules may be received from submitters either as a
part of a contract or grant agreement or independent of any formalized agreement. These
specimen/sample collection schedules can involve kit distribution to multiple locations/
collectors over multiple time frames. The kit distribution process and timing constitutes a
“leading indicator” for subsequent test submissions. Overall workload projections are derived
from adding “regular” submittal projections to the collection schedule derived projections.

Workflow summary: Record collection distribution schedules, monitor corresponding test
request submittals, and update anticipated future workload

BP# 3: Specific requirements for each workflow area:

3.1. Record collection kit distribution schedules in schedule system
3.1.1. Ability to manually enter specimen/sample collection schedules by submitter and
collector kit delivery point

3.1.2. Ability to electronically receive and process submitter collection schedules

3.1.3. Ability to translate collection schedule into anticipated test request receipt dates with the
capability for a separate routine for each submitter

3.1.4. Ability to create submitter collector specific kit delivery orders including volumes, shipping
dates,and out dates

3.2. Record test requests received against collection schedule
3.2.1. Ability to identify receipt of test requests generated from the collection schedule

3.2.2. Ability to adjust workload projections by deducting the test requests received from the
collection schedule

3.3. Update anticipated future workload projections

3.3.1. Ability to present adjusted workload projects as new collection schedules are added and
tests received are deducted.

3.3.2. Ability to have “real-time” current schedule available online for selected users
3.3.3. Ability to create and add projections of “regular” workload by test for inclusion in the

overall workload projections

BP# 3: Selected QA specifications:
3.4.1. Ability to capture specific data elements associated with QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 3: Selected system output requirements:

3.5.1. Report of Current Specimen/Sample Collection Schedule by individual submitter or
for all submitters
3.5.2. Report of Current Test Workload by date and specific test

3.5.3. Report of Current Kit Distribution orders by submitter, collector and time period
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Specifications For BP #4: Specimen and Sample Tracking/Chain of Custody

Overview: In many instances, the chain of custody documentation originates outside the PHL
and will arrive with the test specimen/sample. Once started, the chain of custody needs to be
maintained so most PHLs simply continue using the manual form. However, as back up to the
formal chain of custody, the LIM system contains a great deal of information about the routing
of the specimen/sample through the testing process. It could also contain entries to track the
specimen/sample into and out of primary storage and its ultimate disposition. Ideally, the LIM
system would be able to identify the location of a specimen/sample at any step in the process,
at least by storage location and device ID, if not also by the shelf and box location wherever it is
stored. This would also facilitate the need to establish the link between specimen/samples and
the QC documentation on storage temperature control, in that the temperature control sheets
are date range-specific, and the date range for which the specimen/sample was in a given
refrigerator would be captured as a part of the specimen/sample tracking transaction.!

Workflow summary: Tracking specimens/samples, control materials and media movement into
and out of storage.

BP# 4: Specific requirements for each workflow area:

4.1. Record movement of specimens/samples

4.1.1. Ability to record storage refrigerator or container ID, date stored, date removed for a
specific specimen/sample ID

4.1.2. Ability to record dates and location when a specific specimen/sample was out of storage
for testing process (could be linked to the test batch start and end times if recorded as a part
of batch processing)

4.1.3. Ability to record specimen/sample disposition date and disposition code

4.1.4. Ability to move entire contents of a given storage location to another location (freezer
mechanical failure for example)

4.1.5. Ability to make a tracking stop mandatory (i.e., a specimen must end up in a specific
freezer)

4.1.6. Ability to identify and track individuals with specimen/sample custody

4.1.7. Ability to support and modify “chain of custody routing rules” by type of specimen/sample
and use the rules for alerts when the actual chain of custody deviates from the standard rule set

4.1.8. Ability to access threat assessment information for each specimen/sample
4.1.9. Ability to flag a specimen/sample with a user defined code for “legal” or other desired code
4.1.10. Ability to track specimen/sample to forwarded locations external to lab

4.2. Capture of temperature information

4.2.1 Ability to manually enter header record for specific temperature sheet for a specific
refrigerator and sheet begin and end dates

10 Although this paragraph deals with specimens/samples, it should also be noted it is equally or even more important to establish the relationship between temperature
control sheets and media, reagents, antisera, and other important control materials.
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BP# 4. Selected QA specifications:

4.3.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 4: Selected system output requirements:

4.4.1. Report on a given specimen/sample’s location from receipt to disposition by location and date
4.4.2. Tracking reports of known specimens/samples (QC organisms, etc.)
4.4.3. Report on the contents of a given refrigerator/freezer on any given date
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Specifications For BP #5: Media, Reagent, Stains, Controls, etc. Manufacturing

Overview: Based on manufacturer availability or cost a PHL may choose to manufacture media,
reagents, stains, controls, or other items used by the laboratories for test processing. In some
cases, the PHL may sell a portion of one or more manufactured items to another laboratory.
External sales are covered in the inventory and kit business process.

Workflow summary: Receive and process orders, manufacture new lots as necessary, QC the
lot, and replenish inventory

BP# 5: Specific requirements for each workflow area:

5.1.

Receive and process orders from internal laboratories and replenishment orders from inventory

control. The replenishment order may be for more plates, which would potentially cause a need for
more media to be produced which would have a ripple effect back to the inventory business process.

5.2.

5.3.

5.1.1. Ability to record orders
5.1.2. Ability to schedule manufacturing run based on inventory counts and orders
5.1.3. Ability to flag minimum quantity levels for triggering of reorders

Manufacture new lot

5.2.1. Ability to create electronic recipe book with ingredients for each recipe

5.2.2. Ability to create raw ingredient needs for finished product lot, trigger appropriate orders
from inventory, and record receipt from inventory

QC lot and replenish inventory with new lot

5.3.1. Ability to record QC and expiration date against each lot
5.3.2. Ability to increment inventory on hand quantity

5.3.3. Ability to track batch failures when QC failure in laboratory is associated with
manufactured or purchased lot

5.3.4. Ability to create labels for marking incoming inventory as to date, time and hazard code (if any)
5.3.5. Ability to capture the internal QC result for QA purposes

BP# 5: Selected QC/QA specifications:

5.4.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 5: Selected system output requirements:

5.5.1. QC Documentation
5.5.2. Reports on manufactured items by time frame and use
5.5.3. Cost reports for each manufactured item
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SpecificationsFor BP# 6: Inventory Control Including Kits & Forms Management

Overview: Of primary interest are inventory items needed for direct support of the testing
process starting with kit order processing, assembly, and shipping. Other inventory items are
ordered from the individual laboratories and delivered to the bench. In addition, the PHL may
manufacture media and other items for sale to private laboratories and other PHL entities.

Workflow summary for kit management (a): Kit component ordering and receiving, kit assembly,
submitter order receipt and processing, and shipping.

Workflow summary for inventory control (b): Monitor inventory quantities, create replenishment
orders, receive inventory and add to balances, receive and fill orders from individual laboratories.

Workflow summary for forms management (c): The management of forms versions and distribution.

BP# 6: Specific requirements for each kit management workflow area:

6.1. (a) Kit component ordering and receiving

6.2.

6.3.

6.1.1. Ability to process proactive specimen/sample schedules and set delivery dates and
quantities

6.1.2. Ability to track inventory status and create replenishment orders for kit components
based on assembled kit shipping schedule

6.1.3. Receive component orders and increment stock inventories

Process submitter orders

6.2.1. Ability to create order packing slips for kit shipment to specific submitter locations based
on proactive specimen/sample schedule delivery dates

6.2.2. Ability to receive and process kit orders directly from submitters either electronically or
manually submitted

6.2.3. Ability to block order preparation based on submitter payment status or records indicate
they have sufficient quantity on hand based on number of test requests received by the laboratory

6.2.4. Ability to create submitter kit invoice information for prepayment or payment subsequent
to shipping for processing by billing function

6.2.5. Ability to decrease inventory counts for order items pulled for shipping

Ship submitter orders

6.3.1. Ability to create order package labels and change order status for each specific
submitter ship to location

6.3.2. Ability to record shipping information for tracking purposes

BP# 6: Specific requirements for each inventory control workflow area:

6.4.

6.5.

(b) Monitor inventory levels and create replenishment orders
6.4.1. Ability to monitor inventory levels and anticipated usage
6.4.2. Ability to create replenishment orders

Receive orders and stock inventory

6.5.1. Ability to update stock on hand and decrease outstanding order quantities based on
quantities received
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6.6. Receive and fill internal and external laboratory and media kitchen orders

6.6.1. Receive and record orders (or receive them electronically from the individual laboratories
or media kitchen)

6.6.2. Ability to decrease inventory counts for order items pulled for delivery to bench or
shipped to other laboratories

6.6.3. Ability to create billing invoice for external sales

6.6.4. Ability to produce physical inventory worksheets and reconcile physical inventory counts
with LIM system counts

6.6.5. Ability to create inventory labels to track date received, time put in use, etc.

BP# 6: Specific requirements for each inventory control workflow area.

6.7 (c) Forms management workflow:
6.7.1. Ability to electronically create and distribute new versions of forms and other documents
necessary for the operation of the laboratory.

6.7.2. Ability to manage the acquisition and distribution of forms and documents obtained in
hard copy from external sources.

6.7.3. Ability for users to create and modify on-line requisition form for use by the laboratories
in ordering items from inventory

BP# 6: Selected QC/QA specifications:

6.8.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 6: Selected system output requirements:

6.9.1. Inventory item usage by item and cost (also person/section who used)

6.9.2. Projections of inventory item usage by user defined time period and current proactive
specimen/sample collection schedule, including estimated submitter inventory levels

6.9.3. Cost history by item, cost center, and other factors
6.9.4. Documentation of manufacturer QC for applicable items

6.9.5. Report on sales to external laboratories by laboratory and item for user specified time
period

6.9.6. Reports of kit shipments to submitters by submitter location and/or collector
6.9.7. Reports of test cost profiles for all items supplied to laboratories
6.9.8. Reports on kit outdating (kits in inventory that have expiration dates)

Specifications For BP# 7: General Laboratory Reporting

This business process is covered in the General System Requirements section since these outputs do
not apply to the specific business processes.
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Specifications For BP# 8: Statistical Analysis and Surveillance

Overview: PHLs are neither the originators nor the users of the testing process in which they
are intimately involved. However, they are in a position to greatly “enrich” the test data that is
passed on to a variety of critical users and back to the submitters. Obviously, the key delive
able is accurate and timely test results. These results represent the major objective of a PHLs
activity and the reason for its existence. This business process deals with several ways in which
the PHL can contribute to the broader public health objective of assessment, policy
development, and assurance in terms of identifying and responding to adverse health events
caused by disease or environmental factors. These contributions can be broken out into two
general categories: as a conduit for surveillance data and as a contributor to the understanding
of the cause and impact of adverse test result patterns.

Workflow summary: Capture and pass along non-test specific information, perform additional
testing for typing and understanding primary results, and perform statistical analysis activities
intended to identify suspicious test request and result patterns

BP# 8: Specific requirements for each workflow area:

8.1. Provide a conduit for non test specific data associated with test request submittals

8.1.1. Ability to capture and store patient name, address and demographic data submitted in
conjunction with test requests from specific submitters

8.1.2. Ability to capture and store risk factors, exposure information, and other patient
characteristics associated with a test request from specific submitters

8.1.3. Ability to electronically transmit non-test data elements to specified users
8.1.4. Ability to electronically or manually capture and store the non test specific data

8.2. Perform additional testing for typing and understanding of primary results

8.2.1. Ability to flag test results for which subsequent testing would be appropriate and
automatically add follow up test requests to testing schedule

8.2.2. Ability to link the subsequent test results to the primary test report
8.2.3. Ability to build business rule tables for use in flagging in 8-C., 8.2.1

8.3. Analyze test result patterns
8.3.1. Ability to create positive test results as rates (positives related to total submittals)
8.3.2. Ability to analyze positive test patterns by type of test

8.3.3. Ability to present combinations of clinic and environmental tests by geographic location
for clustering analysis

8.3.4. Ability to create user defined extracts of test data for electronic transmittal to specified
users utilizing a standard open file structure format such as comma delimited flat files

BP# 8: Selected QA specifications:
8.4.1.Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 8: Selected system output requirements:

8.5.1. Ability to enable the PHL to send certain specified test results to users (such as
Epidemiology) other than the submitter before being sent to the submitter.
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Specifications For BP# 9: Billing for Laboratory Services'*

Overview: Public health laboratories engage in a wide variety of billing activities designed to help
offset the testing costs. In general, the billing is associated with the following aspects of the

lab’s workflow: provision of collection kits and containers to submitters, testing and test reporting,
provision of training services, manufactured products such as media and proficiency tests, and
laboratory annual licensing fees and inspection services.

Workflow summary: The work involves obtaining the billing information from the submitter or
other entities, tabulating the items to be billed, applying appropriate billing rates, and creating
the invoices and supporting billing documentation. In some cases, the billing function is not
performed by the laboratory. However, in this situation the laboratory still has to collect and
prepare the billing information associated with each invoice.

BP# 9: Specific requirements for each workflow area:

9.1.

9.2.

9.3.

Obtaining submitter and other entity billing information
9.1.1. Ability to capture and maintain submitter billing address and responsible party information

9.1.2. Ability to specify which services are included under a given contract agreement and tag
each service with a active/inactive flag (or timestamp each unique set of services active under
the agreement for any given service provision date)!?

9.1.3. Ability to capture and maintain agreed upon charges for specific services if different than
standard PHL billing rates

9.1.4. Ability to capture relevant patient billing information for a given service date. Key items
currently are patient’s name and Medicaid number, since in most states Medicaid requires the
service provider (in this case the laboratory performing the test) to bill for the service. In the
future, this could also be extended to private insurance and other third-party payment sources
Identification of services performed and qualifying for billing

9.2.1. Ability to match services provided against the submitter billing master for creation of
billing ledger entries (i.e., selection of billable services from the LIM system records recording
the provision of the services)

9.2.2. Ability to allow for costing and fee development at either the instrument test level or
test/method level.
Preparation of invoices and billing documentation

9.3.1. Ability for user to select specific billing ledger entries and create submitter specific billing
invoices

9.3.2. Ability to create hard copy invoices grouped by submitter
9.3.3. Ability to create electronic billing invoices in lieu of paper
9.3.4. Ability to track billing and payment status

9.3.5. Ability to create billing invoices for services requiring prepayment that are linked to a
submitter’s purchase order or request for the services

11 Although we have not included the accounts payable portion of a billing system here, since most laboratories do not do their own receivables tracking, there are a

couple of specification statements that rely on capturing data relating to invoice payment.

12 The term “service” is used rather than “test” to include training fees, annual license fees, etc.
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9.3.6. Ability to block shipment of kits and other items if prepayment is required

9.3.7. Ability to collect payments, print receipts, and account for miscellaneous prepaid service
requests (walk-in business for well water testing from the public for example)

9.3.8. Ability to support CPT (service) and ICD-9 (diagnosis) coding and HIPAA compliant HL7
transactions for billing purposes
9.3.9. Ability to create preliminary bill with initial test results

BP# 9: Selected QA specifications:

9.4.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 9: Selected additional system output requirements:

9.5.1. Ability to create billing reports by submitter, timeframe, service and other key parameters
9.5.2. Ability to track grant & contract services and associated fees

9.5.3. Ability to create reports for non-billable services indicating dollar value by grant/contract
based on standard costs

9.5.4. Ability to report on test billing - what tests have been billed and the amount billed by
selected time period
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Specifications For BP #10: Contract and Grant Management

Overview: Contracts and grants between a PHL and users of the laboratory services may
specify specific services (generally clinical or environmental testing) by type and quantity.
Contract/grant limits may be stated in either number of tests to be performed or total dollars.
The key aspect of contract and grant management from the LIM system perspective is the
tracking and reporting of the services provided to the users to ensure that the PHL has met the
conditions of the agreement in terms of the services provided and the timeframe in which they
were provided. Some agreements also contain schedules for the timing of test requests over
the life of the agreement.

Workflow summary: The workflow includes creating the anticipated test request schedule,
ensuring that all collection Kits required are delivered in a timely manner to the submitter(s),
tracking of tests performed under the agreement (both dollars and numbers), and providing
periodic updates of services performed under the agreement.

BP# 10: Specific requirements for each workflow area:

10.1. Contract/grant set up

10.1.1. Ability to create tracking file containing grantor name and address information, time
period, tests covered, and specimen/sample collection schedules

10.1.2. Ability to create collection/collector name and address information associated with
each contract/grant and link to collection schedule

10.1.3. Ability to record and track contract/grant objectives and their achievement

10.2. Service Scheduling & collection kit distribution

10.2.1. Ability to electronically create scheduling records in proactive specimen/sample
collection schedule file [See Business Process #3—Proactive Specimen/Sample Collection
(Prescheduled Tests)]

10.2.2. Ability to update proactive specimen/sample collection schedule based on contract
grant modifications

10.3. Tracking tests performed
10.3.1. Ability to track tests performed under each contract by collector within each grantee
contract

10.4. Periodic reporting on contract/grant status

10.4.1. Ability to alert test scheduling when contract/grant service limits have been or are close
to being reached.

10.4.2. Grant reporting tickler file (due dates and responsible party in PHL)

BP# 10: Selected QA specifications:

10.5.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)
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BP# 10: Selected system output requirements:
10.6.1. Reports by contract/grant showing testing schedule, tests performed to date, and
dollar value

10.6.2. Summaries of contract/grant activity by grantee
Billing summaries by test and unit cost for situations where the contract/grant is disbursed on
the basis of work performed

10.6.3. Billing summaries by test and unit cost for situation where the contract/grant is
disbursed on the basis of work performed
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Specifications For BP# 11: Training, Education and Resource Management

Overview: It is not the intent to create a human resources management system within the
LIM system. In general, if a lab is using a human resources management system it is for a
larger governmental unit, such as the state’s overall health department operation or possibly
for all the state’s various departments and divisions. However, there are a number of critical
data elements that pertain only to laboratory testing capabilities: primarily certification and
proficiency on a given instrument and method. To capture instrument-specific information in a
general human resources system would not be feasible from the standpoint of the particular-
ity of the data. By the same token, the information must be readily available for use with
other related LIM system data. Thus, the only logical conclusion is that the data sets required
for the support of the LIM-system specific training, education, and resource management
(data such as instrument preventive maintenance)*® must be incorporated in the LIM system
to effectively support the laboratory’s data needs in this regard.

Workflow summary for Training (a): Create employee (primarily laboratory technicians) training
record and populate it with relevant training and education experience, monitor records and
testing trends to determine training needs, determine training opportunities and schedule
training, and record training in employee record.

Workflow summary for Resource (Instrument) Management (b): Create records for each
instrument and instrument method if multiple methods are used on a given instrument, track
instrument preventive and emergency maintenance, track next preventive maintenance date,
and monitor instrument usage.

BP# 11: Specific requirements for each training workflow area:

11.1. (a) Create and maintain laboratory technician training records
11.1.1. Ability to create and maintain employee records pertaining to specialized training
11.1.2. Ability to track employee immunization status
11.1.3. Ability to create and maintain code tables for training activities

11.2. Monitor records for training needs

11.2.1. Ability to create and maintain business rules associated with each training activity
including time intervals between “refresher” sessions

11.2.2. Ability to flag employee training records when additional training is required and
create reminders

11.2.3. Ability to forecast training needs for specified time period (for example, projections
for next 12 months by type of training)

11.3. Determine training opportunities and schedule training
11.3.1. Create calendar for training offerings that can be accessed by employees and
submitters (for example, instructions on specimen/sample packaging and shipping) for self
enrollment

3 The instrument availability is included in this business process only because of the need to track personnel proficiencies by instrument. Test capacity is determined
both by the availability of instruments and qualified personnel to perform the given test (and in some cases test method). Thus, training needs are tightly coupled with
test load projections from scheduling and instrument availability.
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11.4. Record training and proficiency information

11.4.1. Ability to record training received in laboratory supported training as well as external
training attended

11.4.2. Ability for employees to view their training records
11.5. Track QC/QA issues and institute training for problem correction (both laboratory personnel
and submitters)

11.5.1. Create and schedule training specifically addressed to correct QC or QA problems

BP# 11: Specific requirements for each resource (instrument) management workflow area:

11.6. (b) Create records for each instrument and instrument method

11.6.1. Ability to create and maintain master records for each instrument and associated
method and periodic verification of minimum detection limits (MDL)

11.6.2. Ability to analyze test /method volumes and create capacity/day for each instrument
method

11.6.3. Ability to track preventive and emergency maintenance activity by instrument, including
average “down time” for a preventive maintenance and average down time per month
associated with emergency maintenance

11.6.4. Ability to schedule instrument preventative maintenance and associated down time.

11.7. Track instrument preventive and emergency maintenance
11.7.1. Ability to record actual down time for preventive and emergency maintenance.

11.8. Monitor instrument usage (tests by method)
11.8.1. Ability to report on test volumes and times by instrument and method

BP# 11: Selected QA specifications:

11.9.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 11: Selected system output requirements:

11.10.1. Current training schedule and associated information

11.10.2. Schedule of special education (as needed depending on QA problems) and intended
audience

11.10.3. Reports of available qualified personnel counts by instrument
11.10.4. Electronic instrument availability schedule and utilize it in scheduling activities
11.10.5. Instrument maintenance schedules
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Specifications For BP# 12: Lab Certifications/Licensing

Overview: The major emphasis is support of initial and ongoing annual licensing of other labora-
tories in the jurisdiction (normally a state) by the PHL. This activity includes inspections, obtain-
ing and verifying proficiency test results, and re-inspection when deficiencies are noted.

Workflow summary: The inspection cycle consists of scheduling inspections, both initial and
annual, tracking proficiencies, performing the inspections and re-inspections if deficiencies
discovered, and issuing licenses.

BP# 12: Specific requirements for each workflow area:

12.1. Proficiency Testing

12.1.1. Ability to create and maintain records of each proficiency test provided by the PHL and
the results reported from the using laboratories

12.1.2. Ability to record results from proficiency testing supplied by other vendors/laboratories

12.1.3. Ability to track records associated with “foreign” (out-of-state) laboratories performing
testing work within the PHL jurisdiction

12.2. Initial laboratory licensing

12.2.1. Ability to create master file record for new applicant laboratory including specific
capabilities the laboratory wants to be certified to perform.

12.2.2. Ability to track initial licensure requirement fulfillment
12.2.3. Ability to schedule initial inspection visit and record inspection findings

12.2.4. Ability to track initial inspection deficiencies, re-inspection scheduling, and re-inspection
results.

12.2.5. Ability to support license issuance

12.3. Annual Licensing
12.3.1. Ability to support creation of annual inspection schedule
12.3.2. Ability to record annual inspection results including deficiencies
12.3.3. Ability to support re-inspection process and recording of deficiency resolution
12.3.4. Ability to support issuance of annual license
12.3.5. Ability to maintain master record of each laboratory’s testing capability and qualifications

BP# 12: Selected QA specifications:

12.4.1.Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 12: Selected system output requirements:

12.5.1. Data sets for entry into ASPEN and other regulatory reporting systems
12.5.2. Variety of regulatory reports for CAP, CLIA, etc.

12.5.3. Proficiency test distribution schedule

12.5.4. Oversight inspection schedules

12.5.5. History reports by laboratory

12.5.6. Inspection and oversight reports for various government agencies
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Specifications For BP #13: Customer Concerns/Suggestions

Overview: Customer and employee feedback in the form of suggestions, concerns, and com-
plaints are a key source of information relating to the health of an organization. Generally, in
mature organizations this feedback is encouraged and validated by a process of careful review,
investigation and consideration, as well as feedback to the customer or employee on actions
taken as a result.

Workflow summary: The feedback must be received and recorded, investigated, some action
taken, and the action reported back to the source of the feedback.

BP# 13: Specific requirements for each workflow area:

13.1. Receiving and Recording
13.1.1. Ability to record and classify concerns and complaints including source and nature.

13.2. Investigation
13.2.1. Ability to assign and change person responsible for investigation
13.2.2. Ability to “escalate” problem status.

13.3. Action Recording
13.3.1. Ability to document the findings and recommendations
13.3.2. Ability to monitor success of any corrective action
13.3.3. Ability to escalate a problem to the supervisory level

13.4. Reporting
13.4.1. Ability to report findings and recommendations back to the source via letter or other

means
BP# 13: Selected QA specifications:

13.5.1. Ability to capture specific data elements associated with QC/QA measures associated
with this business process (see Business Process #14 for additional information)

BP# 13: Selected system output requirements:

13.6.1. Summaries of suggestions, complaints and feedback for use in QA measures®*

14 QOver the past decade the linkage between complaints and suggestions and QA activities has been codified in theories of “Continuous Quality Improvement,” “Quality
Circles,” and “Business Process Reengineering.” Thus, the ability to classify and quantify complaints and suggestions provides a rich source of information related to QA
evaluations and ongoing operational improvement. This is the reason for the linkage between this business process and QC/QA in this document.
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Specifications For BP# 14: Quality Control (QC) and Quality Assurance (QA)
Management °

Overview: The key element for QC and QA is the ability to support an integrated view of these
business and quality measures. For QC this involves the ability to determine the applicable QC
elements that were operative at the time any test was performed and to be able to retrieve the
documentation references through the use of the LIM system if the information is stored on hard
copy. Ultimately, the goal would be to have electronic documentation complete with electronic
signature capability. For QA the goal is the ability to capture the data elements that define each
QA measure and make it easier for the PHL to track and evaluate the QA measures.

This business process focuses on the overall management of the QC/QA function.

Workflow summary for QC (a): Establish QC parameters for each test/method including manu-
factured or purchased ingredient used in conjunction with the test/method as well as speci-
men/sample condition tracking, capture QC data for each test, and analyze trends in QC test
results.

Workflow summary for QA (b): Establish and review each QA measure and determine data
sources available for supporting each measure, capture QA measures, and analyze trends and
institute corrective actions when necessary.

BP# 14: Specific requirements for each QC workflow area:

14.1. (a) Set up each QC parameter and associated data elements
14.1.1. Ability to create and maintain a master record for each QC test by instrument/method.

14.1.2. Ability to create and maintain a master instrument/test/method records for associated
input QC parameters (media, reagents, etc.).

14.1.3. Ability to create and maintain a master instrument/test/method record for specimen
sample condition tracking elements (temperature control, holding time, etc.)

14.1.4. Ability to link the QC records for QC test, associated input, and specimen/sample
condition if not created in same database table

14.1.5. Ability to capture SOP on each instrument/test/method along with effective dates for
each version
14.2. Capture QC measures

14.2.1. Ability to electronically capture all QC measure values as appropriate as a part of the
testing business process

14.2.2. Ability to manually enter QC measure values in cases where the measures are not
included in the testing business process support (media manufacturing, etc.)

14.2.3. Ability for user to define the placement of QC and proficiency tests within a batch
14.3. Analyze QC measures

14.3.1. Ability to track QC measures and create analyses by time period or individual tests. For
example, analysis capabilities might include:

15 Because QC and QA are embedded in each of the business processes, this description emphasizes the overall management of the process. The QC and QA references
in each business process refer back to this section.
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a) Ability to perform a variety of data reduction capabilities including linear regression (straight line
fit), Log (Logit), Four Parameter Logistic and Cubic Spline.

b) Ability to produce Levy-Jennings QC plots, as needed.

c) Ability to use Westgard rules to evaluate whether analysis is in or out of control. The rules must
be able to be turned on or off as needed for each test performed as well as specifying which rules
to use for each test. The rules must be able to be used on a real time basis for problem identification.

14.3.2. Ability to analyze information on unknown specimens/samples, spiked specimens/samples
and duplicate specimens/samples

14.3.3. Ability to create alerts when QC measures trend toward limits

14.3.4. Ability to warn users that QC for one or more elements for a instrument/test/method has
failed under either batch or individual test circumstances

14.3.5. Ability to automatically reschedule all tests invalidated by a QC failure with manual over-ride
by supervisory personnel

14.3.6. Ability to create a report of all QC measures associated with a specific specimen/sample
submission

14.3.7. Ability to include electronic signatures for QC entries

BP# 14: Specific requirements for each QA workflow area:

14.4. (b) Set up and maintain each QA measure

14.4.1. Ability to create and maintain master records for each QA measure

14.5. Capture each incidence of each QA measure

14.5.1. Ability to electronically transfer QA data associated with other business process
support files

14.5.2. Ability to manually enter QA data not captured in the LIM system as a part of other process
support

14.6. Analyze each QA measure and institute corrective action where necessary

14.6.1. Ability to track QA measures and create analyses by time period
14.6.2. Ability to create alerts when QA measures trend toward limits
14.6.3. Ability to trigger special reports when QA measures have exceeded acceptable limits

BP# 14: Selected QC/QA specifications: Specified above

BP# 14: Selected system output requirements:

14.7.1. Reports of QC failures for specified timeframe by specific laboratory, instrument, test, and
method

14.7.2. QC reports for support of audit activities (CLIA, CAP, etc)
14.7.3. QC analysis reports on duplicate testing

14.7.4.Reports/screen displays of standard operating procedures for each method with “read only”
security controls

14.7.5. QA reports for management by QA parameter
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Specifications For BP# 15: Laboratory Safety and Accident Investigation 1€

Overview: The core activity is support of investigation and reporting on all accident/safety
violations and tracking laboratory items considered to be safety hazards.

Workflow summary: Create tracking record for each incidence, support the investigation
process, and capture investigation findings.

BP# 15: Specific requirements for each workflow area:
15.1. Create incident tracking record and records for tracking chemical and biological waste
handling and disposal (incidents would also involve personnel related safety violations and accidents)
15.1.1. Ability to create incident tracking records containing relevant data about the incident
15.1.2. Ability to create and maintain records on chemical inventory and biological waste where
appropriate
15.2. Record pertinent investigation information
15.2.1. Ability to record predefined investigation data

15.3. Record findings summary

15.3.1. Ability to create incident finding summaries using user-defined codes for cataloguing
the findings

15.3.2. Ability to record and follow up on recommendations for revisions to safety policies and
procedures

BP# 15: Selected QA specifications:

15.4.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

15.4.2. Ability to reference MSDS sheets on-line

BP# 15: Selected system output requirements:

15.5.1. Safety & materials status reports
15.5.2. Accident investigation reports
15.5.3. Special reports on QA data related to safety and accidents

16 This section could also contain security and access information if not incorporated into the laboratory’s security system.
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Specifications For BP #16: Laboratory Mutual Assistance/Disaster Recovery

Overview: Mutual assistance capability is essential for building surge capacity. Laboratories
must be able to transfer work in emergency situations when a laboratory temporarily loses the
capacity to process a specific test or is compromised or closed as a result of a disaster. The
ability to transfer appropriate test requests and associated specimens/samples in a timely and
efficient manner is key. The transfer may be from one laboratory to another or from a submit-
ter directly to the mutual assistance laboratory.

Workflow summary: The need for assistance must first be recognized based on scheduling
loads, lab capacities, and test submittal trends. Once identified, the laboratory must decide
what tests from which submitters should be diverted or transferred to the mutual assistance
laboratory. Finally, the test request results from the diverted tests must be transferred back to
the originating laboratory LIM system.

BP# 16: Specific requirements for each workflow area:
16.1. Mutual Assistance need identification

16.1.1. Ability to monitor and evaluate test request patterns and workloads based on recent
workload trends and estimates of new requests to be received in the immediate future

16.1.2. Ability to perform load-balancing analysis

16.1.3. Ability to document mutual assistant laboratory certification and qualifications for each
test in mutual assistance agreement

16.2. Selection and transmittal of tests to be diverted/transferred to one or more mutual
assistance sites

16.2.1. Ability to select submitted test requests for transfer based on hold limits, date
received, and other factors such as the specific tests included in the mutual assistance agreement

16.2.2. Ability to evaluate and determine which submitter immediate future specific test loads
to divert directly to the mutual assistance laboratory

16.2.3. Ability to create a standard format transfer file for test requests received

16.2.4. Ability to load test request/results data into LIMS in responsible PHL from which the
tests were diverted

BP# 16: Selected QA specifications:

16.3.1. Ability to capture specific data elements associated with QA measures associated with
this business process (see Business Process #14 for additional information)

BP# 16: Selected system output requirements: Specified above
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CDC has made tremendous strides towards creating architectural and vocabulary standards as
evidenced by the work performed in the clinical area (NEDSS) and more recently PHIN. CDC’s vision
to implement information technology standards in public health will enable partners to work together
towards the common goal of improving public health. It is important to realize that work is ongoing
and many standards are not in place in this evolutionary process. It is also important that standards
be implemented as they evolve. PHLs should make every effort to implement or prepare to imple-
ment PHIN standards related to electronic transmission and exchange of data. It is appreciated that
CDC provided the following guidance for PHL LIM systems to become PHIN compliant.

This section addresses the clinical aspects of LIM systems, since comparable environmental stan-

dards are not available though they are equally important to PHL functions. Figure 6 indicates the PHL
business processes where PHIN standards apply.
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A. Electronic Data Exchange

OBJECTIVE: To support data exchange between the lab and other associated public health
entities.

Electronic Transmission of data refers to the laboratory’s process of exchanging data with
associated public health entities in a standardized manner. Communication is bi-directional and
includes both receiving and sending information such as test orders and test results. To sup-
port interoperability between public health entities, data exchange refers to standard HL7
message receipt and message creation. Regardless of the transport protocol, interoperability
requires that public health entities are able to interpret the data they receive and this is accom-
plished by adhering to message formatting standards, such as HL7 and terminology standards,
such as SNOMED and LOINC. Adherence to standards may be accomplished either by mapping
local codes to standard codes, or by directly implementing the standard codes within the LIMS.

Requirements specifications for electronic data exchange

Overview: Data exchange refers to the ability of the lab to interoperate with associated public
health entities in a standardized manner. Several processes are required to support data
exchange between the lab and external entities: the message must be transported using a
secure transport protocol, the message payload must be constructed prior to transmission, a
received message must be parsed, and business rules will need to be maintained to control
distribution lists and prioritization of testing.

Secure Transport Protocol refers to the ability to transport a message or file in a mode that can
only be interpreted by the intended party. Secure Transport protocol refers to HL7 messaging
using ebXML and is typically handled by an application the LIMS invokes to manage the physical
transmission of the message.

1. Message Receipt
2.1 Ability to receive an HL7 message
1.2 Ability to decrypt a received message
1.3 Ability to send a receipt acknowledgment for successfully received messages
1.4 Ability to send an error message for messages that were unsuccessful

2. Message Send
2.1 Ability to package message content into an ebXML format
2.2 Ability to transmit an HL7 message using ebXML
2.3 Ability to encrypt a sent message, for example using PKI
2.4 Ability to digitally sign a message
2.5 Ability to determine Collaboration Protocol Agreement (CPA) between sender and recipient
2.6 Ability to use CPA to Route Message

2.7 Ability to use CPA to determine authentication credentials for the recipient (if certificate
based, form based)

2.8 Ability to re-queue Message at Transport Failure
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3. Message Payload Constructor and Parser'’
3.1 Message Construction

3.1.1 Ability to create the content for an HL7 message, where content creation includes
mapping source data from the LIMS to HL7 content format for the appropriate message type

3.1.2 Ability to interface with an application that provides message transport

3.2 Message Parsing
3.2.1 Ability to parse received messages and store parsed content within the LIMS
3.2.2 Ability to assign unique identifies, such as OIDs, to parsed records prior to storage in
the LIM system.
3.2.4 Ability to interface with an application that receives messages
3.2.5 Ability to provide an application error to the message transport application, in the
event that parsing was unsuccessful

3.3 Business Rules Engine'®
3.3.1 Ability to create new business rules
3.3.2 Ability to tie distribution to a test request type or test priority

B. Maintenance of system tables supporting electronic data exchange

OBJECTIVE: Support data maintenance of components necessary for electronic data exchange and
PHIN interoperability.

Additional system tables may be developed to support electronic data exchange, including standard
vocabulary reference tables, mapping from source data fields to electronic message content, direc-
tory services such as LDAP, and ebXML registries. Tables supporting electronic data exchange may be
maintained via external packages that interface with the LIM system application software. Processes
are needed to maintain components that support interoperability between the PHLs LIM systems and
PHIN partner systems.

Requirements specifications for maintaining system tables

Overview: Electronic data exchange requires regular updating of reference codes/lookup tables,
security related tables, and system parameter tables.

1. Table Maintenance

1.1 Ability to maintain reference tables and code tables used to populate drop down lists
within the application

1.2 Ability to maintain security setup tables for users, roles and groups

1.3 Ability to maintain user and application parameter tables that establish defaults and
operational preferences.

17 Message payload constructor and Parser may be part of a LIM system or may be interfaced to a LIM system. The constructor transforms data from the LIM system into
a standard content format to be transmitted to an external party. The parser transforms a received message into the appropriate records for storage in the LIM system
database.

18 n the context of messaging, the business rules engine is used to store rules that are applied to determine the distribution list for a message. For example, the
business rules may dictate that all test results for a notifiable disease include the State Health Department in the distribution list, or that selected test orders/requests
are forwarded to the State Health Department.
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2. Maintenance of standard vocabularies®
2.1 Ability to submit changes or additions to standards committees to update standards
tables

2.2 Ability to interface with an ontology service
2.3 Ability to map local terms and concepts to standard vocabulary references®

Requirements specifications for maintaining components that support PHIN
interoperability

Overview: Processes are required to routinely update the components supporting PHIN
interoperability.

1. Directory or registry maintenance capability in typically handled using an interface between the LIM
system application and directory or registry application.

1.1 Ability to add, update, delete directory information
1.2 Ability to add, update, delete information from an ebXML registry
1.3 Ability to interface with an LDAP application to retrieve contract information

2. Unique identification of entities

2.1 Ability to create or assign global unique identifiers to a subject to guarantee uniqueness
across the PHIN namespace.

2.2 Ability to link a domain name to an internal accession number to produce an identifier that
will be unique throughout the PHIN namespace

2.3 Ability to create or assign unique identifiers to sample/specimen, test and result records
2.4 Ability to link specimen/sample with epidemiology data and test/results data

2.5 Ability to link specimen/sample data with submitter

2.6 Ability to link non-unique identifiers to a unique identifier

3. Mapping data source to message format?*
3.1 Ability to map single record data source fields to message format
3.2 Ability to map multiple record data source fields to message format
3.3 Ability to update mapping definition to accommodate format revisions
3.4 Ability to update mapping for changed data sources to message format

19 A process must be in place to maintain standard terminology that can be used to communicate with PHIN partners. The process will differ based on the implementa-
tion model: the PHL may maintain a local copy of standard vocabulary, interface with an ontology service to obtain standard vocabulary, or map local vocabulary to
standard vocabulary.

20 This requirement exists when the LIM system implements a non-standard code set that must be mapped to industry standard code sets before exchanging data with
PHIN partners can occur.

21 Mapping Data Source to Message Format supports the ability to extract data from LIMS and map it to the expected message payload element. The message payload is
then included in an ebXML package for transmission to the recipient (see A.3 above)
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There are a number of general requirements that are not business process specific, but are important
from the perspective of overall system functioning (“consistent look and feel”). This section includes
overall system capabilities to supplement the detailed requirements specifications in other sections.
This section concentrates on the LIM system application and operating environment while Section VIII
deals with vendor-related aspects of the application.

LIM System Access and Navigation

1.1. Security: Control for system access by authorized users. These specifications assume the
PHL has appropriate security in place to authenticate users to access the information system
environment that is separate from authorization to LIM system functions and data. Ability to
create and maintain individual user specific security tables containing user ID and password
information that is accessed only by administrator level security.

1.2. Ability to restrict user passwords to HIPAA-compliant combinations of characters of a
standard minimum length

1.3. Ability to track user password revisions and force users to change their passwords at PHL
determined intervals

1.4. Ability to terminate log-on screen after PHL determined number of unsuccessful tries by a
user to log in

1.5. Ability to automatically log off idle workstations after a predetermined period of time

1.6. Ability to enable a user automatically logged off to log back in and have the system reset to
the same screen the user was on when the automatic log off occurred

1.7. Ability to limit workstations from which a given user can log on and whether or not they can
access system from a remote site

1.8. Ability to prevent a user from being logged on to multiple workstations at the same time

1.9. Ability to limit hours of access for individual users and lock them out of the system during
non-authorized hours

1.10. Ability to create an audit trail of who, when, where, and what functions were accessed by
a specific user

1.14. Ability to conform to any other HIPAA security conditions adopted by a particular PHL as a
part of its privacy and security documentation
2. User Rights and Privileges: This section generally covers what users are authorized to do once they
are granted access to the LIM system.
2.1. Ability to create rights and privilege groups by type of user
2.2. Ability to create unique user rights based on functions and screen displays

2.3. Ability to control which users have the right to update specified data sets and track the
data updated

2.4. Ability to lock certain records at some specified point after creation (test results for
example)

2.5. Ability to include add/delete/edit/read only limits on user rights

3. Screen Access and Navigation: User rights notwithstanding, this segment relates to requirements
specifications regarding system screen access and navigation.
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3.1. Ability to access any allowed function from any workstation on the system

3.2. Ability to access various screens through the use of menus and appropriate icons on
various screens

3.3. Ability to move easily from one screen to another utilizing screen appropriate icons or
function keys

3.4. Ability for off-site customers to access limited read-only fields or portions of the Web LIM
system for data entry and barcode generation

4. General Query Capabilities:
4.1. Ability to query specific records based on record key data fields

4.2. Ability to perform name searches utilizing soundex approaches

4.3. Ability to access query function screens from screens where it would be logical to do so
rather than having to return to a system menu

4.4, Ability to query for any specific test request test status

Field Entry and Editing and System Table Maintenance
1. Field Value Entry and Editing: Any field containing a coded value rather than text should include the
following:

1.1. Ability to enter the value desired directly or from a drop down table of valid values through
standard mouse selection procedure

1.2. Ability to require mandatory fields to be filled before user can exit the screen, along with
prompts or highlights that enable the user to quickly see which fields need to be completed

1.3. Ability to define data entry fields for dual entry with separate verification pass prior to
accepting the data set
2. Other Field Editing: Editing of non-table fields
2.1.Ability to apply alpha/numeric edits
2.2. Ability to test for valid numeric value range
2.3. Ability to perform selected correlation edits between fields
2.4. Ability to edit for valid dates and reasonable date ranges
2.5. Ability to insert default values for any code or non code field
2.6. Ability to default value for current date and time in all appropriate fields that are generated
from the system clock, but allow user over-ride
3. System Maintenance: Maintenance of all LIM system tables for which the user has the responsibility
for populating
3.1. Ability to control access to the system tables by authorized administrative personnel

3.2. Ability to update code tables directly from any screen where the field appears by
authorized users only

3.3. Ability to maintain the value set for any table

3.4. Ability to time-stamp any table where changes are only valid starting on a specific date.
Code set that will be presented to the user will correspond to the system date.
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Reporting and Data Transfer

1. General Reporting: Standard reports embedded in the LIM system. Many of these reports support
general “business management” activities. Examples include:

1.1. Ability to provide Workload Reports (periodic - weekly, monthly, yearly, etc. - workload
reports that will indicate separate counts of specimen/samples received and tests performed
for each analytical area)

1.2. Ability to provide reports that differentiate between client-ordered tests and tests done in-
house as part of a testing protocol or study

1.3. Ability to provide Work Time Unit reports (reports that calculate the amount of labor it took
to run the tests). The system should also be flexible enough so the laboratorians can add,
delete, or change tests and work time units as needed.

1.4. Ability to provide Quality Assurance Reports. The system should produce reports based on
any of data fields and the comment fields where additional QA information will be stored.
Examples of QA reports include information about unsatisfactory specimens/samples, speci-
men/sample rejection, improperly labeled specimen/samples and/or request slips, etc.

1.5. Ability to provide Turn-around Time Reports (reports showing the turn-around times for
specific tests or test groups, including the average turn-around times plus the number that
meet, exceed, and are less than predetermined turn-around times)

1.6. Ability to provide Quality Control Reports (reports showing periodic summaries of QC results
with detailed reports of exceptions including detailed listings of QC results for a particular date
range, as well as tracking changes in QC measures and who made the changes)

1.7. Ability to provide Submitter Usage Reports (reports providing lists of submitters and the
tests they requested for a specified period of time)

1.8. Ability to provide Reportable Disease Report (reports listing all reportable diseases based on
the results of laboratory testing with flexibility to add, change, and/or delete tests as necessary)

1.9. Ability to provide Test Log Reports (reports on various test logs such as specimen/sample
pending log, reportable disease log, specimen/sample send-out log, etc., as well as a list for a
specific test(s) or series of results for a given time period/submitter/etc.)

2. Report Generation Strategy (Internal and Export): This general specification supplements the more
specific specifications contained in other sections.

2.1. Ability to provide a reports menu from which the user can select and run standard system
reports

2.2. Ability to schedule the production of reports for non-peak system usage or nighttime

2.3. Ability to create user query reports utilizing a standard query tool compatible with the LIM
system data base architecture

2.4. Ability to limit scope of query reports

2.5. Ability to select and export data sets for more intensive analysis on a workstation in a format
compatible with appropriate desktop database products and statistical analysis packages
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3. Web Front End: More general specification than contained in Section VIl relating to database
interfaces.

3.1. Ability to provide secure Internet site for the exchange of laboratory data sets that comply
with HIPAA and PHIN standards and recommended architecture

3.2. Ability to support user input screens for test request submission and specimen/sample
collection

3.3. Ability for external users to pick up test reports and files as well as general purpose report
data files

3.4. Ability to provide second-tier authentication for data access

Miscellaneous General Requirements Specifications
1. General Barcode Usage: Barcoding has been mentioned elsewhere in this document. This section
pertains to the general use of barcodes in the LIM system environment.

1.1. Ability to support a variety of barcode labels for different uses that contain use-specific
codes

1.2. Ability to print barcode labels on variety of printers

1.3. Ability to print user-defined number of copies

1.4. Ability to support multiple barcode standards

1.5. Ability to add additional standards and alert system as to which barcode standard is being

scanned
2. Data Archiving: Although the cost of on-line storage has dropped dramatically there still may be a
need to archive data sets from a system performance perspective or database size

2.1. Ability to construct logical parameters for selecting data sets to be archived

2.2. Ability to support multi-tiered archiving with a progression of movement from the system
hard drive to other forms of data storage

2.3. Ability to find and retrieve specific archived data sets
2.4. Ability to delete archived data sets at end of specified holding periods
3. Standards and Regulatory Compliance: Many of the standards have been stated elsewhere. As a

general rule, the following standards and requirements will apply to an individual PHLs based on its
internal policies and procedures and functional activities performed.

3.1. Ability to comply wherever feasible with all data processing requirements of CLIA, the
College of American Pathologists (CAP), NCCLS, EPA (water), FDA (shellfish, food, pharmaceuti-
cal requirements), and NELAC, as well as any other applicable standards.

3.2. Ability to comply with CDC PHIN standards and applicable HIPAA regulations pertaining to
privacy/security and medical transactions containing personal health information.
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This section contains specification requirements for four major interface categories:

Category 1. Interfaces with submitter database systems
Category 2. Interfaces with instruments

Category 3. Interfaces with submitter data sets and data users’ databases (e.g., epidemiology,
state government agencies and federal government entities)

Category 4. Interfaces via website with submitter and data users

These interfaces are critical from the standpoint of efficiency, data accuracy, timeliness (turn around
time), and surge capacity. The underlying intent of interfaces is to eliminate wherever possible the
manual re-entry of data at any point during the continuum from submitter database to the LIM sys-
tem, from the LIM system to test instruments, from the instruments to the LIM system, and from the
LIM system to the test result users. It is apparent that where data re-entry is required, the data entry
process is a potential constraining factor impacting on the efficient, accurate, and timely processing
of test requests. This point is illustrated in the following example.

If a test request must be entered manually together with the test receiving/accessioning process
without delaying the start of testing, an initial “skeleton” record is often created to enable the LIM
system to print batch worksheets and track the accessioning number and required name information.
The remainder of the data is then added in a second data entry pass. The two-step data entry solu-
tion helps prevent the data entry process from holding up the test result processing. However, han-
dling the request form twice increases the data entry workload. On the other hand, if the test request
is received electronically, the processing time is shorter, not only for each individual test, but for
creation of test batches as well. This relationship is described graphically in Figure 5.

For manual entry there is essentially a 1:1 relationship between the number of requests and the time
it takes to enter them (i.e., there is no incremental gain or efficiency related to volume). Naturally time
is involved in processing an electronic batch of test requests (shown as T-1 above). However, process-
ing the second batch should take significantly less time (shown as T-2 above), and even if it doesn't,
the total time for creating both batches is far less than for manual entry. Clearly from the perspective
of data entry, electronic request submission greatly reduces the risk of data entry as the constraining
factor in processing test requests. As will be seen below, the same logic can be applied to database
interfaces (i.e., an electronic interface increases accuracy, helps ensure test processing in a timely
fashion, and creates surge capacity, all of which increase overall PHL efficiency).

FI GURE 5. RELATI ONSHI P OF TEST REQUEST ENTRY TO PROCESS TI ME
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FI GURE 6. CATEGORI ES OF MAJOR LI M SYSTEM DATABASE | NTERFACES

This figure illustrates the 8 electronic interfaces (A-H) in four major interface categories (1-4). Four of the interfaces are
associated with the exchange of electronic data sets (A, B, C, D), while the remaining four (E, F, G, H) deal with the use of

a Web common user interface as an alternative to the electronic interfaces for submission of test requests and the
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Categories of Major LIM System Interfaces

Category 1. Interfaces with submitter database systems (See Figure 6.)

Interface A. Submitter System to the LIM system

In many cases, the submitter organization has an information system that contains much or all
of the test request data. Still, for a variety of reasons the test request submission is made on
paper (e.g., PHL request forms are often multi-copy). Many times, the request form is wrapped
around the specimen/sample and secured by a rubber band.

Specifications for submitter system to LIM system:

1.1.Creation of a HL7 message or standard file format containing standard terminology for test
submittals that submitters can map to/from their system databases

1.2. Ability to securely transmit standard message or file
1.3. Ability to parse and load electronic test submittals directly into the LIM system

1.4. Ability to link electronically submitted test requests to corresponding specimen/samples
when they are delivered to the PHL

1.5. Ability to scan barcode labels on specimen/samples in order to establish link to associated
electronic test submittal

Category 2. Interfaces with Instruments (See Figure 6.)

Interface B. Test data sets from the LIM system to the individual instruments

In this interface, it is important to be able to electronically load test requests for a given test
batch per the given instrument’s electronic interface specifications. This often will require
instrument-specific batch file creation as a part of the LIM system software.

Specifications for test data sets to instrument:

2.1. Ability to create instrument specific data sets for loading test batches into the instrument
for processing

2.2. Ability to scan barcode labels for machine loading in cases where the instrument only
utilizes a unique ID for processing the tests.

2.3. Ability to print out a hard copy of the test batch data loaded for each instrument run as
documentation of the contents of the run

Interface C. Instrument test results to the LIM system

Sometimes instrument output from test processing requires “interpretation” or subsequent
calculations in order to arrive at a test result. Thus, this interface, in addition to performing the
electronic test result loading to the LIM system, must have the ability to review and/or modify
the data set extracted from the instrument prior to the transfer to the LIM system.® As an
option, the “interpretation” could be performed within the LIM system if all the required data
was appropriate for inclusion in the LIM system database.

= If a PHL is creating a vendor RFP, it should attach a spreadsheet listing instrument interfaces used in the laboratory and require respondents to indicate whether or
not they support two-way data exchange with each instrument (Y/N) and describe how their product accomplishes the electronic interface.
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Specifications for instrument test results to LIM system:
3.1. Ability to create instrument specific test result data sets for processing into the LIM system.

3.2. Ability to review and modify the test result data set prior to or following the release of the
results to the LIM system

3.3. Ability to load the reviewed and/or modified test result data set into the LIM system
3.4. Ability to print out the extracted data set for hard copy record keeping

3.5. Ability to note modifications made to the original extract data set prior to loading into the
LIM system

3.6. Ability to track who modified the result data set and the time the data set was modified.

3.7. Ability to load raw instrument data directly to the LIM system and have the “interpretation”
performed within the LIM system.

Category 3. Interfaces with submitter data sets and data user’s databases creating
enriched data sets (See Figure 6.)

Interface D. Test results from the LIM system to the submitter data set and/or to authorized
data users databases.

Test result reports sent from the laboratory to the submitter not only enriches submitter data
sets but also submitters as well as others use the data user’'s databases, i.e., the data. The
key to this interface is to create a test result report for authorized users that is an exact replica
as generated by the LIM system for submitters.

Specifications for test results from LIM system to the submitter’s data set and/or to authorized
data users databases:
4.1. Ability of LIM system to create standard message or file

4.2. Creation of a print file format for the test report for the purpose of allowing the submitter
to print out a PHL test report that would be identical to that which would be printed by the PHL
for manual test reporting

4.3. Creation of a standard test report file for use by the submitter to capture the test result
information in their information system (submitter would map the test result files to their
databases for processing)

4.4. Ability to create and attach an electronic signature to each test report. An example ap-
proach would be to attach the “signature” (authorized person’s name) to the test report file
only upon completion of the test results verification process

4.5. Ability to create standard summary test report files by date range, test IDs, results, result
status, and other selected parameters of importance to authorized users

4.6. Ability to securely transmit message or file and route to submitter system
4.7. Ability to control which users have access to which reports
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Category 4. Interfaces via the web for submitters and data users?* (See Figure 6.)

Interface E. Test request submittal via the Website.

This interface creates the ability for the submitter to directly enter test requests in lieu of
electronic or paper submittal. In the future, this interface may be extended (particularly in
environmental health) to direct field entry at the time the specimen/sample is collected.

Submitter to Web Site Interface Specifications:

5.1. Ability for the submitter to enter test requests through the Web interface.
5.2. Ability to assign a processing number to each test request submission

5.3. Ability for the submitter to enter multiple test requests at the same time without repeating
submitter data and other repetitive data

5.4. Ability to audit test request data set for completeness and present error messages to the
submitter if request is incomplete or inaccurate

Interface F. Transfer of test requests from the Website to the LIM system

This interface moves the test request data from the Web-entered test request to the LIM system.
Web-Entered Test Requests to LIM System Interface Specifications:

6.1. Ability to move test requests entered into the Web LIM system to the core LIM system
database

6.2. Ability to audit/track the movement of the test requests

6.3. Ability to link submitted test requests to corresponding specimens/samples when they are
delivered to the PHL

6.4. Ability to scan barcode labels on specimens/samples in order to establish link to associ-
ated test submittal

Interface G. Transfer of test results from the LIM system to the Website.

It is anticipated that for the purposes of security and confidentiality, the Web LIM system will
contain a separate database in order to help guarantee that external users cannot access the
LIM system database. Thus, this interface (G) and the next interface (H) deal with the exchange
of data between the Web LIM system and the laboratory’s core LIM system.

LIM System to Web Site Interface Specifications:
7.1. Ability to load specific submitter test results to the Web database from the LIM system

7.2. Ability to assure that the Web LIM system reflects the same corresponding data values as
contained in the core LIM system

7.3. Ability to track whether or not a given lab test result has been “picked up” by the appropriate
submitter

24The following four interfaces (E-H) relate to the creation of a Web-based common user interface as an alternative means of test request entry and transmission of test
results to submitters and authorized test result users. Other Web interfaces are likely to arise in the near future created by governmental submitters such as EPA, which
is undertaking a project known as the Central Data Exchange/Network Node. Environmental data should be able to be exchanged in compliance with standards and
recommended architectures evolving from these efforts.
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7.4. Ability to audit/track the movement of the test request data from the core LIM system to
the Web LIM system

7.5. Ability to designate on the submitter files whether or not the test results should be moved
to the Web LIM system for pick up by the submitter (i.e., the individual submitter has selected
this means for retrieving test results)

7.6. Ability to move test results user reports to the Web LIM system for pick up by authorized users

Interface H. Test results reporting submitters and to the authorized results users via the Web site?®
In general, this interface would create the capability to transmit user specific reports to submit-
ter data set and authorized users databases (both individual test results as well as customized
summary reports and statistical analyses).

Web Test Results to Authorized Users (including submitters) Interface

Specifications:

8.1. Same capabilities as delineated in “Interface D. Test results from the LIM system to the
submitter data set and to authorized data users databases” except done via the Web LIM
system.

Creation of PHL Surge Capacity

As noted at the beginning of this section, interfaces increase efficiency, data accuracy, and timeli-
ness. Similarly, they also can increase surge capacity by eliminating the manual test request entry that
often ties up a specific test instrument (i.e., the instrument is unable to process tests until the data is
loaded). If the instrument-required data is loaded electronically, more batches can be run on the
instrument during the course of the day.

The same logic applies to the ability to electronically move the test result information from the instru-
ment to the LIM system instead of having to read the results off the instrument and record them on a
manual worksheet and then enter them into the LIM system. If it takes as long to record the instru-
ment test results on the worksheet, perform the validation process, and then enter the results in the
LIM system as it does to run the batch, the electronic transfer from the instrument could theoreti-
cally, along with electronic entry, triple the surge capacity associated with the entry while eliminating
manual data recording and entry as a critical surge restraining factor. Obviously, the relationship
between data entry and result capture versus the test run time will vary from instrument to instru-
ment. However, it is clear that electronic instrument interfaces will enhance efficiency, create surge
capacity, and increase test result accuracy.

Finally, electronic submission and test reporting also significantly reduces the test turn-around time,
which could be critical in a test surge related to a bioterrorism event or a major disease outbreak.

In summary, the electronic interfaces eliminate data entry as a limiting factor for surge capacity, and
therefore, the surge capacity associated with each test instrument is significantly increased. In
addition, the electronic interfaces result in greater accuracy and efficiency while decreasing test-
processing costs by eliminating the manual data entry and handling.

25 This capability would be particularly useful for users who do not have systems capable of receiving electronic test reports.
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This section contains vendor considerations that will be relevant if a PHL wants to convert this
requirements specification into an RFP document.

Information about the Vendor

1. Organization History
1.1. Number of years in LIM system business
1.2. Number of staff in organization
1.3. Number of staff assigned to LIM system related operations
1.4. Number of staff in LIM system development
1.5. Number of staff in LIM system implementation and training
1.6. Number of staff in LIM system supporting current install base
1.7. Describe history of your LIM system development efforts
1.8. Date of original version/release
1.9. Date of current version/release

2, Current Installation Base
2.1. Total number of unique customer LIM system installations
2.2. Total number of LIM system customers on latest version

2.3. References for three LIM system customers on latest version with LIM system needs
similar those stated in this RFP

2.4. References for three additional customers

2.5. Total number of concurrent user licenses or workstations on which LIM system software is
installed

2.6. Last fiscal year LIM system total revenue
2.7. Number of new LIM system customer installations

3. Product Marketing
3.1. Describe primary LIM system market

3.2. Is product marketed as (indicate all that applies):
¢ Part of a “bundled “ product
¢ Part of multi-vendor suite
* A stand alone product offering

3.3. Describe ways in which the product can be demonstrated
3.4. Describe any warranty provided (length, coverage)
3.5. New version and release strategy (how often and to whom available and at what cost if any)
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4. Implementation Support (installation, training, database conversion)
4.1. Describe application and database installation procedure

4.2. Describe the administrative and user training provided as a part of the implementation
process

4.3. Describe customer database conversion services
4.4.Describe database conversion tools/programs used for converting a legacy database?®
4.5. Describe implementation project management strategy including customer sign-offs

5. LIM System Technical Support

5.1. Describe Help Desk support and problem investigation including:
e Hours of operation
* Access method(s) (800 numbers, Internet, on site, on-line remote, etc.)
* Help desk operator training and LIM system experience
* Problem-logging mechanism
* Documentation of complaint history and resolution

5.2. Describe strategy for system patches and fixes including:
* Application method: individually or in groups
* How they are applied at user site (remote, by user, etc.)
* To whom are they distributed (entire base, version specific users only, etc.)?
* Describe bug-fix priority and average timeframe between report and installed fix

5.3. Describe continuing training opportunities and associated costs (if any)
5.4. Describe how new versions and releases are deployed

6. User Groups and Other Services

6.1. Name of user group and contact information (name, phone number, address and/or e-mail
address)

6.2. Group organizational structure and membership requirements

6.3. Describe group purpose and objectives

6.4. Frequency of meetings and location(s)

6.5. Number of members (organizations and average attendance at last two meetings)
6.6. Describe other customer services and benefits

7 \endor R sk Assessnent .
7.1. Provide Dunn & Bradstreet rating if available
7.2. Percent personnel turn over last year
7.3. Provide last financial statement (balance sheet and income statement for last full year)
7.4. Provide banking reference (name, account officer, address, and telephone number)

8. Documentation

8.1. What level of detail does the documentation address? (e.g., general operation, low level
configuration, report design, APl access, etc.)

8.2. Describe on-line documentation that can be accessed by the user directly from the applica-
tion screens

8.3. Describe the organization of the documentation and provide a hard copy version for inspection

26PHL would insert database name(s) for current LIM system that they desire to convert to the new system
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Information about the LIM System Product

1. General System Characteristics

1.1. Describe the basic system architecture (host based, client server, multi-tiered, etc.) and
operating architecture (ASP, server location, etc.)

1.2. Describe the operating systems supported on the client (if applicable) and the server.

1.3. Describe any database back-ends supported and do they use native drivers, ODBC, or
another access technology.

1.4. Describe user interfaces supported (thin client, thick client, Web, PDA, API, ADO, DDE, etc.)

1.5. Describe how site synchronization is achieved in the event of network failure in multi-site
implementations if separate site servers are utilized.

1.6. Describe other products with which the LIM system is designed to integrate?

1.7. Describe the user interfaces supported by the product that are used by two or more
customers (include PDA, Web, GUI, etc.)

1.8. Can a customer install multiple non-interacting instances of the LIM system in order to
support training and testing? If so, describe most common approach used by customers and
give two supporting customer references.

1.9. Describe the system’s audit trail capability
1.10. Describe the minimum requirements for workstations and associated peripherals such as
printers and bar code readers
2. Database
2.1. Name of database product if one is used
2.2. Description of data model (flat file, relational, object-oriented, proprietary, etc.)

2.3. Size of largest customer installed LIM system database (Mbytes and number of test
records)

2.4. Describe relationship of server size to database size and impact of server memory (all in
relationship to system response time)

2.5. Describe impact of workstation sizing on response time (if any)
2.6. Describe relationship of response time to number of concurrent users

2.7. Is there a maximum number of concurrent users that can be efficiently supported? If so,
how many?

2.8. Application development language

2.9. Does the database product support ODBC?

2.10. Does the design of the application database tables support the use of ODBC?

2.11. Describe the database tools supplied along with the application

2.12. Describe the archiving capability and approach utilized in your application

2.13. Describe the audit trail capability and approach utilized to address HIPAA requirements

2"PHL can describe desired interfaces to other products here.
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Bid Sheet

Bid sheet formats are generally dictated by governmental organizations. For a LIM system bid the
following categories should be included:

* License costs and terms

* Implementation costs

* Warranty (if there is a cost)
* Annual Maintenance

Try to avoid incurring extra costs for documentation, user training following implementation and on-
site travel.
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EXPLANATI ON OF TERMI NOLOGY

The following terms are included to clarify the meaning of words having multiple interpretations.

authentication

Authorization

business process

clinical

CPT codes

ebXML

GUID

HL7

ICD codes

LDAP

LIMS

LOINC

Process by which a secure system verifies the identity of someone or
something that is attempting to gain access. The use of digital certificates or
secure token in conjunction with a challenge phrase or password are
common examples.

Permission associated with accessing functions or subsets of data within an .
Generally, an administrator will define the users who are authorized to
access a application functions or data.

Collection of tasks that are performed for the purpose of achieving some
specific set of business purposes or objectives.

“Clinical,” as opposed to “health” or “human,” is used to indicate testing that
isnon-environmental.

Acronym for Current Procedural Terminology codes , refers to a set of terms
and codes used by medical professionals for reporting medical services to
healthinsurance organizations.

Acronym for Electronic Business using Extensible Markup Language, refers to
a series of specifications that allows organizations to conduct business via
an exchange of data over the Internet.

Acronym for Globally Unique Identifier, refers to a globally unique string that is
used to identify an object.

Acronym for Health Level Seven, refers to the effort to develop healthcare
standards for clinical and administrative data. The goal of this effort is to
create guidelines that will facilitate interoperability amongst disparate
healthcare information systems.

Acronym for International Classification of Diseases codes, refers to the
system by which the World Health Organization (WHO) assigns diagnostic
codes to illnesses, symptoms and medical procedures. ICD codes used in the
United States are enacted by the United States government.

Acronym for Lightweight Directory Access Protocol, refers to a set of software
protocols that enable access to network directories and, therefore, enable
usersto locate resources on the network

Acronym for Laboratory Information Management System.

Acronym for Logical Observation Identifiers and Codes, refers to a series of
terms and codes that identify laboratory and clinical results.
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EXPLANATI ON OF TERM NOLOGY

messaging

oID

PHIN

registry

requirements
definition

SNOMED

specimen/sample

Sample ID

Subject ID

XML

Ability to send secure messages utilizing HL7 message standards between
public health labs, commercial labs, government agencies and other public
health partners.

Acronym for Object Identifier, refers to a globally unique character string that
is used to unambiguously identify an object. OIDs have been identified by
HL7 as the preferred method for coding systems.

Acronym for Public Health Information Network, refers to a CDC initiative\
that uses information systems and technology to enable real-time data
exchangebetween organizations for the promotion of interoperability,
collaboration, rapid dissemination of critical information and computer
assisted statistical analysis.

A PKI (public key infrastructure) enables users of a basically unsecured public
network such as the Internet to securely and privately exchange data and
money through the use of a public and a private cryptographic key pair that is
obtained and shared through a trusted authority. The public key infrastructur
provides for a digjtal certificate that can identify an individual or an organization
and directory services that can store and, when necessary, revoke the
certificates.

Repository of information that identifies a computer’s peripherals, software,
settings, and policies. The computer initializes this information at startup to
make these resources readily available to the operating system.

This term refers to information system development. This document is not
a requirements definition in that sense. Nor is it a set of “standards,” although
standards such as HL7 and PHIN are mentioned. The term we finally agreed
upon was “requirements specifications.”

Acronym for Systematized Nomenclature of Medicine, refers to a universal
terminology used to encode medical records.

Term used instead of “specimen” or “sample” to describe something to a
PHL for laboratory testing. This term is intended to cover everything from
water samples to human specimens to animal heads to lottery tickets.

Unique identifier for the specimen/sample record.

Unique identifier for the subject, where it is the origination point for multiple
specimen/samples. The unique identifier should be an OID.

Acronym for Extensible Markup Language, refers to a standard for creating
common information constructs so that data can be shared on the Internet,
on intranets and on other networks.
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