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INSTRUCTIONS AND GENERAL PROVISIONS

1.  SUBMITTING THE RESPONSE: 

The State of Michigan Purchasing Operations prefers that the requested information be submitted electronically. Electronic responses should be submitted through an e-mail address to the Buyer listed as contact.  It is your sole responsibility to ensure that your response reaches the Buyer by the date and time as indicated in this document.  

Additionally, responses may require the uploading of electronic attachments from the State’s website located at: www.michigan.gov/buymichiganfirst.   The submission of attachments containing embedded documents is prohibited.  All documents should be attached as separate files. 

If the supplier chooses to submit the response directly to Purchasing Operations in writing: The response must be delivered to the State of Michigan Purchasing Operations, 530 West Allegan, Mason Building, Lansing, MI. 48933 by the due date and time.  The "Solicitation Number" and "Due Date" must appear on the outside of the envelope.  

Purchasing Operations will consider faxed responses to (517) 335-0046.  Faxed responses are submitted at the sole option and risk of the supplier.  Access to Purchasing Operations fax machine is on a "first come first served" basis and Purchasing Operations does not guarantee the supplier's access to the machine at any particular time.  The "Solicitation Number" and "Due Date" must appear on the fax cover page.

2. QUOTATION PREPARATION: 

The purpose of the request is to gather information that may, or may not be used in a future Request for Proposal.. Please fill in the individual Vendor Response sections within the Statement of Work, and include a cost sheet, per Section 1.601. Please include any related cost options. Additionally please include any additional terms, conditions, or information that relate to your ability to provide the requested services.
3. SOLICITATION AMENDMENTS: 

All changes to this solicitation will be made through written addendum only.  Answers to questions submitted through the State of Michigan’s Purchasing Operations office shall be considered an addendum to the solicitation documents.  Bidders are cautioned not to consider verbal modifications.

4. SAMPLES: 

Samples of item(s) required by Purchasing Operations specified in this request, must be furnished free of charge.

State of Michigan

Request for Information

The following page shall be filled out by the Vendor
By responding to this request, vendor believes that they can provide the necessary products/services listed above.
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Statement of Work (SOW)

1.000
Project Identification

1.001
Project Request

The State of Michigan (State), through the Department of Technology, Management & Budget (DTMB), and the Michigan Department of Agriculture (MDA), has issued this Request for Proposal (RFP) to obtain proposals from qualified firms for:  Hosting and Maintenance of the Lab Lynx LIMS application currently residing on State of Michigan servers. This RFP will have two deliverables, hosting and maintenance. 

Throughout this document items related to the hosting portion of this RFP will indicate the ‘hosting vendor’, while maintenance related items will use the ‘maintenance vendor’ to identify these specific items. The use of the term ‘Contractor’ will indicate obligations for both the ‘maintenance vendor’ and the ‘hosting vendor’.
The State seeks to have services begin upon execution of the contract, with full implementation of the system to be completed by 6/30/2011.
1.002
Background


[image: image1.emf]1.   The mission of the Michigan Department of Agriculture (MDA) is to protect, preserve, and  promote, the food, agricultural, environmental and economic interests of the people of the  state of Michigan.     2.   Currently the Laboratory Information Management System  (LIMS) used by MDA*s Wm. C.  Geagley laboratory is hosted by DTMB.     3.   The goal of having the application hosted  outside the SOM  is to reduce the cost of the  system, increase the functionality of the  LIMS  system, reduce the cost and time it takes to  further d evelop the system to include more program areas, users, functionality, and  troubleshooting.   4.   There are no other projects that are currently tied to the  LabLynx  application.  All users of  the application are MDA entities.   5.   The primary users of the application  are located in the Geagley laboratory at 1615 S.  Harrison Rd, East Lansing.  Other potential users are located in Constitution Hall, Lansing  and may include inspectors located throughout Michigan working from their homes.     Information provided herein is i ntended solely to assist  Contractor s  in the preparation of  proposals. To the best of the State’s knowledge, the information provided is accurate. However,  the State does not warrant such accuracy, and any variations subsequently determined will not  be cons trued as a basis for invalidating the RFP.  The State reserves the right to cancel this  Request for Proposal (RFP), or any part of this RFP, at any time.  


1.100
Scope of Work and Deliverables

1.101
In Scope

This project consists of the following scope: 

· Transfer of the current MDA LabLynx program from the current State of Michigan server(s) to the hosting vendor’s site and the continued operation of the application by the staff of the MDA’s Wm. C. Geagley Laboratory.
· Transfer of the current MDA LabLynx database(s), currently residing on the State of Michigan SQL 2005 server, to the hosting vendor’s environment for use with the MDA LabLynx program. 

· Hosting of the MDA LabLynx program and providing all auxiliary hosting requirements as specified.
· Maintenance and Support of the transferred system 

· Maintain the LabLynx program for the use of the MDA Laboratory staff.

· Provide solutions for any break/fix problems as identified by the MDA Project Coordinator.

The negotiated contract resulting from this RFP will have a minimum term of three (3) years with two (2) one (1) year options. Additional options may be requested.  Renewal of the contract will be at the sole discretion of the State and will be based upon the acceptable performance of the selected Contractor as determined by the State. 

A more detailed description of the software, services (work) and deliverables sought for this project is provided in Article 1, Section 1.104, Work and Deliverables. 

1.102
Out Of Scope

Due to the fact that this RFP is designed to ‘outsource’ the hosting and maintenance of the LabLynx LIMS system any additional products, or services, that are not directly related to the deliverables are outside the scope of this RFP.
1.103
Environment

The links below provides information on the State’s Enterprise IT policies, standards and procedures which includes security policy and procedures, IT strategic plan, eMichigan web development and the State Unified Information Technology Environment (SUITE). 

Contractors are advised that the State has methods, policies, standards and procedures that have been developed over the years. Contractors are expected to provide proposals that conform to State IT policies and standards.  All services and products provided as a result of this RFP must comply with all applicable State IT policies and standards. The Contractor awarded the contract must request any exception to State IT policies and standards in accordance with MDIT processes.  The State may deny the exception request or seek a policy or standards exception.  

Contractor is required to review all applicable links provided below and state compliance in their response.

Enterprise IT Policies, Standards and Procedures:

http://www.michigan.gov/dit/0,1607,7-139-34305---,00.html
All software and hardware items provided by the Contractor must run on and be compatible with the MDIT Standard Information Technology Environment.  Additionally, the State must be able to maintain software and other items produced as the result of the Contract. Therefore, non-standard development tools may not be used unless approved by MDIT. The Contractor must request, in writing, approval to use non-standard software development tools, providing justification for the requested change and all costs associated with any change. The State’s Project Manager and MDIT must approve any tools, in writing, before use on any information technology project. 

It is recognized that technology changes rapidly. The Contractor may request, in writing, a change in the standard environment, providing justification for the requested change and all costs associated with any change. The State’s Project Manager must approve any changes, in writing, and MDIT, before work may proceed based on the changed environment. 

Enterprise IT Security Policy and Procedures:

http://www.michigan.gov/dit/0,1607,7-139-34305-108216--,00.html 

The State’s security environment includes: 

· MDIT Single Login. 

· MDIT provided SQL security database. 

· Secured Socket Layers. 

· SecureID (State Security Standard for external network access and high risk Web systems) 

MDIT requires that its single - login security environment be used for all new client-server software development. Where software is being converted from an existing package, or a client-server application is being purchased, the security mechanism must be approved in writing by the State’s Project Manager and MDIT’s Office of Enterprise Security. 

Vendor Hosted Security Requirements

The Contractor must meet State of Michigan standards for housing and processing data.  The policies that must be adhered to are listed below:

http://www.michigan.gov/documents/dmb/1310_183772_7.pdf
http://www.michigan.gov/documents/dmb/1310.02_183775_7.pdf
http://www.michigan.gov/documents/dmb/1325_193160_7.pdf
http://www.michigan.gov/documents/dmb/1335_193161_7.pdf
http://www.michigan.gov/documents/dmb/1340_193162_7.pdf
http://www.michigan.gov/documents/dmb/1350.10_184594_7.pdf
IT Strategic Plan:  

http://www.michigan.gov/dit/0,1607,7-139-30637-135173--,00.html
IT eMichigan Web Development Standard Tools:

http://www.michigan.gov/documents/Look_and_Feel_Standards_2006_v3_166408_7.pdf

The State Unified Information Technology Environment (SUITE):

Includes standards for project management, systems engineering, and associated forms and templates – must be followed:  http://www.michigan.gov/suite . The Contractor will comply with the SOM SUITE project management methodology through the life of this contract

Disaster Recovery and Business Continuity:
Business continuity on a daily basis and in the event of a disaster is of the highest concern to the State of Michigan. The Contractor must ensure that single and/or multiple component failures do not disrupt services to the State. The Contractor must ensure continuation of services in the event of a disaster that causes the data center and or communication lines to be non-functional. Escalation processes and triggers for executing predefined methods of recovery will be defined by the MDA Project Coordinator, the DTMB Project Manager in conjunction with the Contractor. The Contractor’s Disaster Recovery plan for business continuity / resumption must be completed by the Contractor and approved by the State prior to system implementation. The Contractor’s Disaster Recovery Plan must be tested in coordination with MDA’s testing of their disaster recovery and business continuity plan. The Contractor must include Disaster Recovery testing as a Planning Milestone in their overall project plan.

At a minimum, there are three types of situations which could arise, and which must be addressed by the contractor in the disaster recovery plan to ensure ongoing operations:

· The first type is a major disaster where the central computer installation and resident software are destroyed or damaged. The contractor must identify the alternative facilities and backup to ensure continuation of operations as a part of a comprehensive Disaster Recovery
· The second type is a system, or application, failure resulting from network, software, or operational, errors where one or several days' processing is invalid, making data on the master file(s) also invalid. The contractor must provide a plan that addresses the restoration of program and data integrity.  
· The third type is caused by system down time. The contractor must maximize system availability.  Down time, caused by the failure of one or more components of the hosting site, or application software, must be resolved and the services restored.  

Technical and Hosting Requirements

See Appendix – B for a listing of hosting requirements. This list is not all inclusive.

	Bidder’s Response


Contractor must safeguard the State’s data and report all breaches of sensitive data, including the following:

[image: image2.png]


      Provide physical and electronic network security to prevent unauthorized access of State data.

[image: image3.png]


      Provide a process and Service Level Agreement (SLA) for reporting occurrence of unauthorized access, including how and when the breach was effected and not-to-exceed deadline for reporting the event.

	Bidder’s – Please describe your solution


1.104
Work And Deliverable

Agency to identify the services (work) to be provided and deliverables for the successful completion of this project and the requirements (technical/general system and functional). 

I. Services (work) To Be Provided and Deliverables 
   Overview:

1. Transfer current Laboratory Information Management System (LIMS) database and the LabLynx application and database to the hosting vendor’s site. (Hosting Vendor)

2. The MDA Laboratory personnel will operate the LabLynx LIMS from the Contractor’s site for the duration of this contract.

3. The maintenance vendor will provide break/fix for all issues raised by the MDA Project Coordinator for the duration of this contract. (Maintenance Vendor)

Refer to Hosting Requirements (Appendix B) for a more complete listing. 

Refer to Maintenance Requirements (Appendix C) for a more complete listing. 

Vendor comments will be made within either the Hosting Requirements table, or the Maintenance Requirements table.

These deliverables are not all inclusive.  Vendors may propose other deliverables. 

A.
Business Requirements  - NA/Reserved

B.
Hardware 


Vendor will provide all hardware for the operation of hosting environment per specifications and SLA.
C.  Software
The hosting vendor will receive a copy of the existing LabLynx web application and a backup of the SQL 2005 database. It is up to the hosting vendor to install said application and database on their own systems and establish the necessary functionality and connectivity so that the MDA Laboratory staff can use the LIMS to perform their normal business. All work will need to be confirmed and accepted by SOM staff.

Software Deliverables - Software includes, but is not limited to, software product, development tools, support tools, data migration software, integration software, and installation software.

1. Beta software is not accepted as final deliverable.

2. The software will be reviewed and accepted in accordance with the requirements of the contract.

3. DTMB will review software within a mutually agreed upon timeframe for acceptance of functionality, usability, installation, performance, security, standards compliance, backup/recovery, and operation.  

a. Approvals will be written and signed by DTMB Project Manager.  

b. Unacceptable issues will be documented and submitted to the Contractor.

c. After issues are resolved or waived, the Contractor will resubmit software for approval within 30 days of receipt.

4. Software is installed and configured, in an appropriate environment (e.g. development, conversion, QA testing, UAT testing, production, and training).  

5. Contingency plans, de- installation procedures, and software are provided by the Contractor and approved by DTMB Project Manager.

6. Final acceptance of the software will depend on the successful completion of User Acceptance Testing (UAT).

7. Testing will demonstrate the system’s compliance with the requirements of the RFP.  At a minimum, the testing will confirm the following: 

a. Functional - the capabilities of the system with respect to the functions and features described in the RFP.

b. Performance - the ability of the system to perform the workload throughput requirements.  All problems should be completed satisfactorily within the allotted time frame.

8. DTMB will review test software, data, and results within a mutually agreed upon timeframe.  

a. Approvals will be written and signed by DTMB Project Manager.  

b. Unacceptable issues will be documented and submitted to the Contractor.

c. After issues are resolved or waived, the Contractor will resubmit test software, data and results for approval within 30 days of receipt.

9. DTMB will review software license agreements within a mutually agreed upon timeframe.

a. Approvals will be written and signed by DTMB Project Manager.  

b. Unacceptable issues will be documented and submitted to the Contractor.

c. After issues are resolved or waived, the Contractor will resubmit the license agreement for approval and final signature by the authorized State signatory within 30 days of receipt 

10. Software source code, where applicable, is reviewed by DTMB within a mutually agreed upon timeframe for readability, structure, and configuration management. 

a. Approvals will be written and signed by DTMB Project Manager.

b. Unacceptable issues will be documented and submitted to the Contractor. 

c. After issues are resolved or waived, the Contractor will resubmit source code for approval.

Acceptance Criteria

High level acceptance criteria for Software Deliverables are listed in Section 1.501.  

	Vendors describe your proposed solution to meet this service, including State roles and Contractor roles


D.
Application Design  


Contained within the LabLynx LIMS system software.
E.
Application Development  - NA/Reserved

F.
Implementation

Once the software and database backup have been transferred to the hosting vendor all implementation issues will be managed by the MDA Project Coordinator and DTMB Project Manager.
G.
Training – NA/Reserved

H.
Documentation 

Specifications for documentation are included in the appropriate requirement. 
Document Deliverables

1. Documents are dated and in electronic format, compatible with State of Michigan software in accordance with Article 1.302.

2. Requirements documents are reviewed and updated throughout the development process to assure requirements are delivered in the final product.

3. Draft documents are not accepted as final deliverables.

4. The documents will be reviewed and accepted in accordance with the requirements of the Contract and Appendices.

5. DTMB will review documents within a mutually agreed upon timeframe.

b. Approvals will be written and signed by DTMB Project Manager. 

c. Issues will be documented and submitted to the Contractor.  

d. After issues are resolved, or waived, the Contractor will resubmit documents for approval within 30 days of receipt.
Bidder’s describe your proposed solution to meet this service, including State roles and Contractor roles

I.
Operation Services

The vendor will provide all hosting, systems management, backup, disaster recovery, security administration services and storage services.  Refer to Hosting Requirements for a more complete listing. 

Acceptance Criteria

	Vendors describe your proposed solution to meet this service, including State roles and Contractor roles


J.  Maintenance and Support 

The maintenance vendor will provide maintenance and support of the installed LabLynx LIMS. 

Refer to Maintenance Requirements (Appendix C) for a more complete listing. 

Acceptance Criteria

	Vendors Response


K.
Knowledge Transfer/Transition 

L.
 Auditing Requirements

The contractor must provide physical access, system access, documentation and all server/application logs which demonstrate and allow certification by an independent 3rd party vendor that the terms of the contract and the SLA agreement are being adhered to. The 3rd-party vendor must not be connected in any way to the hosting contractor including but not limited to: financially, contractually, ownership chain, or managerially. The selection of a 3rd-party vendor for certification will be made jointly by the contractor and the State with the State retaining final judgment. Payment for the certification services by the 3rd-party vendor must be included as part of the contract and be payable by the contractor.

II.
Requirements

A.
Technical/General System Requirements

The LabLynx LIMS is a mission critical application for the Wm. C. Beagley Laboratory. It is used to manage all analytical work performed at the lab. This application gathers all the information on analytical samples from sample receipt to disposal including final report generation. Due to the sensitivity of some of the data the system must be protected from unauthorized access, or modification, as the results of some of the analyses can be used in regulatory and legal proceedings. The lab is operational Monday through Friday from 6:00 am until 7:00 pm and the LIMS must be functional during these hours. Work performed beyond this timeframe will be queued for data entry at the commencement of normal business hours. The lab complies with ISO/EIC 17025:2005 and AOAC International Guidelines for Laboratories Performing Microbiological and Chemical Analysis of Food and Pharmaceuticals and the LIMS system must not invalidate this compliance. 

	Vendor’s response 


B.
Functional Requirements 

The current application as installed on the SOM site represents the base-line of functionality that the hosting vendor will be maintaining on their site. The maintenance vendor will keep the existing functionality represented by the base-line of the current application as installed on the SOM site the minimum level of functionality that must be maintained. 
	Vendor’s response.


1.200
Roles and Responsibilities

1.201
Contractor Staff, Roles, And Responsibilities

A.
Contractor Staff

The Contractor will provide resumes in the attached Personnel Resume templates (Appendix A) for staff, including sub-Contractors, who will be assigned to the Contract, indicating the duties/responsibilities and qualifications of such personnel, and stating the amount of time each will be assigned to the project.  The competence of the personnel the Contractor proposes for this project will be measured by the candidate’s education and experience with particular reference to experience on similar projects as described in this Statement of Work. The Contractor will commit that staff identified in its proposal will actually perform the assigned work. 

Contractor must provide a list of all sub-Contractors, including firm name, address, contact person, and a complete description of the work to be contracted.  Include descriptive information concerning sub-Contractor’s organization and abilities to perform the work. 

The Contractor must submit a letter of commitment for Key Personnel, signed by the identified resource, stating their commitment to work for the Contractor/sub-Contractor on this project contingent on award of the bid. If the identified personnel are currently assigned to a State project the Contractor must provide a letter signed by the State Project Manager releasing the individual from the project upon execution of the contract.

The Contractor will provide, and update when changed, an organizational chart indicating lines of authority for personnel involved in performance of this Contract and relationships of this staff to other programs or functions of the firm. This chart must also show lines of authority to the next senior level of management and indicate who within the firm will have prime responsibility and final authority for the work.
The Contractor will identify a Single Point of Contact (SPOC).  The duties of the SPOC shall include, but not be limited to:

· supporting the management of the Contract,

· facilitating dispute resolution, and

· Advising the State of performance under the terms and conditions of the Contract.

The State reserves the right to require a change in the current SPOC if the assigned SPOC is not, in the opinion of the State, adequately serving the needs of the State.

All Key Personnel may be subject to the State’s interview and approval process.  Any key staff substitution must have the prior approval of the State.  The Contractor must identify and provide educational and experience history for the following key personnel for this project:

1. Project Manager

2. System Architect

3. Lead Programmer/Analyst

4. Other programmers assigned to support this application

5. Database administrator

6. Hosting site staff
7. Technical Lead

The Contractor will provide a technical lead to work closely with the designated personnel from the State and other vendors to insure a smooth transition to the new system. The technical lead will coordinate all of the activities of the Contractor personnel assigned to the project and create all reports required by State. The Contractor’s project technical lead responsibilities include, at a minimum:

· Manage all defined Contractor responsibilities in this Scope of Services.

· Manage Contractor’s subcontractors, if any

· Develop the project plan and schedule, and update as needed

· Serve as the point person for all project issues

· Coordinate and oversee the day-to-day project activities of the project  team

· Assess and report project feedback and status 

· Escalate project issues, project risks, and other concerns 

· Review all project deliverables and provide feedback

· Proactively propose/suggest options and alternatives for consideration

· Utilize change control procedures

· Prepare project documents and materials

· Manage and report on the project’s budget

The Contractor will provide sufficient qualified staffing to satisfy the deliverables of this Statement of Work.  

B.
On Site Work Requirements

1.
Location of Work
· Work related to hosting will be performed at the hosting vendor’s site.

· Work related to maintenance will be performed at the maintenance vendor’s facility.
2.
Hours of Operation: 

a.
Normal State working hours are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work performed as necessary after those hours to meet project deadlines.  No overtime will be authorized or paid.

b.
The State is not obligated to provide State management of assigned work outside of normal State working hours.  The State reserves the right to modify the work hours in the best interest of the project.

c.
Contractor shall observe the same standard holidays as State employees.  The State does not compensate for holiday pay.

3.
Travel:

a.
No travel or expenses will be reimbursed.  This includes travel costs related to training provided to the State by Contractor. 

b.
Travel time will not be reimbursed. 

4.
Additional Security and Background Check Requirements:

All Contractors must present certifications evidencing satisfactory Michigan State Police Background checks (ICHAT) and drug tests for all staff identified for assignment to this project. 
In addition, proposed Contractor personnel will be required to complete and submit an RI-8 Fingerprint Card for the National Crime Information Center (NCIC) Finger Prints.  
Contractor will be required and is responsible for any costs associated with ensuring their staff meets all requirements. 

5. Civil, Criminal, or Administrative Actions

All Contractors must present documentation for all Civil, Criminal, or Administrative actions which they, their staff, or their subContractors, have been a party to at any time which relate to their provision of services to any governmental, or private, organization. Lack of a disciplinary outcome, or legal judgment against them, is not sufficient reason for failing to report. If at any time the State is appraised of such action without full disclosure from the Contractor this will, at the discretion of the State, result in the immediate termination of the contract.  
1.202
State Staff, Roles, And Responsibilities

The State project team will consist of Subject Matter Experts (SME’s), project support, and a DTMB project manager and Agency project coordinator:   

Subject Matter Experts

· The Subject Matter Experts representing the various units of the Laboratory which utilize the LabLynx LIMS shall be available on an as needed basis to consult with the vendor regarding issues raised during the execution of this contract. 

	Name
	Agency/Division/Unit
	Title

	Michelle Bogner
	MDA/Laboratory/Pesticide Data Program Section
	Scientist Manager

	Nick Almasy
	MDA/Laboratory/Quality Assurance Section
	Scientist Manager

	Kathy Roudebush
	MDA/Laboratory/Administration
	Departmental Technician

	
	
	


State Project Manager- (DTMB and Agency)

DTMB will provide a Project Manager.  DTMB will be responsible for the State’s infrastructure and work together with the Contractor in determining the system configuration.

The State’s Project Manager will provide the following services:

· Provide State facilities, as needed

· Coordinate the State resources necessary for the project 

· Facilitate communication between different State departments/divisions 

· Provide acceptance and sign-off of deliverable/milestone 

· Review and sign-off of invoices

· Resolve project issues 

· Escalate outstanding/high priority issues 

· Utilize change control procedures

· Conduct regular and ongoing review of the project to confirm that it meets original objectives and requirements

· Document and archive all important project decisions

· Arrange, schedule and facilitate State staff attendance at all project meetings.

	Name
	Agency/Division
	Title

	Sylvia Garland
	DTMB
	Project Manager

	Celeste Bennett
	MDA Wm. C. Geagley Laboratory
	Project Manager/Coordinator


DTMB shall provide a Contract Administrator whose duties shall include, but not be limited to, supporting the management of the Contract.

	Name
	Agency/Division
	Title

	 Mark Lawrence
	DTMB/Bureau of Strategic Policy
	Contract Administrator


1.203
Other Roles And Responsibilities – NA/Reserved

1.300
Project Plan

1.301
Project Plan Management

Preliminary Project Plan 

Contractor will provide a Preliminary Project Plan with the proposal for evaluation purposes, including necessary time frames and deliverables for the various stages of the project and the responsibilities and obligations of both the Contractor and the State.  

1.
In particular, the Preliminary Project Plan will include a MS Project plan or equivalent (check the SUITE/PMM standard):

a.
A description of the deliverables to be provided under this contract.

b.
Target dates and critical paths for the deliverables.

c.
Identification of roles and responsibilities, including the organization responsible. Contractor is to provide a roles and responsibility matrix.

d.
The labor, hardware, materials and supplies required to be 
provided by the State in meeting the target dates established in 
the Preliminary Project Plan.

e.
Internal milestones

f.
Task durations

2.
The Preliminary Project Plan shall include the following deliverable/milestones for which payment shall be made. 

a.
Payment to the Contractor will be made upon the completion and acceptance of the deliverable or milestone, not to exceed contractual costs of the phase.  A milestone is defined as complete when all of the deliverables within the milestone have been completed. 

b.
Failure to provide deliverable/milestone by the identified date may be subject to liquidated damages as identified in Article 2. 

Note: A Final Project Plan will be required as stated in Article 1, Section 1.301 (C) Project Control.

Orientation Meeting

1. Upon thirty (30) calendar days from execution of the Contract, the Contractor will be required to attend an orientation meeting to discuss the content and procedures of the Contract. At the discretion of the DTMB Project Manager, Contractors may teleconference.  

2. The meeting will be held in Lansing, Michigan, at a date and time mutually acceptable to the State and the Contractor. 

3. The State shall bear no cost for the time and travel of the Contractor for attendance at the meeting.
Performance Review Meetings

1. The State may require the Contractor to attend monthly meetings to review the Contractor’s performance under the Contract. These meetings will be at the discretion of the DTMB Project Manager.
2. The meetings will be held in Lansing Michigan, or by teleconference, as mutually agreed by the State and the Contractor.

3. The State shall bear no cost for the time and travel of the Contractor for attendance at the meeting.

Project Control

4. The Contractor will carry out this project under the direction and control of DTMB, and MDA.
5. Within thirty (30) working days of the execution of the Contract, the Contractor will submit to the State project manager(s) for final approval of the project plan.

a. This project plan must be in agreement with Article 1, Section 1.104 Work and Deliverables, and must include the following:

i. The Contractor’s project organizational structure.

ii. The Contractor’s staffing table with names and title of personnel assigned to the project. 
This must be in agreement with staffing of accepted proposal.  Necessary substitutions 
due to change of employment status and other unforeseen circumstances may only be made with prior approval of the State.

iii. The project work breakdown structure (WBS) showing sub-projects, activities and tasks, and resources required and allocated to each.

iv. The time-phased plan in the form of a graphic display, showing each event, task, and 
decision point in the WBS.

6. The Contractor will manage the project in accordance with the State Unified Information Technology Environment (SUITE) methodology which includes standards for project management, systems engineering, and associated forms and templates which is available at   http://www.michigan.gov/suite 

a. Contractor will use an automated tool for planning, monitoring, and tracking the Contract’s progress and the level of effort of any Contractor personnel spent performing Services under the Contract.  The tool shall have the capability to produce:

i.
Staffing tables with names of personnel assigned to Contract tasks.

ii.
Project plans showing tasks, subtasks, deliverables, and the resources required and allocated to each (including detailed plans for all Services to be performed within the next thirty (30) calendar days, updated semi-monthly).

iii.
Updates must include actual time spent on each task and a revised   estimate to complete.

iv.
Graphs showing critical events, dependencies and decision points during the course of the Contract.

b. Any tool(s) used by Contractor for such purposes must produce information of a type and in a manner and format that will support reporting in compliance with the State standards.
	Vendor’s Response


1.302
Reports

Reporting formats must be submitted to the DTMB Project Manager for approval within fifteen (15) business days after the execution of the contract resulting from this RFP.  Once both parties have agreed to the format of the report, it shall become the standard to follow for the duration of the contract. At the discretion of the DTMB Project Manager the reporting schedule and the reports required may be modified to suit the needs of the project. 
Reports:
· Monthly Operational Reports

· Issues

· Change Control

· Repair status 

· Maintenance Activity
	Vendor’s Response


1.400
Project Management

1.401
Issue Management

An issue is an identified event that if not addressed may affect schedule, scope, quality, or budget.

The Contractor shall maintain an issue log for issues relating to the provision of services under this Contract.  The issue management log must be communicated to the State’s Project Manager on an agreed upon schedule, with email notifications and updates.  The issue log must be updated and must contain the following minimum elements:

· Description of issue

· Issue identification date

· Responsibility for resolving issue.

· Priority for issue resolution (to be mutually agreed upon by the State and the Contractor)

· Resources assigned responsibility for resolution

· Resolution date

· Resolution description

Issues shall be escalated for resolution from level 1 through level 3, as defined below:


Level 1 – Business leads


Level 2 – Project Managers


Level 3 – Executive Subject Matter Experts (SME’s)

	Vendor’s Response


1.402
Risk Management

A risk is an unknown circumstance or event that, if it occurs, may have a positive or negative impact on the project.

The Contractor is responsible for establishing a risk management plan and process, including the identification and recording of risk items, prioritization of risks, definition of mitigation strategies, monitoring of risk items, and periodic risk assessment reviews with the State.  

A risk management plan format shall be submitted to the State for approval within twenty (20) business days after the effective date of the contract resulting from the upcoming RFP.  The risk management plan will be developed during the initial planning phase of the project, and be in accordance with the State’s PMM methodology.  Once both parties have agreed to the format of the plan, it shall become the standard to follow for the duration of the contract.  The plan must be updated bi-weekly, or as agreed upon.  

The Contractor shall provide the tool to track risks.  The Contractor will work with the State and allow input into the prioritization of risks.

The Contractor is responsible for identification of risks for each phase of the project.  Mitigating and/or eliminating assigned risks will be the responsibility of the Contractor.  The State will assume the same responsibility for risks assigned to them.

	Vendor’s Response


1.403
Change Management

Change management is defined as the process to communicate, assess, monitor, and control all changes to system resources and processes.  The State also employs change management in its administration of the Contract.

If a proposed contract change is approved by the Agency, the Contract Administrator will submit a request for change to the Department of Management and Budget, Purchasing Operations Buyer, who will make recommendations to the Director of Purchasing Operations regarding ultimate approval/disapproval of change request. If the DMB Purchasing Operations Director agrees with the proposed modification, and all required approvals are obtained (including State Administrative Board), the Purchasing Operations Buyer will issue an addendum to the Contract, via a Contract Change Notice.  Contractors who provide products or services prior to the issuance of a Contract Change Notice by the DMB Purchasing Operations, risk non-payment for the out-of-scope/pricing products and/or services. 

The Contractor must employ change management procedures to handle such things as “out-of-scope” requests or changing business needs of the State while the migration is underway. 

The Contractor will employ the change control methodologies to justify changes in the processing environment, and to ensure those changes will not adversely affect performance or availability. 

	Vendor’s Response


1.500
Acceptance

1.501
Criteria

 Section 1.104 for Acceptance Criteria
1.502
Final Acceptance

Final acceptance is expressly conditioned upon completion of ALL deliverables/milestones, completion of ALL tasks in the project plan as approved, completion of ALL applicable inspection and/or testing procedures, and the certification by the State that the Contractor has met the defined requirements.
	Vendor’s Response


1.600
Compensation and Payment

1.601
Compensation And Payment

Method of Payment

The project will be paid as a lump sum annual payment at a fixed price each year.
	Vendor’s Response


Travel 
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc.  Travel time will not be reimbursed.

Out-of-Pocket Expenses

Contractor out-of-pocket expenses are not reimbursable by the State 

Price Changes
If Contractor reduces its prices for any of the software, or services, during the term of this Contract, the State shall have the immediate benefit of such lower prices for new purchases. Contractor shall send notice to the State’s DTMB Contract Administrator with the reduced prices within fifteen (15) Business Days of the reduction taking effect.

Contractor agrees all the prices, terms, warranties, and benefits provided in this Contract are comparable to, or better than, the terms presently being offered by Contractor to any other governmental entity purchasing the same quantity under similar terms. If, during the term of this Contract, Contractor shall enter into contracts with any other governmental entity providing greater benefits or more favorable terms than those provided by this Contract, Contractor shall be obligated to provide the same to the State for subsequent purchases.
Statements of Work and Issuance of Purchase Orders

· Unless otherwise agreed by the parties, each Statement of Work will include:

1.
Background

2.
Project Objective

3.
Scope of Work

4.
Deliverables

5.
Acceptance Criteria

6.
Project Control and Reports

7.
Specific Department Standards

8.
Payment Schedule

9.
Travel and Expenses

10.
Project Contacts

11.
Agency Responsibilities and Assumptions

12.
Location of Where the Work is to be performed

13.
Expected Contractor Work Hours and Conditions

· The parties agree that the Services/Deliverables to be rendered by Contractor pursuant to this Contract (and any future amendments of it) will be defined and described in detail in Statements of Work or Purchase Orders (PO) executed under this Contract.  Contractor shall not be obliged or authorized to commence any work to implement a Statement of Work until authorized via a PO issued against this Contract.  Contractor shall perform in accordance with this Contract, including the Statements of Work/Purchase Orders executed under it.

Invoicing

Contractor will submit properly itemized invoices to “Bill To” Address on Purchase Order.  Invoices must provide and itemize, as applicable:

· Contract number;

· Purchase Order number

· Contractor name, address, phone number, and Federal Tax Identification Number; 

· Description of any commodities/hardware, including quantity ordered;

· Date(s) of delivery and/or date(s) of installation and set up;

· Price for each item, or Contractor’s list price for each item and applicable discounts;

· Maintenance charges;

· Net invoice price for each item;

· Shipping costs;

· Other applicable charges;

· Total invoice price; and

· Payment terms, including any available prompt payment discount.

The State may pay maintenance and support charges on a monthly basis, in arrears. Payment of maintenance service/support of less than one (1) month’s duration shall be prorated at 1/30th of the basic monthly maintenance charges for each calendar day.

Incorrect or incomplete invoices will be returned to Contractor for correction and reissue.

Hosting Requirements
Hosting vendor’s proposal must state whether it will meet, or not meet, the following listed requirements. Each requirement must be answered individually. Sufficient response must be made to indicate how each requirement will be met, or how it can comply with modification, or provide details if it does not meet the requirement. Include any additional comments that will assist the State in evaluating the hosting vendor’s capacity to provide the requested services in compliance with identified requirements. Note: In the third column codes where the default is ‘M’andatory unless otherwise noted as optional. Hosting vendor to complete columns four and five. In column four the vendor will indicate if they are able to comply with the requirement, or not. Vendor to add comments in column five to provide additional information for the JEC to consider as well as any extenuating circumstances, or reason for noncompliance with the requirement. 
	#
	Hosting Requirements
	Mandatory unless noted otherwise.
	Yes/No
	Vendor Comments

	
	Service Level Agreement
	
	
	

	1
	Capacity

The hosting solution must accommodate the current LabLynx application’s use and capacity as well as an expected growth rate of 10% per year. The hosting infrastructure must be scalable by design in order to accommodate increased capacity if necessary.
	
	
	

	2
	Response Time

The hosting vendor, with assistance as needed from the maintenance vendor, will insure that both online inquiry and online update will be completed within thirty (30) seconds, or less, for web pages which do not involve report generation and thirty (30) minutes, or less, for those that generate reports, ninety percent (90%) of the time.

a. Measurement – Time will be measured from the time the request arrives at the web server until the final response leaves the web server.

b. Acceptable Performance – 99.7% compliance with target service level.

c. Period of Review – Monthly

d. The hosting vendor will install monitoring software to provide response time measurements as requested by the DTMB Project Manager, Maintenance Vendor, or the MDA Project Coordinator.

e. The system will be available for use Monday – Friday 8:00am – 5:00pm EDT
	
	
	

	3
	Back-up and Restore
The hosting system must perform full volume back-ups on a weekly basis and incremental back-ups each evening. The system must perform on-request back-ups as needed by the State, or the Maintenance Vendor.  The system must be able to restore from back-ups that allow the recovery of the current state of the LabLynx application as well as the database.
	
	
	

	4
	Procedures

The hosting vendor must provide the State with copies of their system and application software back-up/recovery procedures.
	
	
	

	5
	Software & Data Escrow 
The hosting vendor must maintain a copy of updated versions of the LabLynx application program and updated copies of the database with a third party escrow agent for release to the State in the event the hosting vendor is unable to continue their contractual obligations for any reason. The cost of the escrow will be responsibility of the hosting vendor.
	
	
	

	6
	Off-site media storage

The hosting vendor must develop, maintain, and execute off-site media storage procedures for archival and recovery purposes, utilizing an authorized off-site third-party Contractor(s), for all back-up media, including:
· Log and track media both on and off-site
· Perform required rotation of media
· Pay all fees and costs associated with off-site media storage
	
	
	

	7
	Redundancy 

The contractor must provide redundancy in all critical system components such as network devices, network communication paths, processors, data storage, application files etc, to ensure that no single point of failure will disrupt continuation of operations. The hosting Vendor must design and document network redundancy to handle a failure situation at the active site.  There must not be any single points of failure.
	
	
	

	8
	Hardware and Software Planning and Installation 
The hosting vendor must provide documentation related to proposed technology design changes; that will be reviewed and approved by the DTMB Project Manager, or other appropriate State staff.
	
	
	

	9
	Vendor Cooperation

The State designated maintenance Contractor is primarily responsible for managing application problems however; the hosting vendor must provide assistance to the State staff and maintenance Contractor staff with regards to the amelioration of application problems.
	
	
	

	10
	Issue Tracking

The hosting vendor must provide a web based issue tracking system which will be used by the State staff and the hosting vendor. The hosting vendor will create problem records in the issue tracking system within 15 minutes of the discovery of the issue. 
	
	
	

	11
	Issue Response Time

The hosting vendor will respond to hosting related issues raised by the State staff within three (3) business days. The response will include the following:

· The result of the vendor’s investigation of the issue.

· The proposed solution.

· The amount of time to execute the solution.

· Any planned interruptions of service needed to execute the solution.
	
	
	

	12
	Tracking Obligations

The hosting vendor is not required to track issues relating to the Maintenance vendor’s obligations.
	
	
	

	13
	Document Maintenance

The hosting vendor and State staff must maintain the documentation of any applications operating procedures. The contractor must keep procedures and documentation updated at a State Of Michigan site.
	
	
	

	14
	System Software 

The hosting vendor must coordinate, install, configure, maintain, and uninstall System Software.
	
	
	

	15
	System Software Fixes

The hosting vendor must monitor availability of System Software fixes and implement such fixes as appropriate including such tasks as:

· Acceptance testing (shared responsibility with State staff)
· Verification process (shared responsibility with State staff)

· Actual installation

· Production requirements (shared responsibility with State staff)

	
	
	

	16
	System Problem Reporting

The hosting vendor is responsible for tracking, managing, and communicating system problems to the State. 
	
	
	

	17
	Third Party Products & Tools

The hosting vendor must install, configure, maintain, and upgrade third party products and tools as needed.
	
	
	

	18
	System Troubleshooting

The hosting vendor must perform Troubleshooting / problem resolution for System Software, networking and other issues that are not related to maintenance of the functionality of the hosted application.
	
	
	

	19
	Technical Assistance

The hosting vendor must provide technical assistance to the State when requested.
	
	
	

	20
	Performance Issues

The hosting vendor will perform load balancing, performance tuning, and configuration adjustments to optimize existing Hardware/environment at the request of the DTMB Project Manager.
	
	
	

	21
	Hardware Upgrades

The vendor must implement system performance improvements, such as regularly scheduled hardware upgrades. 
	
	
	

	22
	Maintenance Assistance

When requested by the State, the hosting vendor must provide performance management assistance/support for the hosted application and work with the maintenance vendor to augment required changes.
	
	
	

	23
	Performance Monitoring

The hosting vendor must provide performance statistics reporting tools to allow the State and maintenance Contractor to tune the hosted application.
	
	
	

	24
	Help Desk

The hosting vendor must provide help desk support on an 8:00am – 5:00pm EDT basis via telephone.  The help desk staff must provide assistance related to all hardware, network infrastructure, applications, system software, and hosted file issues.
	
	
	

	
	
	
	
	

	
	Disaster Recovery
	
	
	

	25
	Disaster Recovery Plan
The hosting vendor must maintain and provide copies of a recommended Disaster Recovery Plan to the DTMB Project Manager within 15 days of the issuance of this contract. This plan is to be followed when the system becomes unusable.  
	
	
	

	26


	Recovery Time Objective (RTO) is the duration of time and a service level within which a business process must be restored after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in business continuity. (This must conform to requirement #3.)

The RTO must be no greater than one (1) day. 


	
	
	

	27
	Recovery Point Objective (RPO) Describes the acceptable amount of data loss measured in time. 
The RPO must be no greater than one (1) day prior to the disaster event.


	
	
	

	28
	Annual Review of Plan

After the acceptance of the initial Disaster Recovery Plan by the State the hosting vendor must review and update the Disaster Recovery Plan at a timeframe designated by the DTMB Project manager.  The DTMB Project manager will approve the initial plan and each subsequent update.
	
	
	

	29
	Warm Site Recovery Services

The hosting vendor must provide a warm site to recover the critical elements of the hosted application during a declared disaster.  In the event of a disaster the system will continue to operate at the warm site until such time that an active site is reestablished.
	
	
	

	30
	Disaster Recovery Site Location

The recovery site must be on a different power grid and must be in a different geographic location than the active site.  (It is the State's preference that the recovery site is a minimum distance of 50 miles from the active site, but this requirement may be modified at the discretion of the DTMB Project Manager.)
	
	
	

	31
	Disaster Recovery Back-ups - System
The hosting vendor must perform weekly back-ups of all System Software, Configurations, and other Critical Software.
	
	
	

	32
	Disaster Recovery Back-ups - Application

The hosting vendor must schedule and execute monthly back-ups for all LabLynx components. If the hosting vendor installs maintenance, enhancement, or any programmatic changes a back-up will be performed prior to the action being performed.
	
	
	

	33
	Disaster Recovery Test Plan

The hosting vendor, with input from the State and the maintenance vendor must create and maintain a test plan for conducting an annual Disaster Recovery Test for the LabLynx system.  The state will approve the test plan annually at the discretion of the DTMB Project Manager.
	
	
	

	34
	Disaster Recovery Test

The hosting vendor must conduct an annual Disaster Recovery Test that will adequately demonstrate the Contractor's ability to recover the LabLynx program and data, transfer of operations to a recovery site and communicate with the State’s IT staff.  The maintenance vendor and State staff will be actively involved in executing the disaster recovery test.
	
	
	

	35
	Support Personnel

The hosting vendor must supply the personnel and programs necessary for the maintenance of the Disaster Recovery Plan and the annual testing of the plan.
	
	
	

	36
	Disaster Recovery Test Platform

The hosting vendor must provide a Disaster Recovery (DR) test platform sufficient to execute the DR Test Plan and test the recovery of Configurations, Critical Software, and related Application Software data.
	
	
	

	37
	Disaster Recovery Test Dates

The hosting vendor, with input from the State and the maintenance vendor must schedule the annual disaster recovery test dates and test locations.  The State requires forty-eight (48) hours of test time per year.  
	
	
	

	38
	Disaster Recovery test during transition period

The hosting vendor must conduct an initial Disaster Recovery Test during the first six months of this contract that will adequately demonstrate the Contractor's ability to recover the LabLynx system, transfer of operations to a recovery site and communicate with the State’s IT staff.  State staff will be actively involved in executing the disaster recovery test. Failure to conduct such testing will be grounds for termination of this contract.
	
	
	

	39
	During the scheduled test

During the scheduled test the hosting vendor must perform the following tasks:

a. Conduct testing by performing test recovery of designated configurations and critical software as defined in the Disaster Recovery Test Plan
b. Communicate with recovery site as required before, during, and after completion of testing to adequately conduct and document all testing
c. Test and verify environment integrity and functionality. The State and maintenance vendor will be involved in testing functionality as well. 

d. Provide written confirmation that the software and files from the Recovery Site were removed at the conclusion of test.

e. Document and track findings to closure, and provide post test results to the State. The State will be involved in documenting findings as well.

f. Create and execute an action plan addressing any problems identified in the execution of the DR Test Plan, and provide the State a copy of such plan.

g. Provide a Final Report on the annual DR Test to the DTMB Project Manager.
	
	
	

	40
	During a Declared Disaster

During a declared disaster the hosting vendor must perform the following tasks:

a. Provide immediate notice of any Disaster which has occurred, which may occur, or of events which may lead to a Disaster, via verbal contact with one or more of the State's designated representatives.

b. Take immediate action to prepare the recovery site  for use and provide the resources necessary for recovery of the Configurations and Critical Software; utilizing capacity which is equivalent to the current State configuration or better.

c. Provide operational and technical service and assistance sufficient to restore and operate the LabLynx application as defined within the Disaster Recovery Plan.
d. Deliver to the recovery site all off-site back-up media necessary to perform Disaster Recovery.
e. Deliver to the recovery site off-site back-up media necessary to allow the State to recover Application Software data within the recovery time objective.

f. Furnish all supplies and storage media which are included in the scope of DR or the contract.
g. Pay all costs associated with off-site back-up media, including transportation to and from the storage facility and the recovery site.
h. All travel and living expenses incurred by the hosting vendor personnel in the performance of the Disaster Recovery are the responsibility of the hosting vendor.
i. Provide written confirmation that all State data and programs were removed from the recovery site computers once normal services at the main hosting site are resumed.

j. Utilize the maintenance vendor’s assistance as needed during a disaster recovery. 

	
	
	

	41
	Planned Outage

If an outage outside of normal maintenance window is expected, the DTMB PM contact must be notified one week in advance once the vendor is aware of the requirement, if possible.
	
	
	

	42
	Unexpected Outage

If an unexpected outage occurs, the DTMB PM contact must be notified immediately after the outage has occurred.
	
	
	

	
	
	
	
	

	
	Database Management/Support
	
	
	

	43
	Database Management

The hosting vendor must provide database management support including providing physical database review / support / modification. The hosting vendor must provide application database management and must, at minimum, perform the following services:

· Table reorganization, synchronization, and compression activities, as needed, to ensure optimum application performance.
· Table space and directory structure management activities.
· Ensure ongoing data integrity maintenance at the database table level.
· Any other activities, as needed, to ensure the integrity and optimal performance of the database.
	
	
	

	44
	Database Maintenance

The hosting vendor must provide Data Base Management System (DBMS) maintenance, including security and performance management.
	
	
	

	45
	Database Performance

The hosting vendor must provide DBMS performance utilization tracking.
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	Security and Confidentiality
	
	
	

	46
	Security Standards

Supply the same or an equivalent level of security as described below:

a. The network must be protected by server anti-virus enterprise software.  Anti-virus software must be updated with the latest virus definitions as they are released by the software publisher.
b. The server(s) must be scanned by DTMB prior to being placed in service and on a yearly basis, or more frequent, as designated by the DTMB Project Manager or other State staff.
c. The network must be protected from hacking by firewalls and intruder detection software, as well as manual monitoring of incoming traffic.
	
	
	

	47
	Firewall

Firewall configurations which meet, or exceed, the States standards.
	
	
	

	48
	Documentation Management

The hosting vendor must ensure documentation, electronic files, and data are developed, used, and maintained in a secure manner, protecting the confidentiality of all materials, records, and files.
	
	
	

	49
	Security Controls Document

The hosting vendor must create and maintain documentation of the overall security controls to be implemented on the LabLynx system.  The documentation must be based on the ISO/IEC 27002:2005 standard, clearly define security related responsibilities of each party, and must be reviewed and approved by each party annually.
	
	
	

	50
	Facility Access Restrictions

The hosting vendor must restrict access to the hosting vendor Facilities to authorized personnel.
	
	
	

	51
	Hardware Access Restrictions

The hosting vendor must protect Hardware at hosting vendor Facilities from unauthorized access.
	
	
	

	52
	Security Safeguards

The hosting vendor must implement commercially reasonable security safeguards to protect the integrity, and to prevent unauthorized access to, the State systems, Application Software, systems files and State Data within the hosting environment or off-site archiving location(s). 
	
	
	

	53
	Protection Improvements

The hosting vendor must continually identify, report to the State, and implement protection improvements for the vendor operating environment and resources (e.g.  Unauthorized access, malicious updates).
	
	
	

	54
	Site Access

The hosting vendor must grant State-specified group access to the hosting site as requested and authorized by the DTMB Project Manager.
	
	
	

	55
	Staff Changes

The hosting vendor must remove vendor personnel with security-level and/or group level authorities within 1 day of the individual(s) no longer needing that authority.  The hosting vendor must perform an annual review of hosting vendor personnel and remove authorities that are no longer necessary.
	
	
	

	56
	Hosting Personnel Listing

The hosting vendor must provide State Information Security manager a list of vendor personnel who have access to State information resources on a semi-annual basis.
	
	
	

	57
	Rights Termination

The vendor and State staff must delete inactive logon Ids of vendor and State personnel/users after six months of non-use of such Ids.
	
	
	

	58
	Unauthorized Access Monitoring & Reporting

The hosting vendor must monitor users of the hosting location for attempted unauthorized access.  The vendor must monitor, review and respond to access violations and will log security alerts and notification activity. Notification of all attempted, or successful, access violations must be made to the DTMP Project Manager as soon as they are identified by the hosting vendor.
	
	
	

	59
	Compliance Monitoring

The hosting vendor must provide annual verification of strict compliance with all reasonable State security policies and procedures. The verification process will be established with input from the hosting vendor.
	
	
	

	60
	Ongoing Security Reviews

The hosting vendor must perform ongoing security reviews of vendor resources and operational/service delivery groups to verify that appropriate security procedures are in place, including:

· Review, test and evaluate products that are being introduced into the current State environment, to verify that such products are set up to prevent  compromise of vendor or State data, access, security resources or information

· Review, test, evaluate and implement/install security Software products at the request of the State and/or recommend such products to the State
	
	
	

	61
	Security Certification

The hosting vendor must obtain and provide a third-party certification annually regarding the level of security practiced by the Vendor and based on the COBIT framework which must include the following:  

a. IS Risk Assessment

b. Digital Signatures

c. Intrusion Detection

d. Viruses and other Malicious Logic

e. Control Risk Self-assessment

f. Firewalls

g. Irregularities and Illegal Acts

h. Security Assessment (penetration testing, vulnerability analysis, and effectiveness of controls)


	
	
	

	62
	SAS 70 

The hosting vendor will supply copies of any SAS audit reports which they have completed.
	
	
	

	
	Other
	
	
	

	63
	Maintenance Vendor Staff

The hosting vendor will provide access to the systems to the maintenance vendor’s staff for the completion of their obligations under contract.
	
	
	

	64
	Space/Operating Environment

a. The hosting environment, including air conditioning, must meet all published manufacturer’s guidelines and manufacturers’ recommendations for all application system equipment during the term of this Contract. 

b. The hosting environment must be equipped with UPS protection and back-up generation capability throughout the entire term of this contract. Such protection must cover the entire server operations area including climate control system, lighting, consoles, LAN, WAN, and phone system, and meets all manufacturers’ requirements.

c. All servers must be protected by an Uninterruptible Power Supply allowing the Vendor to manage power during a short term outage, or to provide several hours of emergency power to the most critical systems.

	
	
	

	65
	Hardware and software must be refreshed prior to reaching end of life and being unsupported, unless continued use is approved by the State.
	
	
	


�Check with Greg


�Do we need this for purposes of an RFI?
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1. The mission of the Michigan Department of Agriculture (MDA) is to protect, preserve, and promote, the food, agricultural, environmental and economic interests of the people of the state of Michigan.  


2. Currently the Laboratory Information Management System (LIMS) used by MDA*s Wm. C. Geagley laboratory is hosted by DTMB.  


3. The goal of having the application hosted outside the SOM is to reduce the cost of the system, increase the functionality of the LIMS system, reduce the cost and time it takes to further develop the system to include more program areas, users, functionality, and troubleshooting.


4. There are no other projects that are currently tied to the LabLynx application.  All users of the application are MDA entities.


5. The primary users of the application are located in the Geagley laboratory at 1615 S. Harrison Rd, East Lansing.  Other potential users are located in Constitution Hall, Lansing and may include inspectors located throughout Michigan working from their homes.


Information provided herein is intended solely to assist Contractors in the preparation of proposals. To the best of the State’s knowledge, the information provided is accurate. However, the State does not warrant such accuracy, and any variations subsequently determined will not be construed as a basis for invalidating the RFP.  The State reserves the right to cancel this Request for Proposal (RFP), or any part of this RFP, at any time.



