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Section One – Overview

Background and Intent
The State of Maine is interested in acquiring a web browser-based International Registration Plan (IRP) commercial vehicle apportioned registration system for the Department of the Secretary of State, Bureau of Motor Vehicles (“the Bureau”).

At this time the Maine IRP unit uses the COVERS™ system from R. L. Polk & Co. for IRP apportioned vehicle registrations and audits.  Approved carriers and agents use COVERSnet, an internet enabled subset of COVERS™ to process some IRP transactions online.  The Bureau intends to replace the existing system and have software developed, tested, and operating no later than July 1, 2010.
As of June 30, 2007, there are over 8,400 apportioned vehicles registered in Maine and listed on the current system.  A successful transition of this data would be a necessary component of the work in moving to a new system.
About the IRP
The International Registration Plan is a registration-prorate agreement among member states and provinces that provides for the proportional registration of commercial motor vehicles used in interstate operations.  The agreement is administered by IRP Inc., and is governed by a Board of Directors consisting of representatives from member jurisdictions.
The IRP provides for a base jurisdiction registration, a single set of registration plate(s) and one registration “cab card.”  Payment of proportional registration fees is based on the percentage of miles the registrant has operated or expects to operate in each member jurisdiction.  The registrant is permitted to operate in intrastate as well as interstate commerce in each member jurisdiction for which mileage has been declared and fees have been paid.
Because a registrant pays a proportional share of each member jurisdiction’s registration fee, registration amounts will be unique for each registrant.  Member jurisdictions must transmit fees collected on behalf of another jurisdiction on at least a monthly basis.  All mileage reporting and fee calculation are done on a fleet basis.  A fleet is one or more qualified vehicles sharing a common mileage and expiration month.
Additional information about the IRP is available online at the following source: http://www.irponline.org/Publications/ 
RFP Organization
The RFP is organized into five (5) main sections and six (6) appendices.  Following is a brief description of each section and the contents of the appendix.

Section One – Overview

A brief overview and background of the intent and objective of the RFP is offered together with general information associated with the overall document.

Section Two – General Procedures and Instructions
The procurement process and rules are presented as well as basic information associated with submission of proposals to the State of Maine and information on the scoring process for the evaluation of proposals.

Section Three – Scope of Work
There are items listed for which functional and systems solutions are sought.  The individual entries are important when responding as part of the submission requirements, found in Section Five.
Section Four – Terms and Conditions

Mandatory contractual provisions that will appear in the resulting contract are described.
Section Five – Submission Requirements and Cost Proposal

All instructions and requirements for the preparation and submission of proposals are shown, including outlines of the cost and software proposal forms.
Appendices

These reference materials are intended to supplement the information presented in the body of the RFP.  Following is a list of the appendices that are included in this RFP.
A.
Detailed Functional Solution Elements
B.
Deployment Certification Policy for Major Application Projects
C.
Website Acceptance Policy

D.
Remote Hosting Policy
E.
Policy to Govern Information Security Risk Assessments of State Computer Applications and to Ensure the Prompt Remediation of Deficiencies

F.
Specimen of the BP54, Agreement to Purchase Services
Section Two – General Procedures and Instructions

General Information
This Request for Proposal (RFP) and the resulting process is designed to select one qualified Vendor which will be responsible for all aspects of building, implementing, maintaining, and supporting a computer system for an International Registration Plan (IRP)/Commercial Vehicle Apportioned Registration System.  The selected Vendor will be responsible for providing all services that meet the requirements of the RFP, all applicable State and Federal laws, rules, regulations, and policy requirements, and will be held accountable for meeting the requirements.  Proposals must conform to the requirements outlined in the RFP.  If the proposal includes custom software development or modification, the Vendor must also propose to design, develop, and maintain such software.

It is the intent of the Bureau of Motor Vehicles (the Bureau) to select one Vendor to function as the primary Vendor for this project.  The Bureau will manage the contract and will provide consultation and technical direction as required to fulfill the terms of the contract.
Proposals must conform to all instructions, conditions, and requirements included in this RFP.  Bidders are expected to carefully examine all documentation, schedules, and requirements stipulated in this RFP and respond to each requirement in their proposals following the format prescribed.

The electronic office automation tool of the Bureau is Microsoft Office 2003™.  Any electronic transmittals must be compatible with this product.
No payment will be made under a resulting contract until a proper invoice is submitted by the Vendor and approved in writing by the Bureau.

Acquiring Office and Project Manager
The State of Maine, Bureau of Motor Vehicles is the Acquiring Office and the Project Manager for this RFP is:  
Francis K. Fox, Chief of Motor Carrier Services
Office of Motor Carrier Services
101 Hospital Street
29 State House Station

Augusta, ME  04333-0029

(207) 624-9056  (voice)
(207) 624-9086  (telephone facsimile)
francis.fox@maine.gov
Disclosure of Data
According to State of Maine Procurement Rules, the content of all proposals, correspondence, addenda, memoranda, working papers, or any medium which discloses any aspect of the RFP process will be considered public information at the time the award decision is announced.  This includes all proposals received in response to this RFP, including the selected proposal and any proposal not selected, and information in those proposals that a Vendor may consider to be proprietary in nature.  The State makes no representation that it can or will maintain the confidentiality of such documents after the announcement of the award decision.
Type and Length of Contract

The State of Maine intends to award a three (3) year contract based on the RFP, unless the RFP is withdrawn.  At the conclusion of the contract and upon acceptance of the System, the State will have the option to enter into a two (2) year contract for maintenance and support with two (2) optional two (2) year renewals.  In addition to the provisions of this RFP and the winning proposal which shall be incorporated by reference in the contract, the contract will include provisions set forth in the State of Maine Agreement to Purchase Services found in Appendix F as well as any additional clauses or provisions required by federal law or State law, rule, or regulation in effect at the time of execution of the contract.
The Bureau reserves the right to reject any or all submissions or to make a contract without any further discussion with the Bidders regarding the proposals received.  Proposals should be submitted initially on the most favorable terms available to the Bureau from a price and technical standpoint.  The Bureau may, at its discretion, seek additional information regarding the information contained in the proposal submission.
Communication with State Employees and Project Consultants
From the date of issue of this RFP until a determination is made and announced regarding the selection of a bidder, all contact with the State of Maine or any of its consultants regarding the subject matter of this RFP is prohibited unless approved in writing by the Project Manager.

Violation of this provision may result in disqualification of the bidder’s proposal.

Bidders are advised that only the Project Manager can clarify issues or render any opinion regarding the RFP.  No individual member of the Bureau, employee of the State of Maine, consultants to the State, or member of any committee addressing this matter is empowered to make binding statements regarding this RFP.  Any clarifications regarding the RFP will be issued in writing by the Project Manager.

Ineligible Vendors

Any Vendor or other party compensated in conjunction with the preparation of the RFP and/or in the evaluation of this proposal prior to submission will not be permitted to bid or be selected to perform this contract.  This restriction does not apply to procurements other than for an IRP system.

Written Questions and Answers
Any question regarding the content and meaning of any RFP provision must be submitted in writing to the Project Manager in an envelope clearly marked, “IRP System Inquiry.”
Questions may be sent by telephone facsimile, but must include a cover sheet clearly indicating that the transmission is to the attention of the Project Manager showing the number of pages transmitted and must be clearly marked, “IRP System Inquiry.”
Questions may also be sent via e-mail to the Project Manager and the subject line should show “IRP System Inquiry.”
The Bureau assumes no liability for assuring the accurate or complete receipt of transmissions by telephone facsimile or e-mail.  Under no circumstances will questions be entertained unless they are submitted in writing.  The Bureau will accept written questions until 12:00 p.m. (noon), local time, on December 6, 2007.  Questions received after that date will not be accepted.
The Bureau is not obligated to answer all questions received.  
Questions selected for response and the responses will be shared with all parties having an interest in the RFP and in a timely manner as required by Rule.  Only those answers issued in writing will be considered binding.
Bidders’ Conference
A bidders’ conference will be held at the date and time specified in RFP Timetable and part of this section.  The Bidders’ Conference will be held at the Bureau of Motor Vehicles, 101 Hospital Street in Augusta, Maine.  Specific directions will be available upon request.  Attendance at the bidders’ conference is not mandatory, but strongly recommended.

Bidders will have the opportunity to ask questions at the conference and the Bureau will make a reasonable attempt to provide an oral response to those questions before the end of the meeting.  Any oral response is not binding; however, answers to questions received at the conference will be included in the written response to questions as outlined above.  All answers included within this written response to questions will be considered binding.  As noted above, the question as presented at the conference and in its written form and the written answer will be furnished to all bidders who have received a copy of the RFP from the Project Manager.
Revision of the RFP
The Bureau alone reserves the right to amend the RFP prior to the announcement of the award.  All interested bidders who received a copy of the RFP from the Project Manager will be notified of any amendments to the RFP.  Questions and answers with related information provided to potential bidders are considered an amendment of the RFP and will be so treated.  In such an event, all bidders will be afforded an opportunity to revise their proposals to accommodate the RFP amendment.  If, in the opinion of the Bureau, amendments will require substantive changes in proposals, the due date may be extended.
Cancellation of the Request for Proposal

This RFP does not commit the State of Maine to award a contract.  The Bureau may cancel this RFP in whole, or in part, at any time or reject all proposals submitted, at its sole discretion.

Cost of Proposal Preparation
The entire cost for the preparation and submission of a proposal and the attendance at any oral presentation, or personnel interviews, will be borne by the bidder.

The Bureau will not be responsible for any additional costs incurred as a result of any changes in the RFP.
Oral Presentations/Demonstrations
At the Bureau’s option, oral presentations/demonstrations by selected bidders may be requested for the purpose of explaining or clarifying characteristics or significant elements related to the proposal submitted for consideration.  Bidders will be notified if an oral presentation is required.  Any cost incidental to the oral presentation must be borne entirely by the bidder.

Responders should present complete, comprehensive proposals without relying on oral presentations as the Bureau reserves the right to award a contract without further discussion or presentation.

Any required presentations will take place in Augusta, Maine, on dates to be determined by the Bureau.  Oral presentations may be videotaped or orally recorded at the discretion of the Bureau for the purposes of verification of information and/or for future reference.  Presentations may only address services offered in the bidder’s proposal; the presentation may not be used to change or alter the offering or for sales purposes beyond the scope specified in the RFP.
A bidder will not be permitted to attend any competitor’s oral presentation.

Key Personnel Interviews
At the option of the Bureau, personnel proposed by the bidder may be requested to participate in a structured interview to determine their understanding of project requirements, their authority and reporting relationship within the company, their management style and any other relevant information.  All costs for such interviews including, but not limited to travel, will be borne by the bidder.  Interviews may be recorded and the bidder will not be allowed to alter or amend its proposal through the interview process, nor will the bidder be permitted to attend any competitors’ interviews.
Submission of Proposal
Ten (10) paper copies of the entire proposal (one original and nine copies) and one (1) electronic copy must be submitted in accordance with the submission requirements in Section Five by 2 p.m., local time, on December 31, 2007 to the following address:

Division of Purchases

Burton M. Cross Building, 4th Floor

111 Sewall Street

9 State House Station

Augusta, ME  04333-0009

Packages should be clearly labeled with the name and address of the bidder and “RFP No. 200711092-IRP Proposal for BMV.”
Responders should understand that packages arriving after the 2 p.m. deadline will not be accepted by the Division of Purchases.  Postmarks or other time identification will not be sufficient to allow acceptance.  
Evaluation of Proposals and Award
The Bureau will select a bidder through a formal evaluation process established prior to the opening and evaluation of proposals.  The bidder with the highest score upon completion of the evaluation will be awarded the contract.
Initial Screening

An initial screening will allow a rejection of proposals that do not meet the mandatory Proposal Submission Requirements and these will not be further evaluated.
Initial Evaluation

Proposals meeting the Initial Screening will be further evaluated and scored according to the criteria contained in the following table.
	Initial Evaluation of Proposals

	Part
	Proposal Sections
	Maximum Points

	Part One
	Bidders Ability to Perform the Work:

(Bidder Qualifications including Qualifications of Key Personnel

(Response to the Scope of Work

(Content of the Project Work Plan
	30

	Part Two
	Product That Best Meets the Needs of the Bureau of Motor Vehicles:

(Response to Critical Requirements

(Response to Desired Requirements

(Response to Future Initiatives
	45

	Part Three
	Costs:
(Initial Program Development  (10 points)
(Annual Maintenance  (15 points)
	25

	
	Maximum Points to be Awarded
	100


Contract Award

The Bureau will select the highest rated proposal submitted by the bidder offering the “best value” to the State of Maine.  Once a choice is made, all bidders will be notified of the decision.  The Bureau may require the selected bidder to participate in contract negotiations and to submit such price, technical, or other revisions to the proposal as may result from negotiations.  Upon resolution of the final negotiations, the Bureau will prepare a final contract.  If for any reason the Bureau is unable to obtain an acceptable contract with the selected bidder, the selected bidder will be disqualified and negotiations will proceed with the bidder with the next highest rated proposal.  The Bureau may cancel negotiations entirely at any time at its discretion

The negotiated contract will be made in the best interests of the State of Maine.  The RFP and the proposal of the selected bidder will be incorporated into and form the basis of a legal contract.
Summary of Key Events; Reference Calendar
The Bureau expects to conduct this procurement with a Schedule of Key Events as described in the table.  Should substantive changes be required, a communication will be sent to all interested parties.  The dates shown are consistent with the requirements of Chapter 110 of Rules dealing with the procurement of services by the State of Maine.  A calendar showing the months of November and December, 2007, is shown below.  Holidays in each month observed by Maine State Government have been noted.  Dates of Key Events are shown.
	Schedule of Key Events

	
	Event
	Time1
	Date

	1
	Request for Proposal Issued
	
	15 November 2007

	2
	Bidders’ Conference
	1:30 p.m.
	4 December 2007

	3
	Deadline for Written Questions
	12:00 p.m.
	6 December 2007

	4
	Response to Written Questions
	5:00 p.m.
	12 December 2007

	5
	Proposal Due Date and Opening
	2:00 p.m.
	31 December 2007

	Note:

1All times shown are “local time” in Augusta, Maine


	November 2007
	
	December 2007

	M
	Tu
	W
	Th
	F
	Sa
	Su
	
	M
	Tu
	W
	Th
	F
	Sa
	Su

	
	
	
	1
	2
	3
	4
	
	
	
	
	
	
	1
	2

	5
	6
	7
	8
	9
	10
	11
	
	3
	4
	5
	6
	7
	8
	9

	12
	13
	14
	15
	16
	17
	18
	
	10
	11
	12
	13
	14
	15
	16

	19
	20
	21
	22
	23
	24
	25
	
	17
	18
	19
	20
	21
	22
	23

	26
	27
	28
	29
	30
	
	
	
	24
	25
	26
	27
	28
	29
	30

	
	
	
	
	
	
	
	
	31
	
	
	
	
	
	

	Holidays in the Month Observed by Maine State Govt.
22-Thanksgiving Day

23-Thanksgiving Friday
	
	Holidays in the Month Observed by Maine State Govt.
24-Christmas Day Eve
25-Christmas Day


Section Three – Scope of Work
Provide a Functional Solution
Based on system requirements at the Bureau for a web browser-based IRP commercial vehicle apportioned registration system, a functional solution must meet thirty-five (35) high level requirements.  Appendix A contains a complete list of functional requirements presented in tabular form and can be used as a checklist to show the applicability of the proposed solution.  The high level requirements are summarized below.
1.  The system must comply with and be maintained in compliance with all operational and audit requirements of the International Registration Plan (IRP) and Audit Procedures Manual as maintained by IRP, Inc, a subsidiary of the American Association of Motor Vehicle Administrators (AAMVA).

2.  The system must be web browser-based, accessible from any browser without the need for application specific software, and capable of processing IRP applications/credentials via the Internet.

3.  The system must meet certain general requirements.  Please refer to the subsequent entries associated with this requirement in Appendix A.
4.  The system must allow the creation and maintenance of registrant files.

5.  The system must accurately process IRP registrations transactions, such as new accounts, renewals, added jurisdictions, weight changes, the addition and deletion of vehicles with transfer, license plate transfers, credential replacements, and corrections/update transaction types.

6.  The system must be capable of generating the necessary billing and correspondence required as a result of renewal/supplement processing or audit application processing.

7.  The system must allow the issuance of registration documents (credentials) for each power unit registered. 
8.  The system must be capable of producing cab cards and temporary authorities (TA’s) that conform to the requirements of the State of Maine, the IRP Plan, and PRISM (Performance and Registration Systems Management).  The system is required to produce cab cards and TA’s on 8½ -inch by 11-inch plain paper.  The cab card and temporary authorities must contain an AAMVA compliant (PDF417) bar code printed directly from the system that meets the PRISM IRP Cab Card Bar Code Specifications v. 3.3.  (See, http://cvism.fmcsa.dot.gov/default/aspx?PageID=prism) 

9.  The system must allow an authorized user to add and maintain inventory items either individually or in bulk.  Inventory items include, but are not limited to, plates, year decals, and month decals.
10.  The system must provide for yearly registration renewals and must allow the process to begin at least two (2) months prior to the registration expiration date.  The necessary processing includes, but is not limited to, generating an electronic (online) or paper (offline) renewal notice and allowing the registration to update (rollover) to the new registration year.

11.  The system must accurately calculate fees based on jurisdiction, distance, weight, and unit information for a single application or for multiple applications (batch mode)

12.  The system must be capable of recording and maintaining payment data.

13.  The system must calculate, display (on screen), and report distance estimates for each IRP member jurisdiction based on the method prescribed in the IRP Plan using historical mileage information for a user selected registration year.

14.  The new registration system will include IRP audit functionality.

15.  The system must conform to and be maintained in conformance with (PRISM) specifications and requirements, and must be capable of performing all required PRISM functionality, i.e., it must meet all PRISM processing and reporting requirements.

16.  The system must be able to create a batch file to update the Maine Registration database.

17.  The system must conform to and be maintained in conformance with the IRP Clearinghouse standards and specifications, and must be able to interact with the IRP Clearinghouse to send IRP transmittal information.

18.  The system must be capable of communicating, querying, and exchanging data with Commercial Vehicle Information Systems and Networks (CVISN) and applications from other governmental and industry sources.

19.  The system must be capable of reporting all IRP vehicle registration changes on at least a daily basis to FMSCA’s Safety and Fitness Electronic Record (SAFER)-PRISM database via the Commercial Vehicle Information Exchange Window. (CVIEW).

20.  The system must be capable of reporting pre-defined IRP vehicle registration changes in real-time, or near real-time, to the Commercial Vehicle Information Exchange Window (CVIEW).

21.  The system must be capable of interacting/interfacing with either an internal or external application to effect VIN validation during processing in the system.

22.  The system must be capable of sending transmittal reports electronically to other IRP jurisdictions.

23.  The system must provide a means of tracking transmittals received and sent to ensure the proper collection and distribution of funds.

24.  The system must have the capability to generate reports in various formats, and to export and save the report results in different application formats, such as Microsoft Excel, Microsoft Access, PDF, and CSV.

25.  The system must be delivered with constructed reports and queries that can be run by users with limited technical abilities after minimal training.  Separate applications should be menu driven and use intuitive methods for selecting and entering report query parameters.

26.  The system must accommodate State of Maine-specific IRP processing and data requirements.

27.  The system must provide search capability for specific IRP data.  Wild card and multiple field searches must be available.
28.  The system must provide a method for electronic communication with single or multiple account holders from within the system.
29.  The system must meet the State of Maine policies related to accessibility in information technology which includes, but is not limited to the “Computer Application Program Accessibility Standard (Accessibility Software Development).”  These policies are available at http://www.maine.gov/oit/oitpolicies/index.htm. 
30.  The system must meet the web application standards as developed by the State of Maine.  These are available at the site noted above.

31.  The system must meet the security requirements and standards as developed by the State of Maine.  These are available at the site noted above.

32.  The system must meet the system/data recovery requirements and standards as developed or defined by the State of Maine.  
33.  The system must be capable of printing letters, notices, and reports on demand or as a batch process based on the document type and system and account settings.
34.  The system must allow users to perform various IRP related functions outside of the application process such as inventory maintenance, renewal reconciliations and rollovers, batch processing, reprinting credentials, etc.

35.  The system should have functionality that allows jurisdiction users with the proper authorization to manage jurisdiction specific information or functionality.
Provide a Systems Solution
Hosting the Application

1.  For the first 3 years, the proposed IRP application will be remotely hosted.  The bidder‘s proposal should stipulate the programming language used in the application.  A remotely hosted web interface must be encrypted.  See Section Five for additional details which need to be provided.  
2.  The Bureau is willing to share occupancy on hardware as part of a hosted solution with other applications.  The details of any sharing arrangement must be presented in the proposal.

3.  The costs of hardware associated with the initial 3-year hosting environment must be identified.  All 3rd Party licensing costs required in the proposed solution must be identified as these apply to the hosting solution.  Further, a listing of all licensing requirements, once the initial start-up has been accomplished, must be provided.  See Section Five for additional details which need to be provided.
Software Considerations

4.  The software technology associated with the proposed solution must make use of a relational data base, utilizing either Oracle 10g R2 or Microsoft SQL Server 2005.

5.  The server side of the solution must be written in Java or C#

The web-based application must be a thin client and must be browser independent.

6.  It is necessary to maintain upgrades of the following systems software: the operating system; any commercially available systems; other related software systems.  The normal maintenance schedule for these systems must be identified and submitted as part of the proposal

System Costs

7.  The implementation of the IRP system must be quoted as a fixed price.  Costs for maintenance and enhancements as these apply to maintain compliance with recognized national standards (CVIEW & PRISM) as well as local standards (State of Maine) will be offered separately.  (See Section Five for additional details).
8.  The bidder’s proposal should contain a cost of system implementation and maintenance for an initial period of three years.  The Bureau reserves the right to then contract for an initial two year maintenance contract and then, at the Bureau’s option, for two additional periods of two (2) years each.

Conforming to OIT Standards

9.  The proposed solution must conform to standards published by the State of Maine, Office of Information Technology.  These are associated with accessibility and security and identified in the Appendix of this document.  A comprehensive listing of IT Policies, Standards, Procedures, and Best Practices can be found at http://www.maine.gov/oit/oitpolicies/index.htm.  In addition, the Appendix of this document contains four technology policies which seem especially pertinent to this procurement.  Readers are asked to not only be familiar with these four but to visit the site and understand the breadth associated with the IT-related entries.

Section Four – Terms and Conditions
Overview

The contract between the Bureau and the successful bidder (the “Contractor”) shall include the following elements listed in order of precedence:

1.  State of Maine Agreement to Purchase Services, Cover Page;

2.  State of Maine Agreement to Purchase Services, Rider B, Payment and Other Provisions;

3.  State of Maine Agreement to Purchase Services, Rider A, Specifications of Work to be Performed;

4.  The Request for Proposal, any amendments, and written questions and responses; and

5.  The Bidder’s Proposal submitted in response to this Request for Proposal.

It is mutually understood and agreed that in the event of any conflict among the provisions of the documents, attachments, and/or exhibits that constitute the State of Maine Agreement to Purchase Services with the Contractor, referenced above, the conflict shall be resolved by giving precedence to the documents in the order listed with item 1, the State of Maine Agreement to Purchase Services, Cover Page having the highest precedence and item 5, the Contractor’s proposal submitted in response to the RFP being subordinate to all other listed documents.  In the event that an issue is addressed in one document that is not addressed in the other documents, no conflict of language shall be deemed to occur.  However, the State of Maine reserves the right to clarify any contractual relationship in writing with the concurrence of the Contractor, and such written clarification shall govern in case of conflict with the applicable requirements stated in the RFP or the Contractor’s proposal.
No modification or change in any provision in the contract shall be made, or be construed to have been made unless modification is mutually agreed to in writing by the Contractor and the State of Maine.  The contract modification will be incorporated as a written amendment to the contract.  Memoranda of Understanding and correspondence shall not be construed as amendments to the contract.

Authority to approve contracts on behalf of the State of Maine is vested in the initiating agency or department, the State Purchases Review Committee (SPRC) and the Department of the Attorney General.  The Contractor shall sign a contract prepared by the Bureau which shall then be forwarded for approval and signature by all appropriate officials in Maine State Government.  The Bureau’s Project Manager shall be the single authority to act for the State of Maine under the contract.  Whenever the State of Maine is required by terms of the contract to provide written notice to the Contractor, such notice must be signed by the Bureau’s Project Manager or designee.

Deviations from the Contract

The requirements appearing in this RFP shall become a part of the terms and conditions of the contract.  Any deviations from the RFP requirements must have been specifically defined by the Contractor in its proposal which, if accepted by the Bureau, will become part of the contract.  However, such deviations must not have been in conflict with the basic nature of this offer.
Beginning of Work

The Contractor must not commence any billable work until a valid contract has been fully executed by the parties and approved by the State Purchases Review Committee (SPRC).  The Bureau’s Project Manager will notify the Contractor, in writing, that work may begin.

Governing Law

The contract shall be governed in all respects by the laws, statutes, and regulations of the United States of America and the State of Maine.  Any legal proceedings against the State of Maine regarding this RFP or any resultant contract shall be brought in State of Maine administrative and judicial forums.  The Contractor agrees to personal jurisdiction in the State of Maine.

Attorney’s Fees

In the event of any litigation, appeal, or other legal action to enforce any provision of the contract, the Contractor and the State of Maine agree to pay their own expenses of such action, including attorney fees and costs at all states of litigation, unless otherwise set by the court or hearing officer.
Advertising the Award

The vendor shall agree not to refer to awards in commercial advertising in such a manner as to state or imply that the firm or its services are endorsed or preferred by the Bureau or the State of Maine.  News releases pertaining to this project will not be made by the Contractor without prior approval of the Bureau’s Project Manager.

Notices

After contract award, all notices under the resulting contract shall be deemed duly given: ( upon delivery, if delivered by hand against receipt; or ( three (3) days after posting if sent by registered or certified mail, return receipt requested.

All notices are to be delivered to the Bureau’s Project Manager at the address below or to such other address or party as is designated.  
Francis K. Fox, Chief of Motor Carrier Services
Department of the Secretary of State
Bureau of Motor Vehicles

Motor Carrier Services

101 Hospital Street
29 State House Station
Augusta, ME  04333-0029
Either party to the Contract may change its address for notification purposes by giving written notice of the change, setting forth the new address and stating an effective date.

Titles

Titles of paragraphs used in this section are for the purpose of facilitating ease of reference only and shall not be construed to infer contractual construction of language.

Type of Contract

The contract will be based upon a firm, fixed price.  
Term of the Contract

The contract shall begin on the first day after it has been approved and has been fully executed by the parties.  It shall expire as determined by the contract’s termination date, unless terminated earlier pursuant to this agreement at the completion of all specified tasks and delivery of all services as defined in the document including performance of any warranty/maintenance agreements.

Limitation

The contract offered will be subject to available budgetary appropriations and shall not create any obligation on behalf of the State of Maine in excess of such appropriations.  In the event of de-appropriation or funds or appropriations of funds such that the State of Maine must restrict or terminate funding for this contract, the State of Maine shall endeavor to provide as much advance notice as possible of the budgetary action.

It is understood by the parties that the termination clause regarding non-appropriation of funds by the Legislature is a requirement of both Maine state law and the Maine Constitution.

Fiscal Year

For the purposes of this RFP, “state fiscal year” will be defined as the period beginning July 1st and ending June 30th for any given period of time.
Force Majeure

The Contractor shall not be liable for any damages if the failure to perform the contract arises out of causes without the fault or negligence of the successful bidder.  Such causes may include, but are not restricted to, acts of God, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes, and unusually severe weather; but in every case the failure to perform must be without the fault or negligence of either the Contractor of its subcontractor(s).  When such a cause arises, the vendor shall notify the State of Maine immediately in writing of its failure to perform, describing the cause of failure, how it affects performance, and the anticipated duration of the inability to perform.  The State of Maine shall review the information provided and may, at its option, extend the time period for performance of the obligation excused under this section by the period of the excused delay together with a reasonable period to reinstate compliance with the terms of this contract, or, terminate the contract in accordance with the Termination of Contract provisions in Rider B, State of Maine Agreement to purchase Services.

Liquidated Damages

The State of Maine and the Contractor agree that in the event of a failure to meet the standards defined herein with the time set forth in the approved Project Work Plan, damage shall be sustained by the State of Maine and that it is and will be impractical and extremely difficult to ascertain and determine the actual damages which the State of Maine will sustain by reason of such failure.  It is agreed by the parties that the approved Project Work Plan will establish the baseline schedule for measuring the Contractor’s performance.  It is therefore agreed that the State of Maine may require the Contractor to pay liquidated damages for such failures according to the following paragraph.
Written notification of failure to meet a timeline, performance standard, documentation or deliverable may be given by the Bureau’s Project Manager to the Contractor.  The Contractor shall have five (5) working days or other mutually agreed period from the date of receipt of such written notification to correct the failure set forth in the written notification.  If the failure is not resolved within this period, liquidated damages may be imposed retroactively to the date of expected delivery.  The State of Maine, at its option, may begin default proceedings at any point during the period.

Failure to Perform

In the event the Contractor fails to perform any substantial obligation under this agreement, the State of Maine may withhold all monies due and payable to the Contractor, without penalty, until such failure is cured or otherwise adjudicated.

Contractor Personnel

The Contractor must commit dedicated, highly skilled personnel to the State of Maine to perform the contracted services.

The State of Maine shall retain the right to reject any of the Contractor’s and/or subcontractor’s employees whose qualifications, in the judgment of the State of Maine, do not meet the standards established by the State of Maine as necessary for the performance of the services.  In considering the Contractor’s employees qualifications, the State of Maine will act reasonably and in good faith.
During the course of the contract, the State of Maine reserves the right to require the Contractor to reassign or otherwise remove from the project any of the Contractor’s or subcontractor’s employees who are found to be unacceptable by the State of Maine.

Deliverable Submission and Review

Deliverable Expectation Agreement

The Bureau will work in cooperation with the Contractor to define the format and expected content for each deliverable that is to be produced.  A formal and written agreement related to the format and content for each deliverable will be made by both parties prior to beginning any work associated with producing the deliverable.  
Deliverable Submission

Six (6) paper copies and one (1) electronic copy in .pdf format on CD of each deliverable shall be submitted to and received by the Bureau’s Project Manager on or before the due date specified in the approved Project Work Plan.  Deliverables that are not received by the Bureau’s Project Manager prior to or by 11:30 a.m., local time, on the due date specified may result in assessment of liquidated or consequential damages.

Deliverable Review

A Bureau Deliverable Review Team will work in cooperation with the Contractor to ensure that all deliverables are reviewed and approved in accordance with the following procedure.
( As soon as possible, but in no event later than ten (10) workdays after the date of receipt of the deliverable, the Bureau’s Project Manager shall give written notice to the Contractor of approval or disapproval of the deliverable.  Notice of disapproval will state the reasons for such disapproval and will indicate the nature and extent of the corrections required to qualify the deliverable for approval.
( As soon as possible, but in no event later than five (5) workdays after receipt of a notice of disapproval, the Contractor shall make the corrections and resubmit the corrected deliverable for review.

( As soon as possible, but in no event later than five (5) workdays following resubmission of any originally disapproved deliverable, the Bureau’s Project Manager shall give written notice to the Contractor’s Project Manager of the Bureau’s approval or disapproval of the deliverable.  Notice of disapproval will state the reasons for such disapproval and will indicate the nature and extent of the corrections required to qualify the deliverable for approval.

( The Bureau’s Project Manager and the Contractor’s Project Manager will work together to ensure that appropriate action is taken to resolve all remaining issues and bring the review process to conclusion.  Approval of the deliverable shall be given no later than three (3) workdays following the latest notice of disapproval.

In extraordinary circumstances the Bureau may require additional deliverable review time beyond those periods detailed in this section.  In such circumstances, the Bureau’s Project Manager will identify the additional review time period required and submit notification, in writing, to the Contractor.  Any changes in the Contractor’s tasks and/or schedule in the Project Work Plan (other than those resulting from additional deliverable review times required by the Bureau) must be approved by the Bureau’s Project Manager.
By submitting a deliverable, the Contractor represents that to the best of its knowledge, it has performed the associated tasks in a manner that will, in concert with other tasks, meet the objectives stated or referred to in this RFP and the resulting contract.  By approving a deliverable, the Bureau represents only that it has reviewed the deliverable and detected no errors or omissions of sufficient gravity to defeat or substantially threaten the attainment of those objectives and to warrant the withholding or denial of payment for the work completed.

The Bureau’s approval of a deliverable does not discharge any of the Contractor’s contractual obligations with respect to that deliverable, or to the quality, comprehensiveness, functionality, effectiveness, or acceptance of the package/solution as a whole.

Documentation

Six (6) paper copies and one (1) electronic copy in .pdf format on CD of each item required as documentation shall be submitted to and received by the Bureau’s Project Manager on or before the due date specified in the approved Project Work Plan.  Documentation that is not received by the Bureau’s Project Manager prior to or by 11:30 a.m., local time, on the due date specified may result in assessment of liquidated or consequential damages.
Changes in Scope and Contract Amendments
The State of Maine may, at any time by written order, make changes within the general scope of the contract.  No changes in scope are to be conducted except with the approval of the Bureau’s Project Manager.  Moreover, no modification or change of any provisions in the contract shall be made, or be construed to have been made, unless the change is mutually agreed to in writing by the Contractor and the State of Maine.  The contract modification will be incorporated as a written amendment to the contract and executed by both parties.  This section establishes the only procedures by which the vendor may obtain any compensation or reimbursement in excess of the amounts specifically provided for elsewhere in the contract for any services rendered or property delivered or expense incurred in the performance of the contract.
The Bureau may request modifications not required by any provision of the contract.  The Bureau shall make any such request in writing signed by the Project Manager and labeled as a “Change Order.”

The Contractor shall promptly, and in no event more than five (5) days after receipt of such Change Order, furnish to the Bureau’s Project Manager a written statement stating whether the change has a price or schedule impact.  If there is a price or schedule impact, the statement shall include a description of the estimated price increase or decrease involved in implementing the change and any impact on the schedule.  Any statement of price increase shall be accompanied by substantiation sufficient to document the estimated increase.

The parties shall then negotiate and attempt in good faith to agree upon a plan and schedule for implementation of the Change Order, the time, manner and amount of payment or price increase or decrease or change to the schedule.
If the Contractor considers that an event constitutes a Change Order, but is not plainly identified as such, the Contractor shall so advise the Bureau’s Project Manager in writing no later than three (3) working days from it identification or discovery of such event and shall request written confirmation from the Bureau.

The Bureau’s Project Manager shall respond in writing within seven (7) days to receipt of the Contractor’s notice as required above, either to countermand the action or communication regarded as an event; to deny that the event constitutes a Change Order; to confirm that the event is a Change order; or, if the information in the Contractor’s notice is inadequate to permit a decision to be made, advise the Contractor as to what additional information is required and establish the date by which it should be furnished.  
Dispute Resolution
In the event of any dispute arising during the term of the contract concerning performance of the contract, both parties shall service notice of such dispute on the other party, and the dispute shall be decided by the Bureau’s Project Manager who shall reduce the decision to writing and provide a copy to the Contractor.  The decision of the Bureau’s Project Manager shall be final and conclusive.  The Bureau’s Project Manager’s decision, in the event of any written notice of dispute, shall be final, subject to the Contractor’s right to relief under applicable law.
Confidentiality of Information
All materials and information provided to the Contractor by the Bureau and State of Maine or acquired by the Contractor on behalf of the Bureau and State of Maine, whether verbal, written, magnetic tape, cards, or otherwise, shall be regarded as confidential information in accordance with the provisions of federal and State of Maine law and ethical standards, and all necessary steps shall be taken by the Contractor to safeguard the confidentiality of such material or information in conformance with federal and State of Maine law and ethical standards.

Contractor Responsibility
The Contractor is solely responsible for the fulfillment of the contract with the Bureau and the State of Maine.
The Contractor will assume responsibility for all services offered whether or not the Contractor is the provider of these services.  The Bureau will consider the Contractor to be the sole point of contract with regard to all contractual matters, including, but not limited to, billing, invoicing, delivery of services and/or deliverables, and completion of tasks.  Proper bills and invoices for services shall be issued by and be payable to the Contractor.  The Contractor will be responsible for the entire contract performance, regardless of whether subcontractors are used.

Subcontracts

Unless provided for in the contract, no contract shall be made by the Contractor with any other party for the furnishing of the work or services herein contracted for without the consent, guidance, and approval of the Bureau.  Any subcontract hereunder entered into, subsequent to the execution of the contract with the Contractor, must be approved by the Bureau.  This provision will not be taken as requiring the approval of contracts of employment between the Contractor and personnel assigned for services hereunder.

All references in the RFP to the Contractor should be construed to encompass both the Contractor and the subcontractor(s).

All subcontract agreements must contain the following requirements:

( All subcontracts shall be in writing and shall contain provisions which are consistent with the provisions of the contract, except as permitted in writing by the Bureau’s Project Manager; and

( All subcontracting agreements must be signed and delivered to the Bureau’s Project Manager within five (5) working days following the contract award date.

The Contractor shall give the Bureau and State of Maine immediate notice in writing of any legal action or suit filed, and prompt notice of any claim made against the Contractor by any subcontractor or provider which may result in litigation related in any way to the contract or which may affect the performance of duties under the contract.  The requirement of prior approval or any subcontract under this contract shall not make the State of Maine a party to any subcontract or create any right, claim, or interest in the subcontractor or proposed subcontractor against the State of Maine.  The Contractor agrees to defend (subject to the approval of the state’s Attorney General) and indemnify and hold harmless the State of Maine against any claim, loss, damage, or liability against the State of Maine based upon the prior approval requirements of this subsection.  No subcontract or delegation shall relieve or discharge the Contractor from any obligations or liability under this contract.
Waiver
The contract resulting from the RFP may not be modified, except by written amendment executed by all parties, and approved by the appropriate State of Maine officials and federal agencies.  The provisions written in Changes in Scope and Contract Amendments are not subject to this requirement.
Warranty

The Contractor will be required to expressly warrant services and/or deliverables as being correct and compliant with the terms of this contract.  Any work performed under this contract pursuant to such warranty and during the warranty period will be done at no additional cost to the Bureau and the State of Maine.

The Contractor’s responsibility with respect to warranty shall be to correct deficiencies in any deliverables within a timely basis as defined by the Bureau and replace incorrect or defective deliverables within one (1) week of notification by the Bureau of such deficiencies, or such longer period as may be necessary, using all diligence and dispatch as agreed between the Contractor and the Bureau.  If the Contractor fails to repair a deficiency or defect within the warranty period, the Bureau may, at its option, act to repair, and the vendor shall be required to reimburse the Bureau and State of Maine for all costs incurred.  Use of a subcontractor during the contract period does not release the Contractor of any responsibility with regard to this Warranty.

Insurance

On or before beginning performance under the contract, the Contractor shall obtain from an insurance company duly authorized to do business in Maine, insurance as follows:
Minimum Insurance

The Contractor shall, at his own expense, obtain and keep in force for the duration of the contract, the following minimum insurance and shall furnish a certificate or certificates of insurance evidencing that such insurance is in effect:

( Workers’ Compensation in accordance with the statutory requirements of the State of Maine where the work is performed;

( Commercial General Liability that includes products liability and completed operations in the amount of no less than $300,000 single limit without any annual aggregate; and
( Automobile Liability in the amount of no less than $300,000 single limit with any annual aggregate.

Certificates

The Contractor shall furnish to the State of Maine, within ten (10) working days of contract signing, one or more certificates of insurance showing that the required insurance is in effect with the applicable policy number, expiration dates, and other relevant information.

Notice of Change

The Contractor shall provide the State of Maine with written notice, at least ten (10) days prior to any change, in the insurance coverage obtained to comply with this subsection.

Liability Not Limited

The provisions of this clause shall not be deemed to limit the liability or responsibility of the Contractor or any of its subcontractors
Payment
Payments are predicated upon successful completion and written approval by the Bureau of the described deliverables defined with the Payment Schedule.  The allowable payment amount from each invoice milestone will be multiplied by ten percent (10%).  That resulting amount will be withheld from the payment as “retainage” and will be released to the Contractor upon satisfactory execution of the Warranty period.  The Bureau and State of Maine will make a reasonable effort to achieve payments to the Contractor within thirty (30) days after receipt of a proper invoice. 
Proper Invoices

Proper invoices submitted for payment on approved State of Maine invoice forms or on forms showing the Company Name shall be sent to the Bureau’s Project Manager.
Method of Charging

The charges described in the contract are the only charges now or hereafter to be levied by the Contractor for the services to be performed.  There are no other charges to be made by the Contractor to the Bureau or the State of Maine, unless they are performed in accordance with the provisions of Changes in Scope and Contract Amendments.

 The Contractor shall maintain documentation for all charges under this contract.  The books, records, and documents of the successful bidder, insofar as they relate to work performed or money received under this contract, shall be maintained for a period of three (3) full years from the date of final payment, and shall be subject to audit at any reasonable time and upon reasonable notice by the State of Maine or any appropriate federal agency, or their duly appointed representatives.  The records shall be maintained in accordance with Generally Accepted Accounting Principles (GAAP).
Prohibition against Advance Payments
No compensation or payments of any nature will be made in advance of services actually performed and for which a proper invoice is submitted
Inspection and Approval

Final inspection and approval of all work required under the contract shall be performed by the Bureau’s Project Manager and other officials that the Bureau or the State of Maine may so designate.

The State of Maine or its authorized representatives shall at all reasonable times have the right to enter the premises or such other places where duties under this contract are being performed, to inspect, monitor, or otherwise evaluate the work being performed.  All inspections and evaluations shall be performed in such a manner that will not unreasonably delay work.

Conflict of Interest

No official or employee of the State of Maine and no other public official of the State of Maine or the federal government who exercises any functions or responsibilities in the review or approval of the undertaking or carrying out of the requested services shall, prior to the completion of the term of this contract, voluntarily acquire any personal interest, direct or indirect, in the resulting contract or proposed contract.

The Contractor covenants that it presently has no interest and shall not acquire any interest, direct or indirect, which would conflict in any manner or degree with the performance of its services in this matter.  The Contractor further covenants that in the performance of this contract, no person having any such known interests shall be employed.
State Property

The Contractor shall be responsible for the proper custody and care of any State of Maine-owned property furnished for the Contractor’s use in connection with the performance of the contract, and the Contractor will reimburse the State of Maine for it loss or damage, normal wear and tear excepted.

Copyright of Data

The Contactor may not publish or copyright any data without prior written approval, unless otherwise stated herein.  The State of Maine and the federal government shall have the right to publish, duplicate, use, and disclose all such data in any manner, and for any purpose whatsoever, and may authorize others to so do.

“Data” shall mean all results, technical information and materials developed and/or obtained in the performance of the services hereunder, including, but not limited to, all reports, surveys, plans, charts, records (video and/or sound), pictures, drawings, analyses, source and object code, graphic representations, computer programs and printouts, notes and memoranda, and documents whether finished or unfinished, which result from or are prepared in connection with the services performed hereunder.

Policy Determinations

The Bureau shall determine all program policy for the Office.  In the event that the Contractor may request in writing that the Bureau issue policy determinations or operating guidelines required for proper performance of the contract, the Bureau shall do so in writing in a timely manner, and the Contractor shall be entitled to rely upon and act in accordance with such policy determinations and operating guidelines, and shall incur no liability in doing so unless the Contractor acts negligently, maliciously, fraudulently, or in bad faith.
Audit Liabilities

In addition to, and not in any way in limitation of the obligation of the contract, it is understood and agreed by the Contractor that the Contractor shall be held liable for any State of Maine or federal audit exceptions arising from the fault or negligence of the Contractor, provided the Contractor is given the opportunity to cure the cause of the exceptions.  If such exceptions are not cured pursuant to the terms of the contract, the Contractor shall return to the State of Maine all payments made under the Contract to which exception has been taken or which has been disallowed because of such an exception.

Taxes

The State of Maine is not required to pay taxes of any nature; however, if the Contractor is required to pay sales, use, value-added, or other federal, State of Maine, or local taxes based on the licenses or services provided in the contract, except taxes based on the Contractor’s income or property tax for software, then such taxes shall be billed to and paid by the State of Maine upon evidence of payment by the Contractor.
Price Protection

The Contractor agrees all the prices, terms, warranties, and benefits granted by the Contractor are comparable to or better than the equivalent terms being offered by the Contractor to any present customer for comparable services.  Except as otherwise provided herein, if the Contractor shall, during the term of the contract, enter into arrangements with any other said customer providing greater benefits or more favorable terms for like services, the vendor shall be obligated to provide the same to the State of Maine.  The contract will be amended to reflect any cost deduction or benefit enhancement.

Severability

If any term or condition of the contract or the application thereof to any person(s) or circumstances is held invalid, such invalidity shall not affect other terms, conditions, or applications which can be given effect without the invalid term, condition, or application; to this end the Terms and Conditions of the contract are declared severable.

Cover

If, in the reasonable judgment of the Bureau, a default by the Contractor is not so substantial as to require termination, reasonable efforts to induce the Contractor to cure the default are unavailing, and the default is capable of being cured by the Bureau, the State of Maine or by another bidder without unduly interfering with continued performance by the Contractor, the Bureau may provide or procure the services reasonably needed to cure the default, in which event the Contractor shall reimburse the Bureau and State of Maine for the reasonable cost of those services.

Section Five – Submission Requirements and Cost Proposal

This section provides requirements for the content and submission of the proposal.  All proposals that are not presented and submitted in accordance with the requirements will be rejected.

Emphasis in preparing the proposal should be concentrated on conformance to the RFP instructions, responsiveness to requirements, and completeness and clarity of content.  Elaborate proposals are neither necessary nor desirable.  Points will be sacrificed in the evaluation process if the bidder’s proposal is presented in a way that makes evaluation difficult or overly time-consuming.  The proposal must be presented and numbered in strict accord with the sub-sections described below.  NOTE:  These subsections have been underlined for ease in identification.
The Transmittal Letter
A Transmittal Letter, written on the bidder’s official business stationary and signed by an official authorized to legally bind the bidder, must accompany the proposal.  The Transmittal Letter must include, at a minimum, the following:

1.  An itemized list of all materials and enclosures submitted in response to the RFP.
2.  A reference to any RFP amendments received by the bidder.  It none were received; a statement to that effect should be included.

3.  A statement that the bidder believes the proposal meets all the requirements set forth in the RFP.

4.  An unequivocal statement which acknowledges and agrees to all of the rights of the state including the procurement rules and procedures, terms and conditions, and all other rights and terms specified in the RFP.

5.  A statement of the bidder’s willingness to enter into an agreement with the State of Maine, which includes a reference to the terms and conditions presented in the Sample Agreement to Purchase Services (Please refer to Appendix F).

6.  The bidder’s federal tax identification number.

7.  A statement that the bidder agrees to participate in personnel interview(s), oral presentations, and/or proof of concept tests, if requested.

8.  A statement that the person signing this proposal is authorized to make decisions as to the prices quoted, has not participated, or will not participate in any action contrary to the RFP.
9.  A statement that the proposal was developed without collusion.

10.  A statement acknowledging that the proposal becomes the property of the State of Maine and that any and all information contained in the proposal is subject to public disclosure at the time the award is announced.

11.  A statement that the bidder is experienced in providing solutions and/or services such as that being requested within the RFP and that the bidder is willing to provide references that the State of Maine may contact independently for confirmation of this experience.

12.  The bidder’s assurance that the proposal will remain in full force and effect for at least one hundred eighty (180) days from the proposal due date specified in the Transmittal Letter  attached to this RFP.

13.  A statement certifying that all pricing information presented as part of the proposal is in US Dollars (US$) and that all required cost information is enclosed.

14.  A statement from the bidder verifying that the applicable software applications for this project meet the “Computer Application Program Accessibility Standard,” the Web Accessibility Policy of the State of Maine,” and the “Maine State Web Standards.”  All three documents may be accessed on the OIT site, http://www.maine.gov/oit/oitpolicies/index.htm.   
15.  The name and telephone number of the bidder’s representative who may be contacted for all contractual matters.

16.  If the use of subcontractor(s) is proposed, a statement from each subcontractor shall be appended to the Transmittal Letter and signed by an individual authorized to legally bind the subcontractor stating:

16a. the scope and percentage of work to be performed by the subcontractor (measured as a percentage of the total agreement price);
16b. the subcontractor’s capability and willingness to perform the work indicated.

17.  An affirmative statement agreeing to a retainage of ten percent (10%) of the total contract amount.  Retainage will be held on each payment for which a proper invoice is submitted and approved.

Executive Summary

The Executive Summary will condense and highlight the contents of the Proposal to provide the Evaluation Panel with a broad understanding of the bidder’s proposal.  This will be a concise overview summarizing the bidder’s commitment to performing this contract.  The Executive Summary will include highlights of the following:
1.  Products and service capabilities

2.  Significant features of the bidder’s services approach

3.  Previous relevant experience

4.  Financial stability

Bidders should present their understanding of the issues being addressed by this RFP, the objectives, and the intended results.  Bidders should summarize how their proposal meets the requirements of this RFP and why the bidder is best qualified to perform the work required.

Bidder Qualifications

The following must be presented as part of the bidder’s qualifications.

1.  Bidder Identification and Information
In the submission, bidders will:

1.  State the organization’s full company or corporate name and give the address of the organization’s headquarters office;

2.  Specify how the entity is organized (proprietorship, partnership, or corporation);
3.  Specify the state (or country) in which the bidder is incorporated or otherwise organized to do business;

4.  Specify the year in which the bidder was first organized to do business, and whether or not the form or organization has changed in the interim (such as by subsequent incorporation, merger, or other organizational change), and any name changes (The intent of this requirement is to ascertain the longevity of continuous operation of the bidder, and the response should be formulated to provide that information as appropriate to the bidder’s business circumstances.);

5.  Provide the Employer or Taxpayer Identification Number (EIN or TIN).

2.  Financial Statement

Evidence of adequate financial stability must be supplied.  Bidders shall provide a current Dunn and Bradstreet Comprehensive Insight Plus Report on their corporate entity or equivalent independently audited information to demonstrate their financial stability.  In the event a bidder is either substantially or wholly owned by another corporate entity, the bidder must also include same for the parent organization and a statement that the parent will unconditionally guarantee performance by the bidder in each and every term, covenant, and condition of such contract as may be executed by the parties.  Any proposed subcontractor whose percentage or work to be performed (measured as a percentage of the total contract price) equals or exceeds twenty percent (20%) must submit the required information as well.

Additional financial information may be requested during the evaluation process.

3.  Change in Ownership

If any change in ownership or control of the company is anticipated during the twelve (12) months following the proposal due date, describe the circumstances of such change and indicate when the change will likely to occur.  Otherwise, state that no change in ownership or control of the company is anticipated in that period.

4.  Office Location

Show the address of the bidder’s office location responsible for performance under the resulting contract with the State of Maine in the event the bidder becomes the successful contractor.

5.  Relationships with the State of Maine

In this section, please describe any relationships the bidder or its subcontractors may have or have had with the State of Maine over the last twenty-four (24) months.  If no such relationship exists, so declare.

5.1. Prior and Existing Contracts

If the bidder or its predecessor, or any subcontractor in the bidder’s proposal has contracted with the state, identify the contract number and/or any other information available to identify such contract(s).  If no such contracts exist, so declare.

5.2. Bidder’s Employee Relations to the State of Maine

If any party named in the proposal is or was an employee of the State of Maine within the past twelve (12) months, identify the individual(s) by name, state agency by which employed, job title or position held with the state, and separation date.  If no such relationship(s) exists, so declare.

5.3. Persons Employed by both the State of Maine and Successful Bidder

If any employee of any agency of the State of Maine is employed by the bidder, or a subcontractor to the bidder, as of the due date for proposal submission, identify all such persons by name, position held with the bidder, and position held with the state (including job title and agency).  Describe the responsibilities of such persons within the proposing organization.  If no such relationship exists, so declare.

If, after review of this information by the state, it is determined by the state that a conflict of interest exists or may exist, the bidder may be disqualified from further consideration in this procurement.  
6.  Contract Performance

If the bidder, or any proposed subcontractor, has had a contract terminated for default during the past three (3) years, all such instances must be described as required below.  Termination for default is defined as notice to stop performance due to the bidder’s nonperformance or poor performance.

Bidders must submit full details of all terminations for default experienced by the bidder, or any proposed subcontractor, during the past three (3) years, including the other party’s name, address, and telephone number.  The response to this subsection must present the bidder’s position on the matter.  If no such terminations for default have been experienced in the past three (3) years, so declare.
If at any time during the past three (3) years, the bidder has had a contract terminated for convenience, nonperformance, non-allocation of funds, or any other reason, which termination occurred before completion of all obligations under the initial contract provisions, describe fully all such terminations including the name and address of the other contracting party and the circumstances surrounding the termination.  If no such early terminations have occurred in the past three (3) years, so declare.

7.  Bidder’s Qualifications and Experience

Bidders shall provide a summary that lists their previous work similar in size, scope and complexity to the products and services requested in this RFP.  Bidders will also provide narrative descriptions to highlight the similarities between their experience and the products and services requested in the RFP.  Bidder and subcontractor experience will be listed separately.  Bidders must provide a list of current customers containing a contact name and phone number so that the state may verify bidder performance.

8.  Staff Qualifications

Bidders will provide a summary of relevant experience and training given to the proposed staff that will perform services specified in this RFP.

9.  Subcontracts/Subcontractors

If the bidder intends to subcontract any part of the bidder’s performance as proposed, state the total percentage of work to be subcontracted, and identify each subcontractor by name, address, and telephone number.

Solution and Services Approach

The submission requirements below relate directly to the solution and services that are being requested as part of this procurement.

1.  Response to Scope of Work-Functional Requirements
The bidder will restate in sequential order, the subsection number and description as it appears in Section Three, “Scope of Work-Functional Solution,” of this RFP and provide the following for each subsection listed.
( Show a detailed description of the approach that will be taken to perform the required work to include templates and examples when appropriate
( List expectations of Bureau staff (be certain to list those involved in the Business function and those in OIT) including description of work to be performed, experience and/or skills required allocation percentage.  
( List any description of assumptions.  
( List any description of deliverables, e.g. hardware and operating system installation and configuration instructions, training plan, training, implementation plan, etc.)  
In those subsections requiring the development of a plan, the expectation is that the methodology for the development of the plan will be discussed.
Special Note   Bidders are reminded that Appendix A has a comprehensive list of functional requirements for all the high level functional requirements.  It’s expected that the response for each of the thirty-five high level requirements will include information relevant to and inclusive of all the detailed requirements listed in the comprehensive list. 
2.  Response to Scope of Work-Systems Requirements

The bidder will restate in sequential order the subsection number and description as it appears in Section Three, “Scope of Work-Systems Solution,” in this RFP and provide the following for each subsection listed.

( Describe how the requirement will be met utilizing narrative and pictorial descriptions, e.g. screen shots, as necessary.  
( List any description of assumptions.

( If required, describe how the existing state business and technical environments may need to be modified to accommodate the requirement.

( If necessary, describe any customization that may need to be applied to the bidder’s base solution to satisfy the requirement.

3.  Response to Future Initiatives

The bidder will describe how the proposed solution will position the state for moving forward with enhancements and maintenance.

4.  Technical Architectural Design

The bidder will submit a narrative and pictorial description of how the proposed solution fits into the Maine state IT architecture, based on the technical requirements found in Section Three and the OIT infrastructure and environment information provided in the Appendix.  Information to be provided will include, but not be limited to, the following:
( Description of Architectural Design

( Introduction (System Design)

( Assumptions (e.g. Out of Scope, In Scope)

( Framework/Architecture (Physical, Application)
( Structural Design (Database, Application Code, Business Logic, Programs)

( Security (Authentication, Authorization, Data Protection, Auditing, Physical and Network)

5.  Hardware, Operating Systems, and Storage Specifications

The bidder will complete a summary form containing a list of all required Hardware, Operating Systems, and Storage specifications to satisfy the requirements as specified in Section Three.  The information must be completed and submitted in a format similar to that presented as the last form in this Section.  The bidder will include a detailed component and specifications list for each item to assist the Bureau with the work that is to be performed as specified in bidder’s proposal.
6.  Cost Forms

The bidder will submit all cost forms listed and described below.  The cost forms must be completed and submitted in a similar format to those presented later in this section.
6.1. Software, Licensing and System Component Cost Form

This form will provide a summary of the bidder provided software, licensing, and system components necessary to support the proposed solution as described in Section Three.  Licensing information to be provided will include terms (e.g. per server, per client, unlimited) and period (e.g. perpetual, annual renewal, periodic-year renewal).  The costs will be quantified and scored as part of the evaluation process.

6.2. Scope of Work Cost Form

This form will show costs associated with performing the scope of work as specified within Section Three.  Within the form, the bidder will provide human resources costs which will include the number of hours for each scope of work item.  Additionally, the bidder will provide all fixed and miscellaneous costs (e.g. training materials, travel, etc.) excluding costs for software, licensing, and system components as this information is being provided within the Software, Licensing, and System Component Cost Form.
6.3. Cost Summary Form

This form will provide the total fixed cost for the solution which will be evaluated and scored as part of the procurement.

6.4. Special Services Cost Form

This form will provide the hourly billing rates that will be in effect through the full term of the contract for the various job titles that may be held by individuals performing work associated with the project.  The billing rates that are provided within this cost form will be utilized to calculate charges for any work that is performed by the successful bidder above and beyond the scope of work (e.g. change order, consulting services) as it is defined in Section Three.

7.  Project Management Information
The bidder will submit a Project Work Plan that meets all of the requirements shown in Section Three.  In addition, the bidder will provide the resume(s) of the project manager(s) who could potentially be assigned to the project.

8.  Payment Schedule

The bidder will submit a proposed payment schedule that is based upon significant milestones that relate to the official approval of one or more deliverables.  The payment schedule must clearly indicate the deliverable(s) that is (are) associated with each milestone that is reached.

Proposal Submission Instructions

Proposals must be submitted in accordance with the following instructions.

( A package containing one (1) original paper copy, nine (9) duplicate paper copies, and one (1) electronic copy in .pdf format on a CD of the entire proposal must be submitted and received by the proposal due date and time specified within Section Two of this RFP.  The location is as follows:
Division of Purchases

Burton M. Cross Building, 4th Floor

111 Sewall Street

9 State House Station

Augusta, ME  04333-0009

( The face of the package, whether mailed or delivered by courier, must show the name and address of the bidder and contain the legend, “RFP No. 200711092-IRP Proposal for BMV.”
( An official authorized to legally bind the bidder must sign the proposal.

( The original of the proposal containing the original signatures will be marked “Original” on the page containing the signatures.  It must be bound on standard 8½-inch by 11-inch paper.  Charts, diagrams, and the like, may be presented on fold-out pages; however, they must be folded and made to fit the 8½-inch by 11-inch format.

( Each copy of the proposal must be bound as noted above.  The page containing the signatures which are copied will be marked “Copy.”

( All pages must be consecutively numbered, starting with page 1.
( Illustrations, charts, and tables must be numbered and referenced in the text by that number.  They should be placed as close as possible to the referencing text.

( Proposals arriving after the stipulated date and time will be rejected and returned to the bidder.
Proposal Cost Forms
Software, Licensing, and System Component Cost Form    Instructions: Make entries on each line and in all columns.  Add or delete lines as needed.  Provide a Total Cost in the cell at the last line and column.
	Software, Licensing, and System Component Cost Form

	Description and Function
	License Terms/Period
	Unit Price
	Quantity
	Total Cost

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Total of Software, Licensing and System Component Costs
	


Scope of Work Cost Form   Instructions: Show entries for those Work Elements which apply.  If the proposed solution has no work element shown, enter that description in the column at the left.  The Total Cost of the Scope of Work should be shown in the cell at the last line and column.
	Scope of Work Cost Form

	Work Element Description
	Number of Hours
	Human Resources Cost
	Fixed Materials & Misc. Costs
	Total Cost

	1.  Provide Solution1
	
	
	
	

	2.  Implementation Services
	
	
	
	

	3.  Testing
	
	
	
	

	4.  Training
	
	
	
	

	5.  Implementation
	
	
	
	

	6.  Support & Maintenance
	
	
	
	

	7.  Documentation
	
	
	
	

	8.  Project Management
	
	
	
	

	9.  Quality Management
	
	
	
	

	10.  Warranty
	
	
	
	

	
	
	
	
	

	Total of Scope of Work Costs
	

	1NOTE:  Do not include costs for software, licensing, and system components.  This information should be included as part of the Software, Licensing, and System Component Cost Form.


Cost Summary Form   Instructions: Carry cost totals from the two previous forms as entries in the table below.  Make no entries in cells marked with “N/A.”  Sum individual costs to indicate “Overall Costs” and “Total Costs.”
	Cost Summary Form

	Description
	Cost (Year 1)
	Cost (Year 2)
	Cost (Year 3)
	Overall Cost

	Software, Licensing, and Systems Components
	
	
	
	

	Scope of Work
	
	N/A
	N/A
	

	Support & Maintenance Beyond Year One
	N/A
	
	
	

	Total Costs by Year
	
	
	
	


Special Services Cost Form   Instructions: Enter the “Job Title” and the associated “Hourly Billing Rate” for personnel that would provide special services beyond Year One.
	Special Services Cost Form

	Job Title
	Hourly Billing Rate

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Hardware, Operating Systems and Storage Specifications Summary Form
	Hardware, Operating Systems and Storage Specifications Summary Form

	Description
	Specifications
	Quantity
	MSRP1

	Hardware-Server(s)
	CPU:

Memory:

Internal Disk:

Other Components:
	
	

	
	CPU:

Memory

Internal Disk

Other Components:
	
	

	Operating Systems
	
	
	

	
	
	
	

	
	
	
	

	Storage
	Type:
Size:
	
	

	
	Type:
Size:
	
	

	1The Manufacturers Suggested Retail Price will not be tallied directly into the cost of the project.  It is being provided for informational purposes only but may be taken into consideration in differentiating the supporting requirements of the proposed solution.


Appendix A

High-level Functional Requirements are shown below the darker colored gray colored bar with a lighter colored gray background in the table.  Should there be further subsequent and supplementary requirements, these will be listed immediately following in a slightly smaller typeface and a white background.  
Bidders should read all the entries associated with a particular High-level Functional Requirement when preparing the response requested in Section Five of this RFP as part of the Functional Solution offered.

To assist bidders in the evaluation of these elements, three columns are shown to the right of each requirement allowing a checkmark or description corresponding to (a) “Yes, the system meets the functional solution element without additional cost,” (b) “Yes, the system meets the functional solution element, but with additional cost,” and (c) “No, the system does not meet the functional solution element shown.” 
	REF

NUM
	International Registration Plan (IRP) Commercial Vehicle Apportioned Registration Computer System

Detailed Functional Solution Elements
	System Meets the Functional Solution Element

	
	
	YES without cost MOD
	YES

w/addt’l cost

MOD
	NO

	

	1.0
	The system must comply with and be maintained in compliance with all operational and audit requirements of the International Registration Plan (IRP) and Audit Procedures Manual as maintained by IRP, Inc, a subsidiary of the American Association of Motor Vehicle Administrators (AAMVA).
	
	
	

	

	2.0
	The system must be web browser-based, accessible from any browser without the need for application specific software, and capable of processing IRP applications/credentials via the Internet.
	
	
	

	

	3.0
	The system must meet certain general requirements.
	
	
	

	3.1
	The system must accommodate multiple, concurrent users, and be capable of handling up to fifty (50) users without any noticeable system delay.
	
	
	

	3.2
	The system must be available to Motor Carrier Services staff and IRP customers 24 hours per day, 7 days per week except for scheduled downtime for maintenance or system updates.
	
	
	

	3.3
	The system must ensure efficient processing; there should no more than a one (1) second average wait time between screens and no more than a three (3) second average response time to database queries.  There must not be any discernable delay between entering date and display of the entered data on screen.
	
	
	

	3.4
	The system must include drop down menus, step-by-step instructions or similar features needed to make the system simple to use and understand.
	
	
	

	3.5
	The system must be intuitive to use so that users require minimal training to perform routine transactions in the system.
	
	
	

	3.6
	The system must provide intuitive workflow progression based on the transaction type chosen by the user.
	
	
	

	3.7
	If a user’s browser times out while the user is working in the system, the system will preserve their data and bring them back to the point where they left off.
	
	
	

	3.8
	The system must have a login and home page/welcome screen.

a. Both screens must have a jurisdiction specific banner which contains Maine graphics and information.

b. The banner should be displayed at the top of all system pages.

c. Both screens must contain links to related sites as defined by the State of Maine.

d. Both screens must contain static text as defined by the State of Maine.

e. The home page/welcome screen must display after successful login.

f. The home page/welcome screen must display user defined and updateable messages.

g. The system must allow a user with the proper authorization to create, view, edit, or remove system messages to be displayed on the home page/welcome screen.

h. The home page/welcome screen must have navigation links to access major system function groups and icons to execute various functions (ex. Logout, help, etc.).

i. The login screen must contain links to request a login ID and to get help with a password issue.

j. The login screen must have fields to capture User ID and password, and functionality to submit for login validation.

k. The system will allow users to submit a contact message to Maine IRP when the user selects a contact link on the home page.
	
	
	

	3.9
	The system must provide an on-screen HELP function that is easily accessible, clear, user friendly, and effective in guiding a user to transaction completion.
	
	
	

	3.10
	The system must display a unique error message on screen for each type of error; the error message should be in user-friendly language that clearly describes the error and how it can be resolved.
	
	
	

	3.11
	Data entry fields must be transaction specific so that only predefined fields display and are updateable and unnecessary fields are either not presented or not updateable.
	
	
	

	3.12
	It is preferable that the system present data-entry screens so that data entry is consistent with the flow of data on the supplement application.
	
	
	

	3.13
	It is highly desirable that the system automatically populate related data fields based on data entered into the key field (ex. entered zip code populates city and jurisdiction fields).
	
	
	

	3.14
	The system must facilitate data entry based on the data type (for instance, telephone numbers can be entered without typing hyphens and spaces).
	
	
	

	3.15
	The system must conduct up-front validation to determine that all required fields have been completed and the data meets predefined formats, types, etc.  It is preferable that field validation should take place on exiting the field, as opposed to on page save.
	
	
	

	3.16
	The system must prevent completion of a record or application upon a fatal error, as defined during requirements gathering, until the data is entered correctly.
	
	
	

	3.17
	The system must protect the integrity of historical transaction data; historical transaction data must not be changed by subsequent account activity.
	
	
	

	3.18
	The system must retain at least four years plus the current year of historical registration data and audit information, and must provide online or print access to the data.
	
	
	

	3.19
	The system must track all transactions for security and management reporting.  The system must be able to retrieve and print management reports for a given date range.
	
	
	

	3.20
	The system must track all changes to account data, and be able to provide a report reflecting all changes that can be viewed or printed electronically from within the system.
	
	
	

	3.21
	The system must monitor, archive, and purge error log tables, transaction log tables, etc.
	
	
	

	3.22
	The system must allow authorized users to maintain comments associated to a registrant, fleet, customer account, or application record.  The system must only display associated comments to authorized users.

a. The system must allow authorized users to associate or remove system defined comments to/from a registrant, fleet, or application record.

b. The system must allow authorized users to create, edit, or delete comments to be associated to a registrant, fleet, or application record.

c. The system must associate a date/time stamp and user ID with each comment.

d. Comments must be maintained in the system until a given registration year’s data is purged from the system; comments associated to the purged registration year’s data may be purged from the system at the same time.
	
	
	

	3.23
	The system must provide an option at the account or fleet level to enable all correspondence to be sent by email in lieu of mail.
	
	
	

	3.24
	The system must provide a user-defined method to flag, suspend, or restore registrant accounts.  Each flag, suspension, restoration, etc. must have a clear description of the nature/reason for the action.
	
	
	

	3.25
	The system must allow exportation/importation of data to/from other software applications such as Microsoft Excel and Microsoft Access.
	
	
	

	3.26
	An auto save functionality on all data entry screens would be desirable.
	
	
	

	3.27
	It is preferred that the system permit, at any point while processing a transaction, the user to navigate to other portions of the application without losing data previously entered and without the user retracing each step of the transaction.
	
	
	

	3.28
	The system must safeguard against user impatience, eg, repeatedly pushing an action button in the hope of speeding up a transaction, etc.
	
	
	

	

	4.0
	The system must allow the creation and maintenance of registrant files.
	
	
	

	4.1
	The system must allow authorized users to add a new registrant to the system; required and optional registrant fields will be defined during requirements gathering and must include all mandatory Maine and PRISM fields.

a. The system must allow an authorized user to cancel or save a new registrant record.

b. The system must be capable of automatically generating registrant account numbers or allowing the user to manually enter an account number.

c. The system must automatically assign a new registrant account to the user that created the registrant record.  Other users may access the account with the proper authorization.

d. The system must allow multiple addresses for the same registrant (for example, physical, mailing, and contact).

e. The system must allow the user to populate address information from one address type to other address types on the registrant record (for instance, physical to mailing and contact); the system must automatically populate the physical address to the mailing address on save when no mailing address has been entered.
	
	
	

	4.2
	The system must allow users to search for a registrant.  Wild card and multiple field searches must be available.  Authorized users must be able to search by at least the following fields: registrant name, registrant DBA name, Account Number, FEIN/SSN, and USDOT Number.

a. The system must display search results by account number in ascending order.  The user must be able to easily sort the results on any of the returned fields which will be defined during requirements gathering, but returned fields must include, at a minimum, account number, registrant name, FEIN/SSN, USDOT Number, city, contact name, and account status.

b. The system will display the registrant record instead of the search results page when only one record exists for any given search criteria.

c. The user must be able to easily navigate from a record in the search results to the actual registrant record (using a hyperlink for instance).
	
	
	

	4.3
	When adding a new registrant, the system must alert the user if the FEIN/SSN or DOT Number already exists for another registrant.
	
	
	

	4.4
	The system must allow the user to view registrant details (registrant record).
	
	
	

	4.5
	The system must allow authorized users to edit the registrant details.

a. The system must display registrant records with certain pre-defined restrictions as view only.

b. The system must restrict field updates to only those users with the required privileges (for instance, carrier users may be restricted from updating certain fields).

c. The system must allow a user to save a registrant record, or to cancel any changes to the record prior to a save.

d. The system must allow a user with the proper authorization to delete a registrant record under certain pre-defined conditions.

e. The system must allow the user to populate address changes for one address type to other address types on the registrant record, or to registrant fleet address information.

f. The system must allow authorized users to update the status of a registrant.  A history of status changes must be maintained and must be viewable on screen.

g. The system must allow authorized users to update options selected for a registrant account (for instance, allow registrant to calculate fees).
	
	
	

	4.6
	The system must allow authorized users to add a new registrant fleet to the system; required and optional fleet fields will be defined during requirements gathering and must include all mandatory Maine and PRISM fields.

a. The system must allow a fleet to be created in conjunction with adding a registrant, or independent of adding a registrant.

b. The system must copy the registrant address information to the fleet record when the fleet is created in conjunction with creating the registrant record.

c. The system must allow physical, mailing, and contact addresses to differ in fleets with the same account number (automatically populate with the same address but allow overrides).

d. The system must allow a user to copy information from another fleet for the same registrant.

e. The system must allow the user to populate address information for one address type to other address types on the fleet record (for instance, physical to mailing and contact); the system must automatically populate the physical address to the mailing address on save when no mailing address has been entered for the fleet.
	
	
	

	4.7
	The system must allow users to search for a fleet.  Wild card and multiple field searches must be available.  Authorized users must be able to search by at least the following fields: account number, registrant name, registrant DBA name, USDOT Number, and registration year.

a. The system must display search results by account number in ascending order, then by fleet number in ascending order.  The user must be able to easily sort the results on any of the returned fields which will be defined during requirements gathering, but returned fields must include at a minimum fleet number, fleet name, registration year, account number, registrant name, USDOT Number, carrier name, fleet type, operation type, and account status.

b. The system will display the fleet record instead of the search results page when only one record exists for any given search criteria.

c. The user must be able to easily navigate from a record in the search results to the actual fleet record (using a hyperlink for instance).
	
	
	

	4.8
	The system must allow the user to view a list of fleets by registrant account number or registrant name (when more than one fleet exists for a registrant account).

a. The system must allow the user to easily navigate through the list.

b. The system must include, at a minimum, the fleet number, fleet name, registration year, fleet type, and fleet operation fields in the list.

c. The system must allow the user to add a fleet from this screen and populate the new fleet record with pre-defined information from the registrant record.
	
	
	

	4.9
	The system must allow the user to view fleet details (fleet record)
	
	
	

	4.10
	The system must allow the user to create an application, manage escrow/deposit accounts, or perform a renewal reconciliation/rollover for a fleet.
	
	
	

	4.11
	The system must allow authorized users to edit the fleet details.
	
	
	

	4.12
	The system must display fleet records with certain pre-defined restrictions as view only.
	
	
	

	4.13
	The system must restrict field updates to only those users with the required privileges (for instance, carrier users may be restricted from updating certain fields).
	
	
	

	4.14
	The system must allow a user to save a fleet record, or to cancel any changes to the record prior to a save.
	
	
	

	4.15
	The system must allow a user with the proper authorization to delete a fleet record under certain pre-defined conditions independently from the other fleets in the same account.
	
	
	

	4.16
	The system must allow the user to populate address changes to other address types on the fleet record.
	
	
	

	4.17
	The system must allow authorized users to update the status of a fleet.  A history of status changes must be maintained and must be viewable on screen.
	
	
	

	4.18
	The system must allow authorized users to update options selected for a fleet (for instance, allow temporary authorities on renewals).
	
	
	

	4.19
	The system must allow users to view a list of all units for a given fleet.

a. The system must allow the user to easily navigate through the list.

b. The system must include, at a minimum, the unit number, vehicle type, model year, make, VIN, USDOT Number, usage type, weight group, plate, year decal, month decal, and effective date fields for all units in the list.

c. The system must allow the user to add a new unit/edit an existing unit and create a new application from this screen.

d. The system must allow a user to view unit/vehicle information.

e. The user must be able to easily navigate from a unit record in the list to the actual unit record (using a hyperlink for instance).
	
	
	

	4.20
	The system must allow the user to update an onscreen list (unit checklist) indicating which required documents have/have not been received for each unit.  The list must include, at a minimum, proof of HVUT payment, proof of insurance, tax receipt number, odometer reading, and UCR compliance.
	
	
	

	4.21
	The system must provide the ability to view (on screen) vehicles still needing required documents prior to issuing credentials.
	
	
	

	4.22
	The system must allow users to view a list of all applications for a fleet.

a. The system must allow the user to easily navigate through the application list.

b. The system must include, at a minimum, the application number, registration year, application type, transaction date, effective date, status, balance due, and last modification date for all applications in the list.

c. The user must be able to easily navigate from an application record in the list to the actual application record (using a hyperlink for instance).
	
	
	

	4.23
	The system must allow a user to view/edit an application.
	
	
	

	4.24
	The system must allow a user to view an invoice for an application.
	
	
	

	4.25
	The system must be able to display all units associated with a user supplied USDOT Number.
	
	
	

	

	5.0
	The system must accurately process IRP registration transactions, such as new accounts, renewals, added jurisdictions, weight changes, add and delete vehicles with transfer, license plate transfers, credential replacements, and correction/update transaction types.
	
	
	

	5.1
	The system must allow users to view a list of current applications.

a. The system must display applications in the list according to a pre-defined default sort order.  The user must be able to easily sort the results on any of the list fields which will be defined during requirements gathering.

b. The system must allow the user to filter the application list at a minimum on application type, status, receipt date, user, FEIN/SSN, account number, or registration year.

c. The system must allow the user to easily navigate through the application list.

d. The system must include, at a minimum, the application type, receipt date, FEIN/SSN, account number, fleet number, registration year, application number, status, status date, last modified by, transaction number, in use by, and messages for all applications in the list.

e. The system will not display applications in the list where the application effective date is earlier than a pre-defined period prior to the system date.

f. The user must be able to easily navigate from an application record in the list to the actual application record (using a hyperlink for instance).
	
	
	

	5.2
	The system must display applications in view only mode based on one or more pre-defined application, registrant, or fleet statuses.
	
	
	

	5.3
	The system must ensure that only one user at a time is able to modify a selected application; another user may not modify the application until the current user releases the application.
	
	
	

	5.4
	The system must ensure that all paid applications are view only.
	
	
	

	5.5
	The system must allow a user to create an application from the view fleet screen.
	
	
	

	5.6
	The system must ensure that only authorized users can create or modify audit applications.
	
	
	

	5.7
	The system must automatically assign application begin and end dates based on logic defined during requirements gathering.  The system must allow authorized users to override the system defaults for the begin date.
	
	
	

	5.8
	The system must assign an application number unique to the combination of account number, registration year, and fleet selected.
	
	
	

	5.9
	The system must assign statuses based on pre-defined logic to applications as the application progresses through the application process (for example – in process, pending approval, unpaid, etc.).
	
	
	

	5.10
	The system must allow authorized users to update certain pre-defined application statuses.
	
	
	

	5.11
	The system must assign a unique transaction number to each transaction upon initialization. (for example: account number-fleet number-registration year-application number).
	
	
	

	5.12
	The system must display, in a user friendly and intuitive manner, the progress of the application as it is being processed so as to guide the user through the steps necessary to complete the application.  It should be evident what steps are completed and what steps must still be accomplished.  The steps should include but are not limited to summary, jurisdictions, weights, units, fees, payment, and credentials.
	
	
	

	5.13
	The system must allow the user to view a summary of each application that reflects the application processing done for an application as it progresses through the application process.
	
	
	

	5.14
	The application summary must display at a minimum application fee totals, jurisdiction fee totals, application counts (units renewed, added, etc.), units modified (unit number and associated action), application status, and last user to modify the application.
	
	
	

	5.15
	The system must display all fees in US dollars.
	
	
	

	5.16
	The system must allow authorized users to add and delete application comments.
	
	
	

	5.17
	The system must allow authorized users to view available, issued, and remaining credits for an application.
	
	
	

	5.18
	The system must allow authorized users to view and make fee adjustments to an application.
	
	
	

	5.19
	The system must allow authorized users to save an application, or to release an application, for modification by another user.
	
	
	

	5.20
	The system must allow an authorized user to delete (with an audit trail) an application under certain pre-defined conditions.
	
	
	

	5.21
	The system must allow authorized users to void an application (with an audit trail) under certain pre-defined conditions.
	
	
	

	5.22
	The system must allow an authorized user to clear an application under certain pre-defined conditions.
	
	
	

	5.23
	The system must allow authorized users to view jurisdictions for a selected application.
	
	
	

	5.24
	The system must allow a vehicle to be registered for two different registration years without having to enter the vehicle information twice.
	
	
	

	5.25
	The system must allow authorized users to correct errors before a supplement is invoiced and temporary credentials are issued.
	
	
	

	5.26
	The system must allow authorized users to add or edit jurisdictions for a selected application (the base jurisdiction must always be selected and cannot be edited).

a. The system must check that all selected jurisdictions are contiguous.

b. The system must notify the user if connecting jurisdictions are missing, and allow the user to add the missing jurisdictions.

c. The system must allow a user with the proper authorization to override a system warning if the selected jurisdictions are not contiguous.

d. The system must allow the user to select a system defined group of jurisdictions to be defined during requirements gathering (for instance all continental US).

e. It is preferable that the user be able to filter the jurisdictions list to display only those jurisdictions selected, so as to eliminate screen clutter and unnecessary data entry.
	
	
	

	5.27
	The system must allow the user to enter distance for selected jurisdictions.

a. The system must monitor the declared (user entered) actual and estimated distance for each registrant by checking for second year mileage estimates. 

b. The system must automatically change first year estimates to second year estimates, or allow first year estimates based on the requirements of the IRP Plan.

c. The system must flag estimates that were changed by the system.

d. The system must allow authorized users to override system estimate changes. 

e. The system must calculate, display, and report distance estimates for each IRP Member jurisdiction based on the method mandated by the IRP Plan.

f. The system must determine whether first or second estimated mileage codes should be used based on application type, historical system data, etc., and should pre-populate mileages based on Maine’s estimated distance chart.

g. The system must allow the user to accept Maine’s estimated distance schedule or enter the estimated distance provided by the carrier.

h. The system must require an explanation for the use of distance estimates.

i. The system must automatically populate the distance estimates into the distance fields when the applicant needs to use distance estimates.

j. The system must allow the user to override the system generated distance type – actual, estimated, or second year estimate.

k. The system must allow the user to indicate whether or not the jurisdiction distance is prorated.

l. The system must allow the user to enter total distance

m. The system must validate the user entered total distance against the sum of the distance reported for all jurisdictions.

n. The system should display a warning that includes the correct distance total when validation fails.

o. The system must allow the user entered total distance to be edited.
	
	
	

	5.28
	It would be preferred that the system enables or disables fields requiring user input based on the jurisdictions selected.
	
	
	

	5.29
	The system must accurately calculate the percentage allocation of distance by jurisdiction (apportionment percentage) according to the IRP Plan, and display the percentages as decimals (calculated to six decimal places and rounded to five decimal places).
	
	
	

	5.30
	The system will display a distance summary as defined during requirements gathering.
	
	
	

	5.31
	The system must allow users to save selected jurisdictions and associated distance, or cancel changes to jurisdictions selections.
	
	
	

	5.32
	The system must allow authorized users to maintain weight groups.
a. The system must allow users to view weight group information for a fleet including, but not limited to, weight group ID, type, default lbs., default kgs., default axles, and jurisdictions associated to the fleet along with the associated weight values.
b. The system must allow authorized users to add a weight group for a fleet.
c. The system must allow the user to apply default weights to all fleet jurisdictions, or to enter weights for all fleet jurisdictions, or to override defaults (for Quebec, axles will be displayed/entered instead of weight in kgs).
d. The system must require an explanation for a 10% variance in jurisdiction weights.

e. The system must warn the user when creating a weight group that there is more than one weight group with the same default weight.

f. The system must allow authorized users to edit a weight group for a fleet.
g. The system must allow authorized users to delete a weight group.
h. The system must allow authorized users to save a weight group, or cancel changes to a weight group before saving.
	
	
	

	5.33
	The system must allow authorized users to maintain unit to weight group assignments.

a. The system must allow authorized users to view unit to weight group assignments.

b. The system must provide the ability to query a weight group to view the active units assigned to that weight group.

c. The system must allow authorized users to assign multiple units to a weight group at one time, or to individually assign a unit to a weight group.

d. The system must allow authorized users to save unit to weight group assignments, or to cancel unit to weight group changes prior to saving the assignment.

e. The system must allow authorized users to change a unit to weight group assignment.

f. The system must automatically populate weight once the weight group number is entered.

g. The system must allow an increase or decrease to the registered weight of a vehicle.

h. The system must alert the user when a vehicle is put into a weight group that requires proof of payment of Heavy Vehicle Use Tax (HVUT), and then automatically add HVUT to the document checklist for the unit.
	
	
	

	5.34
	The system must allow authorized users to maintain units.

a. The system must allow users to view units associated to a fleet.

i. The system will allow authorized users the choice on screen of adding a unit, editing a unit, returning to application summary, navigating to the document maintenance screen, or continuing the application process.

b. The system must allow authorized users to add a unit to a fleet; required and optional unit/vehicle fields will be defined during requirements gathering and must include all required Maine and PRISM fields.

i. The system must allow the user to copy unit/vehicle information from another fleet and unit for the same registrant.

ii. The system will validate the unit’s Vehicle Identification Number (VIN); invalid VIN’s will be identified, and the user will be prompted to correct the error.  The system must allow authorized user’s to continue without correcting the VIN.

iii. The system will automatically populate pre-defined unit fields upon successful VIN validation (for example: model, make, year, vehicle type, and fuel type).

iv. The system must relate title information to registration information.

v. The unit must have a unique identifier in the fleet (for example; unit number).

vi. The system will automatically determine and enforce field requirements based on the vehicle type.

vii. All unit monetary fields will be displayed in US currency.

viii. The system will allow the user to request credentials for the new unit.

ix. The system must require certain credentials based on a user request (for example: if the user selects plate, cab card must be automatically selected and can’t be deselected).

x. The system must clearly indicate whether or not plates or decals have been assigned to a unit.

xi. The system must display default credential assignments that can be edited by the user subject to defined business rules.

xii. The system must update the total units for a fleet for estimated distance purposes based on the IRP Plan requirements whenever a power unit is added to the system. 

c. The system must allow authorized users to edit a unit associated to a fleet.

i. The system must not allow updates to certain pre-defined unit fields.

ii. The system must enforce unit field update restrictions based on user role (for example: carriers should not be allowed to update certain fields).

d. The system must select default credentials based on the application transaction.  (for example: on an add jurisdiction the system default selection would be cab card and TA).

e. The system will allow authorized users to remove an active unit from service.

i. The system must require the user to select a reason for removal.

ii. The system must remove the unit or restrict unit removal based on the reason the user selected.

iii. The system must allow the user to indicate if they want to transfer credit, plates, year decals, and month decals.

f. The system will allow authorized users to reinstate a unit that was previously removed from service, but not deleted.

g. The system will allow authorized users to request replacement credentials for existing units (plates, year and month decals, cab cards, TA’s).

i. The system must require certain credentials based on a user selection (for example: if the user selects plate, cab card must be automatically selected and can’t be deselected).

h. The system will allow authorized users to transfer credit(s) from one unit to another based on the reason the user selected for removing the unit the credit is coming from.

i. The system must transfer credits or restrict credit transfer based on the reason the user selected for removing the unit from which the credentials are being transferred.

i. The system will allow authorized users to transfer credential(s) from one unit to another unit of the same type.

i. The system must transfer credentials or restrict credential transfer based on the reason the user selected for removing the unit from which the credentials are being transferred.

j. The system will allow authorized users to save a unit, or to cancel an add unit or changes made to an existing unit prior to saving the unit record.
	
	
	

	5.35
	The system must allow the assignment of one vehicle at a time, or multiple vehicles as a group, from one fleet to another fleet.
	
	
	

	5.36
	The system must allow carriers or their authorized representatives (agents) to process applications online; allowable functions will be defined during requirements gathering.
	
	
	

	5.37
	The system will allow authorized Maine IRP staff to change account information, with the option of whether or not to generate a new billing.
	
	
	

	5.38
	The system must ensure continuous registration for previous Maine-based vehicles.
	
	
	

	5.39
	For add/delete transactions, the system must automatically transfer the plate and decals along with the appropriate credit from the deleted vehicle to the added vehicle; an authorized user must have the ability to override the system assignment.
	
	
	

	5.40
	The system must allow internal users to post multiple supplements/invoices with the same account at one time.
	
	
	

	5.41
	The system must ensure that changes to data are supplement specific, and new changes will not eliminate or alter previous account information or history.
	
	
	

	5.42
	The system will allow authorized users, based on the user’s security level, to modify Federal Employer Identification Numbers (FEIN) or to make VIN corrections in application processing.
	
	
	

	

	6.0
	The system must be capable of generating the necessary billing and correspondence required as a result of renewal/supplement processing or audit application processing.
	
	
	

	6.1
	The system must be capable of producing an accurate invoice after fees have been calculated.
	
	
	

	6.2
	The system must allow the user to add comments that will be displayed on the invoice.
	
	
	

	6.3
	The system must display the invoice associated to an application once fees are calculated.
	
	
	

	6.4
	The system must display the base jurisdiction’s administrative fees on the invoice.
	
	
	

	6.5
	It is desirable that the system allow authorized users to fax invoices and TA’s directly from the system.  Such functionality must allow the user to view fax status and to resend if the fax failed.
	
	
	

	6.6
	The system generated invoices must contain all standard IRP billing line items (base jurisdiction fees/credits, foreign jurisdiction fees/credits, adjustments, etc) as well as Maine specific items to be defined during requirements gathering, and must be formatted according to Maine requirements. 
	
	
	

	6.7
	It is desirable that the system provides a mechanism for the Maine IRP Administrator to modify predefined invoice information from within the system (ex. Office address, headings, etc.).
	
	
	

	6.8
	The system must be capable of producing invoices in multiple formats, such as but not limited to summary, detail by jurisdiction, or detail by unit.
	
	
	

	6.9
	The system must allow invoices to be viewed, printed, or sent electronically.
	
	
	

	6.10
	The system will allow authorized users, based on the user’s security level, to reprint or void an invoice.
	
	
	

	6.11
	The invoice must indicate the documents that must be submitted before credentials can be issued.
	
	
	

	

	7.0


	The system must be capable of issuing registration documents (credentials), plates, and decals for each power unit registered.
	
	
	

	7.1
	The system must allow credentials to be printed on demand or at a later time in batch mode.
	
	
	

	7.2
	The system must allow users with the proper authorization to issue annual cab cards.
	
	
	

	7.3
	The system must allow the option of printing credentials automatically upon payment when appropriate documents have been collected.
	
	
	

	7.4
	The system must allow users with the proper authorization to issue temporary authorities (TA’s).
	
	
	

	7.5
	The system must have the option to print or fax a TA from the system for all vehicles in a supplement or for a single vehicle.
	
	
	

	7.6
	The system must provide automated tracking of Temporary Authorities (TA’s).
	
	
	

	7.7
	The system must allow Administrative staff with the proper authority to change the status for a single TA or a range of TA’s.
	
	
	

	7.8
	The system must provide the ability to correct or cancel an existing TA.
	
	
	

	7.9
	The system must only process credentials for active IRP accounts; an account suspension, revocation, or restriction must prohibit the issuance of credentials.
	
	
	

	7.10
	The system must allow the option to view, print, reprint, or fax (TA’s only) cab cards and temporary authorities for all vehicles in a fleet, all vehicles in a supplement, or individually by equipment unit number in a fleet.
	
	
	

	7.11
	The system must maintain a history of credential issuance by, but not limited to, plate number, year decal number, month decal number, and registration year.
	
	
	

	7.12
	The system must be capable of creating, issuing, storing, and printing unladen weight permits (Hunter’s permits).
	
	
	

	7.13
	The system must provide the ability to view (on screen) supplements still needing required documents prior to issuing credentials.
	
	
	

	7.14
	The system must provide a means to ensure that all Temporary Authorities (TA’s) are invoiced unless the TA has been canceled.
	
	
	

	7.15
	The system must allow authorized users to override or manually assign specific plate, year decal, or month decal numbers from the available system inventory to a unit.
	
	
	

	7.16
	The system must assign the proper credentials to eligible vehicles based on the type of transaction performed.
	
	
	

	7.17
	The system must automatically perform plate and decal transfers as defined by Maine.
	
	
	

	7.18
	The system must support the automatic issuance of plates, year decals, and month decals according to the vehicle type, registration year, and appropriate inventory location.
	
	
	

	7.19
	The system must correctly assign a license plate, year decal, and month decal from inventory to a vehicle as needed based on the registration transaction.
	
	
	

	7.20
	The system must be capable of reassigning plates, year decals, and month decals from one vehicle to another based on a given transaction type.
	
	
	

	7.21
	The system must automatically assign plate, year decal, and month decal numbers from the available system inventory according to the inventory disposition method defined by Maine (ex. Numeric order, FIFO, LIFO, etc.).
	
	
	

	7.22
	The system must allow users with the proper authorization to undo a plate or decal assignment.
	
	
	

	7.23
	The system must provide an administrative process to record, update, and view license plates, year decals, and month decals.
	
	
	

	7.24
	The system must record the plate and decals issued to a vehicle, maintain a history of inventory issued, and update the current inventory to reflect the inventory on hand.
	
	
	

	7.25
	The system must be capable of issuing duplicate cab cards, plates, and decals, and allowing an authorized user to override the fees for the duplicate credentials.
	
	
	

	7.26
	The system must automatically place a suspension status on all active registrations for a registrant that has failed to pay all apportionable fees due within 90 calendar days of the issuance date of the TA. 
	
	
	

	
	
	
	
	

	8.0
	The system must be capable of producing cab cards and temporary authorities (TA’s) that conform to the requirements of the State of Maine, the IRP Plan, and PRISM.  The system is required to produce cab cards and TA’s on 8 ½ -inch by 11-inch plain paper.  The cab card and TA must contain an AAMVA compliant (PDF417) bar code printed directly from the system that meets the PRISM IRP Cab Card Bar Code Specifications v. 3.3 [see http://cvisn.fmcsa.dot.gov/default/aspx?PageID=prism].
	
	
	

	8.1
	The system must be capable of printing a watermark on the cab card.
	
	
	

	8.2
	The system should provide a mechanism for the Maine IRP Administrator to modify predefined Cab Card and Temporary Authority (TA) information from within the system (ex. Office address and contact information, headings, etc.).
	
	
	

	8.3
	The system must provide some means for law enforcement to verify the authenticity of a TA or cab card (for instance, a unique control number printed on the credential that can be verified with a check of the registration database).
	
	
	

	

	9.0
	The system must allow an authorized user to add and maintain inventory items either individually or in bulk.  Inventory items include, but are not limited to, plates, year decals, and month decals.
	
	
	

	9.1
	The system must ensure that each inventory item be uniquely identified.  Maine has duplicate decal serial numbers between decal types, so uniquely identifying decal inventory is more than a function of decal serial number.
	
	
	

	9.2
	The system must allow inventory items to be assigned to a specific inventory location, category, vehicle type, inventory type, and registration year.
	
	
	

	9.3
	The system must allow an inventory status to be assigned to each inventory item.  The status must be automatically assigned based on the transaction.
	
	
	

	9.4
	The system must allow an authorized user to search for an inventory item by criteria pre-defined by Maine (ex. by registration year, inventory location type or category, inventory number, etc.).
	
	
	

	9.5
	The system must allow wildcard characters to be used in all search fields.
	
	
	

	9.6
	The system must allow the user to filter the search for a user entered inventory status (ex. Unassigned).
	
	
	

	9.7
	The system must allow an authorized user to manually update the status of an inventory item or range of inventory items; the system must require that a reason be entered in the system for any inventory status change.
	
	
	

	9.8
	The system must allow an authorized user to select a pre-defined comment(s) or manually enter one or more comments in the system to be associated with an inventory item.  The user must be able to assign an optional expiration date to a comment.
	
	
	

	9.9
	The system must allow an authorized user to transfer inventory items individually or in bulk by location or by registration year.  The system must ensure that only unassigned inventory items can be transferred.
	
	
	

	9.10
	The system will allow an authorized user to delete inventory items individually or in bulk.  The system must ensure that only unassigned inventory items can be deleted.  A reason for the deletion must be entered in the system.
	
	
	

	

	10.0
	The system must provide for yearly registration renewals and must allow the process to begin at least two (2) months prior to the registration expiration date.  Processing includes, but is not limited to, generating an electronic (online) or paper (offline) renewal notice and allowing the registration to update (rollover) to the new registration year.
	
	
	

	10.1
	The system must allow an authorized user to rollover either all account fleets (except inactive accounts) with a common fleet expiration date or a single account fleet from one registration year to another; the user must be able to process the rollover on demand or as a scheduled or recurring job.
	
	
	

	10.2
	The system must automatically create the renewal application in the new registration year, and populate the application with fleet and unit information from the prior registration year.
	
	
	

	10.3
	The renewal application must include all previous year active vehicles.
	
	
	

	10.4
	The system must automatically create an electronic renewal notice for registrant’s that have opted to receive electronic notifications; the system will automatically print a renewal packet (see reports for contents) for all other registrants.
	
	
	

	10.5
	The system must generate an error report for fleets that failed to rollover, and either a confirmation message or notification when the rollover process is complete.
	
	
	

	10.6
	The system must allow the user to update the renewal application with jurisdiction, unit, or weight group information that was added in the prior registration year after a renewal rollover was performed for a fleet.
	
	
	

	10.7
	The system must allow the user to print renewal schedules on demand by account range or by individual fleet.
	
	
	

	

	11.0
	The system must accurately calculate fees based on jurisdiction, distance, weight, and unit information for a single application or for multiple applications (batch mode).
	
	
	

	11.1
	The system must calculate fees according to the IRP Plan and Maine statutes.
	
	
	

	11.2
	The system must accurately calculate the fees required for each member jurisdiction in which the registrant declares they will travel based on the formulas provided by each member jurisdiction to IRP, Inc.
	
	
	

	11.3
	The system must calculate fees, credits, and adjustments for invoices of all types as well as perform other payment and accounting processes as required by the IRP registration and audit process.
	
	
	

	11.4
	The system must be capable of automatically calculating the proper late-filing and late-payment penalties.  (Maine does not currently require this functionality but the system should have the ability to calculate penalties).
	
	
	

	11.5
	The system must automatically identify second year estimates and calculate fees accordingly as required by the IRP Plan.
	
	
	

	11.6
	The system must perform calculations at such speeds that the average wait time is less than 2 seconds for an average fleet of 5 vehicles or less, and for the largest fleet of approximately 550 vehicles the system must calculate fees in 1 minute or less.

The system must be capable of calculating fees while allowing production work to continue without any decrease in response time.
	
	
	

	11.7
	The system must allow the option for the user to calculate fees when an application is completed or once the application has been approved.
	
	
	

	11.8
	The system must require a reason to be entered for each base fee that is overridden; the reason for the override must be saved for an audit trail and the historical data must be able to be viewed in report.
	
	
	

	11.9
	The system must display a transaction confirmation after fees are calculated or if the user chooses to calculate fees later.
	
	
	

	11.10
	The system must generate a notification when the transaction confirmation is generated.
	
	
	

	11.11
	The system must allow the user to elect to have fees calculated later.
	
	
	

	11.12
	The system must allow a user that doesn’t have fee calculation privileges to request approval for an application.
	
	
	

	11.13
	The system must update summary application information with fee information once fees have been calculated.
	
	
	

	11.14
	The system must update the credits for an application once fees are calculated.
	
	
	

	11.15
	If a user’s browser times out while fees are being calculated, the system will complete the fee calculation and automatically create an invoice which the user can access after logging back into the system.
	
	
	

	11.16
	The system must provide functionality for a user to manually enter fee calculation inputs outside of an application and receive a calculated fee total.
	
	
	

	

	12.0
	The system must be capable of recording and maintaining payment data.
	
	
	

	12.1
	The system must provide computerized procedures for collecting and distributing fees.
	
	
	

	12.2
	The system must allow users with the required privileges to process a payment.
	
	
	

	12.3
	The system must track the receipt of documents required prior to accepting payment.
	
	
	

	12.4
	The system must allow users to select one or more applications to pay.
	
	
	

	12.5
	The system should support an interface to an online payment application (Maine does not require this functionality at the present time, but the system should have the capability to support this functionality in the future).
	
	
	

	12.6
	The system must allow users to post a payment for one application or for multiple applications.
	
	
	

	12.7
	The system must permit the user to enter multiple payment information (for instance check number) and payment types such as cash, check, credit card, and EFT for a single transaction.
	
	
	

	12.8
	The system must allow multiple payments for a single transaction.
	
	
	

	12.9
	The system must allow for the maintenance of escrow and deposit monies for an account.
	
	
	

	12.10
	The system must allow users the ability to apply escrow or deposit monies (prepayment amounts) to an application(s).
	
	
	

	12.11
	The system must prevent the user from applying payment to accounts with certain statuses (for example, the user should not be allowed to pay out an application when the registrant is suspended).
	
	
	

	12.12
	The system must not allow the user to pay supplements out of order, including supplements that span multiple registration years.
	
	
	

	12.13
	The system must provide a view of payment history for a selected fleet.
	
	
	

	12.14
	The system must allow a payment to be unpaid by a user with the proper authorization prior to the fees being transmitted; the system must require an explanation for the action.
	
	
	

	12.15
	The system must add a payment that was unpaid to the escrow account for the fleet.
	
	
	

	12.16
	The system will allow authorized users, based on the user’s security level, to change/void a payment or payment adjustment in payment processing.
	
	
	

	12.17
	The system must allow a payment to be voided at any time prior to fees being transmitted by a user with the proper authorization; the system must require an explanation for the action.
	
	
	

	12.18
	The system must give authorized users the option of applying overpayments to deposit monies or generating a refund voucher.
	
	
	

	12.19
	The system must display (on screen) on demand a list of all Temporary Authorities (TA’s) by expiration date for which payment has not been received from the carrier, and allow a report of this information to be generated on demand.
	
	
	

	

	13.0
	The system must calculate and display (on screen) distance estimates for each IRP member jurisdiction based on the method prescribed in the IRP Plan using historical mileage information for a user selected registration year.
	
	
	

	13.1
	The system must calculate estimated distance on actual distances reported by all carriers in the correct reporting period for the application.
	
	
	

	13.2
	The system will allow the user to save calculated mileage estimates for a given registration year, and this information will be able to be retrieved and viewed in the system.
	
	
	

	13.3
	The system will allow the user to modify and save calculated distance estimates for a selected year.
	
	
	

	13.4
	The system must allow the estimated distance chart to be viewed on screen and printed.
	
	
	

	

	14.0
	The new registration system will include IRP audit functionality.
	
	
	

	14.1
	The system must have functionality to process all audits.
	
	
	

	14.2
	The system must allow auditors to query account information and store audit results, reports, etc. within the system.
	
	
	

	14.3
	The system must provide the functionality to perform IRP audits electronically and in accordance with all audit requirements of IRP, Inc. and the Maine audit staff.
	
	
	

	14.4
	The system will provide authorized auditors with a user-defined random selection of renewed carrier registrants from the entire carrier registrant file for an auditor specified registration year(s), excluding registrants with non-prorated or no actual reported distances in jurisdictions other than Maine, in conformity with IRP audit sample selection requirements.
	
	
	

	14.5
	The system must provide documentation of the random selection process, for audit verification.
	
	
	

	14.6
	The system must provide internal auditors the functionality to perform additional selections of registrants based on specified query parameters.
	
	
	

	14.7
	The system must have functionality to allow auditors with limited technical ability to perform queries with minimal training in order to select registrants for audit.
	
	
	

	14.8
	The system must provide pre-defined and ad hoc reports of selected registrants, created with the vendor software, which can be viewed or printed electronically.
	
	
	

	14.9
	The system must give auditors the ability to save and export the reported results to different application/file formats such as Word, Excel, Access, and CSV.
	
	
	

	14.10
	The system must be capable of generating and printing user-defined correspondence, reports, and address labels for selected registrants using defined carrier data fields, and must be able to send these audit related requests in hard copy and electronic format to carriers selected for audit.
	
	
	

	14.11
	The system must provide automated pre-defined reports of carrier data for audit of selected registrants, fleets, and registration years.  Pre-defined reports shall include an Equipment Report, a Distance Report, and a Fee Report.
	
	
	

	14.12
	The system must allow ad hoc reports of carrier data for auditor selected registrants, fleets, and registration years.
	
	
	

	14.13
	The system must facilitate audit comparison of IRP application distance for auditor selected carriers and registration years with the carrier’s supporting documentation by allowing authorized auditors to download carrier data including application distance by jurisdiction into a different file formats such as Excel, Access, CSV, etc.
	
	
	

	14.14
	The system must be capable of displaying on screen application distances and other carrier data for auditor review.
	
	
	

	14.15
	The system must accommodate the upload of audit distance adjustments by jurisdiction from another application format such as Excel or Access into the system to eliminate or minimize auditor data entry associated with distance adjustments.  The auditor must be allowed to override any uploaded data or manually enter the distance adjustments as well.
	
	
	

	14.16
	The system must allow manual entry and correction, and must display the original jurisdictions, original application distance, and audit distances by quarter and total, in a user-defined format.
	
	
	

	14.17
	The system must calculate by jurisdiction: distance adjustments, audit percentages, percentage changes, and fee changes based on uploaded or manually corrected audit distance adjustments and original application distance and fees.
	
	
	

	14.18
	The system must allow manual entry of carrier record keeping as acceptable or unacceptable.
	
	
	

	14.19
	The system must allow a manual override of fee adjustments, for unacceptable record keeping, to change any credit fee adjustment to zero in conformity with IRP requirements (i.e. disallow any adjustment credit for carriers when the auditor makes a determination that the carrier’s record keeping is unacceptable).
	
	
	

	14.20
	The system must allow manual entry of unacceptable record keeping and a selection that will cause the system to automatically calculate a 100% Maine fee assessment.
	
	
	

	14.21
	The system must accurately calculate 100% Maine fees using the number of units, weights, fee charts, and appropriate credit for any Maine portion of IRP fees paid in conformity with IRP requirements.
	
	
	

	14.22
	The system must provide an on-screen and printed fee calculation documentation for audit verification, for each audit.
	
	
	

	14.23
	The system must allow manual override of audit fee adjustment calculation amounts.
	
	
	

	14.24
	The system must be able to zero out fee adjustments if audit net fees are less than an auditor-specified threshold, and if other defined criteria are met (for example: a $0.50 threshold, or a auditor determination that the carrier record keeping is unacceptable).
	
	
	

	14.25
	The system must prepare a final audit report in hard copy and electronic format containing pre-defined and auditor defined information including:

1. Registrant name, address, and phone number

2. Registration year audited

3. Mileage reporting period

4. Account number

5. Audit number

6. Number of supplements

7. Fleet information

8. Type of operation

9. Month selected for audit review

10. Source documents used for audit

11. Items reflected in source documents (for example: origins and destinations)

12. Sources registrant used to determine distance

13. Acceptable or unacceptable record keeping

14. Auditor comments, findings, and recommendations

15. Auditor name

16. Fee adjustment schedule including original and audited miles and fees
	
	
	

	14.26
	The system must provide audit calculations and reports in the correct format and content to meet new audit requirements mandated by IRP, Inc. or the State of Maine Secretary of State.
	
	
	

	14.27
	The system can provide electronic retention of all audit files, reports, correspondence, and documents using hardware and a location specified by Maine.
	
	
	

	14.28
	The system must calculate adjusted audit billings by year and fleet.  These adjustments will be based on corrected (audited) jurisdictional mileage percentages, determined from mileage errors disclosed during the audit.  The calculation involves determining total fees paid to each jurisdiction (including all supplements) during the audited year, and then re-determining the fees based on the new (audited) mileage percentages.
	
	
	

	14.29
	The system must be capable of handling current year audits, so that an audit billing will be calculated for the year to date, with all subsequent supplements billed at the new mileage percentages.
	
	
	

	14.30
	The system must be capable of calculating audit billings for all audit findings (for example denied credits, added jurisdictions, change from a first year to a second year estimate, etc.).
	
	
	

	14.31
	The system must provide a means to flag an audit supplement that is under appeal.  The flag should keep the system from issuing any suspension or delinquency notices for the supplement.
	
	
	

	14.32
	The system must be capable of generating the necessary billing, correspondence, and audit summary reports required as a result of an audit fee calculation.
	
	
	

	14.33
	The system must be capable of issuing audit billing, correspondence, and summary information in either hard copy or electronic format to carriers and all jurisdictions, including audit tracking for appropriate appeal periods as required by the IRP Plan (30 days for carriers and 45 days for jurisdictions).
	
	
	

	14.34
	The system must be capable of an automated electronic audit billing and tracking process.
	
	
	

	

	15.0
	The system must conform to and be maintained in conformance with the Performance and Registration Information Systems Management (PRISM) specifications and requirements, and must be capable of performing all required PRISM functionality (i.e. must meet all PRISM processing and reporting requirements).
	
	
	

	15.1
	The system must be capable of querying the CVIEW database in real time for PRISM validation or other registration processing requirements before issuing registration credentials. [assuming PRISM CVIEW solution which is Maine’s preferred solution]
	
	
	

	15.2
	The system must be capable of loading, maintaining, and querying the local PRISM files for PRISM validation. [Assuming local PRISM file option].
	
	
	

	
	
	
	
	

	16.0
	The system must be able to create a batch file to update the Maine registration database.
	
	
	

	16.1
	Registration Update:

a. The system must allow the user to either manually execute the process that will create and send the Registration Update file that will be used by Maine to upload registration data to the BMV Registration Database, or to schedule a reoccurring job to have the system automatically generate and send the Registration Update file.  An automated process is the solution preferred by Maine.

b. The system must create the file for a user specified date range.

c. The system must create the Registration Update file for all Cab Cards (registrations) with a Cab Card generation date that falls within the user specified date range.

d. The file must be transmitted using FTP to a State of Maine specified address.

e. The system must send an electronic notification to the IRP Group mailbox when the Registration Update process is completed and an error report was not generated (i.e. successful execution).

f. The system must send an electronic notification to the IRP Group mailbox when the Registration Update process is completed and an error report was generated (i.e. unsuccessful execution).

g. The system must create an Update Error Report for any data rejected during the Registration Update process.
	
	
	

	

	17.0
	The system must conform to and be maintained in conformance with the IRP Clearinghouse standards and specifications, and must be able to interact with the IRP Clearinghouse to send IRP transmittal information.
	
	
	

	17.1
	The system must allow the user to either manually execute the process that will create and send the IRP Clearinghouse file (and produce the IRP Clearinghouse Transmittal and Transmittal Summary Reports if selected) that will be used by Maine to send Recap data to the IRP Clearinghouse, or schedule a reoccurring job to have the system automatically generate and send the IRP Clearinghouse file.
	
	
	

	17.2
	The system must create the file for a user specified date range (default period is from the first to the last day of the previous month).
	
	
	

	17.3
	The system must create the IRP Clearinghouse file for all Renewal and Supplement applications with a payment receipt date that falls within the user specified date range, or for all Audit applications with a “Complete” status that was set within the specified date range.
	
	
	

	17.4
	The IRP Clearinghouse file must be created according to IRP Clearinghouse specifications and standards.
	
	
	

	17.5
	The IRP Clearinghouse file must be uploaded to the Clearinghouse via FTP.
	
	
	

	17.6
	The system must send an electronic notification to the user who initiates or schedules the process when the IRP Clearinghouse process is completed and an error report was not generated (i.e. successful execution).
	
	
	

	17.7
	The system must send an electronic notification to the user who initiates or schedules the process when the IRP Clearinghouse process is completed and an error report was generated (i.e. unsuccessful execution).
	
	
	

	17.8
	The system must create an Update Error Report for any data rejected during the CH process.
	
	
	

	

	18.0
	The system must be capable of communicating, querying, and exchanging data with Commercial Vehicle Information Systems and Networks (CVISN) and applications from other governmental and industry sources.
	
	
	

	18.1
	The system should be capable of querying the CVIEW database in real time to perform validations for other motor carrier requirements (for instance UCR, IFTA, etc.)
	
	
	

	

	19.0
	The system must be capable of reporting all IRP vehicle registration changes on at least a daily basis to FMCSA’s Safety and Fitness Electronic Record (SAFER)-PRISM database via the Commercial Vehicle Information Exchange Window (CVIEW).
	
	
	

	

	20.0
	The system must be capable of reporting pre-defined IRP vehicle registration changes in real-time, or near real-time, to the Commercial Vehicle Information Exchange Window (CVIEW).
	
	
	

	

	21.0
	The system must be capable of interacting/interfacing with either an internal or external application to effect VIN validation during processing in the system.
	
	
	

	

	22.0
	The system must be capable of sending transmittal reports electronically to other IRP jurisdictions.
	
	
	

	22.1
	The system must include audit netting in the transmittals.
	
	
	

	

	23.0
	The system must provide a means of tracking transmittals received and sent to ensure the proper collection and distribution of funds.
	
	
	

	

	24.0
	The system must have the capability to generate reports and correspondence in various formats, and to export and save the report results in different application formats, such as Microsoft Excel, Microsoft Access, PDF, and CSV.
	
	
	

	24.1
	The system must contain report-writing capabilities based on ad hoc and pre-defined queries.
	
	
	

	24.2
	The system must provide an ad hoc reporting and query capability that is menu-driven and provides state users with the ability to design reports or queries without vendor intervention.
	
	
	

	24.3
	The system must provide transmittal recaps, via both paper and electronic means, for each IRP Member Jurisdiction (both Clearinghouse and non-Clearinghouse jurisdictions), which shows all information necessary for the receiving Member Jurisdiction to verify apportionable fees paid as required by the IRP Plan.  The transmittal recaps must include audit netting.
	
	
	

	
	The system must allow authorized users, based on the user’s security level, to change/void incorrect transmittal information during transmittal processing.
	
	
	

	24.4
	The system must automatically adjust and document when an error correction has been made to an invoice on the transmittal.
	
	
	

	24.5
	The system must provide access for authorized users to pre-defined reports and ad hoc reports created within the software.
	
	
	

	24.6
	The system must allow Maine administrative staff to control access to ad hoc reporting and pre-defined reports for user roles from within the system without vendor intervention (for example: IRP administrators might have access to all reports, whereas carriers would have limited access to reports).
	
	
	

	24.7
	The system must allow users to save any user created reports and queries for future use.
	
	
	

	24.8
	The system must include report and query searches that are constructed so that users with limited technical abilities are able to utilize them with minimal training.
	
	
	

	24.9
	The system must allow users to view reports and query results before printing locally or to remote network locations.
	
	
	

	24.10
	The system will automatically generate delinquency (notice of suspension) and suspension notices (suspension order) based on the requirements of the IRP Plan and Maine, and set system statuses accordingly.
	
	
	

	24.11
	The system will automatically print, fax, or electronically send (based on system option settings) delinquency and suspension notices.
	
	
	

	24.12
	The system must allow the delinquency and suspension letters to be reprinted or resent.
	
	
	

	24.13
	The system must track the issuances of delinquency and suspension letters (date, time, delivery type, etc.), and have the capability of generating issuances data in onscreen or printed reports.
	
	
	

	

	25.0
	The system must be delivered with constructed reports and queries that can be run by users with limited technical abilities after minimal training.  Separate application should be menu driven and use intuitive method for selecting or entering report query parameters.
	
	
	

	25.1
	The system must allow the user to run reports/correspondence on demand as well as scheduling periodic or reoccurring reports/correspondence. 
	
	
	

	25.2
	The system will allow the user to view, edit, and delete scheduled jobs.
	
	
	

	25.3
	The system will generate a notification when a scheduled job has successfully completed.
	
	
	

	25.4
	The system must allow a user to retrieve output reports from scheduled jobs.
	
	
	

	25.5
	Reports required, but not limited to, the following list:

1. Account Listing Report – can be queried for a number of user selected account prompts (status, beginning and ending account, address type, registration year, county, postal code, etc.)

2. Application Not Paid Report

3. Unpaid Applications Not Repaid/Payments Voided Report

4. Audit Reports

5. Audit Trail Report – details internet transactions performed by IRP carriers and agents by date or date range

6. Credential/Cab Card Activity Report

7. Daily Billing Report

8. Daily Inventory Issued Report

9. End of Day Report – ledger and summary that details Maine fees from foreign fees and administrative fees; can be printed or reprinted for a given date range

10. Estimated Mileage Report

11. Exchange Rate Report

12. Fleet Jurisdiction Report

13. Fleets Not Renewed Report

14. Fleet Unit Report

15. IRP Peer Review Reports (All reports necessary to acquire information necessary for IRP Peer Reviews)

16. IRP Transmittal Report

17. IRP Transmittal Summary Report

18. Jurisdiction Fee Report

19. Management Reports

20. MCS-150 Forms Report

21. New Accounts Report

22. Notification History Report

23. Operator Activity Report

24. Overdue Temporary Authorities Report

25. Paid Accounts Report

26. PRISM Denials, Suspensions, and Revocations Report

27. PRISM OOSO Vehicles Report

28. Registration Update Report

29. Renewed Accounts Report

30. Remaining Inventory Report

31. Rollover/Reconciliation Output Report

a. System must generate a Maine Offline Renewal packet in the Rollover/Reconciliation Output Report for those registrants without an electronic notification option enabled (active fleets only, allow multiple months, can print by all fleets expiring for a given period, or for a single account fleet).

b. Offline Renewal packet includes: Maine Renewal Packet Coversheet, Schedule A documents, MCS-150 document for system determined USDOT Numbers, and Schedule B document.

c. Renewal forms must have fields for all PRISM required data

d. The system must allow the renewal packet to be reprinted for a selected registrant(s)

32. Security Violations Report

33. Unit Status Report

34. Vehicle Inquiry Report

35. Yearly Vehicle Count Report (Annual Report of IRP Audit Activity)

36. Delinquent Accounts Report

37. Suspended Accounts Report
	
	
	

	

	26.0
	The system must accommodate State of Maine specific IRP processing and data requirements.
	
	
	

	

	27.0
	The system must provide search capability for specific IRP data.  Wild card and multiple field searches must be available.
	
	
	

	27.1
	IRP staff must be able to search by at least the following fields: registrant name, DBA name, Account and Fleet Number, FEIN/SSN, USDOT Number, Plate Number, VIN, unit number, invoice number, weight, carrier type, vehicle type, application date, and TA number.
	
	
	

	27.2
	The system must return search results in pre-defined formats.  It is preferred that users would be able to manipulate the queried data to best suit their needs.  For instance, users should be able to put the data in different column order or sort the results on any column either in ascending/descending or alpha/numeric order depending on the data type.
	
	
	

	

	28.0
	The system must provide a method for electronic communication with single or multiple account holders within the system.
	
	
	

	28.1
	The system must generate individual and batch notifications that are triggered manually or by system events.
	
	
	

	28.2
	The Maine IRP Administrator can enable the electronic notifications option for a registrant; electronic notifications will only be sent to registrants that have the option enabled.
	
	
	

	28.3
	Notification will be sent via email to the designated address in the registrant record.
	
	
	

	28.4
	The system must allow users to manually select pre-defined notifications to send to manually selected registrants, or to create ad hoc notifications to send to manually selected registrants.
	
	
	

	28.5
	The system triggered individual notification include, but are not limited to:

a. New User Confirmation

b. Application Submitted for Approval

c. Pending Customer Action

d. Transaction Confirmation – Fees Calculated

e. Transaction Confirmation – Fees Not Calculated

f. Payment Confirmation

g. Password Retrieval

h. Password Reset
	
	
	

	28.6
	The system triggered batch notifications include, but are not limited to:

a. Renewal Notice (Online)
	
	
	

	28.7
	The system triggered notifications sent to the IRP Group Mailbox include, but are not limited to:

a. Rollover Process

b. Batch Fee Calculation

c. Batch Issue Credentials

d. PRISM Interface

e. CVIEW Interface

f. Registration Database Update – Successful

g. Registration Database Update – Unsuccessful

h. Clearinghouse Interface

i. Contact Us Message Notification
	
	
	

	28.8
	The system must allow authorized users to modify the content of the notifications.
	
	
	

	28.9
	The system must allow authorized users to view a list of sent notifications.
	
	
	

	

	29.0
	The system must meet the State of Maine policies related to accessibility in information technology which includes but is not limited to the “Computer Application Program Accessibility Standard (Accessibility Software Development)” [include link here].
	
	
	

	

	30.0
	The system must meet the web application standards developed by the State of Maine. 
	
	
	

	

	31.0


	The system must meet the security requirements and standards as developed by the State of Maine and the required application security.
	
	
	

	31.1
	The system must adhere to the State of Maine security standards; adequate security must be built into the system to ensure the integrity of the files/database.
	
	
	

	31.2
	The system must permit the State of Maine IRP Administrator to add new users to the system without vendor intervention, and to search for and edit an existing system user.
	
	
	

	31.3
	The system must permit the State of Maine IRP Administrator to elect to automatically create an inventory location for a new user at the time the new user is created.
	
	
	

	31.4
	The system must permit control of user privileges by the State of Maine IRP Administrator without vendor intervention.
	
	
	

	31.5
	The system must require the user to enter a unique id and password before access is allowed to the system.
	
	
	

	31.6
	The system must allow the State of Maine IRP Administrator to update an existing user’s password without vendor intervention, and to allow an existing user to update his/her own password.
	
	
	

	31.7
	The system must identify user access in security reports and transaction history reports.
	
	
	

	31.8
	The system must allow the State of Maine IRP Administrator to associate registrant accounts to a user account without vendor intervention and to view all accounts associated with a user.
	
	
	

	31.9
	The system must allow the State of Maine IRP Administrator to add a new security role without vendor intervention (ex. System Administrator, Administrator, IRP Supervisor, Auditor, etc.).  The system must allow a minimum of nine user roles.
	
	
	

	31.10
	The system must allow the State of Maine IRP Administrator to assign system privileges to a role without vendor intervention.
	
	
	

	31.11
	The system must allow the State of Maine IRP Administrator to search for an existing role, and edit privileges assigned to the role.
	
	
	

	31.12
	The system must allow the State of Maine IRP Administrator to view all user accounts associated to a role.
	
	
	

	31.13
	The system must restrict carrier access (including view only) to all accounts except its own.  Only Maine administrative staff and Agents with limited administrative privileges granted by the Maine IRP Administrator shall be able to view more than one carrier account.
	
	
	

	31.14
	The system must allow users the ability to make corrections based on the user’s security level.
	
	
	

	31.15
	The system will allow authorized users, based on the user’s security level, to revise (1) registrant information, (2) fleet information, (3) distance information, (4) weight information, and (5) vehicle information in application processing.
	
	
	

	31.16
	The system will allow authorized users, based on the user’s security level, to delete distance on a supplement.
	
	
	

	31.17
	The system will allow authorized users, based on the user’s security level, to delete an account, registrant, or fleet based on pre-defined constraints.
	
	
	

	

	32.0
	The system must meet the system/data recovery requirements and standards as developed or defined by the State of Maine. [link, or appendix to outline standards expected for recovery from backup].
	
	
	

	32.1
	Recovery procedures must be available to the Maine IRP administrative staff or Maine IS staff in the event of a system or database malfunction.
	
	
	

	

	33.0
	The system must be capable of printing letters, notices, and reports on demand or in batch process based on the document type and system and account settings.
	
	
	

	33.1
	The system must allow authorized users to schedule one time or reoccurring print jobs.
	
	
	

	33.2
	The system must allow print jobs to be canceled.
	
	
	

	33.3
	The system must be capable of printing, emailing or faxing credentials on demand or in a batch process based on the credential type and system and account settings.
	
	
	

	33.4
	The system must print, email or fax automated letters depending on system and account settings (for example: delinquency, suspension, and refund letters).
	
	
	

	33.5
	The system must have the ability to print labels either individually or in batch.
	
	
	

	33.6
	The system must allow the user to view all print jobs in a separate window prior to printing.
	
	
	

	33.7
	The system must allow authorized users to refax or reprint all invoices and notices sent through the system including renewals.
	
	
	

	33.8
	The system must be able to print multiple copies of a form, invoice, letter, etc.
	
	
	

	33.9
	The system must allow cab cards to be printed from within the system application.
	
	
	

	

	34.0
	The system must allow users to perform various IRP related functions outside of the application process such as inventory maintenance, renewal reconciliations and rollovers, batch processing, reprinting credentials, etc.
	
	
	

	34.1
	The system must allow an authorized user to update the fleet expiration date prior to application zero being paid out.
	
	
	

	34.2
	The system must allow the user to add a vehicle outside of the application process.

a. The system must allow the user to search for the vehicle by VIN.
	
	
	

	34.3
	The system must allow the user to edit a vehicle/unit outside of an application, but only for fields that do not affect fees.
	
	
	

	34.4
	The system must allow an authorized user to correct the VIN associated to a vehicle.
	
	
	

	34.5
	The system should allow the user to calculate fees for multiple applications with a pre-defined status; the system should allow the batch process to be executed on demand, or processed as a scheduled or recurring job (Maine does not currently require this functionality, but it should be available in the system).
	
	
	

	34.6
	The system should allow the user to issue credentials for multiple applications with a pre-defined status; the system should allow the batch process to be executed on demand, or processed as a scheduled or recurring job (Maine doe not currently require this functionality, but it should be available in the system).
	
	
	

	34.7
	The system must allow the user to issue an unladen weight (hunter’s) permit.
	
	
	

	34.8
	The system must allow an authorized user to delete or clear a supplement subject to pre-defined constraints.
	
	
	

	34.9
	The system must allow an authorized user to reprint a cab card or temporary authority.
	
	
	

	34.10
	The system must allow an authorized user to view or edit an escrow account, or to transfer an escrow amount by fleet or by registration year provided the system options are selected that allow such transfers.
	
	
	

	34.11
	The system must allow an authorized user to view or edit deposit account, or to transfer a deposit balance by fleet or by registration year provided the system options are selected that allow such transfers.
	
	
	

	34.12
	The system must allow an authorized user to add, view, and edit the currency exchange rate in the system.

a. The system must ensure that on and after the first day of any month the current and prior system exchange rates can not be modified.
	
	
	

	

	35.0
	The system should have functionality that allows jurisdiction users with the proper authorization to manage jurisdiction specific information or functionality.
	
	
	

	35.1
	The system should allow users with the proper authorization to view, add, or edit jurisdictional maintainable fields for specific tables within the system without vendor intervention.
	
	
	

	35.2
	The system should have built in flexibility via system option selections that allows users with the proper authorization to select or deselect options/defaults to adapt the application to Maine’s business rules (ex. Security – options to select timeout duration, required password change after x days, etc.; IRP – options to allow registrant deposits, allow cab cards to be generated for address changes, add or edit values to drop down fields, etc.)
	
	
	

	35.3
	The system should allow authorized users to modify jurisdictional options/defaults in the jurisdictional profiles within the system without vendor intervention.
	
	
	

	35.4
	The system should allow authorized users to correct erroneous data used to create/calculate estimated distance information within the system without vendor intervention.
	
	
	

	35.5
	The system should allow authorized users to control the system time out interval.
	
	
	

	35.6
	The system must allow a user with the proper authorization to edit the base fees values.
	
	
	

	35.7
	It is desirable that the system allows staff with the proper authorization to modify the invoice, cab card, and TA format or generic information from within the system without vendor intervention.
	
	
	

	35.8
	It is desirable that the system allows staff with the proper authorization to modify the vehicle make list from within the system without vendor intervention.
	
	
	

	35.9
	The system must provide and accept data transmissions from multiple platforms.
	
	
	

	35.10
	The system will allow authorized users, based on the user’s security level, to modify Federal Employer Identification Numbers (FEIN) or to make VIN corrections in application processing.
	
	
	

	35.11
	The vendor must provide detailed documentation of the database design to Maine’s Department of the Secretary of State Information Services Director.
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Maine State Government

Dept. of Administrative & Financial Services

Office of Information Technology
Deployment Certification Policy for Major Application Projects

I. Statement

All major computer application projects must undergo a collection of certification tests to determine their readiness to be deployed. The Chief Information Officer (CIO) makes the final determination whether or not an application is ready to be placed into production.

II. Purpose

As Maine State computer applications have become more complex, more expensive, more interconnected, and more exposed to the external world, it has become even more important to evaluate them properly before they are deployed into production. The price of failure includes, at a minimum, 

1) Customer hardship, 

2) The added technical challenge and expense of fixing an application when it is already in production, and

3) Should there be a breach of confidential data due to an intrusion attack on an improperly secured application, there may also be additional legal and statutory ramifications. 

Addressing these vulnerabilities, this policy will provide the CIO with a standard and objective process to support the final go live decision. 

III. Applicability

This policy applies to both new applications and upgrades of existing applications, should they qualify as major application projects that are owned by all:

1) Executive Branch and semi-autonomous State agencies irrespective of where the applications are hosted and

2) Applications from other Maine State government branches that are hosted on computer devices operated by the Office of Information Technology or that traverse the State’s wide area network. 

It consists of a collection of tests designed to provide a high degree of assurance that the application will indeed meet its expectations, post deployment. Prior to their deployment, all major application projects must undergo this self-certification without exception. Unless granted an explicit waiver by the CIO, the bona fides or the past track record of an organization cannot be substituted in lieu of this self-certification.

IV. Responsibilities

A. Application Owners: The Application Owners are responsible for the execution of this test collection and the submission of the results thereof to the CIO. This submission consists of:

1. The names and signatures of the individuals designated as the project/product manager, the executive sponsor and the technical leader, and

2. A summary result (Passed/Failed/Not Applicable), and a short explanatory paragraph clarifying and elaborating on that summary result, corresponding to each of the tests identified below.

Any part of the actual testing may be outsourced to one or more third parties without prejudicing the ultimate responsibility of the Application Owners. Irrespective of who actually executes the test collection, the Application Owners still remain responsible for their execution, and the results thereof.

Regarding the effectiveness of self-certification in the absence of external verification, it is noted that the Application Owners are effectively vouching to the CIO that their application has successfully satisfied this collection of criteria. Post deployment, should the application fail on any of these criteria, then the Application Owners must explain to the CIO how their application passed the earlier self-certification.

B. Chief Information Officer (CIO): The CIO makes the final go-live decision and conveys that decision back to the application owners within five working days from the submission of the results. No major application shall be installed in a production environment without this explicit go-live decision from the CIO.

C. Application Owners and Project Management Office (PMO): The Application Owners and the PMO must consider this Certification process as an integral part of the overall project plan. More specifically, this policy should be an essential component of the product quality assurance lifecycle, as well as the procurement and contracting processes. Thus, any product or service contract related to a major application should include a payment holdback provision, subject to passing this Deployment Certification.

The Application owners and the PMO must jointly determine the viability of the testing plan as part of negotiating the Project Definition Document, the detailed Work Plan, the risk analysis, and contingency planning.

D. Project Management Office (PMO): This Policy will be executed and enforced by the PMO. The PMO will advise the application owners of any potential risks with regard to satisfying this policy, and relevant mitigation strategies, as part of their oversight.

V. Guidelines & Procedures

A. All major application projects will be subjected to the following collection of tests:

1. Operating Platform Test: Ensures proper functioning across all combinations of relevant hardware and software components.

2. Individual Use Cases Test: Ensures proper functioning of the unitary features of the application.

3. Combined Use Case Interactions Test: Ensures proper functioning of the unitary features in concert with one another.

4. End-to-end User Acceptance Test: Ensures the satisfaction of end-user expectations.

5. Accessibility Test: Ensures compliance with the Maine IT accessibility policy. 
6. Data Conversion Test: Ensures the accurate migration of appropriate legacy data.

7. Input Boundary Values Test: Ensures well-behaved results against illegitimate input data.

8. External Interfaces Test: Ensures proper functioning with all companion applications.

9. Security Test: Ensures against unauthorized access.

10. Performance Test: Ensures responsiveness against projected average and peak processing loads.

11. Limited Rollout Test: Ensures the viability of the final rollout.

12. Backup and Recovery Tests: Ensures disaster recovery and planned rollback.

13. Regression Test: Applies exclusively to upgrades of existing applications. Ensures that a new version does not compromise existing functionality.

B. Brief descriptions of the tests are provided below. These are generic enough to allow specific customization within the context of an individual application.

1. Operating Platform Test: The application must be actually loaded, or configured, on all combinations of hardware, operating systems, network configurations, terminal emulators, browsers, etc, that are planned for production deployment, and verified that it works as expected, end-to-end, and across the board. This includes all relevant client devices, network configurations, as well as the full complement of web, application and database servers. It will not suffice to accept the product vendors’ compliance statements in lieu of actual testing. It is often the case that the development environment is different from the deployment environment. The extent of such variance could be subtle, e.g., the development environment could be Oracle on Windows, whereas, the deployment environment could be Oracle on AIX. Nonetheless, the application must be actually tested under Oracle on AIX prior to its deployment. And the same holds for alternative network configurations, terminal emulators, browsers, etc.

2. Individual Use Cases Test: An application must have a complete, stable, and up-to-date documentation of the full set of its Use Cases. Beyond their expected outcomes, Use Cases must anticipate errors, and therefore, incorporate robust error-handling and error-logging capabilities. Each of the Use Cases must be executed individually, and verified that it indeed delivers as expected.

3. Combined Use Case Interactions Test: Application owners will know in advance which Use Cases are likely to be invoked simultaneously with one another. It is reasonable to presume, for example, that nightly batch jobs will not execute at the same time as interactive transactions. By the same token, it is reasonable to presume that within a sales application, order entry, inventory control and shipping will indeed take place simultaneously. Therefore, while testing this sales application, it is not enough to simply ensure that the individual Use Cases work as expected. It is equally important that the Use Cases for order entry, inventory control and shipping, all deliver as expected when exercised simultaneously. Interactions among Use Cases depend upon synchronization of data and processes, and therefore, such interactions must be tested simultaneously. Potential flaws uncovered as a result of such testing include unexpected file and record locks, process time-outs, sharing violations, error propagation, etc. All likely combinations of Use Case interactions must be tested, and verified that they indeed deliver as expected.

4. End-to-end User Acceptance Test: While individual Use Cases and Combined Use Case Interactions exercise component parts of an application, the End-to-end User Acceptance Test involves a representative sample of actual end-users performing their daily jobs holistically, using the entirety of an application. Returning back to the example of the sales application above, an element of the End-to-end User Acceptance Test may involve entering a new sales order, initiating the fulfillment of that order, verifying the decrement of the inventory, generating the shipping manifest, mailing out the customer invoice, and printing out the internal management control reports. At the completion of the End-to-end User Acceptance Test, the end-users must be satisfied that the application does indeed meet all their expectations, or alternatively, that they are willing to accept any deficiencies thereof.

5. Accessibility Test: The application must be tested in order to ensure that it meets State IT accessibility policy as follows:   Applications acquired or developed must be compliant with the Computer Application Program Accessibility Standard - www.maine.gov/oit/accessiblesoftware.  All application and content delivered through web browsers must comply with the Maine State Web Standards – www.maine.gov/oit/webstandard and the Web Accessibility Policy of the State of Maine – www.maine.gov/oit/accessibleweb. 

6. Data Conversion Test: It is likely that record structures and formats of the legacy application were modified as a result of the migration into the new application. It must be ensured via actual testing that all business-critical data have indeed survived the migration. It is left to the good judgment of the application owners to determine as to what constitutes ‘business-critical data.’ But once so determined, it must be ensured that such data are indeed accessible from the new application. Should the new application precipitate modifications to the existing work flows, then this step must also include testing and validating the new work flows.

7. Input Boundary Values Test: The application must be thoroughly tested against input data that are outside the domain of the expected values. At the least, this ensures graceful outcomes when users inadvertently enter wrong values. But more importantly, this guards against the so-called Injection Attacks, where illegitimate values are deliberately fed in order to compromise application security. Input data beyond the expected domain may include violations of upper and/or lower limits, invalid characters, missing or incomplete data, mutually inconsistent data, etc.

8. External Interfaces Test: An application must have a complete and up-to-date documentation of all the data and workflow dependencies between itself and all other applications that it interacts with. All such interactions must be tested, and verified that they indeed deliver as expected. Interfaces must anticipate errors, and therefore, incorporate robust error-handling and error-logging capabilities. While it is desirable to exclusively utilize the Test environments of the various applications when testing the various interfaces, it may be necessary under certain circumstances to pair the Test environment of this application with other environments of the companion applications, as long as such other applications participate in the interface on a read-only basis. The Enterprise Applications Office will provide further guidance on this item, as needed.

9. Security Test: The application must not allow unauthorized access, or compromise any of its data or workflow. All personal, medical and financial data, in motion, must be encrypted end-to-end, both inside and outside the State of Maine firewall. Data hosted on servers are not subject to encryption, but data resident in portable computing devices must be encrypted. A full vulnerability assessment and penetration test must be performed on the application, and it must cover all relevant client devices, as well as the full complement of web, application, and database servers. At a minimum, such a test should include hardware and software configurations, virus/worm detection, war dialing, password cracking, log review, forensic auditing, integrity checks, injection tests, buffer overflow tests, cross-site scripting tests, and denial of service tests. All applications should enforce standard best practices in terms of complex passwords, access controls, incident reporting, IP routing, hardened OS, redundancy, encryption, backups, firewall, intrusion detection, etc. Should the Test and Development environments of the application require a less secure configuration than the Production environment, then the Test and Development environments must be completely separate from the Production environment in terms of the subnet and the firewall. Beyond these generic requirements, the application may need to satisfy additional specific, statutory requirements, as set forth by HIPAA, FISMA/FIPS, SOX, GLBA, CROMERR, USA Patriot Act, etc. The Enterprise Security Office will provide further guidance on this item, as needed.

10. Performance Test: Performance issues determine the responsiveness of the application to its users, and therefore, its acceptance and adoption. The application must be responsive under the projected average load, as well as the peak processing load. Performance has three broad components: the client, the network and the server.

For a fat-client application, the client must be configured properly to obtain optimal performance. For thin-client applications, relevant images and scripts must be cached at the client device on first login. All applications, irrespective of client size, must safeguard against user impatience, e.g., repeatedly pushing an action button in the hope of speeding up a transaction, etc.

Network throughput is a function of many different factors, viz: the loading on the network, settings on switches, routers and hubs, size of the transactions, payload to overhead ratio, etc. For the purpose of this Policy, network throughput will be measured by combining the payload-to-overhead ratio with transaction size, under very low server load conditions. The application should tune the following two factors in its control to affect this measurement: the screen buffer size and the transaction size.

In order to safeguard against adverse user perception, the application must establish a two-tiered response time specification, one for data inquiry/lookup, and another for data modification transactions. In both cases, the times must be derived from network captures, starting from when a command is issued by the client, until the response arrives at the client device, excluding network latency and network transmission times.

For server-side tests, the application must generate load using automated tools that simulate user behavior, including simultaneous and staggered loading. Beyond response times, other aberrations that must be investigated include non-linear performance, e.g., response time increasing disproportionately with loading, and response time varying during periods of constant load. The server must be monitored for CPU loading, memory consumption, disk I/O, etc, under average and peak loads. Either CPU or memory loading approaching 90% should trigger further investigation, resulting in further tuning, or revised capacity planning. Regarding disk I/O, a trigger for additional investigation includes excessive swapping. It is left to the good judgment of experienced OS administrators to determine as to what constitutes ‘excessive swapping.’ Should the server(s) prove inadequate to the demands of hosting the application in spite of exercising all available tuning options, then a revised round of capacity planning must be undertaken. The Enterprise Operations Office and the Enterprise Network Services will provide further guidance on this item, as needed.

11. Limited Rollout Test: The deployment scripts must be validated on a restricted test bed that includes all the components, including relevant client devices and the full complement of web, application and database servers. This is to ensure that there does not arise any unexpected eventuality during the production rollout. It is reasonable to minimally edit the deployment scripts in order to constrain their scope to the restricted test bed, refine them as part of the limited rollout, and then revert back to the full scope of deployment.

12. Backup and Recovery Tests: Two distinct tests must be performed as part of backup and recovery. The first is to restore the current state, or as close to it as possible, from the backup media in order to simulate recovery from a disaster. The second is to rollback the system to a previous state from archived media in order to simulate recovery from a disastrous upgrade, a series of flawed transactions, etc.

13. Regression Test: This applies exclusively to upgrades of existing applications, in order to verify that a new version has not adversely affected previously working functionality, and that known issues previously addressed have not re-surfaced yet again. A two-pronged regression test strategy must be undertaken. Based upon the release notes and the known module dependencies, a focused test suite must be administered for those Use Cases that are actually affected as part of this upgrade. At the same time, a core suite of essential functions must also be tested, irrespective of whether or not they underwent any modification as part of this upgrade. It is left to the good judgment of the application owners to determine as to what constitutes a ‘core suite of essential functions.’ Such a two-pronged strategy provides failover protection against the fallibility of release notes, and incomplete knowledge of module dependencies.

VI. Definitions
1. Application Owners: For the purposes of this policy, the individuals designated as the Project/Product Manager, the Executive Sponsor and the Technical Leader are jointly and collectively identified as the Application Owners.

2. Major Application Project: An Application Project is deemed to be major if it meets the threshold of Enterprise Portfolio submission. At the discretion of the CIO, the PMO, or the Application Owners, even an Application Project that does not meet the threshold of Enterprise Portfolio submission may be deemed to be major due to its complexity, operational impact, security impact, business criticality, media or political exposure, etc. Should it appear that a large application project has been decomposed into smaller projects where each of them fall below the threshold of Enterprise Portfolio submission, then the Enterprise Portfolio Management Office, the PMO, or the CIO may designate any or all of the smaller projects as major.

3. Semi-autonomous State Agency: An agency created by an act of the Legislative Branch that is not a part of the Executive Branch.  This term does not include the Legislative Branch, Judicial Branch, Office of the Attorney General, Office of the Secretary of State, Office of the State Treasurer and Audit Department.

4. Use Case: A Use Case is a well defined sequence of actions undertaken jointly by the user and the application, which produces a predictable result of value to the user. Thus, a Use Case captures a discrete functionality of an application completely independent of the underlying system development methodology. The full set of all the Use Cases for an application constitutes the complete value added by that application.

VII. References

1. Policy to Govern Information Security Risk Assessments and to Ensure the Prompt Remediation of Deficiencies

2. Policy to Safeguard Electronic Information Residing on Portable Computing Devices 

3. Computer Application Program Accessibility Standard

4. Maine State Web Standards

VIII. Document Information
1.  Document Reference Number:  7

2.  Category: Applications 

3.  Adoption Date:  October 30, 2006

4.  Effective Date:  October 30, 2006

5.  Review Date:  October 30, 2008

6.  Point of Contact: Kathy Record, Associate Chief Information Officer, Office of Information Technology, State House Station #138, Augusta, ME 04333, (207)624-9502.

7. Approved By: Richard B Thompson, Chief Information Officer, State House Station #138, Augusta, ME 04333, (207)624-7568.

8.  Position Title(s) or Agency Responsible for Enforcement: Mary Silva, Director, Project Management Office, Office of Information Technology, State House Station #138, Augusta, ME 04333, (207)624-7574.

9. Legal Citation:  5 M.R.S.A. Chapter 163 Section 1973 paragraphs B and D, which read in part

The Chief Information Officer shall: “Set policies and standards for the implementation and use of information and telecommunications technologies…” and “Identify and implement information technology best business practices and project management.”

10.  Waiver Process: Submit a written request for a waiver to the Associate CIO.
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Maine State Government

Dept. of Administrative & Financial Services

Office of Information Technology

Website Acceptance Policy

I. Statement

The Office of eGovernment (eGov) Services will assure that new web content will conform to State Web Standards and Accessibility Policy.

II. Purpose

The purpose of this policy is to document and clarify responsibilities and processes regarding the conformance of agency websites that are the target of significant content augmentation and modification.

III. Applicability

This policy applies to all websites, regardless of where the websites are hosted, of Executive Branch and semi-autonomous State agencies.  This policy also applies to those websites owned by other governmental branches that are hosted on computer devices operated by the Office of Information Technology.

IV. Responsibilities

A. Chief Information Officer of the State of Maine - Title 5, Maine Revised Statutes, Chapter 163 §1973, Section 1, Paragraph B authorized the Chief Information Officer to  “set policies and standards for the implementation and use of information and telecommunications technologies, including privacy and security standards and standards of the Federal Americans with Disabilities Act (ADA), for information technology.”

B. Under the direction of the CIO, the eGov Services Office shall

1. Develop procedures and processes including:

a. Establishing the criteria to be used in validating web content

b. Developing the processes by which those criteria will be applied in the review of web content in a manner that serves the dual purposes:

(i) Improving policy conformance of State web content and

(ii) Educating agency staff engaged in web activities as the processes are undertaken.

2. Create the Website Review Committee, composed of web coordinators, for the purpose of validating web content conforms with State policy.

C. InforME – (for content to be hosted in that environment)

1. Develop a website test area, closely resembling the State’s web environment, within which new content can be validated before publication to the Internet.

2. Assign temporary test locations for requestors charged with developing new websites or redesigning old ones. All requests must be authorized by the agency’s Web Coordinator.

3. Work with the Website Review Committee, eGov Services and the agency Web Coordinator in the web site review and remediation process.

4. Provide the Internet hosting location within the State’s website for validated websites.

5. Delete the test environment once the validation process is complete.

D. Agency Web Coordinator

1. As the agency’s representative, the Web Coordinator has primary responsibility for achieving web and accessibility policy conformance.

2. Initiating the validation process for new websites and for websites being redesigned.

3. Migrating validated content to the production location.

4. Obtaining an appropriate test location where new content can be validated.

E. Agency Information Technology Directors will communicate the importance of web and accessibility policy conformance to non-technical agency staff.

V. Guidelines & Procedures

A. The Office of eGovernment Services with input from the Web Coordinators group, InforME, the Agency Information Technology Director and the Information Technology Accessibility Committee will adopt and implement standards, procedures, and best practices that will achieve the goals of this policy.

VI. Definitions

1. Agency Website – A set of interconnected web pages that are generally co-located in a folder and are collectively administered in the interest of an agency.

2. Semi-autonomous State Agency – An agency created by an act of the Legislative Branch that is not a part of the Executive Branch. This term does not include the Legislative Branch, Judicial Branch, Office of the Attorney General, Office of the Secretary of State, Office of the State Treasurer and Audit Department.

VII. References

1. Maine State Web Standards – http://www.maine.gov/oit/accessibility/policy/acc_webstandards.htm
2. Website Accessibility Policy of the State of Maine – http://www.maine.gov/oit/accessibility/policy/webpolicy.htm
3. Department of Administrative and Financial Services Information Services Security Policy 12/2002 in listing of IT policies, standards and procedures adopted prior to April 2006  http://inet.state.me.us/oit/policies/practices.html
4. OIT Security Policy 2002 in listing of IT policies, standards and procedures adopted prior to April 2006   http://inet.state.me.us/oit/policies/practices.html
VIII. Document Information

1. Document Reference Number: 8

2. Category: Internet

3. Adoption Date:  December 18, 2006

4. Effective Date:  December 18, 2006

5. Review Date:  December 18, 2008

6. Point of Contact: Paul Sandlin, eGovernment Services; Telephone: 624-9427

7. Approved By:  Richard Thompson, Chief Information Officer

8. Position Title(s) or Agency Responsible for Enforcement: Office of Information Technology/eGovernment Services; all Agency Information Technology Directors; all agency Web Coordinators

9. Legal Citation: Title 5, Maine Revised Statutes, Chapter 163 §1973, Section 1, Paragraph B

10. Waiver Process: Waivers are requested by the agency Web Coordinator. Waivers are submitted to the Director of eGovernment Services who will notify both the agency Web Coordinator and the Agency Information Technology Director (AITD) of the outcome of the request. Appeals to waiver denials should be directed to the Director of eGovernment Services by the AITD. The Director of eGovernment Services will review the appeal in consultation with the Chief Information Officer of the State of Maine.

A Note of Interest to Readers:

The Office of Information Technology website contains the following additional material related to Web accessibility and standards.  Readers are encouraged to access the site at http://www.maine.gov/oit/oitpolicies/index.htm and thoroughly review the entries.
( Found as part of OIT Technology Policies
Website Accessibility Policy for the State of Maine

( Found as part OIT Standards and Procedures
Web Page Sliver Header Request for Waiver

Web Standards and Accessibility Language in State of Maine Contracts

Web Standard Request for Waiver
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Maine State Government

Dept. of Administrative & Financial Services

Office of Information Technology

Remote Hosting Policy

I. Statement

This Policy establishes the requirements and responsibilities for hosting Maine State computer applications by external hosting vendors.

II. Purpose

As Maine State computer applications continue to be hosted by external vendors, it is important that the citizens and partners of Maine State Government receive a uniformly high level of service from such external vendors. Should the quality of service provided by external vendors fall below par, it will not only cause customer hardship, but it will also tarnish the electronic branding of the State of Maine. Moreover, should there be a security breach in a Maine State application hosted by an external vendor, there may also be additional legal and statutory ramifications, as well as adverse media coverage. It is for all these reasons that the Chief Information Officer has adopted this Remote Hosting Policy.

III. Applicability

This policy applies to any and all Maine State computer applications hosted by any party other than the Maine State Government. More specifically, it covers remotely hosted applications containing data owned by the Executive Branch and semi-autonomous State agencies, as well as remotely hosted applications from other Maine State Government branches that traverse the State’s wide area network.

IV. Responsibilities

A. HOSTING VENDORS: A Hosting Vendor shall

1. In the event of a security breach incident, notify the Contract Administrator within three hours of first knowledge.

2. Comply with the Maine Public Law 10 MRSA §1347 (Notice of Risk to Personal Data Act).

3. Ensure the following:

a. A secure hosting infrastructure of the utmost Confidentiality (No unauthorized access), Integrity (No tampering), and Authenticity (No impersonation).

b. Data in its custody should never be used, under any circumstances, for any purposes other than those agreed to in the hosting contract.

c. All hosts, servers and devices should have currently-supported and hardened operating systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a whole, should have the most aggressive intrusion-detection and firewall protection.

d. At a minimum, 99% scheduled uptime, excluding planned downtime for maintenance.

e. Adequate capacity to ensure prompt response to both data inquiry/lookup and data modification transactions, at all times.

f. All hardware and software components of the hosting infrastructure should be fully supported by their respective manufacturers at all times.

g. A conservative sunset and migration schedule for all hardware and software components, as recommended by their respective manufacturers, at all times.

h. Periodic backups. The minimum acceptable frequency is differential backup daily, and complete backup weekly.

i. An aggressive regimen of patch management. All critical patches for operating systems, databases, web services, etc, should be applied within three working days of release by their respective manufacturers.

j. Complete backup-restore and disaster recovery tests from the appropriate media, once per annum.

k. Comply with the Records Retention Schedule of the Contracting Agency, as relevant to the data being hosted remotely.

l. Agree to transfer the data in its custody to another Hosting Vendor at the end of the hosting contract.

m. Submission to scheduled and random security audits, including vulnerability assessments, of the hosting infrastructure and/or the application, to be conducted under the auspices of the Enterprise Information Security Director.

n. Complete cooperation with the Enterprise Information Security Director in the detection of any security vulnerability of the hosting infrastructure and/or the application.

o. Expeditious remediation of any verifiable, infrastructural negligence.

p. Complete compliance with all Federal and Maine laws, regulations, statutes, policies, standards, and best practices relevant to internet-based hosting.

4. Submit the following detailed reports. All reports should be submitted to the Contract Administrator. Unless otherwise stated, these reports should be filed initially at the inception of the contract, and subsequently, once per annum, as well as corresponding to every substantive change in the subject matter of the relevant report.

a. Uptime and Unplanned Outage Report. This report should be submitted once per quarter.

b. Planned Downtime Notice. This notice should be submitted at least one week prior to the event.

c. Physical access controls for the hosting site.

d. Internal security awareness training curriculum and schedule. Should include the syllabus, the class schedule for new employees, annual refresher training, and any emergency, ad-hoc training.

e. Self-audit on software and hardware modifications, patches applied, etc. This report should be submitted at least twice per annum.

f. Backup-restore and disaster recovery procedures, and the results of the annual tests.

g. Security Breach Incident Reporting mechanism.

h. Production Change Management procedure.

i. Password Policy.

j. Event Logging & Auditing practices for Networks, Operating Systems, Applications, and Databases.

k. Installation/Configuration and Maintenance documentation.

l. Any other relevant, internal security-related standards, policies, procedures, best practices, etc, that govern the hosting infrastructure and/or the application, including, the results of any third-party audits.

B. ENTERPRISE INFORMATION SECURITY DIRECTOR: The Enterprise Information Security Director shall

1. Direct scheduled and random security audits, including vulnerability assessments, to the hosting infrastructure and/or the application.

2. Coordinate the security auditing with the Agency Information Technology Director (AITD) of the Contracting Agency and the Hosting Vendor, in case of scheduled audits.

3. Alert the AITD of the Contracting Agency should an information security deficiency be discovered, and subsequently recommend a remediation strategy. At her/his discretion, the Enterprise Information Security Director may recommend the shutdown, or reduced operation, of the hosting infrastructure and/or the application, indefinitely.

4. Evaluate all notifications and submissions from the Hosting Vendor, and act upon them, as appropriate, including recommending the shutdown, or reduced operation, of the hosting infrastructure and/or the application, indefinitely.

5. Determine, in the event of a security vulnerability and/or an actual security breach, whether it was caused by infrastructural negligence on the part of the Hosting Vendor.

C. AGENCY INFORMATION TECHNOLOGY DIRECTOR: The AITDs shall

1. Assist the Enterprise Information Security Director in the implementation of this Policy.

2. Ensure that the hosted application complies with the Deployment Certification Policy for Major Applications and the Website Acceptance Policy prior to its deployment.

3. Evaluate the business impact of a security breach incident notification from the Hosting Vendor, and liaise with the affected business stakeholders of the Contracting Agency.

4. Evaluate the business impacts of the Uptime and Unplanned Outage Report and the Planned Downtime Notice from the Hosting Vendor, and liaise with the affected business stakeholders of the Contracting Agency.

D. CONTRACT ADMINISTRATOR: The Contract Administrator shall

1. Ensure that all pertinent Requests for Proposals, and resulting Contracts with vendors, contain language in accord with this Policy, and attendant standards, operating procedures and best practices.

2. Ensure that all pertinent Requests for Proposals, and resulting Contracts with vendors, contain language in accord with the Records Retention Schedule of the Contracting Agency, as relevant to the data being hosted remotely.

3. Act as the negotiator between the Enterprise Information Security Director and the AITD of the Contracting Agency on the one hand, and the Hosting Vendor on the other hand. Convey all communication from the Hosting Vendor to the Enterprise Information Security Director and the AITD of the Contracting Agency, and vice-versa.
4. Instruct this Hosting Vendor to transfer the data in its custody to another Hosting Vendor at the end of the hosting contract.

V. Guidelines & Procedures

A. Complete and exclusive ownership of the hosted data rests with the Contracting Agency, and is not subject to any conditions.

B. The remediation costs for any security vulnerability and/or an actual security breach, that unambiguously results from verifiable, infrastructural negligence on the part of the Hosting Vendor, shall be borne entirely by the Hosting Vendor. In addition to the contents of this Policy, current computer security industry best practices, as defined by premier computer security industry guilds and consortiums, will be used to determine as to what constitutes infrastructural negligence on the part of the Hosting Vendor. The Enterprise Information Security Director shall remain the final arbiter in this matter.

C. The remediation of a security vulnerability and/or an actual security breach in the application proper, as opposed to the underlying infrastructure, is considered an enhancement to the application, and should be pursued by the Contracting Agency outside the scope of this Policy.

D. The Maine Office of Information Technology will propose, adopt and implement standards, operating procedures and best practices in support of this Policy.

VI. Definitions

1. APPLICATION: A subclass of computer software that produces results of direct value to its users. The Application is contrasted with system software that manages a computer's internal functions but does not deliver any result of direct value to its users.

2. AITD: For the purpose of this Policy, the term AITD is construed to mean not just the Agency Information Technology Directors in the Executive Branch of Maine State Government, but also their analogous counterparts in the Legislative and Judicial Branches and Constitutional Officers, who provide technical leadership and customer liaison in their respective agencies and departments.
3. INFRASTRUCTURE: Encompasses all aspects of information technology other than the Applications proper. It consists of devices, networks, servers, operating systems, databases, webservers, firewalls, intrusion detection, etc.

4. HOSTING VENDOR: A commercial entity, external to the Maine State Government, that hosts a Maine State computer application. The Hosting Vendor is contrasted with the Application Vendor, ie, a commercial entity that creates a Maine State computer application.

5. CONTRACT ADMINISTRATOR: The officer of the State of Maine agency or department that is the signatory to the remote hosting contract with the Hosting Vendor.

6. CONTRACTING AGENCY: The State of Maine agency or department whose business is being served by the remote hosting contract with the Hosting Vendor.

VII. References

5. Deployment Certification Policy for Major Application Projects

6. Website Acceptance Policy

7. Policy to Govern Information Security Risk Assessments and to Ensure the Prompt Remediation of Deficiencies

VIII. Document Information

1.  Document Reference Number: 11

2.  Category: Computer Environment and Platform

3.  Adoption Date: January 8, 2007

4.  Effective Date: January 8, 2007

5.  Review Date: January 8, 2009

6.  Point of Contact:  Paul Sandlin, eGovernment Services, Office of Information Technology, State House Station #138, Augusta, ME 04333, Telephone: (207) 624-9427 

7. Approved By:  Richard B Thompson, Chief Information Officer, State House Station #138, Augusta, ME 04333, (207) 624-7568.

8.  Position Title(s) or Agency Responsible for Enforcement:  Mark Kemmerle, Enterprise Information Security Director, Office of Information Technology, State House Station #145, Augusta, ME 04333, (207) 624-8892.

9.  Legal Citation: 

10.  Waiver Process: Contracting Agencies may sometimes have unique remote hosting requirements that may necessitate certain exception(s) to this default Policy. A written application should be made to the CIO under such circumstances, explaining the rationale for specific exception(s). Subject to the CIO’s approval, the Contracting Agencies may then fashion actual contracts containing such exception(s).
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Maine State Government

Dept. of Administrative & Financial Services

Office of Information Technology

Policy to Govern Information Security Risk Assessments of State Computer Applications and to Ensure the Prompt Remediation of Deficiencies

I. Statement

State computer applications will be assessed for security risks, and priority risks will be promptly addressed.

II. Purpose

The purpose of this policy is to document and clarify responsibilities and processes regarding security assessment of computer devices and their applications, and subsequent remediation of deficiencies for all applicable information systems.  This policy expands upon the State of Maine Information Technology Security Policy adopted by the Information Services Policy Board 12/19/2002.

III. Applicability

This policy applies to agencies within the Executive Branch of Maine State government, and to all their applications irrespective of where they are hosted.   This policy also extends to those applications owned by all governmental branches and constitutional offices that are hosted on computer devices operated by the Office of Information Technology or traverse the State’s wide area network.

IV. Responsibilities

A. Chief Information Officer (CIO) - The CIO is required by Maine statutes
 to protect information owned by State agencies.  Specifically 5 M.R.S.A. Section 1982 paragraph 9 reads:  “Protection of information files. The Chief Information Officer shall develop rules regarding the safeguarding, maintenance and use of information files relating to data processing, subject to the approval of the commissioner. The office is responsible for the enforcement of those rules. All data files are the property of the agency or agencies responsible for their collection and use.”
B. Enterprise Information Security Officer - Under the direction of the CIO, the Enterprise Information Security Officer will

1. Authorize scheduled and random use of information security and risk assessment tools to evaluate State computer devices and applications, including websites, for risk vulnerability as it pertains to confidentiality, integrity and availability.

2. Coordinate the application of risk assessment tools with the AITD of the agency which owns the system, agency policy influencing leaders, web coordinator and/or webmaster and the hosting organization in order to minimize disruptions to operations.   Whenever the Officer feels the situation is of the highest risk, these assessments may be conducted without notice.

a. OIT employees and contractors will protect data supplied to evaluate risk, and will comply with all confidentiality requirements of the agency, including signing any necessary agreements.

b. If OIT employees and contractors are able to breach security while testing, they will not disclose any confidential or personal data, or the source of the vulnerability without written authorization of the Enterprise Information Security Officer.

3. Alert the Agency Information Technology Director or the Enterprise Technology Services Director (ETSD), and the policy influencing
 leadership of the agency which owns the system, whenever a critical information security deficiency is discovered.

4. Promptly provide a report to the Agency Information Technology Director or ETSD and policy influencing agency leadership and others.  The Officer will work collaboratively with them to effect a remediation in a timely manner.  At his/her discretion, the Enterprise Information Security Officer may remove the computer device or application from service until a satisfactory remediation is implemented.

5. Choose and use all practical methods, tools and techniques to evaluate the security of the State’s computer devices and the applications that run on them.    These may include, but are not limited to, tools that scan for common operating system and application configuration and program vulnerabilities.

6. In concert with Enterprise Technology Service Directors and Agency Information Technology Directors, with input from lead technical managers from the Legislative and Judicial branches, establish and promulgate security vulnerability standards, procedures and best practices governing computer applications, enterprise network systems and operating systems.

7. Conduct security assessments on all new major applications in accordance with the Application Deployment Certification Policy.

8. Evaluate requests for exemption from this policy.  These requests must be received in writing and signed by the Agency Information Technology Director or ETSD.  The request will include business reasons justifying why the risk assessment methods, tools and techniques should not be employed.  The Enterprise Information Security Officer will decide each case on its merits, and appeals of his/her decision may be made to the CIO

C. Agency Information Technology Directors (AITD). AITDs are accountable for their agencies’ information technology security, both physical and logical.  AITDs will

1. Implement risk remediation findings required by the Enterprise Information Security Officer.

2. Assist the Enterprise Information Security Officer in maintaining the State’s enterprise information security.

3. Ensure all germane requests for proposals (RFPs) and resulting contracts with vendors contain language intended to enforce this policy and its standards.

4. Assess potential risks in existing systems and determine which should be evaluated for vulnerabilities and remediation.

D. Enterprise Technology Services Directors (ETSD).  ETSDs are accountable for enterprise system information technology security, both physical and logical.  ETSDs will

1. Identify OIT employees responsible for systems maintenance to be responsible for implementing risk remediation findings required by the Enterprise Information Security Officer.

2. Assist the Enterprise Information Security Officer in maintaining the State’s enterprise information security.

3. Ensure all germane requests for proposals and resulting contracts with vendors contain language intended to enforce this policy and its standards.

E. OIT Employees Responsible for Systems Maintenance.  These employees are required to  

1. Implement Implement the security vulnerability standards governing OIT’s applications, enterprise network systems and operating systems.

2. Assist the Enterprise Security Officer in the conduct of his/her duties regarding the implementation of this policy, its standards and procedures.

3. Regularly assess security, and remediate vulnerabilities within their responsibilities.

4. Alert the Enterprise Information Security Officer and their direct supervisor of their remediation actions, and highlight issues that they are not able to remediate.

5. Alert the Enterprise Information Security Officer and their direct supervisor whenever they discover, or suspect, a security vulnerability beyond the scope of their responsibilities.

F. Contractors. All information technology contractors must agree to recognize the State’s right to conduct vulnerability testing in accordance with this policy.

1. Contractors must agree to support this testing and collaborate with the State to implement security remediation findings in applications for which they are responsible.

2. With respect to systems implemented following the adoption of this policy, in accordance with the terms of their contract(s), vendors must agree to provide a secure environment for the hosting of the contracted application, to support periodic vulnerability testing conducted by the State of Maine and/or its agents, and to remediate significant security vulnerabilities in a timely manner for the term of the contract.

G. State Employees.  All State employees who suspect a breach of security has occurred will contact the OIT Customer Solutions Center, who will inform the Enterprise Information Security Officer.  The Officer will promptly work collaboratively with appropriate AITDs and technical experts to determine the appropriate course of action

V. Guidelines & Procedures

A. OIT will adopt and implement standards, procedures and best practices to minimize the risk of security breaches within the goals of this policy.

B. Lists of current critical application vulnerabilities are maintained by standards organizations including: OWASP
 (Top 10 list), SANS
 (Top 20 list) and the Web Application Security Consortium
.  Organizations which currently track and publish the most critical operating system security patches include Microsoft
 and Sun
.

VI. Definitions

A. Computer Application - Application software is a loosely defined subclass of computer software that employs the capabilities of a computer directly to a task that the user wishes to perform. This should be contrasted with system software that is involved in integrating a computer's various capabilities, but typically does not directly apply them in the performance of tasks that benefit the user. The term application refers to both the application software and its implementation.  For the purposes of this policy websites are considered an application.  Examples of applications currently in use would include:  MS Exchange, TAMS, inet.state.me.us, www.maine.gov, IPHIS etc.
B. Computer Device – Computer device means an electronic, magnetic, optical, electrochemical, or other high-speed data processing device performing logical, arithmetic, or storage functions, and includes any data storage facility or communications facility directly related to or operating in conjunction with such device
. Common examples currently in use include laptops, personal computers, servers, networks, hand-held devices, etc.  

For the purposes of this policy, personal digital assistants (PDA), cell phones and enterprise infrastructure components (e.g. routers, switches, smart hubs, firewalls, DNS/DHCP appliances etc.) are considered computer devices. 

C. Information Security – The definition of information security means the preservation of confidentiality, integrity, and availability of information

1. Confidentiality - Ensuring that information is accessible only to authorized users

2. Integrity - Safeguarding the accuracy and completeness of information and processing methods

3. Availability - Ensuring that authorized users have access to information and associated assets when required.

D. Information Security Deficiency – A weakness in an agency’s overall information systems security program or management control structure, or within one or more information systems that significantly restricts the capability of an agency to carry out its mission or compromises the security of its information, information systems, personnel, or other resources, operations, or assets.

E. Information Security Incident or Breach – An event that results in unauthorized access, loss, disclosure, modification or destruction of information resources whether accidental or deliberate.

F. Security Assessment – Assessment of threats to, impacts on, and vulnerabilities of information and information processing facilities.  Vulnerability tools discover and assess compliance with vulnerability standards of national organizations that track application system and operating system vulnerabilities.
VII. References

1. Department of Administrative and Financial Services Information Services Security Policy 12/2002 in listing of IT policies, standards and procedures adopted prior to April 2006: http://inet.state.me.us/oit/policies/practices.html
2. OIT Security Policy 2002 in listing of IT policies, standards and procedures adopted prior to April 2006: http://inet.state.me.us/oit/policies/practices.html
VIII. Document Information

1.  Document Reference Number: 6

2.  Category: Security, Applications and Privacy

3.  Adoption Date: December 18, 2006

4.  Effective Date:  December 18, 2006

5.  Review Date:  December 18, 2008

6.  Point of Contact:  Mark Kemmerle, Enterprise Information Security Officer, Office of Information Technology, 207-624-8892.

7. Approved By:  Richard B. Thompson, Chief Information Officer

8.  Position Title(s) or Agency Responsible for Enforcement:  Mark Kemmerle, Enterprise Information Security Officer, Office of Information Technology, 207-624-8892

9.  Legal Citation:  Title 17-A: MAINE CRIMINAL CODE   Part 2: SUBSTANTIVE OFFENSES, Chapter 18: COMPUTER CRIMES and 

Title 5: ADMINISTRATIVE PROCEDURES AND SERVICES   Part 4: FINANCE     Chapter 163: OFFICE OF INFORMATION TECHNOLOGY.   Section 1982

10.  Waiver Process (if applicable):

Appendix F


AdvantageME CT No: 



STATE OF MAINE

DEPARTMENT OF ____________________

Agreement to Purchase Services

THIS AGREEMENT, made this _(#)_ day of _(month)_, _(year)_, is by and between the State of Maine, _(name of Department)_, hereinafter called “Department,” and  _(name of Provider)_, located at _(street address of Provider) _, telephone number ___________, hereinafter called “Provider”, for the period of _(start date)_ to _(end date)_.

The AdvantageME Vendor/Customer number of the Provider is _____________

WITNESSETH, that for and in consideration of the payments and agreements hereinafter mentioned, to be made and performed by the Department, the Provider hereby agrees with the Department to furnish all qualified personnel, facilities, materials and services and in consultation with the Department, to perform the services, study or projects described in Rider A, and under the terms of this Agreement.  The following riders are hereby incorporated into this Agreement and made part of it by reference:


Rider A - Specifications of Work to be Performed


Rider B - Payment and Other Provisions


Rider C – Exceptions to Rider B


Rider D, E, and/or F – (At Department’s Discretion)


Rider G – Identification of Country in Which Contracted Work will be Performed

WITNESSETH, that this contract is consistent with Executive Order 01 FY 08/09 or a superseding Executive Order, and complies with its requirements.

IN WITNESS WHEREOF, the Department and the Provider, by their representatives duly authorized, have executed this agreement in 
(#) original copies.





DEPARTMENT OF ________________________





By:













Name and Title, Department Representative









and

                          __________________________________________





By:













Name and Title, Provider Representative

Total Agreement Amount:  $___________________

         Approved:    




        

        Chair, State Purchases Review Committee
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RIDER A

SPECIFICATIONS OF WORK TO BE PERFORMED

RIDER B

METHOD OF PAYMENT AND OTHER PROVISIONS
1.
AGREEMENT AMOUNT 
$______________________
2.
INVOICES AND PAYMENTS
The Department will pay the Provider as follows:

Payments are subject to the Provider's compliance with all items set forth in this Agreement and subject to the availability of funds.  The Department will process approved payments within 30 days.

3.
BENEFITS AND DEDUCTIONS
If the Provider is an individual, the Provider understands and agrees that he/she is an independent contractor for whom no Federal or State Income Tax will be deducted by the Department, and for whom no retirement benefits, survivor benefit insurance, group life insurance, vacation and sick leave, and similar benefits available to State employees will accrue.  The Provider further understands that annual information returns, as required by the Internal Revenue Code or State of Maine Income Tax Law, will be filed by the State Controller with the Internal Revenue Service and the State of Maine Bureau of Revenue Services, copies of which will be furnished to the Provider for his/her Income Tax records.

4.
INDEPENDENT CAPACITY
In the performance of this Agreement, the parties hereto agree that the Provider, and any agents and employees of the Provider shall act in the capacity of an independent contractor and not as officers or employees or agents of the State.

5.
DEPARTMENT'S REPRESENTATIVE
The Agreement Administrator shall be the Department's representative during the period of this Agreement.  He/she has authority to curtail services if necessary to ensure proper execution.  He/she shall certify to the Department when payments under the Agreement are due and the amounts to be paid.  He/she shall make decisions on all claims of the Provider, subject to the approval of the Commissioner of the Department.

6.
AGREEMENT ADMINISTRATOR
All progress reports, correspondence and related submissions from the Provider shall be submitted to:


Name:











Title:  









Address: 












who is designated as the Agreement Administrator on behalf of the Department for this Agreement, except where specified otherwise in this Agreement. 

7.
CHANGES IN THE WORK    
The Department may order changes in the work, the Agreement Amount being adjusted accordingly.  Any monetary adjustment or any substantive change in the work shall be in the form of an amendment, signed by both parties and approved by the State Purchases Review Committee.  Said amendment must be effective prior to execution of the work.

8.
SUB-AGREEMENTS
Unless provided for in this Agreement, no arrangement shall be made by the Provider with any other party for furnishing any of the services herein contracted for without the consent and approval of the Agreement Administrator.  Any sub-agreement hereunder entered into subsequent to the execution of this Agreement must be annotated "approved" by the Agreement Administrator before it is reimbursable hereunder.  This provision will not be taken as requiring the approval of contracts of employment between the Provider and its employees assigned for services thereunder.

9.
SUBLETTING, ASSIGNMENT OR TRANSFER
The Provider shall not sublet, sell, transfer, assign or otherwise dispose of this Agreement or any portion thereof, or of its right, title or interest therein, without written request to and written consent of the Agreement Administrator.  No subcontracts or transfer of agreement shall in any case release the Provider of its liability under this Agreement.

10.
EQUAL EMPLOYMENT OPPORTUNITY
During the performance of this Agreement, the Provider agrees as follows:


a.
The Provider shall not discriminate against any employee or applicant for employment relating to this Agreement because of race, color, religious creed, sex, national origin, ancestry, age, physical or mental disability, or sexual orientation, unless related to a bona fide occupational qualification.  The Provider shall take affirmative action to ensure that applicants are employed and employees are treated during employment, without regard to their race, color, religion, sex, age, national origin, physical or mental disability, or sexual orientation.

Such action shall include but not be limited to the following:  employment, upgrading, demotions, or transfers; recruitment or recruitment advertising; layoffs or terminations; rates of pay or other forms of compensation; and selection for training including apprenticeship.  The Provider agrees to post in conspicuous places available to employees and applicants for employment notices setting forth the provisions of this nondiscrimination clause.


b.
The Provider shall, in all solicitations or advertising for employees placed by or on behalf of the Provider relating to this Agreement, state that all qualified applicants shall receive consideration for employment without regard to race, color, religious creed, sex, national origin, ancestry, age, physical or mental disability, or sexual orientation.


c.
The Provider shall send to each labor union or representative of the workers with which it has a collective bargaining agreement, or other agreement or understanding, whereby it is furnished with labor for the performance of this Agreement a notice to be provided by the contracting agency, advising the said labor union or workers' representative of the Provider's commitment under this section and shall post copies of the notice in conspicuous places available to employees and applicants for employment.

d. The Provider shall inform the contracting Department’s Equal Employment Opportunity Coordinator of any discrimination complaints brought to an external regulatory body (Maine Human Rights Commission, EEOC, Office of Civil Rights) against their agency by any individual as well as any lawsuit regarding alleged discriminatory practice.


e.
The Provider shall comply with all aspects of the Americans with Disabilities Act (ADA) in employment and in the provision of service to include accessibility and reasonable accommodations for employees and clients.


f.
Contractors and subcontractors with contracts in excess of $50,000 shall also pursue in good faith affirmative action programs.


g.
The Provider shall cause the foregoing provisions to be inserted in any subcontract for any work covered by this Agreement so that such provisions shall be binding upon each subcontractor, provided that the foregoing provisions shall not apply to contracts or subcontracts for standard commercial supplies or raw materials.

11.
EMPLOYMENT AND PERSONNEL
The Provider shall not engage any person in the employ of any State Department or Agency in a position that would constitute a violation of 5 MRSA § 18 or 17 MRSA § 3104.  The Contractor shall not engage on a full-time, part-time or other basis during the period of this Agreement, any other personnel who are or have been at any time during the period of this Agreement in the employ of any State Department or Agency, except regularly retired employees, without the written consent of the State Purchases Review Committee.  Further, the Provider shall not engage on this project on a full-time, part-time or other basis during the period of this Agreement any retired employee of the Department who has not been retired for at least one year, without the written consent of the State Purchases Review Committee.  The Provider shall cause the foregoing provisions to be inserted in any subcontract for any work covered by this Agreement so that such provisions shall be binding upon each subcontractor, provided that the foregoing provisions shall not apply to contracts or subcontracts for standard commercial supplies or raw materials.

12.
STATE EMPLOYEES NOT TO BENEFIT
No individual employed by the State at the time this Agreement is executed or any time thereafter shall be admitted to any share or part of this Agreement or to any benefit that might arise therefrom directly or indirectly that would constitute a violation of 5 MRSA § 18 or 17 MRSA § 3104.  No other individual employed by the State at the time this Agreement is executed or any time thereafter shall be admitted to any share or part of this Agreement or to any benefit that might arise therefrom directly or indirectly due to his employment by or financial interest in the Provider or any affiliate of the Provider, without the written consent of the State Purchases Review Committee.  The Provider shall cause the foregoing provisions to be inserted in any subcontract for any work covered by this Agreement so that such provisions shall be binding upon each subcontractor, provided that the foregoing provisions shall not apply to contracts or subcontracts for standard commercial supplies or raw materials.

13.
WARRANTY
The Provider warrants that it has not employed or contracted with any company or person, other than for assistance with the normal study and preparation of a proposal, to solicit or secure this Agreement and that it has not paid, or agreed to pay, any company or person, other than a bona fide employee working solely for the Provider, any fee, commission, percentage, brokerage fee, gifts, or any other consideration, contingent upon, or resulting from the award for making this Agreement.  For breach or violation of this warranty, the Department shall have the right to annul this Agreement without liability or, in its discretion to otherwise recover the full amount of such fee, commission, percentage, brokerage fee, gift, or contingent fee.

14.
ACCESS TO RECORDS
The Provider shall maintain all books, documents, payrolls, papers, accounting records and other evidence pertaining to this Agreement and make such materials available at its offices at all reasonable times during the period of this Agreement and for such subsequent period as specified under Maine Uniform Accounting and Auditing Practices for Community Agencies (MAAP) rules.  The Provider shall allow inspection of pertinent documents by the Department or any authorized representative of the State of Maine or Federal Government, and shall furnish copies thereof, if requested.

15.
TERMINATION
The performance of work under the Agreement may be terminated by the Department in whole, or in part, whenever for any reason the Agreement Administrator shall determine that such termination is in the best interest of the Department.  Any such termination shall be effected by delivery to the Provider of a Notice of Termination specifying the extent to which performance of the work under the Agreement is terminated and the date on which such termination becomes effective.  The Agreement shall be equitably adjusted to compensate for such termination, and modified accordingly.

16.
GOVERNMENTAL REQUIREMENTS
The Provider warrants and represents that it will comply with all governmental ordinances, laws and regulations.

17.
GOVERNING LAW

This Agreement shall be governed in all respects by the laws, statutes, and regulations of the United States of America and of the State of Maine.  Any legal proceeding against the State regarding this Agreement shall be brought in State of Maine administrative or judicial forums.  The Provider consents to personal jurisdiction in the State of Maine.

18.
STATE HELD HARMLESS
The Provider agrees to indemnify, defend and save harmless the State, its officers, agents and employees from any and all claims, costs, expenses, injuries, liabilities, losses and damages of every kind and description (hereinafter in this paragraph referred to as “claims”) resulting from or arising out of the performance of this Agreement by the Provider, its employees, agents, or subcontractors.  Claims to which this indemnification applies include, but without limitation, the following: (i) claims suffered or incurred by any contractor, subcontractor, materialman, laborer and any other person, firm, corporation or other legal entity (hereinafter in this paragraph referred to as “person”) providing work, services, materials, equipment or supplies in connection with the performance of this Agreement;  (ii) claims arising out of a violation or infringement of any proprietary right, copyright, trademark, right of privacy or other right arising out of publication, translation, development, reproduction, delivery, use, or disposition of any data, information or other matter furnished or used in connection with this Agreement; (iii) Claims arising out of a libelous or other unlawful matter used or developed in connection with this Agreement; (iv) claims suffered or incurred by any person who may be otherwise injured or damaged in the performance of this Agreement; and (v) all legal costs and other expenses of defense against any asserted claims to which this indemnification applies.  This indemnification does not extend to a claim that results solely and directly from (i) the Department’s negligence or unlawful act, or (ii) action by the Provider taken in reasonable reliance upon an instruction or direction given by an authorized person acting on behalf of the Department in accordance with this Agreement.

19.
NOTICE OF CLAIMS 
 The Provider shall give the Contract Administrator immediate notice in writing of any legal action or suit filed related in any way to the Agreement or which may affect the performance of duties under the Agreement, and prompt notice of any claim made against the Provider by any subcontractor which may result in litigation related in any way to the Agreement or which may affect the performance of duties under the Agreement.

20.
APPROVAL

This Agreement must have the approval of the State Controller and the State Purchases Review Committee before it can be considered a valid, enforceable document.

21.
LIABILITY INSURANCE
The Provider shall keep in force a liability policy issued by a company fully licensed or designated as an eligible surplus line insurer to do business in this State by the Maine Department of Professional & Financial Regulation, Bureau of Insurance,  which policy includes the activity to be covered by this Agreement with adequate liability coverage to protect itself and the Department from suits.  Providers insured through a “risk retention group” insurer prior to July 1, 1991 may continue under that arrangement.  Prior to or upon execution of this Agreement, the Provider shall furnish the Department with written or photocopied verification of the existence of such liability insurance policy.

22.
NON-APPROPRIATION
Notwithstanding any other provision of this Agreement, if the State does not receive sufficient funds to fund this Agreement and other obligations of the State, if funds are de-appropriated, or if the State does not receive legal authority to expend funds from the Maine State Legislature or Maine courts, then the State is not obligated to make payment under this Agreement.  

23.
SEVERABILITY
The invalidity or unenforceability of any particular provision or part thereof of this Agreement shall not affect the remainder of said provision or any other provisions, and this Agreement shall be construed in all respects as if such invalid or unenforceable provision or part thereof had been omitted.

24.
INTEGRATION
All terms of this Agreement are to be interpreted in such a way as to be consistent at all times with the terms of Rider B (except for expressed exceptions to Rider B included in Rider C), followed in precedence by Rider A, and any remaining Riders in alphabetical order.

25.
FORCE MAJEURE

The Department may, at its discretion, excuse the performance of an obligation by a party under this Agreement in the event that performance of that obligation by that party is prevented by an act of God, act of war, riot, fire, explosion, flood or other catastrophe, sabotage, severe shortage of fuel, power or raw materials, change in law, court order, national defense requirement, or strike or labor dispute, provided that any such event and the delay caused thereby is beyond the control of, and could not reasonably be avoided by, that party.  The Department may, at its discretion, extend the time period for performance of the obligation excused under this section by the period of the excused delay together with a reasonable period to reinstate compliance with the terms of this Agreement.

26.
SET-OFF RIGHTS

The State shall have all of its common law, equitable and statutory rights of set-off.  These rights shall include, but not be limited to, the State’s option to withhold for the purposes of set-off any monies due to the Provider under this Agreement up to any amounts due and owing to the State with regard to this Agreement, any other Agreement, any other Agreement  with any State department or agency, including any Agreement for a term commencing prior to the term of this Agreement, plus any amounts due and owing to the State for any other reason including, without limitation, tax delinquencies, fee delinquencies or monetary penalties relative thereto.  The State shall exercise its set-off rights in accordance with normal State practices including, in cases of set-off pursuant to an audit, the finalization of such audit by the State agency, its representatives, or the State Controller.

27.
ENTIRE AGREEMENT
This document contains the entire Agreement of the parties, and neither party shall be bound by any statement or representation not contained herein.  No waiver shall be deemed to have been made by any of the parties unless expressed in writing and signed by the waiving party.  The parties expressly agree that they shall not assert in any action relating to the Agreement that any implied waiver occurred between the parties which is not expressed in writing.  The failure of any party to insist in any one or more instances upon strict performance of any of the terms or provisions of the Agreement, or to exercise an option or election under the Agreement, shall not be construed as a waiver or relinquishment for the future of such terms, provisions, option or election, but the same shall continue in full force and effect, and no waiver by any party of any one or more of its rights or remedies under the Agreement shall be deemed to be a waiver of any prior or subsequent rights or remedy under the Agreement or at law.

RIDER C

EXCEPTIONS TO RIDER B

RIDER G

IDENTIFICATION OF COUNTRY

IN WHICH CONTRACTED WORK WILL BE PERFORMED

Please identify the country in which the services purchased through this contract will be performed:

 FORMCHECKBOX 


United States.  Please identify state:       
 FORMCHECKBOX 


Other.  Please identify country:       
Notification of Changes to the Information
The Provider agrees to notify the Division of Purchases of any changes to the information provided above.  

� � HYPERLINK "http://janus.state.me.us/legis/statutes/5/title5sec1982.html" ��http://janus.state.me.us/legis/statutes/5/title5sec1982.html�


� � HYPERLINK "http://janus.state.me.us/legis/statutes/5/title5sec932.html" ��http://janus.state.me.us/legis/statutes/5/title5sec932.html� and subsequent sections


� � HYPERLINK "http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project" ��http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project�


� � HYPERLINK "http://www.sans.org/top20/" ��http://www.sans.org/top20/�


� � HYPERLINK "http://www.webappsec.org/" ��http://www.webappsec.org/�


� � HYPERLINK "http://www.microsoft.com/security/default.mspx" ��http://www.microsoft.com/security/default.mspx�


� � HYPERLINK "http://www.sun.com/security/" ��http://www.sun.com/security/�


� Source Maine Criminal Code Chapter 18 Computer Crimes � HYPERLINK "http://janus.state.me.us/legis/statutes/17-a/title17-asec431.html" ��http://janus.state.me.us/legis/statutes/17-a/title17-asec431.html�
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