Mississippi Department of
Information Technology Services

RFP No: 3558

INVITATION: Sealed proposals, subject to the dttzat conditions, will be received at this
office until September 22, 2008@ 3:00 p.nocal time for the acquisition of the
products/services described below for MississigpteSDepartment of Health.

Acquisition of services from a qualified Vendorgmvide an integrated softwate
solution and implementation services for a compnsive, statewide,
Immunization and Disease Surveillance System.

MANDATORY VENDORS’ CONFERENCE: Thursday, August 21, 2008 at
10:00 a.m. Central Time, Mississippi Departmenindédrmation Technology
Services, Robert G. Clark, Jr. Buildind! floor classroom, 301 North Lamar
Street, Jackson, Mississippi 39201

The Vendor must submit proposals and direct inquires to:

Donna Hamilton
Technology Consultant
Information Technology Services
Suite 508, 301 N. Lamar Street
Jackson, MS 39201-1495
(601) 359-9613
Donna.Hamilton@its.ms.gov

To prevent opening by unauthorized individualscalpies of the proposal must be sealed in the
package. The following must be clearly typed dabe| affixed to the package in a clearly
visible location:

PROPOSAL, SUBMITTED IN RESPONSE TO
RFP NO. 3558
due September 22, 2008 @ 3:00 p.m.,
ATTENTION: Donna Hamilton

David L. Litchliter
Executive Director, ITS
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ITS RFP Response Checklist

RFP Response Checklist: These items should bededlin your response to RFP 3558.

1) One clearly marked original response and ten d@)tical copy/copies of the
complete proposal. Label the front and spine ottinee-ring loose-leaf binder
with the Vendor name and RFP number. Includettras listed below inside
the binder. Please DO NOT include a copy of the RFyour binder.

2) Submission Cover Sheet, signed and dated. (Section I)

3) Proposal Bond, if applicable (Section I)

4) Proposal Exception Summary, if applicable (Section V)

5) Vendor response t&FP Questionnaire (Section V1)

6) Point-by-point response fiiechnical Specifications (Section VII)

7) Vendor response tGost Information Submission (Section VIII)

8) References (Section 1X)
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SECTION |
SUBMISSION COVER SHEET & CONFIGURATION SUMMARY

Provide the following information regarding the g@n responsible for the completion of your
proposal. This person should also be the persoMiksissippi Department of Information
Technology ServiceslTS), should contact for questions and/or clarificasio

Name Phone #
Address Fax #
E-mail

Subject to acceptance byS, the Vendor acknowledges that by submitting a psapAND
signing in the space indicated below, the Vendaoigractually obligated to comply with all
items in this Request for Proposal (RFP), includimggStandard Contract in Exhibit A if
included herein, except those listed as exceptortfie Proposal Exception Summary Form. If
no Proposal Exception Summary Form is includedWiedor is indicating that he takes no
exceptions. This acknowledgement also contragtwdlligates any and all subcontractors that
may be proposed. Vendors who sign below may et take exception to any point during
contract negotiations. The Vendor further certifieat the company represented here is an
authorized dealer in good standing of the prodsetsices included in this proposal.

/
Original signature of Officer in Bind of Company/Date

Name (typed or
printed)

Title

Company name
Physical address

State of Incorporation

CONFIGURATION SUMMARY

The Vendor must provide a summary of the main carepts of products/services offered in this
proposal using 100 words or less.
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PROPOSAL BONDS

Please refer to Item No. 36, “Proposal Bond” int®eclV to determine if a Proposal Bond is
required for this procurement. If required, pleatach the bond here.
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SECTION I
PROPOSAL SUBMISSION REQUIREMENTS

The objective of the Proposal Submission Requirésnggction is to provide Vendors with the
information required to submit a response to treglrest for Proposal (RFP). A Vendor who
has responded to previous RFPs issueld Byshould not assume that the requirements are the
same, as changes may have been made.

1. Failure to follow any instruction within this RFPay at the State’s sole discretion, result
in the disqualification of the Vendor’s proposal.

2. The State has no obligation to locate or acknovdeatyy information in the Vendor’s
proposal that is not presented under the apprepoigtiine according to these instructions
and in the proper location.

3. The Vendor’s proposal must be received, in writimgthe office o TS by the date and
time specified.ITS is not responsible for any delays in delivery xyppenses for the
development or delivery of proposals. Any propasakived after proposal opening
time will be returned unopened.

4, Proposals or alterations by fax, e-mail, or phoilenet be accepted.

5. Original signatures are required on one copy of®hkmission Cover Sheet and
Configuration Summary, and the Vendor’s originddrsission must be clearly identified
as the original. The Vendor’s original proposalstnclude the Proposal Bond, (if
explicitly required in Section IV).

6. ITS reserves the right to reject any proposals, inoithose with exceptions, prior to
and at any time during negotiations.

7. ITS reserves the right to waive any defect or irregtylan any proposal procedure.

8. The Vendor may intersperse their response followiach RFP specification but must
not otherwise alter or rekey any of the originat tef this RFP. If the State determines
that the Vendor has altered any language in tlggnadi RFP, the State may, in its sole
discretion, disqualify the Vendor from further catesation. The RFP issued b)S is
the official version and will supersede any coniiig RFP language submitted by the
Vendor.

The Vendor must conform to the following standardthe preparation of the Vendor’s
proposal:

8.1 The Vendor is required to submit one clearly maréeginal response and
ten (10)identical copy/copies of the complete proposalluding all sections
and exhibits, in three-ring binders.
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8.2 To prevent opening by unauthorized individualscalpies of the proposal
must be sealed in the package. A label contaithegnformation on the RFP
cover page must be clearly typed and affixed tqotiekage in a clearly
visible location.

8.3 Number each page of the proposal.
8.4 Respond to the sections and exhibits in the sanher as this RFP.
8.5 Label and tab the responses to each section ariitexising the

corresponding headings from the RFP.

8.6 If the Vendor does not agree with any item in aggtien, then the Vendor
must list the item on thieroposal Exception Summary Form. (See Section V
for additional instructions regarding Vendor exoeps.)

8.7 Occasionally, an outline point in an attachmentesgs information which is
not applicable to the products/services propostthe Vendor is certain the
point does not apply to the given RFP, the Ventloukl respond with “NOT
APPLICABLE.”

8.8 Where an outline point asks a question or requefsignation, the Vendor
must respond with the specitimswer or information requested.

8.9 When an outline point/attachment is a statementigea for the Vendor’s
information only, the Vendor need only read thahpoThe Vendor
acknowledges having read and accepting, or taking@ion to, all sections
by signing theSubmission Cover Sheet and providing @roposal Exception
Summary Form.

8.10 Where a minimum requirement has been identifieghard by stating the
item (e.g., device name/model number, guarantegzbrse time) proposed
and how it will meet the specifications.

8.11 The Vendor must fully respond to eadguirement within th&echnical
Soecifications by fully describing the manner and degree by witleh
proposal meets or exceeds said requirements.

It is the responsibility of the Vendor to cleartientify all costs associated with any item
or series of items in this RFP. The Vendor musluide and complete all parts of the
cost proposal in a clear and accurate man@enissions, errors, misrepresentations,

or inadequate details in the Vendor’s cost proposahay be grounds for rejection of
the Vendor’s proposal. Costs that are not clearlydentified will be borne by the
Vendor. The Vendor must complete t@est Information Submission in this RFP, which
outlines the minimum requirements for providingtdagormation. The Vendor should
supply supporting details as described in@ost |nformation Submission.
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ITS reserves the right to request additional infororatr clarification of a Vendor’s
proposal. The Vendor’s cooperation during the @atabn process in providingS staff
with adequate responses to requests for clarifinatiill be considered a factor in the
evaluation of the Vendor’s overall responsivendsack of such cooperation or failure to
provide the information in the manner required naythe State’s discretion, result in the
disqualification of the Vendor’s proposal.

Unsolicited clarifications and updates submitteérathe deadline for proposals will be
accepted or rejected at the sole discretiolT 8t

Unsolicited clarifications in the evaluation andestion of lowest and best proposal will
be considered only if all the following conditioase met:

12.1

12.2

12.3

12.4

12.5

12.6

12.7

A clarification to a proposal that includes a neahnounced product line or
service with equal or additional capability to hbepded at or less than the
proposed price will be considered.

Information provided must be in effect nationalhdahave been formally and
publicly announced through a news medium that teedér normally uses to
convey customer information.

Clarifications must be received early enough indh@luation process to
allow adequate time for re-evaluation.

The Vendor must follow procedures outlined heremsubmitting updates
and clarifications.

The Vendor must submit a statement outlining tiheuonstances for the
clarification.

The Vendor must submit one clearly marked origaral ten (10) copy/copies
of the clarification.

The Vendor must be specific about which part ofahginal proposal is
being changed by the clarification (i.e., mustimie exact RFP reference to
section and outline point).

Communications with State

From the issue date of this RFP until a Vendoeisded and the selection is announced,
responding Vendors or their representatives magoiwtimunicate, either orally or in
writing regarding this RFP with any statewide edelcpfficial, state officer or employee,
member of the legislature or legislative employeeeet as noted herein. To ensure
equal treatment for each responding Vendor, alttioies regarding this RFP must be
submitted in writing to the State’s contact pergmrthe selection procesand not later

than the last date for accepting responding Vengdestions provided in this RFP. All
such questions will be answered officially by that8 in writing. All such questions and
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answers will become addenda to this RFP, and thiépevposted to théTS web site.
Vendors failing to comply with this requirement will be subject to disqualification

13.1 The State’s contact person for the selection psoie$onna Hamilton,
Technology Consultant, 301 North Lamar Street, 938, Jackson, MS
39201, 601-359-9613, Donna.Hamilton@its.ms.gov.

13.2 Vendor may consult with State representatives agydated by the State’s
contact person identified in 13.1 above in respaasgtate-initiated inquiries.
Vendor may consult with State representatives dustheduled oral
presentations and demonstrations excluding sitesvis
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SECTION IlI
VENDOR INFORMATION

The objective of the Vendor Information sectiortiaé RFP is to provide Vendors with
information required to respond to the RFP succdlgsf

1. Interchangeable Designations
The terms “Vendor” and “Contractor” are referent@mughout this RFP. Generally,
references to the “Vendor” are used in conjunctuith the proposing organization and
procurement process leading up to the final RFéctieh and award. The term
“Contractor” denotes the role assumed, post-awardhe winning Vendor.
Additionally, the terms “State of Mississippi,” ‘@e” or “ITS” may be used
interchangeably throughout this RFP to denote thi¢igal entity issuing the RFP and
requesting responses from Vendors throughout thesefications. References to a
specific agency, institution or other political gntrepresent the client or customer on
whose behalf ITS is issuing the RFP.

2. Vendor’'s Responsibility to Examine RFP
Vendors must examine all documents, forms, spetifins, standard provisions, and
instructions.

3. Proposal as Property of State
All written proposal material becomes the propeityhe State of Mississippi.

4. Written Amendment to RFP
Any interpretation of an ITS RFP will be made bytten amendment only. The State
will not be responsible for any other explanatiéthis RFP. A copy of any amendment
will be posted on the ITS website, together with #ssociated RFP specification.
Vendors are required to check the ITS website garatly for RFP amendments before
the proposal opening date at: http://www.its.msldps/rfps_awaiting.shtml.

Any and all amendments will be posted no later thaon, seven calendar days prior to
the proposal opening date listed on the cover pagdas RFP. Should you be unable to
access thé€T'S website, you may contact theES technology consultant listed on page
one of this RFP and request a copy.

5. Oral Communications Not Binding
Only transactions which are in writing from ITS mag considered official. No
negotiations, decisions, or actions shall be exsethy any Vendor as a result of any
discussions with any State employee.

6. Vendor’s Responsibility for Delivery
Vendors must ensure, through reasonable and sirffitollow-up, proper compliance
with, and fulfillment of all schedules and deliveles specified within the body of this
RFP. The State will not be responsible for thkufaiof any delivery medium for

10
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submission of information to or from the Vendoluding but not limited to, public and
private carriers, U.S. malil, Internet Service Pdevs, facsimile, or e-mail.

Evaluation Criteria

The State's intent in issuing this RFP is to aveacdntract to the lowest and best
responsive Vendor who meets specifications, consigi@rice and other factors. The
Vendor’s past performance, cooperation, and aliitgrovide service and training are
general factors that will be weighed in the setatiprocess. More specific information
concerning evaluation criteria is presented in Tiezdl Specifications.

Multiple Awards
ITS reserves the right to make multiple awards.

Right to Award in Whole or Part
ITS reserves the right to approve an award by idda items or in total, whichever is
deemed to be in the best interest of the Stateisgibippi.

Right to Use Proposals in Future Projects

The State reserves the right to evaluate the awgrdgposal from this RFP, including all
products and services proposed therein, alongtiwehiesulting contractual terms, for
possible use in future projects if (a) it is deertiete in the best interest of the State to
do so; and (b) the Vendor is willing to extend atdess than or equal to that specified in
the awarded proposal and resulting contract. Asa®tconcerning the utilization of a
Vendor’s proposal for future projects is solelyta discretion of the State and requires
the agreement of the proposing Vendor. The Std&xssion to reuse an awarded
proposal will be based upon such criteria as:th{@)customer’s business requirements;
(2) elapsed time since the award of the originajgmt; and/or (3) research on changes in
the Vendor, market, and technical environmentsesthe initial award.

Price Changes During Award or Renewal Period

A price increase will not be accepted during tharmwperiod or the renewal period,
unless stipulated in the contract. However, tfaeSwill always take advantage of price
decreases.

Right to Request Information

The State reserves the right to request informagtative to a Vendor's references and
financial status and to visit a Vendor’s facilitidgring normal working hours. The State
also reserves the right to request a current fiadstatement, prepared and certified by
an independent auditing firm, and reserves the tmhequire that Vendors document
their financial ability to provide the products asetvices proposed up to the total dollar
amount of the Vendor’s cost proposal. The Stagerkes the right to request information
about the Vendor from any previous customer ofMeedor of whom the State is aware,
even if that customer is not included in the Verglbst of references.

Vendor Personnel
For RFPs including professional services specibcat the Vendor will be required to

11
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provide and/or certify the following for each indlual included in the Vendor’s
proposal:

13.1 A direct telephone number at which the individuaynbe contacted for a
telephone interview. The State will pay toll chesgn the continental United
States. The Vendor must arrange a toll-free nurfareall other calls.

13.2 That, if onsite interviews are required, the indival can be at the specified
location in Mississippi within the timeframe spéeif. All costs associated
with onsite interviews will be the responsibilitjthe Vendor.

13.3 That the individual is proficient in spoken andtten English;

13.4 That the individual is a U.S. citizen or that thdividual meets and will
maintain employment eligibility requirements in qoirance with all INS
regulations. The Vendor must provide evidencealehtification and
employment eligibility prior to the award of a coaatt that includes any
personnel who are not U. S. citizens.

13.5 That the personnel assigned to a project will renagpart of the project
throughout the duration of the contract as lonthagersonnel are employed
by the Vendor, unless replaced by the Vendor atafjgest of the State. This
requirement includes the responsibility for ensgiali non-citizens maintain
current INS eligibility throughout the duration thie contract.

Vendor Imposed Constraints

The Vendor must specifically document what limias, if any, exist in working with

any other Contractor acting in the capacity of $t@te’s business partner, subcontractor
or agent who may be managing any present or fyumjects; performing quality
assurance; integrating the Vendor’s software; amutoviding web-hosting, hardware,
networking or other processing services on theeStéehalf. The project relationship
may be based on roles as either equal peers; sspgrv subordinate; or subordinate —
supervisory, as determined by the State. The &atmgnizes that the Vendor may have
trade secrets, intellectual property and/or busimektionships that may be subject to its
corporate policies or agreements. The State rmgsrstand these issues in order to
decide to what degree they may impact the Statelfgyato conduct business for this
project. These considerations will be incorporatecbrdingly into the proposal
evaluation and selection process. The understgmdached between the Vendor and the
State with regard to this business relationshiglpdes the Vendor from imposing any
subsequent limitations of this type in future pobjendertakings by the State.

Best and Final Offer

The State reserves the right to solicit Best amaélFDffers (BAFOs) from Vendors,
principally in situations in which proposal costdigse available funding or the State
believes none of the competing proposals preseBestValue (lowest and best
proposal) opportunity. Situations warranting stdicon of a BAFO will be considered

12
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an exceptional practice for any procurement. Vestimat remain in a competitive range
within an evaluation may be requested to tendet &as Final Offers, at the sole
discretion of the State. All such Vendors willfm@vided an equal opportunity to
respond with a Best and Final Offer under a procetiube defined by the State that
encompasses the specific, refined needs of a prajgpart of the BAFO solicitation.
The State may re-evaluate and amend the origioggrspecifications should it be
deemed necessary in order to improve the oppoytimitattaining Best Value scenarios
from among the remaining competing Vendors. AllIEAproceedings will be

uniformly conducted, in writing and subject to sahtion by the State and receipt from
the Vendors under a precise schedule.

Restriction on Advertising

The Vendor must receive written approval from thet&Sbefore advertising or
referencing the award of the contract or the ses/lieing provided. The Vendor must
agree not to refer to awards in commercial advegis such a manner as to state or
imply that the firm or its services are endorsegraferred by the State of Mississippi.

Rights Reserved to Use Existing Product Contracts

The State reserves the right on turnkey projectsgtmire certain products from other
existinglTS contracts if it is in its best interest to do $bthis option is exercised, then
the awarded Vendor must be willing to integratedbeuisition and implementation of
such products within the schedule and system urwlgract.

Additional Information to be Included

In addition to answering each specification witthirs RFP, the Vendor must include
complete product/service information, includingqwot pictorials and
technical/descriptive literature relative to angguict/service offered with the proposal.
Information submitted must be sufficiently detaitedsubstantiate that the
products/services offered meet or exceed spedditsit

Valid Contract Required to Begin Work

The successful Vendor should not commence anybkellaork until a valid contract has
been executed. Any work done by the successfutldieprior to the execution of the
contract is done at the Vendor’s sole risk. TreeSis under no obligation to pay for
work done prior to the execution of a contract.

13



RFP No.: 3558

Section 1V: Legal and Contractual Information
Project No.: 37526

Revised: 7/30/2008

SECTION IV
LEGAL AND CONTRACTUAL INFORMATION

The objective of théegal and Contractual Information section is to provide Vendors with
information required to complete a contract or agrent withITS successfully.

1.

Acknowledgment Precludes Later Exception

By signing theSubmission Cover Sheet, the Vendor is contractually obligated to comply
with all items in this RFP, including tt&andard Contract in Exhibit A if included

herein, except those specifically listed as exoggstion thd’roposal Exception Summary
Form. If no Proposal Exception Summary Form s included, the Vendor is indicating
that he takes no exceptions. Vendors who respmtiudg RFP by signing th&ubmission
Cover Sheet may not later take exception to any item in théRl&ring contract
negotiations. This acknowledgement also contrdlgtoaligates any and all
subcontractors that may be proposed. No exceptipissibcontractors or separate terms
and conditions will be entertained after the fact.

Failure to Respond as Prescribed

Failure to respond as described in SectioRidtiposal Submission Requirements to any
item in the sections and exhibits of this RFP,udolg theStandard Contract attached as
Exhibit A, if applicable, shall contractually obéite the Vendor to comply with that item.

Contract Documents

ITS will be responsible for all document creation &ddtorial control over all
contractual documentation related to each procunepreject. The following
documents will normally be included in all contabetweenTS and the Vendor:

3.1 The Proposal Exception Summary Form as acceptétdSyy

3.2 Contracts which have been signed by the Vendod B&d

3.3 ITS” Request for Proposal, including all addenda;

3.4 Official written correspondence frofS to the Vendor;

3.5 Official written correspondence from the VendotT& when clarifying the

Vendor’s proposal; and
3.6 The Vendor’s proposal response to th§ RFP.

Order of Precedence

When a conflict arises regarding contract interd ttuconflicting statements in
documents included in the contract, the order e€pdence of each document is as listed
above unless modification of order is negotiated @agreed upon by bot@'S and the
winning Vendor.

14
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Additional Contract Provisions

The contract will also include such additional psoans, which are not inconsistent or
incompatible with the material terms of this RF® naay be agreed upon by the parties.
All of the foregoing shall be in such form and dainge as prescribed by the State.

Contracting Agent by Law

The Executive Director dff'S is, by law, the purchasing and contracting agentte
State of Mississippi in the negotiation and exepubf all contracts for the acquisition of
computer and telecommunications equipment, systeafisyare, and services (Section
25-53-1, et seq., of the Mississippi Code AnnotatdéTsS is issuing this RFP on behalf
of the procuring agency or institutioiTS and the procuring agency or institution are
sometimes collectively referred to within this R&F"State.”

Mandatory Legal Provisions

7.1 The State of Mississippi is self-insured; all regments for the purchase of
casualty or liability insurance are deleted.

7.2 Any provisions disclaiming implied warranties shad null and void. See
Mississippi Code Annotated Sections 11-7-18 an@-739(4). The Vendor
shall not disclaim the implied warranties of mertadility and fitness for a
particular purpose.

7.3 The Vendor shall have no limitation on liabilityrfdaims related to the
following items:

7.3.1 Infringement issues;

7.3.2 Bodily injury;

7.3.3 Death;

7.3.4 Physical damage to tangible personal and/or reglgsty; and/or

7.3.5 The intentional and willful misconduct or negligetts of the
Vendor and/or Vendor’s employees or subcontractors.

7.4 All requirements that the State pay interest (othan in connection with
lease-purchase contracts not exceeding five yaaggjeleted.

7.5 Any contract negotiated under this RFP will be goee by and construed
according to the laws of the State of Mississipgenue for the resolution of
any dispute shall be Jackson, Hinds County, Miggiss

7.6 Any contract negotiated under this RFP is cancelabthe event the funding
authority does not appropriate funds. Notice regjuents to Vendor cannot
exceed sixty (60) days.

15
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The State of Mississippi does not waive its soggrénmunities or defenses
as provided by law by entering into this contratthwhe Vendor, Vendor
agents, subcontractors, or assignees.

The State will deliver payments to the Vendor witforty-five (45) days after
receipt of invoice and receipt, inspection, andrapal of Vendor’s
products/services. No late charges will excee8b6lp®r month on any unpaid
balance from the expiration of said period untymant is delivered. See
Section 31-7-305 of the Mississippi Code Annotat8eéller understands and
agrees that Purchaser is exempt from the paymedakes.

The State shall not pay an attorney's fees, prepead interest or the cost of
legal action to or for the Vendor.

Approved Contract

8.1

8.2

8.3

Award of Contract - A contract is considered tcalsarded to a proposer once
the proposer’s offering has been approved as loaresbest proposal
through:

8.1.1 Written notification made to proposers i8S letterhead, or

8.1.2 Notification posted to thEI'S website for the project, or

8.1.3 CP-1 authorization executed for the project, or
8.1.4 ThelTS Board’s approval of same during an open sessioheof
Board.

ITS statute specifies whethErS Director approval ofTS Board approval is
applicable for a given project, depending on thaltidfecycle cost of the
contract.

A contract is not deemed final until five (5) wanki days after either the
award of contract or post procurement review, @slisited in thd TS Protest
Procedure and Policy. In the event of a validgstthe State may, at its sole
discretion, continue the procurement or stay tleeymement in accordance
with thelTS Protest Procedure and Policy. If the procurengntayed, the
contract is not deemed final until the protesesotved.

Contract Validity
All contracts are valid only if signed by the Exg&ea Director ofITS.

Order of Contract Execution
Vendors will be required to sign contracts andital all contract changes before the
Executive Director of TS signs.
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Avalilability of Funds

All contracts are subject to availability of funalsthe acquiring State entity and are
contingent upon receipt by the winning Vendor giuachase order from the acquiring
State entity.

CP-1 Requirement

All purchase orders issued for goods and servicgsiged from the awarded Vendor
under this RFP must be encoded by the Customerccggdth a CP-1 approval number
assigned byTS. This requirement does not apply to acquisitiivas by policy have
been delegated to State entities.

Requirement for Electronic Payment and Invoicing

13.1

13.2

13.3

Payments to the awarded Vendor for all goods andces acquired under
this RFP by state agencies that make paymentsghrihe Statewide
Automated Accounting System (“SAAS”) will be madedaronically, via
deposit to the bank account of the Vendor’s choitiee awarded Vendor
must enroll and be activated in PayMode™, the Statarent vehicle for
sending and receiving electronic payments, prigeteiving any payments
from state agencies. There is no charge for a ¥ietedenroll or receive
payments via PayMode. For additional informationRayMode, including
registration instructions, Vendors should visit tbkowing website:
http://portal.paymode.com/ms¥endors may also request assistance from the
Mississippi Management and Reporting System (MMB&) Center
regarding PayMode registration by contactingsh@dfa.state.ms.us

For state agencies that make payments through Sth&%warded Vendor
may be required to submit electronically all invasdor goods and services
acquired under this RFP, along with appropriatgpsung documentation, as
directed by the State. Should the requiremengli@etronic invoicing be
implemented during the term of the project contria State will work with
the Vendor to determine a reasonable timeframefoating electronic
invoicing.

Items 13.1 and 13.2 only apply to state agencigsniake payments through
SAAS. Payments and invoices for all other entiisconform to their
standard methods of payment to contractors.

Time For Negotiations

14.1

All contractual issues must be successfully netediavithin fifteen (15)
working days from the Vendor’s initial receipt bietproject contract from
ITS, unlesdTS consents to extend the period. Failure to coraplet
negotiations within the stated time period constgilgrounds for rejection of
the Vendor’s response to this RFF'S may withdraw the proposal award
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and begin negotiations with the next ranked Vemchonediately or pursue
any other option.

14.2 Negotiations shall be limited to items to which ¥endor has noted as
exceptions on their Proposal Exception Summary Faswell as any new
items that the State may require. All contractnges requested by the
Vendor related to such exceptions noted in Vendmoposal shall be
submitted three (3) working days prior to scheduiedotiations, unled3'S
consents to a different period.

Prime Contractor

The selected Vendor will be designated the prinrgrector in the proposal, and as such,
shall be solely responsible for all products/sessioffered in the proposal and for the
fulfillment of the contract with the State.

Sole Point of Contact
ITS will consider the selected Vendor to be the solatpof contact with regard to
contractual matters, including payment of any dhdrearges resulting from the contract.

16.1 The Vendor must acknowledge and agree that in rsatfgroposals,
clarifications, negotiations, contracts and resotubf issues and/or disputes,
the Vendor represents all contractors, third psudied/or subcontractors the
Vendor has assembled for this project. The Veésdmmmitments are
binding on all such parties and consequently tla¢eS$ only required to
negotiate with the Vendor.

16.2 Furthermore, the Vendor acknowledges and agreeas® all rights and/or
services related to all general consulting, sesvieasing, software licensing,
warranties, hardware maintenance and/or softwapatito the State from
any contractor, third party or subcontractor withie State having to
negotiate separately or individually with any spelties for these terms or
conditions.

16.3 Should a proposing Vendor wish to assign paymeangfor all charges
resulting from this contract to a third party, Vendnust disclose that fact in
his/her proposal, along with the third party’s naexddress, nature of
business, and relationship to the proposing Venrterreason for and purpose
of the assignment, and all conditions of the asammt, including but not
limited to a copy of an assignment document toxszgted by the State, the
Vendor, and the third party. Such assignmentshilaccepted or rejected at
the sole discretion of the State. Vendor mustrilend definitively state in
his/her proposal whether the proposal is contingeon the requested
assignment of payments. Whenever any assignmemayofient is requested,
the proposal, contract, and assignment documerttinzigde language
specifically guaranteeing that the proposing Vendaolely and fully liable
and responsible for the performance of its oblagaiunder the subject
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contract. No assignment of payment will be congdet the time of
purchase unless such assignment was fully discliostbe Vendor’s proposal
and subsequently accepted by the State.

ITS Approval of Subcontractor Required

Unless provided in the contract, the Vendor shatlaontract with any other party for
furnishing any of the contracted work or servicathaut the consent, guidance, and
written approval of the StatdTS reserves the right of refusal and the right taues
replacement of a subcontractor due to unacceptainie or conduct. This provision
should not be interpreted as requiring the appro¥aidividual contracts of employment
between the Vendor and personnel assigned forcesruinder the contract.

Inclusion of Subcontract Agreements
Copies of any agreements to be executed betweeéretidor and any subcontractors
must be included in the Vendor’s proposal.

Negotiations with Subcontractor

In order to protect the State’s interd3t$ reserves the right to attempt to resolve the
contractual disagreements that may arise betwee¥ehdor and its subcontractor after
award of the contract.

References to Vendor to Include Subcontractor
All references in the RFP to “Vendor” shall be doned to encompass both the Vendor
and its subcontractors.

Outstanding Vendor Obligations

21.1 Any Vendor who presently owes the State of Mispj@ismoney pursuant to
any contract for whichiTS is the contracting agent and who has received
written notification fromlTS regarding the monies owed, must submit, with
the proposal, a certified check in the amount dwkeawing in order for the
proposal in response to this RFP to be considém@da Vendor currently in
bankruptcy as of the RFP submission date, thisimeapent is met, if and only
if, ITS has an active petition before the appropriate hagrtky court for
recovery of the full dollar amount presently owedhe State of Mississippi
by that Vendor. If the Vendor has emerged fromkbaptcy by the RFP
submission date, the Vendor must pay in full anpant due and owing to
the State, as directed in the court-approved redzgton plan, prior to any
proposal being considered.

21.2 Any Vendor who is presently in default on existoantracts for whichTS is
the contracting agent, or who otherwise is delimjue the performance of
any such contracted obligations, is in the solgioent of the State required
to make arrangement for fulfilling outstanding ghliions to the satisfaction
of the State in order for the proposal to be carsd.
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21.3 The State, at its sole discretion, may reject tlopgsal of a Vendor with any
significant outstanding financial or other obligets to the State or who is in
bankruptcy at the time of proposal submission.

Equipment Condition

For all RFPs requiring equipment, the Vendor mustish only new equipment in
response toTS specifications, unless an explicit requirementused equipment is
otherwise specified.

Delivery Intervals

The Vendor’s proposal must specify, in tbest Information Submission and in response
to any specific instructions in tieechnical Specifications, delivery and installation
intervals after receipt of order.

Pricing Guarantee

The Vendor must explicitly state, in tR®st Information Submission and in response to
any specific instructions in thieechnical Specifications, how long the proposal will
remain valid. Unless stated to the contrary inTighnical Specifications, pricing must
be guaranteed for a minimum of ninety (90) days.

Shipping Charges

For all RFPs requiring shipment of any product@mponent, all products must be
deliveredFOB destinationto any location within the geographic boundariethe State
with all transportation charges prepaid and included inthe RFP proposal or LOC
guotation. Destination is the point of use.

Amortization Schedule

For all RFPs requiring equipment, contracts invadvihe payment of interest must
include an amortization schedule clearly documentire amount of interest payable
over the term of the contract.

Americans with Disabilities Act Compliance for Web Developmehand Portal

Related Services

All Web and Portal development work must be desigared implemented in compliance
with the Electronic and Information Technology Assibility Standards associated with
Section 508 of the Rehabilitation Act and with ¥WWeb Accessibility Initiative (WAI) of
the W3C.

Ownership of Developed Software

28.1 When specifications require the Vendor to develufpasare for the State, the
Vendor must acknowledge and agree that the Sté#te isole owner of such
developed software with exclusive rights to useerabr distribute the
software without restriction. This requirement ggpto source code, object
code, and documentation.
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28.2 The State may be willing to grant the Vendor a xehesive license to use the
State’s software subject to devising acceptablageand license fees. This
requirement is a matter of State Law, and not nabjlet

Ownership of Custom Tailored Software

In installations where the Vendor’s intellectuabperty is modified and custom-tailored
to meet the needs of the State, the Vendor must tifé State an application license
entitling the State to use, and/or alter the safweithout restriction. These
requirements apply to source code, object codedandmentation.

Terms of Software License
The Vendor acknowledges and agrees that the tealh edftware licenses provided to
the State shall be perpetual unless stated otherwikie Vendor’'s proposal.

The State is Licensee of Record

The Vendor must not bypass the software contragtitagge of a project by licensing
project software intended for State use in its camymame. Upon award of a project,
the Vendor must ensure that the State is propedynsed for all software that is
proposed for use in a project.

Remote Access via Virtual Private Network

Vendor must understand that the State of Mississifmterprise Security Policy
mandates that all remote access to and/or frorSthie network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the
life of this Agreement, Vendor and the State agoagenplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-td@éESP tunnel mode) and will
terminate on a Cisco VPN-capable device (i.e. VBhcentrator, PIX firewall, etc.) on
the State’s premises. Vendor agrees that it rati#lls expense, implement/maintain a
compatible hardware/software solution to termiriatespecified VPN on the State’s
premises. The parties further understand and agat¢¢he State protocol standard and
architecture are based on industry-standard sgquotocols and manufacturer engaged
at the time of contract execution. The State resgetlre right to introduce a new protocol
and architecture standard and require the Vendoorply with same, in the event the
industry introduces a more secure, robust prottucaéplace IPSec/ESP and/or there is a
change in the manufacturer engaged.

Negotiating with Next-Ranked Vendor

Should the State cease doing business with anydrfessdected via this RFP process, for
any reason, the State reserves the right to i@itiagotiations with the next ranked
Vendor.

Disclosure of Proposal Information

Vendors should be aware that any information imogp@sal may be subject to disclosure
or reproduction under the Mississippi Public Resohdt of 1983, defined in Section 25-
61-1 et seq. of the Mississippi Code Annotatad.disclosures of proposal information
will be made in compliance with tH€S Public Records Procedures established in
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accordance with the Mississippi Public Records Aldtel TS Public Records
Procedures are available in Section 019-010 offitBeProcurement Handbook, on the
ITS Internet site athttp://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&@fiew or from
ITS upon request.

As outined in the Third Party Information section of th& Public Records Procedures,
ITS will give written notice to any affected Vendorafequest to view or reproduce the
Vendor’s proposal or portion thereof. ITS will nbbwever, give such notice with
respect to summary information prepared in conoaatiith the State’s review or
evaluation of a Vendor’s proposal, including, bat iimited to, written presentations to
the ITS Board or other approving bodies, and/oiilamavritten documentation prepared
for the project file. In addition, ITS will not pvide third-party notice for requests for
any contract executed as a result of this RFP, thigrexception of information contained
in contract exhibits identified and labeled as aberitial during the contract negotiation
process. ITS will provide third-party notice ofjreests for any such confidential exhibits
to allow Vendor the opportunity to protect the imf@tion by court order as outlined in
the ITS Public Records Procedures.

Summary information and contract terms, as defatsml/e, become the propertyldfs,
who has the right to reproduce or distribute thfsimation without notification.

Vendors should further be aware that requestsisatabure of proposal and contract
information are sometimes receivedIb significantly after the proposal opening date.
ITS will notify the signatory “Officer in Bind of Conmgmy” provided in Section | of this
RFP for Notification of Public Records Requestthi@ event information is requested
that your company might wish to consider protecs trade secret or as confidential
commercial or financial information. If the “Offic in Bind of Company” should not be
used for notification of public records requesten®or should provide the alternative
contact information in response to this RFP item.

Risk Factors to be Assessed

The State will assess risk factors that may iytiekist within a given procurement and
that may develop over the course of a procuremeess as facts become known. The
State, at its sole discretion, may employ the foilhgg mechanisms in mitigating these
risks: proposal bonding, performance bonding, mreg payment plan with retainage,
inclusion of liquidated damages, and withholdingmpant for all portions of the
products/services acquired until final acceptantee Vendor must agree to incorporate
any or all of the above terms and conditions iheodustomer agreement.

Proposal Bond
The Vendor must include a proposal bond in the arhofi$25,000.00 with its RFP
proposal.

The security must be in the form of a bond, irrelde letter of credit, certified check, or

cashier’s check (hereinafter, “security”) payaldehieMississippi State Department of
Health, to be held by their contracting agent, the MispgsDepartment of Information
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Technology Services, and must be placed in the tsbthe Vendor’s proposal. The
submission of an acceptable security is a condfir@eedent to a valid proposal, and the
amount of the security is not negotiable or comatgst Any proposal received without
the security will be rejected and returned to tlemdor without further consideration.

The security binds the Vendor to the commitmentderia writing in the Vendor’s
proposal. The security will be forfeited in theeet the awarded Vendor, at any time
during the contract negotiation process, refusémtmr commitments made in its
proposal, reneges on pricing, takes exception ydenm or condition that was not
addressed in the Vendor’s written proposal, osfalexecute a contract as anticipated in
the RFP and the Vendor’s proposal, including doaiteteexceptions, within fifteen (15)
working days after the Vendor’s initial receipttbé project contract frodTS, unless an
extension is agreed to bYS.

As stated in the RFP, the Vendor may take excepti@my point without incurring any
liability to provide items to which an exceptionshiaeen taken. Likewise, the State has
no obligation to accept any proposed exceptioroughthe State decide, at its sole
discretion and at any point in the process, thabameption is NOT acceptabldS will
reject the Vendor’'s proposal and return the Verglsecurity.

The Vendor’s security will be returned promptlyeaffTS and the successful Vendor
have executed a contract or within ninety (90) d&yer opening the proposals if no

letter of intent to award a contract has been sknthe event that the successful Vendor
fails to accept and sign the mutually negotiateatrext, that Vendor shall be disqualified
andITS shall initiate negotiations with the next rankeeindor until a contract is
successfully negotiated, bFS elects to cancel the procurement. The secunfied
remaining Vendors will be returned when a conthes been successfully negotiated and
executed, or when the procurement is canceled.

Performance Bond/Irrevocable Bank Letter of Credit

The Vendor must include the price of a performammed or irrevocable bank letter of
credit with his RFP proposal. If required, the aofsthe bond or letter of credit should be
shown as a separate line item in @ast Information Submission. The performance bond
or letter of credit must be procured at the VensleXpense prior to the execution of the
contract and may be invoicedMississippi State Department of Healthafter contract
initiation only if itemized in theCost Information Submission and in the executed
contract. The final decision as to the requirement for a Pedrmance Bond or
Irrevocable Bank Letter of Credit will be made uponcontract award and is at the
State’s sole discretion.

If a Performance Bond /Irrevocable Bank Letter oddit is required, the Vendor must
procure and submit 43S, on behalf of Mississippi State Department of ltreakith the
executed contract, (a) a performance bond fronliabte surety company authorized to
do business in the State of Mississippi or (b)regvbcable bank letter of credit that is
acceptable to the State. The Performance Bontkedritevocable Letter of Credit shall
be for the total amount of the contract or an anowntually agreed upon by the State
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and the successful Vendor and shall be payableigsidsippi State Department of
Health, to be held by their contracting agent,Nhssissippi Department of Information
Technology Services. No contract resulting froms 8FP will be valid until the

required Performance Bond or Irrevocable Bank kett€redit has been received and
found to be in proper form and amount. The Veraipees that the State has the right to
request payment for a partial amount or the fulbant of the Irrevocable Letter of
Credit/Performance bond should the products/ses\eing procured hereunder not be
provided in a manner consistent with this RFP &edendor’s proposal by the delivery
dates agreed upon by the parties. The State nmagrepayment by contacting the bank
issuing the letter of credit or the bonding compesying the performance bond and
making a written request for full or partial paymeithe issuing bank/bonding company
is required to honor any demand for payment froenState within fifteen (15) days of
notification. The letter of credit/performance biashall cover the entire contract period
and shall not be released until completion of iat@ct or until the warranty period, if
any, has expired, whichever occurs last. Vendastrepecify the cost of the
Performance Bond or Letter of Credit as a sepdirsgatem in theCost Information
Submission.

Responsibility for Behavior of Vendor Employees/Sutontractors

The Vendor will be responsible for the behavioalits employees and subcontractors
while on the premises of any State agency or urgtit. Any Vendor employee or
subcontractor acting in a manner determined bytiministration of any State agency or
institution to be detrimental, abusive, or offereste any of the staff or student body of
any State agency or institution will be asked tvéethe premises and can be suspended
from further work on the premises.

Protests

The Executive Director diTS and/or the Board Members IdfS or their designees shall
have the authority to resolve Vendor protests mmeation with the selection for award
of a contract. Copies of the protest proceduresaaailable on thel'S Internet site -

ITS Protest Procedure and Policy, Section 019-0P8,Procurement Handbook at:
http://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&0few or from ITS upon request.

Protest Bond

Potential Vendors may protest any of the specifioatof this RFP on the belief that the
specification is unlawful, unduly restrictive, amjustifiably restraining to competition.
Any such protest must be in writing and submit@thelTS Executive Director along
with the appropriate protest bond within five (5)nking days of the Official Release of
the RFP, as defined in thES Protest Procedure and Policy. The outside oétivelope
must be marked “Protest” and must specify RFP nurgb88.

As a condition precedent to filing any protest tedito this procurement, the Vendor
must procure, submit to th€S Executive Director with its written protest, andimtain
in effect at all times during the course of thetesb or appeal thereof, a protest bond in
the full amount of the total estimated projectdifele cost or $250,000.00, whichever is
less. The total estimated project lifecycle coitlve the amount used B¥S in the
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computation of cost points, as the low cost indaerominator of the cost evaluation
formula. The bond shall be accompanied by a dullgenticated or certified document
evidencing that the person executing the bondieased Mississippi agent for the
bonding company. This certified document shalhtdg the name and address of the
person or entity holding the protest bond and steahtify a contact person to be notified
in the event that the State is required to takemactgainst the bond. The protest bond
shall not be released to the protesting Vendot thiprotest is finally resolved and the
time for appealing said protest has expired. Tioéegt bond shall be procured at the
protesting Vendor’s expense and be payable to tissidsippi Department of

Information Technology Services. Prior to approdahe protest bondTS reserves the
right to review the protest bond and require thagsting Vendor to substitute an
acceptable bond in such form as the State maymabBorequire. The premiums on such
bond shall be paid by the protesting Vendor. TlaeStiay claim against the protest
bond as specified in Section 25-53-5 (n) of thedidsippi Code of 1972, as amended
during the 1998 Mississippi legislative sessiomdidition to all other rights and
remedies the State may have at law or in equity.

Should the written protest submitted by the Verfddito comply with the content
requirements ofTS’ protest procedure and policy, fail to be submitiithin the
prescribed time limits, or fail to have the appraf@ protest bond accompany it, the
protest will be summarily dismissed by & Executive Director.

Mississippi Employment Protection Act

Effective July 1, 2008, Vendor acknowledges thatwarded, it will ensure its
compliance with the Mississippi Employment ProtectAct (Senate Bill 2988 from the
2008 Regular Legislative Session) and will registed participate in the status
verification system for all newly hired employe&be term “employee” as used herein
means any person that is hired to perform workiwithe State of Mississippi. As used
herein, “status verification system” means theglllelmmigration Reform and
Immigration Responsibility Act of 1996 that is optad by the United States Department
of Homeland Security, also known as the E-Verifgdgtam, or any other successor
electronic verification system replacing the E-WeRrogram. Vendor will agree to
maintain records of such compliance and, upon qpfehe State, to provide a copy of
each such verification to the State.

Vendor acknowledges and certifies that any perssigaed to perform services
hereunder meets the employment eligibility requigata of all immigration laws of the
State of Mississippi.

Vendor acknowledges that violating the E-Verify ¢haom (or successor thereto)
requirements subjects Vendor to the following:qacellation of any state or public
contract and ineligibility for any state or pubtiontract for up to three (3) years, with
notice of such cancellation being made publicpdtlie loss of any license, permit,
certification or other document granted to Vendgpah agency, department or
governmental entity for the right to do businesMississippi for up to one (1) year, or

25



RFP No.: 3558

Section 1V: Legal and Contractual Information
Project No.: 37526

Revised: 7/30/2008

(c) both. Vendor would also be liable for any diddial costs incurred by the State due
to contract cancellation or loss of license or perm
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SECTION V
PROPOSAL EXCEPTIONS

Please return thieroposal Exception Summary Form at the end of this section with all
exceptions to items in any Section of this RFRedstind clearly explained or state “No
Exceptions Taken.” If n€roposal Exception Summary Form s included, the Vendor is
indicating that he takes no exceptions to any frethis RFP document.

1.

Unless specifically disallowed on any specificatigrein, the Vendor may take
exception to any point within this RFP, includingecification denoted with "shall” or
“must,” as long as the following are true:

1.1 The specification is not a matter of State law;

1.2 The proposal still meets the intent of the RFP;

1.3 A Proposal Exception Summary Form is included wiémdor’s proposal,
and

1.4 The exception is clearly explained, along with aftgrnative or substitution

the Vendor proposes to address the intent of theifggation, on the Proposal
Exception Summary Form.

The Vendor has no liability to provide items to athian exception has been taken. ITS
has no obligation to accept any exception. Dutimggproposal evaluation and/or contract
negotiation process, the Vendor and ITS will disceiach exception and take one of the
following actions:

2.1 The Vendor will withdraw the exception and meetdpecification in the
manner prescribed;

2.2 ITS will determine that the exception neither posigsificant risk to the
project nor undermines the intent of the RFP arldaetept the exception;

2.3 ITS and the Vendor will agree on compromise langudegling with the
exception and will insert same into the contract; o

2.4 None of the above actions is possible, and ITSeilisqualifies the Vendor’s
proposal or withdraws the award and proceeds toéléranked Vendor.

ShouldITS and the Vendor reach a successful agreertigatwill sign adjacent to each
exception which is being accepted or submit a fommeten response to theroposal
Exception Summary responding to each of the Vendor’s exceptionse Arioposal
Exception Summary, with those exceptions approvedIdys, will become a part of any
contract on acquisitions made under this RFP.

An exception will be accepted or rejected at tHe descretion of the State.

The State desires to award this RFP to a Vendweadors with whom there is a high
probability of establishing a mutually agreeablatcact, substantially within the
standard terms and conditions of the State's RfeRiding theStandard Contract in
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Exhibit A, if included herein. As such, Vendorbage proposals, in the sole opinion of
the State, reflect a substantial number of matexaéptions to this RFP, may place
themselves at a comparative disadvantage in tHaatia@n process or risk
disqualification of their proposals.

For Vendors who have successfully negotiated arachnivithITS in the pastiTS
requests that, prior to taking any exceptions ®RFP, the individual(s) preparing this
proposal first confer with other individuals whoviegpreviously submitted proposals to
ITS or participated in contract negotiations witts on behalf of their company, to
ensure the Vendor is consistent in the items tekhitakes exception.
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PROPOSAL EXCEPTION SUMMARY FORM

List and clearly explain any exceptions, for all RIP Sections and Exhibits, in the table
below.

ITS RFP Vendor Proposal Brief Explanation of | ITS Acceptance (sign
Reference Reference Exception here only if accepted)
(Reference (Page, section, items in | (Short description of

specific outline | Vendor’s proposal where| exception being
point to which exception is explained) | made)
exception is
taken)
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SECTION VI
RFP QUESTIONNAIRE

Please answer each question or provide the infeomas requested in this section.

1.

Statewide Automated Accounting System (SAAS) Infation for State of Mississippi
Vendor File

11

SAAS Vendor Code Any Vendor who has not previously done businesis w
the State and has not been assigned a SAAS Veadershould furnish a
signed copy of an IRS W-9 form with the proposaktadpy of the W-9 Form
can be obtained by going to theS website http://www.its.ms.goyclicking

on the “Procurement” button to the left of the sereselecting “Vendor
Information”, scrolling to the bottom of the pagéd clicking on the link
“Forms Required in RFP Responses.” Vendors whe Ipagviously done
business with the State should furni$l® with their SAAS Vendor code.

SAAS Vendor Code: OR SignedMir Attached:

1.2

Minority Vendor Self-Certification Form: The State of Mississippi, in an
effort to capture participation by minority Vendpasks that each Vendor
review the State of Mississippi Minority Vendor S€krtification Form. This
information is for tracking/reporting purposes qrand will not be used in
determining which Vendor will be chosen for thejpod. Any Vendor who
can claim status as a Minority Business Entermise Woman Business
Enterprise in accordance with the definitions as torm and who has not
previously submitted a form to the State of Miggigsshould submit the
completed form with the proposal. A copy of the Bhity Vendor Self-
Certification Form can be obtained at:
http://www.its.ms.gov/docs/MinorityVendorSelfCertiRapdf Please direct
any questions about minority certification in M&sppi to the Minority
Business Enterprise Division of the Mississippi Bleypyment Authority by
telephone at (601) 359-3448 or via emaiaority @mississippi.org

Minority Vendor Self-Certification Form Included:
Minority Vendor Self-Certification Form PreviousBubmitted:
Not claiming Minority or Women Business Enterpri&@atus:

Certification of Authority to Sell

The Vendor must certify Vendor is a seller in getahding, authorized to sell and able
to deliver all items and related services propasdte State of Mississippi in the time
frame specified. Does the Vendor make these watiibns? (A yes or no answer is

required.)

Certification of No Conflict of Interest
Mississippi law clearly forbids a direct or inditemnflict of interest of a company or its
employees in selling to the State. The Vendor ranstver and/or provide the following:
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3.1 Does there exist any possible conflict of inteneghe sale of items to any
institution withinITS jurisdiction or to any governing authority? (A y&sno
answer is required.)

3.2 If the possibility of a conflict does exist, proei@ list of those institutions and
the nature of the conflict on a separate pageraeidde it in your proposal.
The Vendor may be precluded from selling to thos#itutions where a
conflict of interest may exist.

Pending Legal Actions

4.1 Are there any lawsuits or other legal proceedirggsrest the Vendor that
pertain to any of the software, hardware, or othaterials and/or services
which are a part of the Vendor’s proposal? (Ageso answer is required.)

4.2 If so, provide a copy of same and state with spmtifthe current status of the
proceedings.

Non-Disclosure of Social Security Numbers

Does the Vendor acknowledge that any informatiagstesy proposed, developed, or
modified under this RFP that disseminates, in anpnfor manner, information or
material that contains the Social Security Numbdernoindividual, has mechanisms in
place to prevent the inadvertent disclosure oftdeszidual’s Social Security Number to
members of the general public or to persons otter those persons who, in the
performance of their duties and responsibilitiesjena lawful and legitimate need to
know the individual’'s Social Security Number? Tagknowledgement is required by
Section 25-1-111 of the Mississippi Code Annotated.

Order and Remit Address
The Vendor must specify both an order and a redutess:

Order Address:

Remit Address (if different):
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Web Amendments

As stated in Section HIITS will use thelTS website to post amendments regarding
RFPs before the proposal openindpidip://www.its.ms.gov/rfps/rfps_awaiting.shtmVe
will post clarifications and Vendor questions reeel until 12:00 p.m., Central Time,
seven days prior to the proposal opening dateallistethe cover page of this RFP or the
posted extension date, if applicable.

Vendors may list any questions or items neediagfatation discovered in the week
prior to the proposal opening in a written formiatre beginning of the proposal binder
or in the comment section for the individual offeyi

Does the Vendor certify that they have reviewedpy of thel TS amendments for RFPs
as above stated? (A yes or no answer is required.)
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SECTION VII
TECHNICAL SPECIFICATIONS

How to Respond to this Section

11

1.2

1.3

1.4

15

1.6

1.7

1.8

Beginning with Item 3 of this section, label andpend to each outline point
in this section as it is labeled in the RFP.

The Vendor must respond with “ACKNOWLEDGED,” “WILCOMPLY” or
“AGREED” to each point in this section. In additianany items in this RFP
require detailed and specific responses to pravideequested information.
Failure to provide the information requested welult in the Vendor
receiving a lower score for that item, or, at that&s sole discretion, being
subject to disqualification.

“ACKNOWLEDGED” should be used when no Vendor resgmor Vendor
compliance is required. “ACKNOWLEDGED” simply mesathe Vendor is
confirming to the State that he read the statem&his is commonly used in
the RFP sections where the agency’s current opgrativironment is
described or where general information is beinggiabout the project.

“WILL COMPLY” or “AGREED” are used interchangeably indicate that

the Vendor will adhere to the requirement. Thesms$ are used to respond to
statements that specify that a Vendor or Vendatpg@sed solution must
comply with a specific item or must perform a certask.

If the Vendor cannot respond with “ACKNOWLEDGED WiLL

COMPLY,” or “AGREED,” then the Vendor must respondh
“EXCEPTION.” (See Section V, for additional insttions regarding Vendor
exceptions.)

Where an outline point asks a question or requefiemation, the Vendor
must respond with the specific answer or infornratiequested.

In addition to the above, Vendor must provide eciptetails as to the manner
and degree to which the proposal meets or excealfsspecification.

On-site attendance at the Vendors’ Conference amstiay, August 21, 2008
at 10:00 a.m. is mandatory for any Vendor who idgeto submit an RFP
response. No exceptions will be granted to thigsirement. Any proposal
received from a Vendor who did not have an autleoricepresentative at the
Vendors’ Conference will be rejected.

General Overview

MSDH and the Mississippi Department of Informatitechnology Services (ITS) are
issuing this Request for Proposal (RFP) to secuyeadified Vendor, through competitive
procedures, to provide an integrated software solnd implementation services for a
comprehensive, statewide, Mississippi Immuniza#ind Disease Surveillance System
(MIDSS) that will operate within the confines oktkxisting State IT infrastructure. The
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Mississippi State Department of Health’s (MSDHpairy charge is to provide statewide
services directed at the prevention of diseaseshendrotection and promotion of the
health status of all Mississippians. The agen@petis clinics throughout the state in
nine (9) public health districts and in all eigltye (82) counties. MSDH currently has
numerous computer systems to assist in carryingg®utajor programs. However, these
systems are not integrated and the data for thegggms is maintained in stand-alone
databases so there is not a central source foingiganformation on a patient. In
addition, many of the systems are past their udiééalycle.

The purpose of MIDSS is to create a comprehengistes for achieving Public Health
Information Network (PHIN) compliance and ensurat tfthe necessary functional
capabilities to accurately aggregate all of a péisanformation currently stored in a
variety of disparate databases can be obtainedteyieg one unique patient identifier,
while ensuring patient privacy and working to immpknt an interoperable public health
system. The goals for MIDSS are as follows:

. Establish an interoperable system that ensuresmgdrivacy and meets state and
federal requirements and guidelines for a functiommdust, and scalable public
health information management system;

. To quickly and consistently identify a patient as@ll encounters and minimize
patient record duplication;

. Create a data dictionary to enable users to exehawgnpare, query and report
on data currently contained in various independgstems;

. Establish an integrated data repository/warehousepport the capture,
management, storage and reporting of patient daa multiple programs under
the unique patient identifier;

. Ensure access to data is controlled at the systpplication, database and
transaction levels, and that audit data is recofdedvery transaction;

. Provide web-based access for users to view, aaressedit the patient’s record
and Web applications allowing internal and exteusars to search and query
patient records;

. Enhance workflow, improve efficiency, and reduceaunities for error by
eliminating multiple data-entry points; and

. Incorporate rule-based knowledge processes toragaily monitor and compare
new patient data instantly against a patient’s {tmrg history and automatically
provide administrative and/or clinical alerts faregtionable or critical situations.

This RFP encompasses all tasks associated witthetfign, development, project
management, planning, prototyping, building, idatadn, testing and implementation of
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the MIDSS as specified in the technical and fumalaequirements as outlined in
Section VII of this document. The Vendor must sfyete bandwidth and any other
necessary information required to run the applicatmeeting the response times and
performance measures established in this RFP, ¢mmty offices located throughout
the State. Vendors selected as finalists duriegettaluation will work with the State ITS
resources to design a robust network that willldly Lapable of supporting the
performance, availability and reliability standardguired for this application. The State
will be responsible for securing all hardware a@sburces required to implement the
network based upon Vendor recommendations.

The State requires a phased implementation appfoathis project. This RFP provides
the scope of work for all phases. The Vendor'ppsal must address how the Vendor
would provide these products/services. Vendors ingiide the following major
functions, at a minimum, to be implemented initials Phase 1:

* Replacement of the existing Immunization Registrgg @ommunicable Disease
program specific functions currently provided,;

* Implementation of the Core Function modules thatreacessary to form the logical
foundation for MIDSS and provide complete functilitiyefor these initial modules;
and

+ Create all interfaces described in Section 14.

Phase 2 consists of replacing the other specifignams with new modules that integrate
with MIDSS and/or interfacing MIDSS to the otheswms that will not be replaced by
the enterprise system. However, no guarantednsg lneade that MSDH will pursue the
additional products/services beyond Phase 1. &leeted Vendor will be required to
submit a detailed work plan for any additional ghtsat must be approved by the State
prior to the start of that phase. At the Stat@sam, future phases of the project may be
re-competed.

The State acknowledges this project to be a majegration effort, but does not
anticipate it to be a major development effortogersals will be evaluated based on the
overall closeness of fit with the State’s operati@ncluding processes, legal
requirements and technical architecture); thoseineg the least amount of
customization will be at a decided advantage. &als must be submitted by qualified
Vendors for a fully integrated system includingsaftware, system modifications,
documentation, implementation, testing, data casigar training, and
maintenance/warranty as required by the specifinatin this RFP.

Background of Current Programs/Systems
MSDH has five major program areas which MIDSS nagktress: Immunization,

Communicable Disease (e.g., STD, HIV), Epidemioldggad Screening and Asthma.
MIDSS must: (1) Provide the functionality and dttat is currently available to MSDH
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in their existing programs/systems; (2) Provideghbanced functionality requested in

this RFP; and

(3) Interface with Patient Information Managemewst®m (PIMS), Public Health
Laboratory Information Management System (LIMS)bRuHealth Statistics (Vital
Records), Tuberculosis (TB), Pharmacy, STO/HIV, &Biettronic Surveillance
(NEDSS). Program and technical descriptions aogiged for each program area and

system below.

3.1 Immunization

3.1.1

3.1.2

Program Description

The MSDH Bureau of Immunization provides and sufgoor
services designed to ultimately eliminate the ianick of vaccine-
preventable diseases in children, adolescentsdultsa The
services provided by the Bureau of Immunizatiorude vaccine
distribution and administration, monitoring of immugation levels
of the state’s children, administration of the iaes for Children
(VFC) program, disease surveillance and outbreakrcb
information and education, and enforcement of thte's
immunization laws. Immunization against childhabseases is
required by Mississippi Law in order to enter sdhéfead Start,
or day care.

Process Narrative and Technical Description fastng
Immunization System

The Bureau of Immunization is supported by theofelhg
information systems: PIMS, bar code system, thecve
Management system (VACMAN) and the Comprehensiveicl
Assessment Software Application (CoCASA.)

In addition to the standard encounter processinigodiing
provided for all MSDH programs, PIMS also providles
following immunization program specific functionta®e-wide
immunization registry for immunizations given byakte
department clinics and participating private prevel

The Mississippi Child Immunization Act of 1994 ddtshed a
centralized registry to be operated by the MSDHhealth care
providers to report all childhood immunizationseyivn the state.
The goal of the MSDH Immunization Program is tauiesthat
accurate and valid immunization data is availabledalth care
providers, parents, and others who have a legiéraat tangible
interest in immunization information. This infortra is stored in
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PIMS and accessible through the statewide netwsirigian
Internet browser. Registration and immunizatiodatp
capabilities are also available via the web brows$emrmunization
history and compliance forms for school entry aralable
through the web/registry.

. Tracking/follow-up

PIMS provides the ability to record immunizatiomsla
maintain and inquire on a patient’s immunizatiostdny
directly online. Online availability of current munization
status and next due immunization dates is availadlben
charges for immunization services are enteredpétient’s
immunization history is automatically updated. M
checks the validity of recorded doses and provinidisie
assessment of a patient’s current and next due maation
requirements, based on user-defined schedules of
immunization protocols. PIMS also provides autamat
generation of reminder notices to patients.

. Reporting

Immunization specific reports, both standard antiad
are generated for each reporting period. Repaaisime
generated by multiple categories including provider
population sub-groups, vaccine and others. Theslos
administered report and delinquency reports
(reminder/recall lists) are examples of required
immunization reports.

The bar code system is a Microsoft Access databatem used
for data entry of immunizations given by privateygicians
directly into the mainframe system. Using loginijstsr which
store the user’s login for the PIMS system, thebade system
allows a clerk to scan individual barcode labetsavibarcode
scanner directly into the program. The bar codm$oare printed
barcode labels shipped per request to private geosiwho send
them to the central office when a patient has lassigned a
patient identity and scanned for entry into thasteyg (PIMS) via
a barcode scanner. The clerk scans a batch ogalairclinic
which is read directly into the barcode progranme barcode
program converts the scanned barcode into the foodatry into
the PIMS system using a module to open a host expé@ssion
using the clerks PIMS ID. At the completion of gr@cessing,
the program executes and automated module whichdotp
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PIMS using the clerk’s ID and keys the informatioto the
system. The conclusion of the process generapestseof the
data just entered to be sent to the clinic forfieaiion and
review.

VACMAN is a FoxPro vaccine management inventoryteys
designed by CDC and used by the MSDH pharmacy and
Immunization office. This program communicate®dily with
CDC on a daily basis regarding vaccine inventony arers.
Information entered into VACMAN includes vacciné taumber,
manufacturer, funding source, and clinic and cdntdormation.
The Vaccine for Children (VFC) staff enters theaiae orders
from clinics, and pharmacy staff enters the invenemd orders
shipped. Clinics report their orders and dosesiidtared to the
Immunization office, which enters the informationedtly into
VACMAN. The system generates a doses administengalt,
vaccine inventory report, clinic provider listing provider type
(hospital, etc.), and funding report — source ofding for the
three vaccines/money spent. The daily informatsogenerated
into a file at the end of the work day and transsdito the CDC
via a secured data network site by only a selectoiethe
VACMAN users. Updates to the program and ordegs ar
downloaded from the same secured site for importitgthe
VACMAN program. Vaccine is ordered through VACMAM
secured data transmission with CDC, which processis,
receipts and other edits to program data.

CoCASA is a FoxPro based application designed b¢ @i the
nursing staff at clinics to use for tracking patseand conducting
assessments of immunizations administered by eclins a
locally installed database which can generate in&tion and
reports based upon the individual patient dataredtmto the
program with administered immunizations. MSDH-
Immunization uses a text file extracted from PIM& a DB2
system to import individual clinical patient hises into the
CoCASA program for more efficient usage. CoCASgoal
allows for network usage, if desired, and the réocwy and
updating of VFC-AFIX (Vaccines for Children-Assessmh
Feedback Incentives and eXchange of Informatioa)uations
for a clinic for annual reporting to CDC.

3.2 Communicable Disease (e.g. STD, HIV)
Please refer to Section VII, Item 14.10 below faleacription.

38



RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

3.3 Current Office of Epidemiology

The Office of Epidemiology has responsibility foanaging the reportable
and nationally-notifiable diseases in the Statblisisissippi. There are four
classes of reportable diseases: (1) Class 1 dseaas®f major public health
importance that are to be reported directly to MSBHelephone within 24
hours of first knowledge or suspicion and requiméramediate public health
response; (2) Class 2 reportable diseases muspbeed within one week
of diagnosis but do not require an immediate pubdialth response for
individual cases; (3) Class 3 reportable diseasefr@am laboratory based
surveillance and are to be reported within one wdetompletion of the
laboratory test. Minimally, reports include theipat's name, address, age
or date of birth (or both), race, sex, diseasaispscted disease or condition,
date of onset of the disease, method of diagnasténame of attending
clinician; and (4) Class 4 diseases are requodzkbtreported on a quarterly
basis. All reports made are confidential.

All systems except for the Syndromic Surveillangstem are staffed locally
at the central MSDH office. District and centréfice surveillance nursing
staff have access to the Syndromic SurveillanceeBys

There are 17 health representatives within theedfiof MSDH that are
involved in the infectious diseases surveillancgay. Eight health
representatives are located at the MSDH centralegfanother nine health
representatives are located in the field.

The Office of Epidemiology maintains multiple systefor recording and
further reporting of these reportable diseasesodinel items of interest.
These systems include:

. MORBID (Communicable Disease and Conditions)
. WEST NILE VIRUS (WNV)
> Bird
> Horse (access to MS State Veterinary Research and
Diagnostic Laboratory system)
> Human
> Mosquito (spread sheets and CDC application)
. Syndromic Surveillance (BT_ER Log for Influenza dralsh)
. Early Aberration Reporting System

3.3.1 MORBID (Communicable Disease and Conditions)

3.3.11 Program Description
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The MORBID system is a general reportable
disease database that contains information
related to cases of the reportable illnesses in
humans. The system is utilized to produce raw
data for statistical analysis, reporting and
geographical location. Actual analyses are
performed with Epi Info, Excel and SAS.

Process Narrative

The Program receives reports of reportable
diseases either through telephone, or paper (e.g.,
fax or paper lab slip). The reporting method is
somewhat dependent on the class of reportable
disease (e.qg., class 1 requires a telephone call).

The reports are received by central office
epidemiology staff. Timely follow-ups are
initiated with the MSDH field office, patient, or
both to initiate prophylactic services. The
epidemiology staff enters the information into
MORBID. All data entry is at the central office.

As data are entered, cases are flagged and
follow up sheets are generated in the form of a
memo to MSDH district offices and others
indicating follow-up is required. The memos
are printed and mailed to the district offices.

The record may be updated based on follow up
activities that generate additional information
(e.g., confirmation of disease); or case status is
determined and recorded by the central office
epidemiology staff (utilizing CDC case
definitions).

Once a week an ASCII text file is prepared for
reporting and put in CDC compliant format for
the NETSS system. If records are changed or
deleted after reported the subsequent process of
generating the file for CDC will account for this
change. The updated status is part of the
information sent to CDC,; this keeps the records
synchronized. Other manual ad hoc queries are
run as needed in FoxPro.
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Technical Description of Existing MORBID
System

The MORBID system was originally written in
DBase Il in 1986. In 1994 the system was
converted to FoxPro for Windows. The system
was developed in-house and contains records
dating back to 1986 (includes archived records).
Class 1, 2 and 3 reportable diseases are tracked
through this system.

WEST NILE VIRUS SYSTEM

3.3.2.1

3.3.2.2

3.3.2.3

Program Description

The WEST NILE VIRUS system is a repository
of information on Arboviral infections of
animals, and humans. Within the system there
are multiple databases for this information.
Information on WEST NILE VIRUS infections
of mosquitoes is not contained in the WEST
NILE VIRUS system but maintained in an
Excel spread sheet and entered into CDC'’s
Arbonet system.

WEST NILE VIRUS — Animals Process
Narrative

When there is an instance of dead bird(s) found,
the public reports it to the MSDH. All reports
are entered into the WNV system. An XML file
is generated annually and uploaded to CDC’s
Arbonet system. Information on positive horses
is obtained from the Mississippi Bureau of
Animal Health and entered into the CDC'’s
Arbonet system.

WEST NILE VIRUS — Human Process

Narrative

For human WEST NILE VIRUS reporting, the
program receives calls from labs, physicians, or
hospitals to receive authorization for testing a
suspected human Arboviral case. Upon
approval, physicians and hospitals submit a
specimen and a lab slip to the state public health
lab for testing. The physicians and hospitals
may utilize the MSDH field offices to forward
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their specimens. The lab enters the information
from the lab slip and this information is
forwarded to the program. The program may or
may not have received the Arboviral Panel. The
record is established manually in the system
from either the lab slip or the Arboviral Panel.
This sets up a record in the human database with
an unknown status and no lab work. Tests are
conducted by the state lab and Health Level
Seven (HL7) format test results are generated
(patient’s name, demographics, who submitted,
the lab) by MLAB LIMS. The program is
verbally advised by the lab that the test is
completed and the report has been generated.
However, MLAB LIMS is only updated twice a
day. Thus, the lab may forward results via fax,
particularly on positive results, before they are
sent electronically. Otherwise, the program
receives the electronic report for manual entry.

When notified of a positive result, the MSDH
District office and local medical provider are
notified. The lab forwards the lab results to the
provider.

In some instances the laboratory test is
conducted by “reference laboratories” (not the
state lab). A paper report is sent to the central
office. The program staff evaluates the lab
report to determine if their analysis meets the
State’s specifications. If it does, the report is
manually entered into the WNV system. Once
the data are in the system, program staff log into
CDC'’s Arbonet system and manually enter the
positive results. The positive results are also
imported into MORBID and those results are
included in the ASCII files that are provided to
CDC’s NETSS. Positive data are sent to a GIS
mapping file, currently performed by staff in
Public Health Statistics.

Records are archived based on state regulations.
Archive records are maintained with the
database structure. Active records are
maintained for four years.
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WEST NILE VIRUS — Mosquitoes Process
Narrative

Mosquitoes collected by environmentalist and
other local agencies are sorted and certain
species are sent to the Public Health Laboratory
for testing of West Nile virus, St. Louis
encephalitis, and eastern equine encephalitis.
Data are manually entered into CDC’s Arbonet
system.

Technical Description of Existing WNV System
The West Nile Surveillance system is modified
version of the infectious Disease database,
which was written/developed in1986 as a Dbase
[l platform and has undergone several
conversions to its current operating system of
FoxPro 26 (Windows version).

SYNDROMIC SURVEILLANCE (BT_ER Log for Influenza and

Rash)

3.3.3.1

3.3.3.2

Program Description

The BT_ER Log for Influenza and Rash system
collects aggregate data submitted to MSDH
District offices from sentinel hospitals and
physicians throughout the state for patients
presenting with respiratory and rash symptoms.

Process Narrative

Sentinel hospitals and physicians submit via fax
or email a Hospital/Clinic Syndromic Log for
each day or shift. The log includes: the age of
each individual patient presenting with flu-like
illness, upper respiratory illness or rash iliness,
the total number of non-trauma patients and
total number of patients seen in a 24 hour
period. The surveillance nurse enters the data
into the BT_ER Log for Influenza and Rash
system. Data are sent to a GIS mapping file,
currently performed by staff in Public Health
Statistics.

A program (BT_ILI — consisting of three
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separate programs), extracts the data for
analysis during a specified time period. The
analysis may be printed to a distiller for viewing
or may be printed. Additionally, the data are
sent to an excel spreadsheet that creates graphs
of the selected information. Updated graphs are
sent to a distiller and provided to the

surveillance nurses.

3.34 SYNDROMIC SURVEILLANCE (Early Aberration Reporting
System (EARS))

3.34.1

3.3.4.2

3.3.4.3

Program Description

In its endeavor to improve the ease of
submission and accuracy of all data collected,
the MSDH developed a statewide electronic
surveillance system. The shift of medical
records from paper to electronic formats has
increased our ability to receive such information
for the purpose of preventing or controlling
disease, injury, or disability. Additionally, the
data are used to provide a more realistic view of
the inpatient activities in the state’s hospitals.
The system was implemented in 2004.

Process Narrative

The Electronic Surveillance system currently
receives daily hospital data via a secure
transmission for all patients seen in their fagilit
over the past 24 hours. The EARS table
contains data submittethily for analysis in
CDC'’s Syndromic Surveillance System (EARS)
utilizing the Chief Complaint, Medical Record
Number and Admission Date. The automated
system produces results which are provided
through a secure web site for the submitting
hospitals and MSDH staff.

Technical Description of Existing Syndromic
Surveillance System(s)

The BT_ER Log for Influenza and Rash
Surveillance system is a modified version of the
infectious Disease database, which was
written/developed in1985 as a Dbase Il
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application and has undergone several
conversions to its current operating system of
FoxPro 26 (Windows version).

EARS is a web-based system. Data are stored in
an Oracle table and analyzed by CDC EARS
using the Statistical Analysis Software (SAS)
code and Microsoft Excel tables.

3.4 Current Lead Screening Program

3.4.1 Program Description
Lead screening is part of the Medicaid EPSDT sdnggior
children between the ages of six (6) months and®iyears.
Environmental blood lead levels are checked roiyiae all
EPSDT children at 12 and 24 months of age. Thel ISzeening
Program tracks children who are shown to have lagéls of lead
through the Systematic Tracking of Elevated Leadeleand
Remediation (STELLAR) system.

3.4.2 Process Narrative
The Lead Screening Program has two distinct commusnelhe
first component is the screening for potential ated lead levels
with blood tests. The other component is mainteaant a log of
all children who have received lead screening aodd identified
as having elevated levels.

Providers complete blood draws and send specinoesishier their
contracted lab or MSDH lab for analysis. The cactied labs
make electronic submissions (E-Mails) of the resaftanalysis to
the Lead Screening Program on a periodic basieciBgns drawn
by the county clinics and providers that don’t sém&r specimens
to contracted labs are tested by the Public Healboratory

(PHL) and the results are sent electronically sogrogram office.

All values greater than or equal to ten (10) mcgfél reported by
the Lead Screening Program staff to the appropdisteict team
(social worker, district lead nurse and clericgort individual.)
This report is then sent to the county office ttifgghem of the
need for assessment and follow-up with the fanmigjuding
venous confirmation of the lead level initially ceped. If a high
lead level is confirmed, additional follow up, refds and blood
testing will be completed. The county has an distadd protocol
that is followed when a child is reported to havea level
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greater than 10 mcg/dl.

Technical Description of Existing System

The log of children tested for high lead levelsmgered into the
STELLAR System. The STELLAR System is written ira@bn
and contains approximately 90,000 records. An MSe&s
program inputs the flat files received from laboras and creates
a dBase lll file which is imported into the SOLARduct that
converts the dBase Il file into a format suited ifmport into the
STELLAR System. SOLAR and STELLAR are both fur@dh
and supported by the Centers for Disease Contid{;)C The
STELLAR System has reporting and other capabiliirduding
submission of data to CDC.

Program Description

The overall purpose of the Mississippi Asthma Sillasece
System (MASS) is to describe the epidemiology tfims among
Mississippi residents and reduce morbidity and alibytin the
state. The Asthma Surveillance System was estadoliat MSDH
in 2003. The current Asthma Surveillance Systernuaes data
from acute care hospitals. The Asthma Surveilld@rogram
advices other entities on how to set up and impigrae asthma
program. One such entity is the University of Mssgppi Asthma
Clinic located in the Jackson Medical Mall. Othergdlude various
schools that handle children with asthma.

Process Narrative

The Asthma Program collects data from acute cambti@s within
Mississippi. Data are submitted via diskette it@&xASCII,
comma or text delimited files by Health InformatiDirectors. The
information collected is sent on a monthly badibe severities of
asthma events are also tracked by looking at th&beu of visits.
The Asthma Surveillance Program does random mediaat
reviews for quality control purposes. Several Espeeadsheets
are used to provide analysis of the collected ddwiah are merged
into a master Excel spreadsheet. The data fresmthster Excel
spreadsheet are extracted into ether SAS or SRSfatm analysis.

Technical Description of Existing Asthma System
The Asthma Program does not currently have systgoiace and
uses Statistical Analysis Software (SAS) code amnctddoft
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Excel.

3.6 Patient Information Management System (PIMS)

3.6.1

3.6.2

Program Description

Mississippi’s current Patient Information Managem®ystem
(PIMS) is a clinic-based information system desdjteprovide
automated support for clinic-based activities tigtoaut the state.
The goal is to provide timely access to accuratepainformation
as a by-product of providing patient service in¢heic. The
PIMS system provides the districts and clinics wiite information
needed to manage patient information and resowh#s
providing program management information to theremoffice
program areas.

Through PIMS, programmatic data are collected apdnted for
all programs for which patients receive servicéhmclinics. An
estimated 1200 users and 800 providers of car@IiM8 in
approximately 140 sites throughout the state. @lpesviders are
from many disciplines including physicians, nursagtitioners,
nurses, nutritionists, and social workers, althocighical staff
have, as a group, the most interaction with PING8rvices are
provided to over 350,000 unduplicated patients witar 1.2
million visits each year through these clinic sites

Process Narrative

The current PIMS supports appointment scheduliatiept
registration, entry of common demographic informatiencounter
tracking, billing (third party, Medicaid, and patig, online
Medicaid eligibility status access, the immunizatregistry, and
patient tracking and referrals for clinics acrdss state. PIMS also
provides general program reporting as well as coigted reporting
capabilities.

PIMS is used by the majority of MSDH's program fséaid at all
public health clinics for the functions listed alkovClinic
appointments are made for patients using the appeint
scheduling function. PIMS tracks appointments daled,
generates appointment reminder letters, and tracishows.
Many (in some cases over half) of the patients seéme clinics
are walk-in patients. All encounters/visits areoreled in the
PIMS system at the time of the patient visit. Medtl eligibility of
each patient being seen in the clinic is checka&uyudDX (i.e., the
Medicaid eligibility inquiry) or Envision (i.e., M#icaid’s on-line
eligibility inquiry) and the eligibility status isecorded in PIMS.
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Medicaid eligibility determines the billing procesghich is also
completed by PIMS.

Many of the MSDH Programs have their own patient
tracking/management systems that capture progragifgpand
patient demographic data, which has led to dumiead/or
inconsistent data between programs/systems.

Technical Description of the Existing System

PIMS is based on Siemens SIGNATURE proprietary fnaimne
system customized for the State of Mississippigédneral, the
system is an integrated, online system that prevmegram data
and resource utilization data and assists field stgperforming
their routine office functions. Security for thgsgtem is provided
in PIMS though multiple levels of access accordmggency
policy. User access to PIMS is provided via a-fiMgit password
and user ID.

Data Integration Points

MIDSS must receive patient data from PIMS. Exammplethe data
to be interfaced include but are not limited to:

. Patient name

. Address

. Tests ordered

. Contact information

Vendor must describe how this data will be integglah the
proposed system.

Public Health Laboratory Information Management Sysem (LIMS)

The proposed solution must include a two-way iiegfwith LIMS to
programmatically allow LIMS to access patient denapgic data in PIMS
and to allow MIDSS to receive lab information fraiMS to be applied to
the patient’s electronic medical record.

3.7.1

Program Description

The purpose of LIMS is to electronically collectanage and report
patient information, submitter information, specrmeformation
and test information for the Public Health Laborgt@HL). The
PHL receives specimens for testing from health depnt county
clinics, hospitals, private clinics, private phyaits, jails, and
penitentiaries across the state. The PHL contzotts

48



3.7.2

RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

environmental and clinical laboratories and cutyenas a LIMS

for the clinical testing called MLAB. However, tiRHL is in the
process of developing and implementing a new LIM$ &bware
for several environmental laboratories.

The MLAB LIMS currently has a real-time connectweith the
existing PIMS that allows for PIMS to send patidamographics
electronically to the LIMS. The LIMS generatesatonic reports
that are sent to the STD/HIV program office, thedeémiology
program office, the Tuberculosis program and thad 8creening
program. It also generates and provides electr@miorts to the
Centers for Disease Control.

The laboratory data collected by the Labware LIMSdes in an
Oracle database. The MLAB LIMS resides in a Catdtabase.
The Lab currently handles approximately 500,000asper year.
The lab sends test results to almost all MSDH @nogy.

Data Integration Points

LIMS must access patient data in the MIDSS. Exaspf the data
to be accessed include but are not limited to:

Patient name

Address

Tests ordered

Contact information

etc.

Vendor must describe how this data will be integglah the
proposed system.

In addition, MIDSS must receive test results dadanfLIMS to add
to the patient’s record. Tests are requested hyenous sources
throughout the state, such as:

County clinics

Hospitals

Private clinics

Private physicians

Jails and penitentiaries

MSDH Communicable Disease programs (STD/HIV)

MSDH Office of Epidemiology

Veterinarians and Mississippi Board of Animal Hbalt

Examples of test result data to be received by MIR&e:

Liver profiles
Complete Blood Counts
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SGOT
Genotyping results
TB results

3.7.3 MIDSS must perform the following functions via theMS

interface:

3.7.3.1 Receive and track lab tests

3.7.3.2 Provide sort capabilities as needed, such as by
client name, date and lab test results

3.7.3.3 Provide alerts/notifications to system users as
determined by MSDH based upon test results

3.7.34 Provide the capability for geographic tracking of
specific positive test results

3.7.35 Provide reports to CDC surveillance tracking
systems as necessary

3.7.3.6 Provide statistical reports to field staff

3.7.3.7 Monitor lab test result data

Public Health Statistics (Vital Records)

The proposed solution must include a method foaiabtg a daily batch
extract from Vital Records to programmatically udslIDSS with birth and
death data that have been reviewed and approvéthbgivision.

3.8.1 Program Description

The Bureau of Public Health Statistics is respdedir the
collection of records pertaining to births, deafesl deaths,
induced terminations, adoptions, marriages andrdeso The
Bureau of Public Health Statistics (PHS) is respmador
processing and tracking all requests made to thealu The
Bureau oversees responsibilities regarding requgstsifically if
they fall within the state and federal guidelinestaining to
confidentiality and privacy laws. The Bureau adisestrictly to
state and federal laws associated with privacycamfidentiality
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mandates. There is a federal birth certificate ehtitht most states
follow and the Bureau tries to keep the Mississlpph certificate
standard with the federal birth certificate model.

Vital statistics are gathered from various souaE@®ss the state.
County circuit and chancery clerks, hospitals, phges, coroners,
midwives, funeral directors, and all other personfacilities
having knowledge of reportable vital events mustrecords and
reports. All information is currently provided paper forms
designed and provided by Public Health Statistiedditionally,
approximately 85 percent of the birth records amwipled by
diskette in electronic format using an electronithbcertificate
(EBC) system by Genesis Systems, Inc.

The majority of interactions with other MSDH progra are with
mortality statistics. The MSDH programs that reeanortality
data from PHS are TB, Epidemiology, STD/HIV, andt&taal &
Child Health for SIDS cases or any maternal deatRslS sends a
monthly list of deaths to the districts. The pupof this monthly
list of deaths is so the districts can update PIM8e monthly list
of deaths has Name, DOB, SSN, Address, City, Coubistrict,
and Date of death of patient.

Fetal deaths are handled by PHS similar to theitvagndles
births. Birth information from PHS is shared witte
Immunization Program. The birth data are sent imgro the
Immunization Program. The birth record has genideaitifiers
such as baby’'s name, date of birth, parent’s nardevailing
address. PHS provides an electronic file uploatied=irst Step
program. Approximately 85% to 90% of the birthtdeates are
collected electronically from hospitals. PHS cacid a quality
assurance and verification process to the birttificate data that
are collected. There is a follow up process te tekre of any
inconsistencies that may occur in the birth cexdife data. There
are currently agreements with all states to probiokh birth and
death certificates for Mississippi residents to PH8 records
received from other states are in hard copy. Thase copies are
then transcribed into the PHS system. There isd#rprocess that
PHS performs on those records that come from Gifa¢es.
PRAMS also receives birth record information. Thegeive three
output files from PHS one is uploaded into the PRA#stem and
the other two go to CDC for reporting purposese Tile transfer is
through a network share with PRAMS access. Theamiannual
cumulative file that is stripped of all identifieifsat PHS sends to
CDC. This file is sent at the request of PRAMS.
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All data (i.e., marriages, divorces, births, deptsl all other
records are kept in the KE VitalWare™ system

For 2002, annual registration levels of recordsenaes follows:

46,046 Birth Records
16,550 Marriages

27,989 Death Records
13,891 Divorces

444 Fetal Deaths

730 Adoptions

2,949 Induced Terminations

Description of Current System

The current PHS system was customized for Misgséip KE
Software, Inc. of Vancouver, BC in Canada and virgiot
production in June 2003. The basis for the cusatitn was an
existing product called LifeData that was subsetlyeanamed to
KE VitalWare. This system manages:

e data entry, editing, querying of hospitals, funenaimes and
mothers for missing information

e searching of records for issuance of certified espi
amendments and corrections to records

* the point of sale system for mail, telephone amohtfrcounter
sales

* interfaces with two third-party Vendors for web-bds
certificate ordering.

The system also allows for the production of repartd file
extracts that support the above activities.

KE VitalWare™ utilizes the KE Texpress databasemangKE
Texpress is a multi-user, object-oriented databzseagement
system. KE Texpress incorporates an ODBC interfiace
compatibility with third-party client tools.

Interacting with the current software is the Gea&BC system.
This software allows hospitals to key birth infotioa into a local
PC. When the birth record is complete, a copyirsted at the
hospital for the signatures, and then the diskattéthe paper copy
are mailed to the MSDH Registration unit. The digkis then
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edited at the state level and certificate numbdded. These
records are then uploaded into the registraticth file in KE
VitalWare™,

3.8.3 Data Integration Points

MIDSS must receive birth and death data from PH&dwto the
patient’s electronic health record. Examples adda be submitted
to MIDSS are:

Name

Date of birth

Place of birth

Name of parent(s)/guardian(s)

Address

Date of death

Fact of death

Cause of death

Vendor must describe how this data will be integglah the
proposed system.

3.84 PHS must alert applicable MIDSS program areas (@gborn
screening, immunization registry) for at-home ksrth

3.9 Tuberculosis (TB)
3.9.1 Program Description

The TB Program maintains and tracks informatioth&
Communicable Disease Information System (CDCISpensons
who have or are suspected to have TB, have beasedo TB or
are known carriers of TB. The TB and the HIV Peygs share
case reporting information (confirmed cases, paisantification
numbers, confirmed case counts). The case coumslioth TB
and HIV are then reported to CDC. All HIV patiearg supposed
to have a Tuberculin skin test (or QuantiFERON & Aesult)
and all TB patients are supposed to receive antei$¥/ It is
imperative that the Program is notified of HIV tessults and the
type of drugs used for HIV treatment because ofthesrse
reactions that can occur from mixing drugs usedrimating TB and
HIV.

The Program provides medication for treatment of TBe
medication is dispensed through the pharmacy. b&4didin orders
for the treatment of TB come from the field offidesthe
pharmacy. The central office issues some presonpt The
pharmacy uses the patient’s name, date of birthrsanil security
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number to verify enrollment in the TB Program befdispensing
any medication. The verification conducted bypharmacy is a
check and balance QA process to ensure that tlaeofieces are
entering data into the TB system. Other informatan be
manually checked within the TB system such as niglic
interactions, correct dosage according to the wieagthe patient,
and if the patient has received the appropriats {ebecking for
visual acuity before issuing ethambutol and chegkam hearing
before issuing Streptomycin Sulfate).

The patients are entered into the CDCIS locally adreported to
the TB Program staff. Local physicians order thegliwation for
treatment. The local staff reviews all medicatiwders to identify
possible adverse reactions between birth contrIHIN drugs.
The Program and local staff receive liver profisgaj drug
sensitivity reports and completes blood counts,ohgcteriological
tests and cultures from the MSDH lab LIMS. The Hi®gram
receives genome typing of the organism for straffieB from the
MSDH lab LIMS. The TB Program Office also createsl utilizes
electronic reports from the LIMS for statisticalrpases. The
actual genome typing is done by a CDC contraciriaalifornia
and the results are sent back to the MSDH labreleicially.

The TB Program receives death certificates (hapy)cfsom Vital
Statistics if there are indications that the dea#ty be tuberculosis
related. The death certificate is sent to the T&yRxm when TB is
listed as the cause of death or as a contribuiofpf. Suspected
TB deaths are verified by first checking the CD@S3ee if there
were previous interactions with the patient, thkeaking the lab’s
system to see if there were any specimens colléatedthe
patient. The CDCIS exports data for reportingi® €DC. The
CDCIS requires extensive data entry including aatiae of
services provided and follow up needed for eachgrer Tracking
and data entry is done at the county level. Theidi staff has
access to the TB system for quality assurance gegoCurrently,
the TB system does not interface with the statatgept
management system therefore much of the informadion
duplicative.

Pharmacy

The proposed solution must include a two-way iatezfwith the pharmacy
system to programmatically allow MIDSS to receiatadfrom the pharmacy
to be applied to the patient’s record

Program Description
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The basic function of the state pharmacy is to jpl@wmedications
to participants enrolled in one or more prograndeurthe MSDH.
The pharmacy is similar to an outpatient pharmacy hospital. It
is also an FDA approved repackaging facility angstbuys some
medications in bulk and repackages the bulk itemsnaller units.
The pharmacy also acts as a distributing warehfmsginic
supply medications ordered by the various healthosl
throughout the state. The order forms are fillaty the ordering
clinic and then either mailed, faxed or phoned thpharmacy.
The phoned-in orders are transcribed onto the “uppder”

form (Form N. 54). The form is tripartite, witheliirst (white)
part being kept at the pharmacy. The second (N@€R)w copy
of the form, is returned to the counties with thregpective order.
The last (NCR) pink copy is maintained at the cguevel as a
record of the original order. The pharmacy use¥3000
computer running the Rx/3000 package from Pharn@amyiputer
Services, Inc (PCSI) to manage their workload aHithdp.

State law requires daily reporting of pharmacywtois. Other
reports that are generated on a daily basis incdusiehedule 3-5
Controlled Drug Report which is required by feddaal and a
Pharmacy Activity report which tracks the actiwvityall
pharmacists and technicians. A Family Planningrefor
Medicaid and a Day End Summary V5.957 report e al
generated. There is no automated process fonttemtory or
repacking; both processes are manual and are ligedtay that
way due to the complex and dynamic nature of bodlse
Pharmacy functions.

Data Integration Points

MIDSS will receive data from the Pharmacy systerafply to the
patient’s electronic record. Examples of pharmdata to be
submitted to MIDSS are:

Prescription number

Medication description

Description of medication administered

Adverse reactions

Billing code

Rx history

etc.

Program Description
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The STD/HIV Program is responsible for the scregnin
diagnosing, and in the case of some treatable Stf&gment of
bacterial infections. In the case of HIV, the SHD/ Program is
organized to provide care services, conduct prememducation,
field services, and surveillance. There is an irtgoa local
clinical component for the screening, diagnosingatment,
prevention education, and field services. Suraede is largely
conducted at the state level.

There are currently a total of 107 STD/HIV posigan the
Program. Thirty-nine (39) staff members work olthe
STD/HIV central office in Jackson; twenty-seven)(#&ld staff;
and thirty-eight (38) disease intervention spesialivho work in
the field, but are under the direction of the STMIdentral office.

Process Narrative

The STD/HIV program has four databases. Infornmatiomes to
the state program in a variety of ways; mail, phdae, and
electronically. Almost all MSDH lab information s in
electronically; there is a direct line into MLABLwo sets of data
get dumped into MLAB. The first set is patient degraphic data
from PIMS. There is a daily dump from PIMS intd.MB (based
on the patients who received STD/HIV services taaf). The
second set of data is the recorded values of #te performed on
all of the different machines in the State’s lalhese values are
transmitted directly from the laboratory deviceMbAB. The
two sets of data (patient and test results) aremedtin MLAB.
The imported MLAB lab data are sent to a dead teamia quality
assurance check is done at the bureau level, vilvciives data
validation and cleanup, and then it is moved WvizDainto the
STD/HIV databases (STD*MIS). The transmissionlbf a
electronically shared data is via a secured loesd aetwork
(LAN) system. There are approximately 13,000 rdsdor HIV
patients in the STD/HIV system. There is a sigaifit amount of
manipulation of the data within the STD*MIS.

Currently the LIMS collects the following risk fastinformation
for STD/HIV.

Risk Factors (HIV)

QCJK1 SOCIAL RISK FACTORS PE
-A  Injected nonpseeription drugs (3) CODED
-B Health care worker (5) CODELD
-C  Infant or child <=13 years with HIV + CODED
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mother (6)
-D  Sex with female (8) CODEL
-E  Sex with male (9) CODEL
-F  Sex for money or drugs (10) CODED
-G Use of nomjectable drugs (26) CODED
-H  STD diagnosis (27) CODEL
-l Victim of sexual assault (28) CODED
-J  Hemophiliac (29) CODEL
-K  Blood produgtransfusion recipient (29) CODED
-U  UNKNOWNNOT PROVIDED (17) CODED
QCJS2 HETEROSEXUAL RELATIONS WITH PE
-A IVdrug user (11) CODELD
B  Men who have sex with other men (12) CODED
-C  Hemophiliac (13) CODELD
D  Blood product/transfusion recipient (13) CODED
£  Person known to have HIV or AIDS (15) CODED
STD - Chlamydia and GC
QCJA3 PARTNER REFERRAL PE
-N  NO CODEL
-U  NOT PROVIDED CODED
-Y YES CODEL
QCJH4 TREATED FOR GC OR CT PE
-N  NO CODEL
-U  NOT PROVIDED CODED
-Y YES CODEL
QCJQ5 TREATMENT PE
QCQA2 MEDICATIVE TREATMENT PE
A  AZITHROMYCIN (1g) (A) CODED
£ CIPROFLAXACIN (500mg) (C) CODED
-D  BOXCYCLINE (100mg) (D) CODED
-O OTHER (O) CODEL
R ROCEPHIN (250mg) (R) CODED
QCHM2 PREGNANT PE
-N  NO CODEL
-U  NOT PROVIDED CODED
-Y YES CODEL
QCHV3 DATE PREPARED| ‘ PE
QCHA7 CLINICIAN ID PE

57



RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

QCHH8 UROGENITAL SYMPTOMS PE
-N NO CODED
-U  NOT PROVIDED CODED
-Y YES CODED
||

3.11.2  Technical Description of Existing Systems

The Bureau of STD/HIV currently has four databasdsch

maintain data on all reportable STDs, including Hivd AIDS.

They are:

* HIV Log (FoxPro)

* HARS - CDCs HIV and AIDS Reporting System

* STD*MIS — CDCs STD Management Information System
(Clipper)

« FACTORS

These databases are each written on differenophagf and have
different architectures. These efforts have begplemented by
technical assistance from various CDC informatexhhology
staff elements.

3.11.2.1 HIV Log

Program Description

This FoxPro database was developed in the late'd980
to capture all public health HIV antibody test riésu
(positives and negatives) and served until 200D&s
Bureau’s Counseling and Testing (CT) Database. The
system is compliant with the “Technical Guidance fo
HIV/AIDS Surveillance Programs Security and
Confidentiality Guidelines (Exhibit B.).  All hisrical
CT data are archived in this system. The LIMS
performs this function with the capacity to repora
segregated receiving point in the Bureau, which
evaluates the data and subsequently transmitsheto
secure LAN.

Process Narrative

The HIV log is a FoxPro database developed indkes |
1980s. This database is used to capture and store a
public health HIV antibody test results. The CDC
receives blinded electronic reports from the HIY lo
database each month. The HIV Log has not been
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actively used since 1999 but is still being maimedi by
STD/HIV for queries regarding historical archivaltd.
The HIV Log has been superseded by the state lab
system.

Technical Description of Existing System

The HIV Log utilizes a FoxPro database system to
record all public health HIV antibody test results
(positives and negatives) and archive historicaldat.
Also, the system accesses newer CT data via aesecur
LAN.

HARS: CDC'’s HIV and AIDS Reporting System

Program Description

This system was implemented beginning in1987 and
resides on the Bureau’s secure LAN. The system
captures, encrypts, and transmits blinded HIV/AIDS
electronic reports to CDC.

It has a PRODAS statistical reporting package ithetl)
but this software is incapable of generating
epidemiologically correct reports for the diseasesr
time. The data must be downloaded into SAS and
processed.

Process Narrative

HARS is a CDC provided system implemented within
the Bureau in 1987. HARS encrypts and transmits
blinded monthly reports to CDC. CDC separatethall
HIV/AIDS data from all the other bacterial STDsomMN
health department test results data comes in yia fa
phone, mail, and electronically from private labs,
hospitals, and private physicians. HARS data aeslu
to analyze HIV and AIDS morbidity; STD*MIS data
are used to analyze syphilis, gonorrhea, and Chdany
data.

Technical Description of Existing System

HARS is proprietary CDC system that resides on the
Bureau’s secure LAN. The HARS system is used as a
surveillance system within the STD/HIV Bureau. ®at
input is the same as STD*MIS. All the rest of tata
(info to and from field, QA reporting, etc.) areethame
as STD*MIS, except the data in HARS is a two-way
exchange with STD*MIS, and HARS creates a file for
sending data to CDC specifically on HIV/AIDS.
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3.11.2.3 STD*MIS—CDC’s Management Information System

Program Description

STD*MIS is used by Bureau staff to monitor all
STD/HIV/AIDS field epidemiology efforts, as well as
to compile and generate statistical informationdibr
STDs (except HIV and AIDS which are derived from
HARS and processed as indicated in that sectidhg
Bureau, with technical assistance from CDC staff,
wishes to implement the external laboratory repgrti
module of STD*MIS. Outside laboratories desiring t
report electronically would do so in much the same
fashion as the public health laboratory.

Process Narrative

The STD*MIS (Sexually Transmitted Disease
Management Information System) tracks all field
activity collected by the STD/HIV staff. One biet
key roles of STD*MIS is generating field reports,
which are then sent to the district supervisore Th
district Disease Intervention Specialist (DIS)
supervisor then disseminates the field reports (CDC
73.2936S Rev. 9/95 FORM) to the disease prevention
field staff. The field staff conducts follow upsits at
the patient’s residence and records the field visit
interview on an interview record (Form No. 917)eTh
interview records are then mailed (via courier sV
to the STD/HIV central office in Jackson. The
information on the interview records goes through a
QA and validation process before it is transcrilved
the STD/HIV system.

The sexual contacts, suspects and associateg¢hat a
captured during follow up field visits with the fiail
patient trigger a new patient record. There igliaW

up interview process that the field staff perforfiors
each contact which is then entered into the STD*MIS
The follow up interview process is an iterative qass
that continues for each new contact made by thialini
patient and that patient’s contacts.

The STD*MIS also serves as a management tool in
determining the performance of the STD/HIV field
staff. Reports with all identifying informationmeved
are generated monthly and are sent to the CDC
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reporting system. A morbidity report is summarized
and disseminated to each district.

Technical Description of Existing System

The STD*MIS is a CDC system which was
implemented in 1995 and resides on the Bureauisrsec
LAN. It supports reporting, tracking, and quality
assurance of STD, HIV, and AIDS data. Itis writte
Clipper and is a referential system, which allovwgeat
deal of information to be collected on individu&éaots.

FACTORS

Program Description

FACTORS is a commercial database used by the Care
and Services Bureau staff to capture various in&bion
related to the provision of services (AIDS Drug
Assistance Program, home-based services, etcdoest
not have the capacity to interface with other burea
databases. This is a distinct disadvantage sinueall
data are available on the other systems to fdaeilita
outcome evaluation.

Process Narrative

FACTORS is oriented towards HIV disease only and is
used primarily as a case management system. The
FACTORS system generates monthly reports that are
sent to the Health Resources Service Administration
(HRSA) in order to support Title Il funding (ADAP).
The type of information sent in the monthly report
covers number of enrollees, age, and race. There a
eleven (11) social workers that submit field datéhie
central office for entry into the FACTORS system.
Throughout the eligibility process, basic data are
entered into FACTORS; demographics, insurance
status, etc. These data are not imported into
FACTORS; they are entered manually

Throughout the MSDH, there are eleven (11) fullgim
dedicated HIV social workers, other supporting abci
workers, and case management nurses working m stat
private and public facilities. The requests favgmes

are phoned, faxed, mailed or emailed to the Cade an
Services Bureau. The requests are for one of the
following services; AIDS Drug Assistance Program
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(ADAP), or Home Based Care Program and Housing
Opportunities for Persons with AIDS (HOPWA).
Requests for services come from both public andagei
health care facilities located throughout the state
FACTORS has a network throughout the state that can
generate service requests.

Technical Description of Existing System

The FACTORS system is a commercial database that is
used by the Bureau’s Care and Services Divisidfteta
capture information related to the provision ofvsses

(e.g., AIDS Drug Assistance Program, Home-based
Services, etc.) It does not have the capacitgterfiace
with other Bureau databases.

3.12 Electronic Surveillance

Historically, facilities provide data to the MSDkbMm hospital Health
Information Management Systems and submit data allgnon a weekly,
monthly or quarterly basis for such programs ageBrorism, Asthma, Spinal
Cord/Traumatic Brain Injury, and Patient Origin.

In its endeavor to improve the ease of submissiohaacuracy of all data
collected, the MSDH developed a statewide eleatrearveillance system.
The shift of medical records from paper to eledodarmats has increased
our ability to receive such information for the pase of preventing or
controlling disease, injury, or disability. Additially, the data are used to
provide a more realistic view of the inpatient @itiees in the state’s hospitals.
The Electronic Surveillance system, implemente#d@4, currently receives
daily and monthly hospital discharge data via aisetransmission and
stored in two distinct Oracle tables (EARS and NBR$ospitals provide
monthly data electronically on all patients seethgir facility that have been
discharged and have an International Classificaifddisease Ninth
Revision — Clinical Modification Code (ICD-9-CM).

3.13 Data are stored in an Oracle table (NEDSS) anceddcsthe different
program areas based on ICD-9-CM schema. The NER&Sade also queried
for analysis.

4, RFP Project Schedule
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Task Date

First Advertisement Date for RFP 08/12/08
Second Advertisement Date for RFP 08/19/08
Mandatory Vendors’ Conference 08/21/08

Deadline for Vendor’'s Written Questions 08/29/08

Deadline for Questions Answered and Posted

to ITS Web Site 09/08/08

Open Proposals 09/22/08
Evaluation of Proposals 09/23/08 — 10/24/08
ITS Board Presentation 11/20/08

Contract Negotiation 10/27/08 — 11/12/08

Proposed Project Implementation Start-up 12/01/08

Statements of Understanding

5.1

5.2

5.3

5.4

5.5

The Vendor must provide an Executive Summary thihtandense and
highlight the contents of the proposal to provide $tate with a summary of
the Vendor’s qualifications and approach to meetiggstated requirements
of this RFP.

The Vendor must acknowledge that the State exjectsitract to be
negotiated and executed within fifteen (15) dayawérd. Therefore, Vendor
must submit as part of the proposal a letter tcSfage signed by the Vendor’s
legal counsel certifying that he/she has reviewedRFP, the Vendor’s
proposal in response to the RFP and the Standartta@bincluded in Exhibit
A.

The Vendor must understand that MSDH is not lookargground up
development but rather an existing system thabeamodified to meet the
requirements specified herein.

Vendor must acknowledge that he/she has read atetstands that the
privacy and security requirements stipulated inigxiB “CDC Technical
Guidance for HIV/AIDS Surveillance Programs” wik la part of any
development or interfacing with existing surveilterprograms. Vendor
must document to the satisfaction of MSDH thathi@ssystem meets the
requirements by acknowledging the requirementscantractually
committing to implement all requirements stipulaite@xhibit B.

The Vendor submitting the proposal must agree tas®rime contractor on
this project and must guarantee the integratiorfppaance and delivery of
all tasks, goods and services under this contegzrdless of the number of
subcontractors employed by the proposing Vendoe. Méndor must be
prepared, at the option of MSDH, to provide alvesss necessary for
implementation of the proposed solution includinfwsare, installation,
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training, maintenance, and support. If the useuliicBntractors is planned, the
proposal must specifically identify the tasks thath Subcontractor is to
perform. Proposals offering joint ventures betw&¥endors will not be
accepted. The State will enter into a contracy enth the Prime contractor.

The Vendor must understand and provide informatdms response to
support a deliverable-based project. The MSDHt$eto pay based on
milestones and deliverables throughout the projgitt a retainage held for
each deliverable as outlined in Section VII.28.T8e Project Work Plan and
the Cost Proposal should define and denote milestand deliverables, both
paid and unpaid, for the entirety of the project.

The Vendor must provide all software componentsiampdementation
services (data conversion, installation, trainsupport and other services)
with sufficient knowledge transfer to state persgras necessary for turnkey
implementation of the proposed solution.

The State acknowledges that the functional spetifins for the system
requested by this RFP may not be exhaustive. Radtiese specifications
reflect the known requirements necessary for MS®Have a fully
functional, efficient, turnkey system. Vendorasked with proposing a
complete system and fully describing those systatures that meet these
known specifications.

While the State has attempted to define all theirements necessary for the
successful integration/implementation of a statewadblic health
management system, the State expects the Vendarkoin conjunction with
MSDH staff following contract award to perform aaiked analysis of the
functional specifications and identify any areaat tinay have been
overlooked or misstated.

The State intends to be fully involved in all adgenf the project and will
assign a full time project manager and a senioraganfor project oversight.
MSDH functional users, MSDH database administratms ITS and MSDH
technical staff will be fully involved as memberfstioe project team and
knowledge transfer will be a key element/requiretéithis proposal. All
development will be done in MSDH'’s development emwiment and the
MSDH staff will be responsible for migrating theftseare from the
development environment into the test and prodoctiovironments.

The Vendor is requested to provide details on vidwtures, functions, or
other considerations exclusive of the specifiediregnents either his
company or the proposed software afford the custdnat may provide a
distinct value to MSDH. In the event that MSDH dm& agree that such
features, functions or other considerations do igea distinct benefit, the
State reserves the right to give the Vendor adwiliconsideration. ITS and
MSDH will make the sole assessment of the relatieeits of each added
value proposal to the agency.
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The State reserves the right to ask any techniedtepn and request any
technical documentation that may arise from a galesentation, functional
demonstration, technical demonstration, or comnaiign related to the
Vendor's products or services. The Vendor mustigeoanswers to technical
guestions and requested documentation prior todhepletion of the
evaluation and subsequent contract award.

MSDH is seeking to greatly improve staff produdinand efficiency through
the implementation of the proposed system. Salsttbat interject additional
processing overhead or system inefficiencies irstile judgment of MSDH
and ITS may be disqualified.

The Vendor is expected to make all project recatessible during the
duration of the project and for up to three yedisrahe project completion
date.

All findings, designs, development, customizatia@cumentation, and other
deliverables produced under this contract becomexialusive property of
the State for use without restriction. Upon fiaateptance of the system,
Vendor shall, provide costs for MSDH to license ititegrated design
framework which contains all relevant tools anchtecal information
required to implement, modify and maintain the aaion for any developed
and/or custom tailored software. MSDH reservegititg not to purchase the
integrated design framework and tools.

Upon award, the Vendor shall place a current cdglieodata dictionary,
system documentation, object code and source coelscrow to be updated
with each version or update release of the softwsiendor shall immediately
provide for MSDH a copy of the escrow agreementtaechame and address
of the agent. The escrow agreement must authdrezedcrow agent to release
the data dictionary, documentation, object codesamutce code to MSDH
upon the Vendor’s or the software manufacturer&sagon, for any reason, to
do business, or if bankruptcy, receivership, ineoby, reorganization,
dissolution, liquidation or other similar proceeginare instituted by or
against the Vendor or the software manufacturee. Méndor shall pay all
costs of providing and maintaining the escrow agmad, including the fees
of the escrow agent. The copy of the source coaleedlin escrow shall be
reproduced and maintained using a commonly accejadrecording
protocol. Program documentation must accompangahiece code and shall
be sufficient to allow a competent programmer te insorder maintain the
source code programs.

Vendors may request additional information or €leaitions to this RFP using
the following procedure. Vendors must clearly idfgrthe specified
paragraph(s) in the RFP that is in question. Venaast deliver a written
document to Donna Hamilton at ITS by Friday, Aug2&t 2008, at 3:00 P.M.
This document may be delivered by hand, via maiha@ or by fax. Address
information is contained on page one of this RFBx number is (601) 354-

65



RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

6016. ITS WILL NOT BE RESPONSIBLE FOR DELAYS IN H
DELIVERY OF QUESTION DOCUMENTS. It is solely thesponsibility of
the Vendor that the clarification document readii&on time. Vendors may
contact Donna Hamilton to verify the receipt ofittdocument. Documents
received after the deadline will be rejected. qilestions will be compiled
and answered and a written document containinguaétions submitted and
corresponding answers will be distributed to eaehd6r and posted on the
ITS web site by close of business on Monday, Seipéer@, 2008.

Mandatory Vendors’ Conference

6.1

6.2

6.3

6.4

All Vendors desiring to submit a proposal in respoto this RFP must attend
a mandatory Vendors’ Conference on Thursday, Augls2008, at 10:00
a.m. Central Time at the Mississippi Departmenhédrmation Technology
Services, % floor classroom of the Robert G. Clark, Jr. Builgli 301 North
Lamar Street, Jackson, Mississippi 39201.

Each Vendor choosing to participate as a primeraotdr must be
represented at the conference by a bona fide anlkdgeable employee.
No other agent or representative will qualify.

Vendors should familiarize themselves with this Rffi®r to attending the
mandatory Vendors’ Conference and should come peda ask questions.
No verbal communications will be binding. All Maor questions will be
addressed as described in VII.5.17, above.

Proposals will not be accepted from Vendors whaaloattend the mandatory
Vendors’ Conference.

Vendor Background and Experience

7.1

Organization Size and Structure

7.1.1 The Vendor must document proven experienceiging similar
products and services for public health agencies.

7.1.2 The Vendor must provide corporate informatmmclude the
parent corporation and any subsidiaries.

7.1.3 The Vendor must describe the organization&s and
organizational structure and state whether the Wersdbased
locally, regionally, nationally or internationalys well as its
relationship to any parent firms, sister firms obsidiaries.

7.1.4 The Vendor must provide the location of iisgipal office and the

number of executive and professional personnel eyepl at this
office.
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If incorporated, the Vendor must providenhene of the state of
incorporation. The Vendor’s firm must be registenath the
Mississippi Secretary of State’s Office prior tontract execution.

Vendor must include a copy of the corporasionost recent annual
report, including consolidated balance sheets aladed statements
of income, stockholders’ or partners’ equity andrades in

financial position, for each of the three fiscahggepreceding the
end of the most recent fiscal year. The finanafrmation listed
above should be compiled, reviewed and audited Ggréfied
Public Accountant or Chartered Accountant.

Vendor Staff Qualifications

7.2.1

71.2.2

7.2.3

7.2.4

The Vendor must propose appropriate quaatityquality of staff
to ensure a successful completion of this project.

The Vendor must supply an organizationaltddentifying the
personnel assigned to the project, and the chatormimand inside
the Vendor’'s organization for that designated staff

The Vendor must describe the issue resoleasoalation process
that will be used within the Vendor’s organizatiorresolve any
problems or issues that may arise during the coafrtiee project.

Upon contract award, the Vendor must comineitikey personnel
named in the proposal for the duration of the mtoged must
specify the percentage of time that each persdrcahmit to the
project. All project personnel must have prior exence
appropriate to the proposed project assignmerthBdminimum
amount of time specified below. Technical persbinmest possess
all requisite skills appropriate to their assigntsernrhe State
considers the following to be key Vendor roles loa project:

* Project Manager — minimum of 10 years related arpee,
» System Architect — minimum of 10 years related expee,

* Senior Business Systems Analyst — minimum of 5y/eglated
experience,

* Application Development Lead — minimum of 5 yeartated
experience,

» Database Administrator (DBA) Lead — minimum of &ge
related experience,
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» Conversion Manager — minimum of 5 years relateceegpce,
» Testing Manager — minimum of 5 years related expes,

* Implementation Manager - minimum of 5 years related
experience,

» Training Manager— minimum of 3 years related exqrere,
and

* Trainers and Instructors — minimum of 3 years eglat
experience.

7.2.5 The Vendor must provide resumes and refesdioceach key
individual to be assigned to the project. Resufoekey personnel
to be supplied by subcontractors must also be gealvi Resumes
must reflect qualifications and experience relevarthe scope of
work indicated in this RFP. Each resume must imhelat least three
references that can be contacted to verify thevziddal's
qualifications and experience. Each reference mgkide the
individual’s name, title, company name or organa@atE-Mail
address, mailing address, and telephone numbemeBnenes must
be limited to two pages per person.

7.2.6 Key individuals must be available to worktba project once an
award is made and a contract is signed. All Veragrstaff
members must be approved by MSDH prior to the sfatte
project. Any replacement or substitution of steffproposed
requires written approval from the MSDH prior t@lecement or
substitution.

7.2.7 The Vendor’s Project Manager will be requiteavork onsite for
the duration of the project. The remaining keyspanel will be
required to work onsite during the particular ptigsér which
they are responsible.

7.2.8 The proposed project staff must be U.S.aniszor meet and
maintain employment eligibility requirements in qoirance with
all INS regulations. Vendor must provide evidenta&entification
and employment eligibility prior to the award ofantract that
includes any personnel who are not U.S. citizens.

7.2.9 The proposed project staff must have thétalda effectively
communicate in English (verbal and written).

8. Vendor Requirements
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The Vendor must describe in narrative form, thédnysof the product(s)
being proposed, including the first site instatiatithe initial development
platform, the target database and the developroett tised. Vendor should
also include details about any ongoing enhancenaatsipgrades currently
in progress.

Vendor must include a detailed description of hbe proposed solution
meets the “critical” CDC PHIN Requirements that trfus met in order for
MSDH to be PHIN Certified. At a minimum, Vendor stulescribe how the
proposed solution meets the CDC PHIN RequiremamtSystem
Architecture, Audit Trail, Vocabulary Standards t®#odeling and Data
Repositories, Operations, System Security and Aldity, and Privacy.

Vendor must address, as part of the proposal regpome following PHIN
areas as they apply to the proposed solution:

Connecting Laboratory Systems,
Countermeasure and Response Administration,
Early Event Detection,

Outbreak Management,

Partner Communications and Alerting.

Vendor should provide information about any innox@gapproaches and/or
solutions offered in the system and identify ovesiatl application-specific
features and capabilities that differentiate tystam from the competition.

The Vendor should describe various business automeapabilities
available with the proposed system that would eobafficiency of
operations in each functional area of MSDH.

The Vendor must furnish and maintain all softwgaeways and interfaces
required to successfully deploy and operate theesyas defined herein. The
Vendor should identify both the system software ang third party software
needed to operate the proposed system. The Venakirlist software brand
name, version, quantities, and descriptions. Tliesgs should be itemized
and included in the overall project cost in Secwbh: Cost Information
Submission.

Vendor must use a Structured Development Methogdl8®M) on all
phases of this project. Vendor should identify dedcribe the SDM as well
as any requisite software tools that will be useitplement this system.
The SDM must allow for detailed analysis and canétion of the functional
specifications prior to system and database design.

The Vendor must agree that, notwithstanding angthorthe contrary in this
agreement, MSDH shall have:
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8.8.1 Unlimited use by licensed users of the safvpaoducts acquired
for MSDH operations,

8.8.2 Use of such software products with a backafiggm system
should it be deemed necessary by MSDH,

8.8.3 The right to copy such software for safekegpind backup
purposes, and

8.8.4 The right to reproduce any and all physicainentation supplied,
provided that such reproduction shall be for tHe sse of the

MSDH.
8.9 The proposed new system:

8.9.1 Must operate over the existing MSDH netwarll enake full
utilization of the current State infrastructure available network
options;

8.9.2 Must operate in a web-based, on-line, rea¢-&nvironment that

meets system security and availability standard®mpliance with
the current CDC PHIN Requirements;

8.9.3 Must be comprised of independent, integratedules such that
the system can be purchased and upgraded by m&4tRH may
or may not purchase all modules;

894 Must be table-driven; and

8.9.5 Must be developed using open system inteexdion (OSI) and
open architecture technology standards in compdiavith current
CDC PHIN Requirements.

8.10 If Vendor chooses to propose a proprietary sysi&ngdor must provide
documentation in this proposal response for thevsoé development tool(s)
that will be used and must include the tools in eeguested system
demonstration. The State reserves the right extréje proposal if the
proprietary tool(s) are found to be unacceptablfénsole discretion of the
State. The Vendor must identify in their cost fegl the cost of licensing
the tool(s) to MSDH.

8.11 Vendor should provide a list of operational sites|uding contact names and
phone numbers, which are similar in size and stoplee system proposed for
MSDH. As part of the evaluation process, MSDH rogose to request a
live site demonstration of the proposed system. @meaore of the operational
sites may be designated as a preferred demonstsateo

8.12 It is strongly preferred that all other major compaots/modules (e.qg.,
immunization, disease surveillance inventory mansas, etc.) have been
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operational for one year. Vendor must specify Whitany, of the proposed
components/modules have been in production foryeae or more.

The Vendor must make full utilization of the Statdevelopment
environment including the software tools and paekiagpftware needed to
perform application enhancements. The Vendor spestify any other
necessary development tools and provide a sumnfiaing dunctions and
capabilities of these tools. The cost of any adidé to the development
environment must be included in Section VIII: Cbgbrmation Submission.

The State does not intend to purchase hardwatesptocurement.
However, the Vendor must provide detailed hardvsgeifications and
capacities necessary for the State to determiagditional equipment is
necessary to implement the proposed system.

Project Management and Project Work Plan

9.1

9.2

9.3

9.4

9.5

The Vendor must provide a Project Manager for mtopeersight and an
onsite project management.

The MSDH will identify a primary contact to serve the MSDH Project
Manager for all project activities. The Vendor masknowledge that the
Vendor staff will work under the direction of theS¥H Project Manager for
the duration of the project.

Project management activities will include but betlimited to:

9.3.1 Establishing and administering controls tsuee the quality of
deliverables are acceptable to MSDH,

9.3.2 Developing (with MSDH assistance) and maimite a detailed
work plan and schedule,

9.3.3 Monitoring project activities to ensure paijschedules are met,
and
9.34 Providing weekly and monthly status reports.

The Vendor’s Project Manager must be able to aitb@hanges and will be
expected to escalate any problems or issues thabtae resolved by on-site
staff. The MSDH Project Manager will be empowet@thake decisions
necessary to keep the project on track and mowngdrd.

The Vendor’s Project Manager and Conversion Manslyall work onsite for
the duration of the project. Other assigned Verstaif must work onsite at
MSDH facilities during the following phases of thmject: requirements
analysis, database and application design, codewsyinstallation, training,
data conversion, system test, QA and pilot tesgptance test, and
implementation of the system. The onsite stafftrhesavailable to
participate in project-related meetings as schetlojeMSDH staff.
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For work being performed onsite in Jackson, théeStall provide limited

office workspace for up to four Vendor staff. Athers must be located in the
Jackson metro area at Vendor’s expense. Onsite nvost be performed
during normal business hours, 8:00 a.m. until @0. Central Time. The
Vendor is expected to provide equipment for thégassl staff (laptop or
desktop configured with a 10/100 Ethernet card withiallow connectivity

with the state’s network) with the necessary hardviar implementation.

The Vendor’s Project Manager must give oral stetpsrts to MSDH
management upon request. Vendor must conduct &idywstatus meetings
and provide bi-weekly written status reports. Fhaus report is to be
delivered no later than noon on the Friday endmegtivo-week reporting
period. A complete set of updated reports frompifogect management
software, along with an electronic copy of the esponding project work
plan is to be provided with each biweekly statygre The report must
include:

. Technical status of the project including work pegé and
deliverable status and forecast for next reponiegod;

. Accomplishments for the reporting period;

. Work planned for the next reporting period;

. Schedule status of the project including milestaares schedule
summary;

. Problems which are affecting or could affect pregrimcluding the
proposed or actual resolution;

. Proposed changes to the project work plan and negso the
changes;

. Updated detailed project plan with changes highdighand

. Risk analysis/mitigation plan.

The Vendor must submit as part of his proposaltailed preliminary Project
Work Plan. This preliminary project plan will forthe basis for a mutually
agreed upon final project plan to be jointly deyeld by the Vendor and the
MSDH project staff following contract award.

The mutually agreed upon final project plan forrephase must be completed
and signed within thirty (30) calendar days follagiicontract execution.
Failure to arrive at a mutually agreed upon firnaljgct plan may be cause for
contract cancellation. The final project plan vesdlcome an addendum to the
contract. Any changes to the finalized projechplall require the signatures
of the Vendor and the State.

The Vendor should include tasks for the entiregubiifecycle, (e.qg.,
planning, requirements gathering, analysis, deslgaelopment/modification,
installation, testing, revisions, conversion, tnagn system rollout, post-
production support). The preliminary Project W@&llan must identify all
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major project phases, major activities within epblase, and timeframes for
each project phase, assigned resources by nan &tid/ major project
milestones, quality assurance checkpoints, andedillerables for each phase.

The project plan must allow reasonable time for MSID review and approve
task completion deliverables, without interruptthg Vendor’s continuing
progress toward completion of the project. A miammof 10 working days
will be required for all deliverable approvals.

The project plan must be structured so as to maerdisruption and
interference with MSDH'’s daily operations.

As an initial project deliverable, the Vendor mpsbvide a Risk Management
Plan that analyzes the major risks facing the pt@ed clearly states the
actions the Vendor plans to take to mitigate tloggut risks that were
identified.

Standards
MIDSS must comply with the following state and feslestandards.

Public Health Information Network (PHIN) Requirements
http://www.cdc.gov/phin/

Health Insurance Portability and Accountability Act (HIPAA)
http://www.hhs.gov/ocr/hipaa/

CDC'’s National Electronic Disease Surveillance Sysi (NEDSS)
http://www.cdc.gov/nedss/

CDC-NEDSS Public Health Conceptual Data Model (PHCIM)
http://www.cdc.gov/nedss/DataModels/

Health Level Seven (HL7) version 2.5 Standards faviessaging and the
Reference Information Model (RIM))
http://www.hl7.org/

Logical Observation Identifiers Names and Codes (LONC) laboratory

terminology standards
http://www.regenstrief.org/loinc/

The Systematized Nomenclature of Medicine (SNOMED)
http://www.snomed.org/

CDCs National Immunization Program (NIP) Standards
http://www.cdc.gov/nip

Advisory Committee on Immunization Practices(ACIP) Recommendations
http://www.cdc.gov/nip/ACIP/default.htm
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. Technical Guidance for HIV/AIDS Surveillance Programs, Volume IlI:

Security and Confidentiality Guidelines
http://www.cdc.gov/hiv/topics/surveillance/resowstoriidelines/quidance/

. MSDH Standard Database Design Lifecycle

Exhibit C

Functional Requirements

The Vendor must complete the following FunctionabRirement Traceability Matrix.
The Vendor must clearly classify each requiremetat one of the following categories.

P = Part of Current Product

C = Custom Enhancement

E = Enhancement through a third party
D = Currently being developed

A = Alternate Solution

N = Not Supported.

In cases where Vendor responds with “C”, “E”, of’;'Wendor must indicate what
additional costs, if any, will be incurred as wadl the estimated time frame for
completion. If “A” is indicated, Vendor must indieahow the alternate solution will

meet the needs of MSDH.

Vendors must carefully detail the manner and delgye&hich the proposal meets or
exceeds each specification. Vague or inconclugisponses will be judged as non-
responses within the context of the evaluation.
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Requirement

Respond with P, C, E, D, Aor N

Explanation

11.1.1 The proposed system must make exteng
use of workflow throughout the system by
promoting the following:

Sive

11111

Statewide sharing of data acrg
all modules

11.1.1.2

Utilizes the existing MSDH
Health Alert Network (HAN) to
implement an agency/user
notification process to
proactively alert all users when
an event requires their attentior
or action,

11.1.13

Decreases user intervention (i
when an event occurs
automatically update
corresponding data fields in
other modules and notify user ¢
update) and

=~

11.1.14

Reduces dependency on pape
forms/paper flow.

11.1.2 The proposed system must meet the
following requirements fobata Entry:

11121

Eliminates redundant data ent

'y,
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.2.2

Minimizes erroneous data,

11.1.2.3 Contains rigid controls and edit

checks to prevent invalid or
incomplete entry of data,

11.1.2.4

Capable of sending warning
messages/alerts when data

integrity is violated or a business

rule conflict exists

11.1.25

Provides for rapid data entry in

modules where large amounts

data must be entered to complete

a transaction,

11.1.2.6

Provides validation tables/lists
values for users when the field

has multiple possible selections,

and allows users to select from
list of valid values by entering
the code or by mouse clicking,

of

a

11.1.2.7

Presents the screens in the or
defined by the users and allow
them to be modified by the
agency'’s system administrator,
and

der

11.1.2.8

Automatically takes the user tc

the next screen that is to be
completed or displayed.
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.3 The proposed enterprise system must I
the following requirements for Patient
Record Search and Display:

eet

11.13.1

Provides search capability to
locate existing records. Must
include, at a minimum, the
ability to search by name
(including phonetic searches),
aliases, patient ID number, soc
security number, insurance
number, date of birth, sex,
mother’'s maiden name, and
county of residence. It must als
create a candidate list based of
specified criteria allowing the
user to select patient(s) from th
list for further automated
processing.

al

O

Il

11.1.3.2

Displays patient ID, name (firs
middle, surname, and suffix) an
date of birth on all screens.

tl

o

11.1.3.3

Displays a synoptic listing for
records in descending order.
Must include summary of statug
details and provide the ability tc
display additional details linked
to that particular patient or
record.

Al

D
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Requirement

Respond with P, C, E, D, A or N Explanation

11.1.34

Cross reference aliases to the
person index.

11.1.35

Displays an overall summary d@
the automated patient master fi
in a single screen user-defined
format.

-

11.1.3.6

Displays patient detailed
information as an integrated
master file view including
tabbed sub-categories for logic
groups of data.

=

11.1.3.7

Displays previous health recor
for a patient.

ds

11.1.4 The system must meet the following
requirements for Integration:

11141

Provides system-wide access
information. The ability to
access this information should
a function of the particular user
security clearance; staff provide
with a high enough clearance,
should have the ability to reviey
any information on the system,
other than information restrictec
by regulation or law.

to

De

d

=

)

78




RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.4.2

Designed to be implemented &
series of modular units with
well-defined system interfaces
and interchangeable componer
to allow future growth and
enhancements.

Sa

11.1.43

Based on open system
architecture to enable interface
with possible future
development.

11.1.5 The system must meet the following
requirements for Auditability:

11.151

Supports an audit trail of data
records.

11.1.5.2

Monitors record updates to
support detailed auditing of
system usage. Record all data
changes, updates, deletions,
record dissemination, etc.,
including the time the change
occurred and the identifiers of
user and workstation or batch
utility. The file containing this
audit data must be secure and
restricted to a few specified

access profiles.
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.5.3

Provides a secured means of
viewing the audit logs in a

usable fashion for any authorized

system user.

11.1.54

Provides a stored
procedure/program that
automatically archives the audi

log records older than a specified

date to an off-line location.

11.1.55

Provides a way to secure the
audit logs from tampering.

11.1.5.6

Captures a log of all system-

generated notifications. Captune

the date, time, triggering event
or user initiating the notification
and the user to which the
notification was sent.

11.1.6 The system must meet the following
requirements foOn-Line Help:

11.1.6.1

Provides on-line help
documentation that is viewable
on each workstation.

11.1.6.2

Provides the capability to allow
easy topic and keyword
searching with a few mouse
actions.
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.6.3 Provides the capability for use
to print pages as required.

IS

11.1.6.4 Prefer field sensitive help that
automatically displays hints for
data entry fields.

11.1.6.5 Provides descriptive error
messages when database
integrity or edit checks are
violated.

11.1.7

The proposed system must provide
Alerts/Notifications to system users in
compliance with current CDC PHIN
Requirements via MSDH’s existing Healt

Alert Network (HAN) system by Proxicom.

=

11.1.8

The proposed system must provide
Electronic Data Exchange in compliance
with current CDC PHIN Requirements (e
message construction, message routing,
message parsing, and secure message
transport.)

g.

11.1.9

The proposed system must ensure the
protection of sensitive data in compliance
with the Privacy standards

11.1.10 The proposed system must utilize

Vocabulary Standards in compliance with
PHIN VADS
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.11 The proposed system must provide an
alternative mechanism for capturing
MSDH staff authorization without having
to print a paper copy for signature (i.e.,
electronic signature)

11.1.12 The proposed system must meet the
following requirements for System and
Security Administration Reporting:

11.1.12.1 Create a Screen Display and
Report of Data Code Tables to
allow users to verify the current
content of data tables to be use
in preparing inputs to the systel
and in reading output reports;

=

o

11.1.12.2 User ID Confirmation Notice
that confirms the establishment

of a new user in the system and

provides the new ID and
temporary password to that use

=

11.1.12.3 Create a Screen Display of All
Users to provide a list of all
authorized users created in the
system;

11.1.12.4 Create a User Capability Profi
to Identify the authorized
capabilities for each user in the
system;
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Requirement

Respond with P, C, E, D, A or N

Explanation

11.1.12.5 Create a User capability audit

file;

11.1.12.6 Provide the ability to produce

System Access Log Listing
Report to show who has logged
into the system during a
specified period,;

<2

11.1.12.7 Must have the ability to create

Unauthorized Access Report th
provides detailed information

about attempts to gain access to

functions for which a user is no
authorized;

at

[

11.1.12.8 Provide Modified data elemen

audit file/report to identify
modified data elements;

11.1.12.9 Create screen display and rep

of system parameters for
configuring the installation of
the system;

11.1.12.10Provide Archive files to preser

historical patient records
according to parameters
specified by MSDH,;
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Requirement Respond with P, C, E, D, A or N Explanation

11.1.12.11Provide a Code Table Change
Report to allow users to identify
when changes have been made
to the content of data tables and
who has made these changes.

11.1.12.12Provide a Modified Data
Element Report to provide
detailed audit information aboult
changes to the system data. It
will also be used to report
information to identify any
fraudulent patterns of system
usage by entering a particular
location, period of time, or user
to show types of changes made.
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12. Core Functions

CF#1 — Common Registration Interface
CF#2 - Billing

CF#3 — Patient Eligibility

CF#4 — Lab Specimen and Result Tracking
CF#5 — Security and Auditability

CF#6 — Interfaces

CF#7 — Training

CF#8 — Surveillance

CF#9 — Reporting

CF#10 — Quality Control (QC) and Quality AssurafiQd)
CF#11 — Web-based access

CF#12 — Referrals and Authorizations
CF#13 — Inventory Management

CF# 14 — Case Management

Respond

Requirement with P, C, Explanation

E, A, D, or
N

12.1 CF#1 - Common Registration Interface

12.1.1 Create and maintain a patient registry
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.2

Provide unique patient IDs;

12.1.3

Provide the ability to create and update

patient record in system including
records for non-MSDH patients that aré
submitted by outside sources;

\1%4

12.1.4

Provide interface to Social Security
Administration (SSA) for checking the
validity of Social Security numbers;

12.1.5

Provide the ability to capture hospital
code and hospital name;

12.1.6

Provide online access to Medicaid
eligibility status;

12.1.7

Provide a means to deactivate and
reactivate patient records;

12.1.8

Provide the ability to retrieve or display
patient records by selected variables a
defined by MSDH business rules (e.g.,
SSN, patient ID, family ID, patient nam
date of birth, county of residence);

[72)

[
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.9

Provide family/group ID to link family
member patients, with the ability to link

unlink, and re-link family members (e.g.

a foster child starts out in its natural
family, becomes a foster child in anoth
family, then is placed back in the home

D
=

12.1.10

Provide the capability to enter notes 0
comments on a patient’s record. Also
prohibit existing notes from being
modified (i.e., user must start a new ng
and maintain a history of all notes and
authors;

12.1.11

Provide flags on initial intake and/or
appointment screen alerting the user o
the existence of a comment in that
record;

12.1.12

Provide the ability to update the
comments in a patient’s record,;

12.1.13

Provide for recording the cultural and
language needs of program patients;

12.1.14

Record that residency and identity we
verified and record the source of
verification for each applicant;

re
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.15

Provide for tracking of multiple births;

12.1.16

Provide for tracking of births for
previously infected women;

12.1.17

Provide a record indicator that a child
in foster care system;

is

12.1.18

Provide a record indicator if education
materials are recommended for the
program area(s) to which the patient is
registered,;

al

12.1.19

Provide for the ability to enter and trag
demographic information of patients;

k

12.1.20

Provide the ability to record multiple
races for a patient;

12.1.21

Provide the ability to capture ethnic
origin in addition to race;

12.1.22

Provide a system prompt for verifying
homeless status for those identified as
homeless, (i.e., asking the applicant to

describe their fixed night time location)

88




RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.23

Provide verification of patient’'s death
status utilizing the Vital Records
database prior to generating any extert
correspondence (e.g., reminders, notic
letters, etc.);

nal
es,

12.1.24

Provide for a means to track patient’s
forms, lab slips, etc. during a patient’s
appointment (printing labels to be
attached to forms, printing forms with

the pertinent patient identifying data, or

producing bar codes for specific patient’s

forms);

12.1.25

Provide the ability to record SSN;

12.1.26

Provide for comment field(s) with
controlled access;

12.1.27

Provide system prompts when changi
demographic information offering
choices on related fields (e.g., should
notices be sent?);
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Respond

Requirement with P, C, Explanation

E, A, D, or
N

12.1.28 Automatic duplication prevention and
correction:

A. Allow for automatic checking for
duplicate records;

B. Flag potential duplicate records (e.qg.: if
the SSN is already in the system, if the
patient name is similar and birth date
matches, etc.); and

C. Provide the ability to resolve duplicate
records according to MSDH business
rules (e.g., delete, inactivate, merge, efc.)

12.1.29 Create and maintain patient records
accessible by system users within the
system;

12.1.30 Provide ability to update information ir
patient’s record;

12.1.31 Provide ability to process patient
transfers. The clinic receiving an in-state
patient from another Mississippi clinic
must be able to initiate a patient transfer
to have the patient’s medical records
mailed to the receiving clinic;

14

90




RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.32 Provide ability to maintain patient’s
previous data (e.g.: previous address)

12.1.33 Provide a history of addresses for
contacts (e.g., sexual partners of initial
patient)

12.1.34 Maintain and provide viewing capabili
of historical record of patient informatid

y
n

12.1.1.35 Designate/update medical home of
patient

12.1.36 Screen and refer patient for other
essential services needed

12.1.37 Reports

12.1.37.1Provide a Screen Display of changes {
patient records - Display of any change
made to a patient’s record.

2S

12.1.37.2Provide a Patient Services Summary
Report that summarizes services
provided to a patient.
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.37.3Provide a Patient Source of Health Ca
Report containing the providers where
the patient receives health care.

re

12.1.37.4Provide a Patient Summary Documen
report to summarize case information ¢
a patient for reference by local staff.

=

12.1.37.5Provide a Patients by County and
Municipality Local Agency and State
Summary Reports that lists patients by

geographical grouping as specified (i.e|

county, state, etc).

12.1.37.6Provide referrals from MSDH to/from
Outside Agencies, Local Agency, and
State Reports that list referrals of patie
to outside agencies, local and state
agencies.

nts
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.1.37.7Provide an Aggregate Health and Soc

Service Program Referrals Report that
displays the frequency of referrals mad
and outcomes and referrals from other
programs as follows:

Frequency: On demand, Monthly

Distribution: Local clinic staff, state
office staff, district level staff

al

e

12..2 CF#2 - Lab specimen and result tracking

12.2.1

Provide the ability to receive laborator

requests, accept specimen and sample

data, manage these data and report
electronic results in compliance with
current CDC PHIN Requirements

12.2.2

Provide for on line tracking of lab
specimens and test results with the sta
lab

te

12.2.3

Provide for on line tracking of lab
specimens and test results with the oth
contracted labs

er

12.2.4

Allow end-users to print requisition
forms for lab tests
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Respond
Requirement with P, C, Explanation
E, A D,or
N
12.3 CF#3 — Security and Auditability
12.3.1 Ensure that sensitive or critical electroni
data are not lost, destroyed, corrupted or
misappropriated in compliance with
current CDC PHIN Requirements
12.3.2  See requirements in Section VI1.18
12.4 CF#4 — Interfaces
12.4.1 Provide the ability to securely and

automatically exchange information
using Orion Rhapsody.

Provide the ability to import/export data

files

Provide data files as defined by each
Program area for upload to CDC and
other state systems in accordance with
the current CDC PHIN Requirements.

See additional requirements in Section
VIIL13.
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Respond
Requirement with P, C, Explanation
E, A D,or
N
12.5 CF#5 - Training
See requirements in Section VII.25.
12.6 CF#6 — Surveillance
12.6.1 Provide the ability to collect and analyze
data to support identifying and
containing a health event in compliance
with current CDC PHIN Requirements
12.6.2 Provide access to data (both patient and
non patient aggregate data) to track
incidences of disease and possible factors
12.6.3 Collect, store, select and report patier]ts
by agency-specified standard
nomenclature
Respond
Requirement with P, C, Explanation
E, A, D, or
N
12.7 CF#7 — Reporting
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.7.1

Provide the ability to extract data for
analysis and reporting

12.7.2

Provide the ability to generate, store, :
share reports

and

12.7.3

Provide ability to generate aggregate
reports

Hata

12.7.4

Provide the ability to extract data for
mapping based on latitude and longituc
coordinates

le

12.7.5

Provide for planning and managemen
reporting capabilities at clinic, program
county, district and state levels by
provider, date, location and program

[

12.7.6

Provide the ability to provide summary
information of patients seen and servic
provided by type, by setting (clinic,
hospital, rehab facility) and by provider

12.7.7

Provide on screen access to daily,
weekly, monthly, quarterly and yearly

report information
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.7.8

Allow for the printing of reports when
and where requested

12.7.9

Report daily (or other time frame
specified) encounters by provider, by
clinic, by program

12.7.10

Provide for standard reporting
capabilities for clinic and program
management

12.7.11

Provide for ad hoc reporting capabiliti¢
for clinic and program management

D
wn

12.7.12

Provide information on reports for
management and financial purposes,
auditing, quality assurance, and grant
writing and to ensure federal
requirements are met

12.7.13

Generate reminder reports of follow-u
needed for patients by clinic, county,
district, state, and by program

pS

12.7.14

Provide ability to customize mailing

labels and notices
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.7.15 Provide the ability to print labels base

on user defined parameters

12.8

CF#8 —

Quality Control and Quality Assurance

12.8.1

Provide on screen access to program
patient management policy and
procedure manuals

and

12.9

CF#9 —

Web-based Access

12.9.1

Provide web-based access for interna
and external entities to conduct inquirig
and searches based upon authorizatio
level

2S

12.9.2

Provide limited web-based access
granted to the general public, which wi
give non-identifying statistical aggregat
data

12.9.3

Provide the ability to update a record
the Web application based upon
authorization level

a

1294

Provide web-based access to specifie
reports for data analysis

[oX
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Respond
Requirement with P, C, Explanation
E, A D,or
N
12.9.5 Comply with the Americans with
Disabilities Act (ADA) and the World
Wide Web Consortium (W3C)
requirements
12.9.6  Allow users to report the data for

Reportable Diseases and Conditions
electronically via the Web to MSDH

12.10

CF#10 — Referrals and Authorizations

12.10.1 Track the authorized expenditures by

program, by patient, and by county of
residence

12.10.2 Provide approval and payment to outs

providers who have been approved by
program

ide
a

12.10.3 Generate “Authorization for Service”

form

12.10.4 Maintain a list of specialty providers b

program area for referrals for patients

<
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Requirement

Respond
with P, C,
E, A, D, or

N

Explanation

12.11 CF#11 - Inventory Management

12.11.1

Provide the ability to track

countermeasures (e.g., pharmaceuticals,

medical supplies, etc.) in accordance
with current CDC PHIN Requirements

12.11.2

Provide the ability to order vaccines fr
the CDC

12.11.3

Maintain an inventory module for
vaccines on hand, ordered and receive
by clinic (on-line ordering and tracking

d

12.11.4

Maintain an inventory module for
pharmacy supplies on hand, ordered, &
received by clinic (on-line ordering and
tracking)

and

12.11.5

Maintain an inventory module for
program supplies on hand, ordered, an
received for specific patients by clinic g
needed (on-line ordering and tracking ¢
those supplies)

d
1S
f

12.11.6

Provide the ability to generate doses
administered reports
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Respond
Requirement with P, C, Explanation
E, A, D,or
N
12.11.7 Track vaccine wastages, expired dates &
spoilages for doses administered
reporting
12.11.8 Provide the ability to extract and track
vaccine by manufacturer and lot number
Respond
Requirement with P, C, Explanation
E,A.D, or
N

12.12 CF# 12 — Case Management

12.12.1 Provide the ability to refer case
management activities to a variety of
different MSDH programs and assign
cases to specific providers

12.12.2 Provide the ability to access each
patient’s caseload management activities
across programs

12.12.3 Provide the ability to schedule case
management tasks

12.12.4 Provide the ability to view and print

101




RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

Respond
Requirement with P, C, Explanation
E,A.D,or
N
daily caseload management activities
12.12.5 Provide assigned caseload management
information, including both current and
historical
12.12.6 Ipovide caseload management

information by provider, program, clinig,

county and district. The information
should be available both online and on
reports and should bealable monthly
and on request
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13.  Program Specific Functions

In addition to the Core Functions, the system rpustide the following functionality for the Progra®pecific functions listed
below.

PS#1 — Immunizations
PS#2 — Sexually Transmitted Diseases and Human hradaficiency Virus (STD/HIV)

PS#3 — HIV Log

PS#4 — HIV and AIDS Reporting System (HARS)

PS#5 — CDC’s Management Information System (STD*MIS
PS#6 — COMPIS/FACTORS

PS#7 — Lead Screening

PS#8 — Epidemiology

PS#9 — Epidemiology Reports

PS# 10 — Syndromic Surveillance

PS# 11 — Asthma

Requirement Respond Explanation
with P, C, E,
A, D, orN

13.1 PS# 1 — Immunization

13.1.1 Track immunization compliance status (ye$lng)

13.1.2  Share compliancy information with daycaools that
have parent(s) name, date of birth and address
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Requirement

Respond
with P, C, E,
A, D, orN

Explanation

13.1.3

Allow scheduling by the effective date eatthan
default date

13.1.4

Allow access to immunization database e groviders
the ability to search on a particular child’s imraation
record

13.1.5

Add to immunization scheduling the follogimequired
interval, minimum interval, late immunization and a
makeup date

13.1.6

Allow for the addition of new vaccines,lurding
combination vaccines, into the system as they becon
available and automatically update the immunization
history appropriately

13.1.7

Provide the ability to generate a notifaator
immunizations due at desired intervals

13.1.8

Provide a report of immunizations brokewnldy age
group and series

13.1.9

Generate an electronic version of the atirre
Immunization Compliance form

13.1.10

Track immunization status by geograplacaas (e.g.,

by county)
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Requirement

Respond
with P, C, E,
A, D, orN

Explanation

13.1.11

Track date of service, effective datesrandifications
for vaccinations

13.1.12

Track an individual child’s immunizatiorogress

13.1.13

Capture and report vaccine for childresedaon
eligibility category

13.1.14

Provide a code indicator for medical exiong for
immunizations

13.1.15

Provide a required field to capture thégoming
provider on immunizations screen

13.1.16

Provide a field to capture manufactusgrnumber of
vaccines, and expiration date

13.1.17

Generate immunization delinquency notice

13.1.18

Collect the core data sets recommendékebiational
Vaccine Advisory Committee and the CDC

13.1.19

Record adverse reaction, contraindicatiamnd
exemptions

105




RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

Requirement

Respond

with P, C, E,

A, D,orN

Explanation

13.1.20

Provide the ability to develop protocalsdranting
access to out-of-state entities for the purposes of
treatment and public health operations. MSDH will
evaluate opportunities for electronic exchange of
immunization data with these same entities

13.1.21

Provide the ability to establish the pecots for all
Advisory Committee on Immunization Practices (ACI
vaccines. Include capability to address new vascas
recommended

P)

13.1.22

Evaluate the immunizations against thetbéished
protocols and display results

13.1.23

Automatically identify individuals due&afor
immunizations to enable the production of
reminder/recall notifications

13.1.24

Automatically produce immunization coveragports
based on patient demographics and provider

13.1.25

Provide the ability to receive and prodessh files of
immunization history data from private providers

13.1.26

Check for adverse reaction of differentlicegtions

13.1.27

Provide the ability to document communlealisease
history (i.e. Chicken Pox)
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Requirement

Respond
with P, C, E,
A, D,orN

Explanation

13.2 PS#2 - STD/HIV

13.2.1 Generate mailing lists from informationhgated in all
systems within STD/HIV

13.2.2 Provide data field edit checks of infonmateing
entered into the STD/HIV System

13.2.3 Provide data validity checks of data b&ntgred into
the STD/HIV System

13.2.4  Provide cross field edit checks of datadpeintered into
the STD/HIV System

13.2.5 Provide QA routines implemented on imports

13.2.6  Generate monthly reports to CDC

13.2.7 Generate treatment reports

13.2.8 Generate statistical reports for fieldfstaf

13.2.9 Generate field records for field staff
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Requirement Respond Explanation
with P, C, E,
A, D, orN
13.2.10 Generate interview records for each comtacle by
field staff
13.2.11 Track billing/accounts receivable withie STD/HIV
system
Requirement Respond Explanation
with P, C,
E, A D,or
N
13.3 PS#3-HIV Log
13.3.1 Capture and store all public health HIMlzody test
results
13.3.2 Provide data validation
13.3.3  Must be compliant with the “Technical Guida for
HIV/AIDS Surveillance Programs Security and
Confidentiality Guidelines (Exhibit B.).
13.4 PS#4 -HARS
13.4.1 Transmit de-identified monthly reports 0©
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Requirement Respond Explanation
with P, C,
E, A, D, or
N
13.4.2 Generate reports to trusted clients
13.5 PS#5-STD*MIS
13.5.1 Have a history of addresses for patientcamtcts
(sexual partners of initial patient)
13.5.2 Track patient progress and interactions $iED/HIV
field staff
13.5.3 Generate a field record on positive vabfemny
screening done on a patient to send to field &aff
investigative follow-ups
13.5.4 Generate field reports to send to disstigtervisors
13.5.5 Serve as a management tool in determihmg t
performance of the STD/HIV field staff
13.6 PS#6 - FACTORS
13.6.1 Track patient’s height and weight for IDpases
13.6.2 Capture and store information related ¢oAIDS Drug
Assistance Program, home-based Services and all oth
services that the Care and Services Bureau staffges
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Requirement Respond Explanation
with P, C,
E,A D,or
N
13.6.3 Track drug use
13.6.4 Track patient’s progress
Requirement Respond with | Explanation
P, C, E, A D,
orN
13.7 PS#7 — Lead Screening
13.7.1 Track blood tests given for lead screenings
13.7.2 Track lead values greater than or equint@10
mcg/dl), by patient and by geographic area
13.7.3  Generate monthly reports of all greaten thraequal to
ten (10 mcg/dl) values
13.7.4  Provide referral tracking functionalityand from other
programs/sources
13.7.5 Provide for an automated follow-up notifica to the
Lead Screening Program based on lead test results
13.7.6  Maintain history record of lead values dates by

patient and by county
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Requirement

Respond with
P,C,E A D,
or N

Explanation

13.7.7

Display patient’s history record of leadires and dates;

Flag patient records in the Patient Managementegyst
of children with high lead values (>10 mcg/dl)

13.7.8

Support case management of children wgh hiood
lead levels (environmental sampling)

13.7.9

Provide non patient specific surveillanatadegarding
incidences of high lead levels

13.7.10

Generate reports on lead screening aesiobth by
county and by patients

13.7.11

Generate summary reports on lead screaotngties
and high risk population (those with high lead leyéy
clinic, county, district and state for user selddime
periods

13.7.12

Provide graphic displays of incidence arebalence of
high lead levels by geographic regions

Requirement

Respond
with E, X,
M, C, A,
orN

Explanation
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Requirement Respond Explanation
with E, X,
M, C, A,
orN
13.8 PS# 8 — Epidemiology
13.8.1 General Requirements covered in GlobalGoré
sections
13.8.2 The Epidemiology Program must have thetgld
manually enter arboviral data for animals (i.edbjr
mosquitoes).
Requirement Respond Explanation
with E, X,
M, C, A,
orN
13.9 PS#9 - Epidemiology Reports
13.9.1 Must be able to produce data files forlyemms
13.9.2 Must be able to produce routine morbiditgt enortality
reports
13.9.3 Must be able to generate specific Missssvorbidity
Report (MMR) data monthly
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Requirement Respond Explanation
with E, X,
M, C, A,
orN
13.9.4 Must be able to generate Memorandums fdDMS
district offices and other entities as necessary
13.9.5 Must be able to generate summary reparts $pecific
date ranges
Requirement Respond Explanation
with E, X,
M, C, A,
orN

13.10 PS# 10 — Syndromic Surveillance

13.10.1 Provide the ability to collect and analgiaéa to support
identifying and containing a Public Health event in
compliance with current CDC PHIN requirements

13.10.2 BT_ER Log for Influenza and Rash must:
e Support remote entry of data
e Support data query and analysis

» Generate a Hospital/Clinic Syndromic Log
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Requirement

Respond Explanation
with E, X,
M, C, A,
orN

13.10.3 BT_ER Log for Influenza and Rash must Feave

Hospital/Clinic Syndromic log web entry screen that
includes:

A name field which includes hospital or clinic naiméo
Date and shift fields

Name of person completing form field

A section labeled Patients with Flu-like illnessurl

Patients with Flu-like illness by age groups akofes: 0-4 yrs, 5-24
yrs, 25-64 yrs and 65 + yrs

An item number column

Totals row at bottom of report

13.10.4 Early Abberation Reporting System (EARS8smM

include at a minimum:
HTML website access
Graphing capabilities
Alert to potential outbreaks

Drill down capabilities through tables and charts

13.11

PS# 11 — Asthma

13.11.1 Track severity of asthma episodes
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Requirement

Respond Explanation
with E, X,
M, C, A,
orN

13.11.2 Ability to run management reports (tofaltwcounts,

hospitals reporting, percent coverage)
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Interface Requirements

The proposed solution must include interfaces édfdtiowing Programs that will
maintain their separate legacy systems. A desonpf these systems is located in
Section VII.3:

. Patient Information Management System (PIMS);

. Public Health Laboratory Information Managementt8ys(LIMS);
. Public Health Statistics (Vital Records);

. Tuberculosis (TB);

. Pharmacy;

. STD/HIV; and

. Electronic Surveillance (NEDSS).

Each Program is equipped with a proprietary compaystem that does not share a real-
time connection with other existing MSDH systeni$iese programs collect public
health data from various sources throughout thee $taMississippi. The collected data
are processed, reported on, and stored in theateganogram-related systems. For
example, Epidemiology programs cannot conduct ergilatus monitoring of tests sent to
the state lab, and the Immunization program caabtatin online order status for
prescriptions sent to the pharmacy. Because sfititiegration points must be identified
for each program-related system to create an atderfo the system.

14.1 The proposed solution must provide the abilitydousely and automatically
exchange information between MSDH systems and gihiglic health
partners in compliance with the current CDC PHINjiRB2ments.

14.2 The proposed solution must provide the capabibityiriterfaces to be
executed real-time or via batch processing, depgnain the particular needs
of each program. Any batch process must be alide sxheduled to execute
at a specific date and time or on a recurring fikena

14.3 All interfaces as described in this RFP are toudelall tasks necessary to
allow for the retrieval, manipulation and/or valida of any data to produce
the desired results making the interface procesgptzie.

14.4 All interfaces as described in this RFP are toudelany exception/error
reporting necessary for the successful executiall ¢dsks associated with
the interface.

Current State Infrastructure and Available Network Options

15.1 Vendors should propose using existing technicaastfucture and services.
Any new system that is to run on the State’s netvmoust be able to function
with minimal changes for the State.
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ITS and MSDH staff will be available to answer dig@ss on the existing
infrastructure and network at the Mandatory VendGmnference.

Vendor must provide a Capacity Study that addreatbé=vels of the
proposed system (i.e., database servers, file rsemleent workstations, CPU,
disk space, band width, etc.). The study must pean analysis of the
system capacities needed in order for the propsgstiem to optimize
performance in MSDH’s environment versus the camsccurrently available
and make recommendations as to improvements thatemmessary for the
system to meet the performance requirements oRRR. If the Vendor
recommends an upgrade of the existing MSDH netwak{station
infrastructure as part of the proposed systemliatan, he must describe in
detail the benefit to MSDH of such an upgradethdf Vendor does not
recommend an upgrade of the existing network itfuature, he should
specify how much system growth can be accommodatebe existing
platform.

The Vendor must specify the required band widthtlierproposed system to
meet the performance specifications in this RFB. li&s contracts for many
network services including options for Frame RekayM, Dedicated Private
Line, and DSL. These contracts are available $erhy all state government
offices and institutions as well as governing atitfes throughout the state.
The following table provides a listing of the typgfsconnectivity available
under contract and various speeds that are offered.

Standard Frame Standard ATM Standard DSL (Internet

Relay Private Line Based)

64K T1 T1 1.5M x 256K

128K 3M 256Kx128K

192K 6M 384K x 384K

256K M 768K x 512k

320K 12M 3M x 384K

384K DS3

T1 Frac OC3 100M

DS3 Frac OC3 125M

OC3

OC12

MPLS Frame Relay MPLS ATM MPLS Private MPLS DSL

Line

64K 128K 512K 1.5M x 256K (Best
Effort)

128K 256K iM 192K x 192K
(Engineered)

256K 384K 1.5M 256K x 128K (Best
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Effort)
384K 512K 3M 384K x 384K
(Engineered)
512K 768K 6M 768K x 512k
(Engineered)
768K iM 9M 3M x 384K (Best
Effort)
1M 1.5M 12M
1.5M 3M 15M
3M 6M 21M
6M oM 33M
oM 12M 45M
12M 15M
15M 21M
21M 33M
33M 45M
45M 100M
125M
155M
620M

It is the Vendor's responsibility to review and edhto the State of
Mississippi’s Enterprise Security Policy to enstirat their proposal
complies with these policies. This manual can lmessed at the following

URL:

http://www.ms.gov/pdf/security policy.pdf

Additional Technical Requirements

16.1

16.2
16.3

16.4
16.5

16.6

The proposed solution must comply with PHIN IT Séguand Critical

Infrastructure Protection requirements.

The proposed database must be one of the follovdngcle, DB2 or SQL.

The client must be browser-based. The Internet seowo be incorporated
into the client should be Microsoft Explorer 6, 8ee Pack 1.

Any functions requiring e-mail (e.g. alerts) mustdompatible with SNMP.

The proposed solution must support a document neginaigt system that
MSDH may elect to purchase. Vendor must specd#ydhcument
management system(s) that are capable of integraith the proposed

solution.

As a project deliverable, the Vendor must providgaakup and Recovery
Plan that addresses all levels of the proposeeémsygte., database servers,
file servers, client workstations, etc.). The phanst provide a methodology
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of performing database backups with minimal or owidtime between the
hours of 6 A.M.—9 P.M. (CST).

16.7 It is imperative that the system data be accesatéddl times, thus ensuring no
interruption of services. As a project deliveralthe Vendor must provide a
Disaster Recovery and Business Continuity Planitttéides the proper
procedures and tasks to be performed by systenciparit groups and
stakeholders. The procedures listed in the plast inglude the following
details at a minimum:

. Task components;

. Sequence of activities;

. Participants' roles (MSDH staff, clients, and otsi@te contractor
project staff);

. Escalation procedures;

. Manual processes for continuing critical tasks; and

. Reconciliation process following system restoration

The Vendor must define and follow additional seiguyprocesses and
procedures documented in the plan in the everfieofdllowing:

. Unscheduled host site downtime;

. Unscheduled telecommunications network downtime;

. Unscheduled Gateway downtime; and

. Instances other than the above listed causes $tersydowntime
requiring emergency data backup and recovery pwosesdsuch as
natural disasters.

16.8 The Vendor must provide automatic job schedulingabdities that will allow
Security Administration to define (add), modifysdble, and delete scheduled
reports or utility programs.

Database Requirements

17.1 Database designs are required to be based on #ube@i Database
Enterprise Edition (9.2.0.1.0 with latest patchegh Advanced Security
Option core technologies, the Microsoft SQL Se2@00 (8.00.760) with
Service Pack 3 or higher revisions, or the latelgtase of the IBM DB2
Relational Database Management Systems (RDBMS)z/O8, DB2 v7 is
the current version; on all other operating systddi2 v8.2 with latest
patches is required. Microsoft Access designsatibe accepted.

17.2 Vendor must acknowledge that the State has anpiseticense for DB2
available for this project.

17.3 Vendor will comply with the MSDH Standard Datab&ssign Lifecycle,
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Exhibit C that includes the Test, QA, and Produtgovironments and
migration paths.

Central Office databases will reside in a centeavsr instance

of the RDBMS. For Oracle database designs, thiecapipn cannot reside on
the database server. It must be separated onti@eedt server from the
RDBMS in a true client/server configuration.

The RDBMS cannot be used just as a repositoryabtdbles,
reference tables, or control table structuresghmaply support
intermediate layers or metalayers of business-miegpplication logic.

The database RDBMS design is required to be telftional and

take full advantage of all available RDBMS objeatsl features, such as
partitioned tables, partitioned indexes, store¢@dores, packages, package
bodies, triggers, sequences, functions, and XMhlukde structures.

The RDBMS design and structures cannot use anyessystem resources,
such as the SYSTEM tablespace or SYSTEM-assigrtezkinames in the
case of Oracle 9i or higher. This includes theafsbe SYSTEM tablespace
for temporary purposes, such as TEMP tablespac&sobal Temporary
Tables, and dynamic temporary structures. The RBBMuctures must use
resources specific to its design.

The RDBMS design and structures cannot use angnaitg-reserved
keyword names for any object, such as tables, amymdexes, and primary
key constraints. The RDBMS structures must useimgoonventions
specific to its design.

The RDBMS design is required to be normalized talthormal
form.

The RDBMS design must support meaningful data etitma and
reporting operations, such as Crystal Reports swéwv.10 or higher) using
standard Structured Query Language (SQL) statements

The RDBMS design must use the standard RDBMS oeslatifeatures,
such as primary keys, referential integrity conatea(foreign keys), and
unique keys, to enforce and maintain transactidatd integrity.

The Vendor RDBMS design will conform to generalbcaptable RDBMS
coding standards to ensure consistency througheudésign. This will apply
to all RDBMS object characteristics and relatiopshisuch as columns and
variables having meaningful names and primary aneign keys having the
same names across tables, etc.

All RDBMS and associated Data Definition LanguaD®L), Entity
Relationship Diagrams (ERD), Data Dictionaries, Bxada Models will be
developed with Entity Relationship for Windows (ERWY Computer
Associates, Inc.) or the latest revision of Micriva4sio. This required
version of ERWin must be completely compatible viERWin 4.1.2771,

120



RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

which is the MSDH standard. Microsoft Access designmodels will not be
accepted.

17.14 Vendor must submit as part of his proposal a thginbudocumented
preliminary Data Definition Language (DDL), EntiBelationship Diagrams
(ERD), Data Dictionaries, and Data Models for techhreview by the State’s
evaluation team.

17.15 Automatic or dynamic RDBMS development, changesnodifications by
machine-generated or software-generated code atibba allowed. Every
addition, modification, change to the RDBMS or alayabase object will be
modeled using MSDH approved modeling tools anedgiired to graduate
through revision and configuration management obmaind be thoroughly
documented and approved before implementation.

17.16 Vendor must purchase their own MSDH approved madebol
licenses; Vendors cannot use the State’s licenses.

17.17 Vendor will use an integrated database designebtiat includes
source code control management, configuration ne&magt, and a web-
based bug tracking/resolution system that is adadedsy MSDH personnel.

17.18 The RDBMS must be capable of residing on and takitigadvantage
Microsoft Windows 2003 or higher revision, Sun Misystems Solaris 2.10
or higher revision, and latest IBM server operasggtems.

17.19 Vendor’s DBA lead will work on-site for the durati@f the project with the
MSDH Database Administrators to design the RDBM3.RDBMS
development will occur at the MSDH Office of Healtfiormatics.

17.20 All database administration functions will be adistiaered and
executed by the Information Resource Managemeraldaae Administration
(IRMDBA) team.

17.21 Vendor must participate in design review meetingsgtwo weeks.

17.22 The active RDBMS transactional tables will contanty three years of
current data (i.e. only the current and previous years). All prior years of
data are required to be stored in separate hiatdébles or temporally-
partitioned tables located within the RDBMS. Tisisequired to
accommodate efficient database administrationrgelaata sets. These
historical tables will be transparently accesskyehe client application for
historical purposes, such as reporting and invastigs. Legacy systems
conversions, migrations, and loading into the nddBRIS are required to
meet these criteria.

17.23 Large portions of data and indexes must be storedparate tablespaces or
partitioned table and partitioned indexes. Curtenrsactional data (the
current and previous 2 years) and the historict (f&ior years) and all
indexes must be contained within their own sepdeditespaces or partitioned
tables and partitioned indexes.
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17.24 Database User Accounts - Accounts for each indalidatabase user.

17.24.1 Every individual who connects to the dasalraust have their own
auditable account.

17.24.2 Individual users must not be allowed taslacounts or use any
generic account. These accounts must have onl@g@NECT
role privileges that includes select, insert, updanhd delete of data
rows. Other privileges or functions, such as tata¢able, will be
granted on an as-needed basis.

17.24.3 User accounts must not be allowed to hatebdse administrator
(DBA) roles or ADMIN, SA, SYSTEM, SYS, SYSDBA, or
SYSOPER system privileges grants in any MSDH daaba
environment.

17.24.4  All user account passwords are requirdgttencrypted. Please see
the PASSWORD MANAGEMENT, Item 17.27, for more d&tai
regarding passwords.

17.25 RDBMS-Owner Accounts - Accounts under which theadase RDBMS is
built or created.

17.25.1 RDBMS-owner accounts must not be allowed to haveldse
administrator (DBA) roles or ADMIN, SA, SYSTEM, SYS
SYSDBA, or SYSOPER system privileges. They may rhee
RESOURCE, IMP_FULL_DATABASE, and
EXP_FULL_DATABASE roles only in TEST.

17.25.2 Owner accounts may have only the IMP_FULL_DATABAfRIie
in the QA testing and PROD production environments.

17.25.3 All account passwords must be encrypted (See thewRad
Management, Item 17.27, for more details regargegswords).

17.25.4 For Microsoft SQL Server 2000, the database owser can have
DBO privileges but not SA privileges.

17.26 Other Accounts

17.26.1 Persistent-database-connection accounts, sucloses fitr web
services or connection pooling purposes, must aetgd only the
CONNECT role. All account passwords must be erteyp

17.26.2 Persistent-database-connection accounts must rastoveed to
have database administrator (DBA) roles or ADMIN, S
SYSTEM, SYS, SYSDBA, or SYSOPER system privilegesnts
in any MSDH database environment. (See the Password
Management, Item 17.27, for more details regargasgswords.)

17.27 Password Management
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The following policies apply to passwords used ¢l Platforms. Each user
must have his or her unique userid and passworgrgeuserid/passwords
will not be allowed.

17.27.1

17.27.2
17.27.3
17.27.4

17.27.5

17.27.6

17.27.7

17.26.8

17.27.8

17.27.9

17.27.10

17.27.11

Must be composed of an eight (8) character sthaginhcludes a
combination of lower and upper case alphanumeiacatters and
the numerals 0-9;

Must be restricted from using the UserID as thesyasd;
Must be encrypted,;

Must only allow OHI Security Administration to caoat all aspects
of password management;

Must allow the user to change his or her passwatiaowt
intervention from Security Administration, exceptthe case of
password revocation;

Must not allow either the use of the user’s fulinegaor the same
password when prompted for a new password,;

Must provide for automatic notification of expim@ti of passwords.
Security Administration must be able to set a terapopassword
that will expire after the initial use, forcing thiser to set a new
password,;

Must ensure that passwords cannot be réysadingle individual
within a specified time period to be defined by DRA,;

Must have a life of 90 calendar days and will egpir 90 calendar
days, however, both the expiration period and ¢lae kime period
must be configurable by the Security Administrator;

Must only allow three (3) attempts to log in with iavalid
password after which the application will revoke At that point,
the user will be notified by the application th&/her password
has been revoked and the user must contact theityecu
Administrator to be reinstated;

Must log and record change history keeping at |8gstor
passwords; and

Must be restricted from being reused.

Security Administration Requirements

The proposed system must permit MSDH Security Adstriator(s) to perform the
following security configuration functions.

18.1 Specify privileges, access and capability for easér;

18.2 Create roles/groups to define each user’s datssadiesed on job function in
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order to restrict user access at all system levels;

Associate a set of functions to a group and toea (1., the system must be
flexible enough to go the lowest level of definmgiser’s access);

Provide security and access controls that do n@emt on ‘*hard-coded’
program logic;

Perform all necessary tasks to manage users andtgdoom within the
application itself without the use of native datsdadministration utilities;
and

Present the user with only the menu options/feattaavhich he or she has
the security rights/privileges to access (i.e.,uber must not see any menu
items they do not have the authorization to acaas=) if they are “grayed
out.”)

System Administration Requirements

The proposed system must permit MSDH users witheBy&dministrator rights to
perform the following functions.

19.1
19.2
19.3

19.4
19.5

19.6

Maintain code validation tables;
Mark codes as active and inactive to avoid lodsisibrical codes;

Add fields and set up templates as needed to qgpoegram specific needs
without additional development or involvement of iendor;

Specify parameters for configuring the installatadrihe system;

Provide automatic job scheduling capabilities thrae(add), modify, disable,
and delete scheduled reports or utility programs;

Provide an audit trail to record/monitor accesthfollowing, at a minimum:
application(s), database, password management,gmnogocumentation and
system configuration.

Performance Requirements

MSDH requires specific assurances that the propsgstem will meet performance
standards. Listed below are MSDH'’s desired peréoes standards assuming that the
State’s hosting environment and the MSDH netwoekfanctioning correctly. Vendor
must agree to these performance standards or r@htesnate standards that will be
evaluated to determine acceptability in meeting thguirement.

20.1

20.2

The system must perform successfully in accordanitethe RFP functional
requirements, at the judgment of MSDH.

T he system must perform successfully in accoreavith all manufacturer’s
and Vendor’s technical and user specifications.
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20.3 Response time is defined as the time elapsedddf@essing <enter> or a
function key until the response is received backhan same screen.
Response times should provide smooth screen sgyahd screen updates on
local network attached desktops. Transaction mesptme should not
exceed these preferred maximum response timesgdoeiak hours of 7 a.m.
until 6 p.m., Monday through Friday. These timesdt include the load
time of any client software to start the applicatamd connect to the database.
The Vendor must provide a means of documentingethesponse times.

Average response times for workstations connectélge network are as

follows:
Display of Forms 2 seconds
Information Transfer to and display at a remotekstation | 2 seconds
Select and display information for a remote worlista 2 seconds
Display of associated information 2 seconds
Display of drop down field information 1 second
Committing information to the appropriate databases 3 seconds
Information status changes and displays 2 seconds
Database searches (with indexed data) 2 secohds
Database inquiries (with indexed data) 10 seconds

Data Conversion Requirements

211 The Vendor must develop in conjunction with MSDEfEa written
Conversion Plan to transfer existing data to the sigstem. This plan must
clearly identify in detail the responsibility oféh/endor and the State in
regards to all steps, tasks, activities, eventestunes and resources
necessary for the conversion process

21.2 The Vendor must design, develop and implement atgnaation to be used
in conversion. The Conversion Plan must detaildiggn, development and
test procedures for all electronic conversion paiogg and scripts required to
transfer data from the current systems to the n@tes. The plan must
include tasks to convert all electronic and maniaéh. It must address
methodology, timing and handling of exception ctiodss and validation
techniques and be approved by the MSDH.

21.3 The Vendor must complete the successful converditime existing data prior
to QA/Acceptance testing.
21.4 Conversion costs should be calculated based onatindy rate times the

anticipated level of effort involved. Vendor shoyropose a not-to-exceed
price for the conversion effort. For this phasenal Vendor will be
compensated for actual hours expended up to theoretceed cost rather
than by deliverable or firm fixed price. Cost shiblbe included in Section
VIII: Cost Information Submission.
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MSDH will be solely responsible for sanitizing teeisting data.
Additionally, MSDH will bear sole responsibility f@roviding all manual
data entry required to provide a fully functionisyggstem.

The Vendor must provide a means to populate anydaa elements into the
proposed system. It is desirable that this be séonaated process. MSDH will
be responsible for populating any new requiredesysdata elements that do
not exist in the current MSDH system.

The Vendor must provide statistical reports witborel counts to show where
data are imported from and where it now residesntble MSDH to verify
that the desired results have been achieved. M&iDHe responsible for the
guality and integrity of the existing system dag¢gnlg used in the conversion
process.

The Vendor must provide all programs required termogate existing MSDH
data files and to identify conversion issues anssing data elements required
for the proposed system.

The Vendor must submit formal Conversion Test Redal MSDH to view
and approve prior to the final file conversion. D will be responsible for
the manual analysis of data from the existing sygteor to using that data
for the proposed system.

The Vendor must provide as a component of dataersion, a data entry
mechanism to capture historical data that currestlgts on paper or cards
only.

The Vendor must provide a means of identifying rdsdhat are converted
from current legacy systems and imported into & aystem.

Installation and Testing Requirements

22.1

22.2

22.3

22.4

22.5

The Vendor must provide as a deliverable an “Aceqe Test Plan” (ATP).
The ATP must be developed in conjunction with MS§&iBIf and must show
events, sequences and schedules required forgestthacceptance of the
system. The MSDH must provide written approvat tha proposed ATP is
complete and acceptable.

The Vendor must provide technical staff onsiteddipipate in the
Acceptance test as requested by MSDH.

The Vendor must complete the required System Adstratior and Security
Administrator training for MSDH staff prior to thstart of QA/Acceptance
testing.

The Vendor will be responsible for providing, innpanction with MSDH
staff, a help desk for users until final acceptamicéhe system is completed.

MSDH staff will be responsible for migrating thefteeare from the
development environment into the test environmdifite Vendor will be
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responsible for conducting an operational teshefdystem in conjunction
with MSDH staff. All functions of the system mus¢ operational.
Following successful System Test, Vendor must fyariiwriting that the
system is ready for Quality Assurance (QA)/Accepé&ihesting and will
perform in accordance with the functional and penfance requirements
stated in this document. The Vendor must ensuaithie system in general
and each module of the system operates accordisyetfications before
turning the system over to MSDH for QA/Acceptanesting.

MSDH staff will be responsible for conducting QA&eptance testing. The
Vendor must provide technical staff onsite to ggpate in the

QA/Acceptance test as requested by MSDH. All fiomst of the system must
be operational to ensure that proper training armMedge transfer have been
received.

The purpose and net result of the QA/Acceptandadds determine that the
installed system meets the technical and functiceguirements outlined in
these specifications. The QA/Acceptance testrwmlfor a minimum of
forty-five (45) working days. All defects will bdocumented and categorized
by the State as described below. Defects categgbag severity levels 1- 3
must be corrected prior to the start of Pilot tegti All corrections will be
made in the development environment and migratedtire testing
environment to be QA/Acceptance tested. The Stdkeertify in writing

when the system has completed QA/Acceptance teatidgs ready for pilot
testing.

Following acceptance of the system, MSDH staff Wdlresponsible for
conducting a Pilot test of the production systerseateral locations to be
determined by MSDH to ensure the system operatesdiag to the
specifications outlined in this RFP in a live, dayday business environment.
The Vendor must provide technical staff onsitedsist with Pilot test as
requested by MSDH. The Pilot test will run for aimum of ninety (90)
working days. All defects will be documented amfitized by the State as
described above. Defects categorized as sevevig} 1-3 must be corrected
prior to the statewide rollout and the start offiacceptance testing. All
corrections will be made in the development enviment and migrated into
the testing environment for regression QA/Acceptaiesting. The State will
certify in writing when the system has completeldtResting.

23.  Final Acceptance Requirements

23.1

After completion of Pilot testing, MSDH shall bedhre statewide deployment
of the system. After cut-over of the final distfsite, the State shall begin the
final acceptance period of ninety (90) working da$iinal Acceptance” shall
mean written notice from the State that it has piEmbthe system upon
successful completion of the 90 working day penbdtatewide production
deployment during which time the system confornredli material respects
to the applicable specifications with no additiodefects found.
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This period includes, without limitation, correctiof errors, design
deficiencies, performance deficiencies, and inatroe defective
documentation. Any defects found will be documdrard prioritized by the
State as described in Section VII.24.7 above anst imei corrected by the
Vendor at no additional cost within the time fraspecified by their priority
level. All corrections will be made in the devetognt environment and
migrated into the testing environment to be regoe$QA tested. All new
releases must be approved by MSDH prior to beingananto production.

Following final acceptance of the system by thaestide Vendor must
deliver the integrated design framework which corgall relevant tools and
technical information required to implement, modafyd maintain the
application for any developed and/or custom tadseftware.

Post-Implementation Support

24.1

24.2

The final acceptance period will be followed byetyn(90) working days of
Post-Implementation Support prior to the starthef minimum Warranty
period as specified in Section VII, 30. The Posplementation support
period will not begin until the Vendor has receiwedtten notification of final
acceptance from the MSDH.

Any defects found will be documented and prioridizey the State as
described in Section VII.24.7. During this peritite Vendor will agree to
correct any errors discovered at his own expenderaaccordance with the
specified amount of time for that category.

Training Requirements

25.1

The Vendor must be able to furnish a full rangé&rahing to MSDH staff.
The Vendor’s training strategy and approach shpubdide for:

25.1.1  Training materials that are consistent imewot;
25.1.2  Classes that build upon newly learned 8kibugh repetition;
25.1.3 Training that is competency-based and iesuiéented;

25.1.4  Training sensitive to the lack of computgrexience of MSDH or
supporting Agency staff;

25.1.5  Security and System Administration trainiegjvery immediately
prior to QA/Acceptance testing;

25.1.6  End-user training delivery for the piloesiimmediately prior to
pilot testing; and
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25.1.7  Train-the-trainer following implementatianNISDH staff in
preparation for the transfer of ongoing trainingp@nsibility to the
MSDH.

The Vendor must propose instructor led, hands-anitrg by qualified
persons possessing proven expertise in the syb@nstable to answer
guestions that may arise during the training sessio

Prior to QA/Acceptance testing, the Vendor musvgle System
Administrator training for up to 10 MSDH staff meerb to support the new
system. Instructor led, hands-on training is regghand qualified persons
possessing proven expertise in the system whobded@answer questions
that may arise during the training session mustigonthe training.

Prior to QA/Acceptance testing, the Vendor mustal® Security
Administrator training for up to 5 MSDH staff membeo support the new
system. Instructor led, hands-on training is regphand qualified persons
possessing proven expertise in the system wholbded@answer questions
that may arise during the training session mustlgonthe training.

The Vendor’s technical staff must provide supporthie state trainers during
the first four (4) weeks following system rollolVith comprehensive
instruction and appropriate support from the VentBDH anticipates that
state trainers will not only facilitate the statdeitraining process, but will
also support the need for future staff trainingmafhe completion of proposed
system implementation.

The Vendor must include in the proposal resportsgtalevel training plan.
This plan will be used as the basis for developimgproject training plan in
conjunction with MSDH staff as a contract delivdeabThe high-level plan
must include at a minimum:

25.6.1 A proposed training schedule,

25.6.2 Identification of specific training units modules,

25.6.3  The target audience of each training module,

25.6.4  An outline of the material to be covere@ath segment of
training,

25.6.5  Training methods and materials to be usedamn module,
25.6.6  The course length in instructional hours @dndar days,
25.6.7  Alist of any additional training deemed essary by the Vendor,

25.6.8  Objectives for each training module and $igegoals to be
achieved by the trainees,
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25.6.9  The means by which training success (eajnete retention and
competence) is measured, and

25.6.10 A competency-based assessment.

The State will provide training facilities and eguient. Upon award, the
Vendor must establish a training schedule aftesahation with MSDH
training staff for use of facilities and equipmentTraining shall be scheduled
at a mutually agreed upon date between the VenmbM&SDH. This
schedule must coincide with the installation sclhed$tate and local agency
staff must be fully trained on the entire systemmio implementation.

All training materials are considered a deliveradodd must be submitted to
the State with adequate time for the State to veaed approve the materials
prior to the beginning of the actual training. &Hining materials will

become the property of the MSDH including trainpigns, guides, training
review instruments, computer-assisted aids, antaudsual aids. The

Vendor must supply electronic copies, for unlimitegroduction, of all

course materials. The Vendor will be responsibteéproduction and
distribution of the initial training materials. @lattendees upon completion of
training will retain the course materials.

The State will determine when training is suffidiésr successful operations.
If the initial session is insufficient and the $tatetermines that additional
training is needed, the Vendor will provide sucldiidnal training at no
additional cost to the State.

The Vendor may propose computer-based training {GB&ddition to the
instructor-led training described above. Vendostescribe the CBT
available and provide cost as an option in the @detmation Summary.

The Vendor must provide any system changes, upgraddancements or
new releases of the software that require additimaming needed for
successful operation of the system.

The Vendor must include the cost associated witliging a comprehensive
training program and all associated training materin Section VIlI: Cost
Information Submission. The Vendor must also inelad hourly rate for any
additional training that may be required.

Documentation Requirements

26.1

Upon installation, the Vendor must provide seartdadlectronic copies of
the followingdocumentation for the final system that shall idelubut not be
limited to:

26.1.1  User documentation
* System overview
» Data entry procedures explanation

130



RFP No.: 3558

Section VII: Technical Specifications
Project No.: 37526

Revised: 7/30/2008

» Step-by-step operating procedures
* Problem resolution materials
» Error message descriptions

26.1.2  System documentation

* Management summary

e Technical summary
Application architecture layout
Description of system operation
System flow charts
Data dictionary and data model

26.1.3  Program documentation
* Input/output interfaces
* Record layouts and/or database schema or dicyiona
 File descriptions
* Program descriptions

26.1.4  Database operations/administration docurtienta
* |tems relating to physical file and directory names
* Recording hardware and software problems
» Error Messages and correction procedures
e Troubleshooting guide
* Powering up and shutting down the equipment
» Procedures for running and correcting jobs

26.1.5 Upon installation, the Vendor must prowseeurity documentation
for the final system that shall include, but notlib@ted to, the
following:

« Assignment of groups/roles

Identification and authentication

Access control

Accountability/Audit log

Critical security parameters

26.2 Vendor must provide, at no additional cost, anyutheentation updates for
any/all code changes, schema changes, and systarges) upgrades, or
enhancements based on issues identified in QA/Aanep and/or Pilot
testing. Vendor must specify when and how suclatggdand documentation
will be delivered to the State.

26.3 Documentation shall be updated to include infororafor subsequent phases
as applicable, to be determined in conjunction \W®BDH.

26.4 The Vendor must indicate the cost for documentatidBection VIlI: Cost
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Information Submission.

Warranty and Maintenance

27.1

27.2

27.3

27.4

27.5

27.6

27.7

27.8

The Vendor must agree to warrant any and all agidin software proposed
to be free of errors for a minimum of one annupbréng cycle to include
calendar, State and Federal reporting cyclesdstmated period of at least
18 months) after acceptance of such software. dfgcts found will be
documented and prioritized by the State as destib&ection VI1.24.7.
During this Warranty period, the Vendor will agteecorrect any errors
discovered at his own expense and in accordantetiatspecified amount of
time for that category.

The Vendor must state and discuss the full warraffgred during the
warranty period on all system software proposedsaat if it is longer than
the minimum.

This warranty must cover all components of theesyst including all
programs, screens, reports, subroutines, utilitiesstructures,
documentation, interfaces, or other items proviogthe Vendor. This
warranty will apply to the base package, plus arst@mized programs,
screens, reports, subroutines, interfaces, usilifiee structures,
documentation, or other items proposed and delivbyethe Vendor
specifically for this procurement.

The Vendor must agree that all corrections madkdsystem during the
Warranty period will be considered an integral dirthe proposed system
and will be available to MSDH under the normal tise agreement at no
additional charge.

Following the Warranty period, the Vendor must pdevongoing technical
support (i.e., post-warranty Maintenance) for tfeedf the resulting contract.
The Vendor must identify the support structure lade in the state and
describe the anticipated plan for supporting MSDH.

During the Warranty period, Vendor must providstfilme support during
which time the Vendor will receive, track and reso$upport calls from state,
regional and local levels. First line support mastavailable during normal
MSDH working hours of 6 a.m. until 9 p.m., Mondé&ydugh Saturday. The
State has the option of extending this serviceximsonth intervals at the
proposed cost.

Vendor must also propose second line support duvinigh time the Vendor
will provide support to the MSDH staff. Initial gport calls will be taken by
the MSDH Help Desk personnel and forwarded to teadér only if
necessary. The State has the option of purch#sisigervice in annual
intervals at the proposed cost.

Vendor must also propose emergency support for 2éx@rage which
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MSDH may elect to use, as needed, during the fithecontract.

For all levels of support, all calls must be logged documented resolution
of the issues must be reported. These logs/repogtto be provided to the
MSDH monthly or upon request.

During both the Warranty and Maintenance peridas Mendor must propose
a toll-free response line service that is stafféth wufficient expertise to
handle incoming calls regarding application sofevand operating systems
effectively, as verified by qualifications of resse staff, percent of calls
resolved same or next day, response line operatings and level of client
satisfaction. In response to this RFP, the Vemdast furnish the toll-free
number used by all clients and provide an acceds so that State evaluation
team may contact and assess this response lireatasf phe evaluation
process.

During both the Warranty and Maintenance periodSPW requires specific
assurances that operations will remain operatigetiaat downtime will not be
caused by lack of service. The Vendor shall bpaesive and timely to
maintenance/technical support calls/inquiries mMadMSDH. The State
reserves the right to determine and assign leveds\eerity for the
issue/support problem. All defects will be docuteerand categorized by the
State as described below.

27.11.1 _Severity Level &hall be defined as urgent situations, when the
production system is down and the State is unablsé the
MIDSS and possibly endangering the State’s enviemtnthe
Vendor’s technical support staff shall accept tteeSs call for
assistance at the time the State places the io#@lbhnd respond
within one (1) business hour. Response is defasea qualified
technician actively pursuing problem resolutioeiton-site or
through off-site diagnostic capabilities. The Vendhall resolve
Severity Level 1 problems as quickly as possiblectvishall not
exceed twenty-four (24) hours, unless otherwisa@ited in
writing by the State.

27.11.2 _Severity Level &hall be defined aa critical software system
component(s) that has significant outages andiluréaprecluding
its successful operation. The MIDSS may operatesbseverely
restricted. The Vendor’s technical support sthtflsaccept the
State’s call for assistance at the time the Stiateep the initial call;
however, if such staff is not immediately availalthee Vendor
shall return the State’s call within one (1) bussbour. The
Vendor shall resolve Severity Level 2 problems @isldy as
possible which, shall not exceed two (2) workingggainless
otherwise authorized in writing by the State.
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27.11.3 _Severity Level 8hall be defined as a minor problem that exists
with the MIDSS but the majority of the function®astill usable
and some circumvention may be required to provaseise. The
Vendor’s technical support staff shall accept tteeSs call for
assistance at the time the State places the iodlalhowever, if
such staff is not immediately available, the Vensloall return the
State’s call on average within two (2) businessrbo’he Vendor
shall resolve Severity Level 3 problems as quigdypossible
which shall not exceed three (3) working days, ssletherwise
authorized in writing by the State.

27.11.4 _Severity Level dhall be defined as a very minor problem or
question that does not affect the MIDSS’ functierg(, the text of a
message is worded poorly or misspelled.) The VEadechnical
support staff shall accept the State’s call forstasce at the time
the State places the initial call; however, if sgtdff is not
immediately available, the Vendor shall return $tate’s call
within four (4) business hours. The Vendor shedlalve Severity
Level 4 problems as quickly as possible which shailexceed five
(5) working days, unless otherwise authorized iitimg by the
State.

27.11.5 General Assistance: For general softwappat/help desk calls
not covered by the above severity level descrigtitime Vendor’s
technical support staff shall accept the Statdifaaassistance at
the time the State places the initial call; howeifesuch staff is not
immediately available, the Vendor shall return $tate’s call
within five (5) business hours.

Vendor is required to keep a log of all supportscaiade by MSDH staff and
to provide this log to MSDH with the current stabi®pen issues, as well as
documented solutions to closed issues, monthlyugod request.

During both the Warranty and Maintenance periodsdor must provide all
system and software enhancements that becomefiiaé lbase product
and/or are made commercially available at no amfthii cost to the State.
Only unique customizations to the system will barged to MSDH in
accordance with the State’s Change Order procedures

Vendor must furnish both application and systeniftsvsme support by
supplying all updates to system software as theyaleased.

27.14.1 The Vendor must indicate provisions for ifyaitg, enhancing and
supporting system and applications software praphosbether
there are any charges for this service and, Wwbat those charges
are on an hourly, daily, or monthly basis. At mnim, this service
must include updates and consultation on a cdibsis.
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27.14.2 The Vendor must include a complete desonif services
available to enhance software as new federal atd stquirements
are made and cost(s) for same, if not covered lopthe
maintenance agreement discussed above.

27.14.3 Any proposed remote monitoring servicestrinegroposed over a
Virtual Private Network (VPN) link. All initial andecurring costs
must be specified.

Vendor must specify the cost for Warranty and pesstranty Maintenance
support in Section VIII - Cost Information Submassi

Cost Proposal and Payment Terms

28.1

28.2

28.3

28.4

28.5

28.6

28.7

Proposals must be submitted in two, separate spalest a technical proposal
and a cost proposal. Vendor must not include asy ar pricing information
in the technical proposal. Any proposal that wiedathis is subject to being
eliminated prior to the cost evaluation. Proposésinated in this manner
will be returned to the Vendor with the cost pragdasopened.

The Vendor must provide all cost information neeegs$o determine the total
five (5)-year lifecycle cost of the proposed softeavand services. Responses
to this section are to be included in Section Mlast Information Submission
and must be submitted in both hardcopy and electformats.

The Vendor must submit a total fixed dollar costdth services and products
requested in this RFP. The cost proposal mustidtech breakdown of all
costs by phase and by module, deliverable or sewithin each phase as
described in Section VIII. The Vendor must basegloposal on a purchase
acquisition method enumerating all costs includiggallation, freight,
shipping, data conversion, training, maintenancenking and support,
project management, travel, and subsistence expesise

The Vendor must include and complete all parthefdost proposal forms, in
a comprehensible and accurate manner. Signifex@ots in the required
detail of the Vendor’s cost proposal may be grouondsejection of the
Vendor’s proposal.

The Vendor must quote the “loaded” change ordex(safor application
software enhancement work performed after inityatam implementation.
All cost factors, such as rate, travel, per dietn, €hould be included in the
“loaded” rate(s).

Vendors should not propose contracts on the basisst-plus or open-ended
rate schedules, nor for any non-fixed arrangenfemy.additional technical
service required by MSDH during implementation fberavards may be
negotiated on a task-order basis based upon théov'erchange order rate.

Due to the importance of knowledge transfer, freqeg@mmunication
between MSDH and the Vendor will be critical. Téfere, Vendor must
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propose for development to be conducted withinctrginental United States.

Vendor must provide the cost for a statewide, @niseg license to the
application(s) for an unlimited number of MSDH wselWendor may
optionally provide a second pricing model (i.exe@ users or concurrent
users.) The State reserves the right to selegiribimg model that best fits

the needs of the State. For the optional pricingehd/endor must itemize
incremental user counts supported per licensinggeand show related
pricing in Section VIII: Cost Information Submissio Vendor must agree that
any additional user licenses, as may be requirdd®®H during the term of
the contract, may be purchased at the rate listéukei cost proposal or at the
then current price, whichever is less.

The State currently owns a statewide user liceosBB2. MSDH currently
owns an enterprise license for Oracle and SQL. dgeproposing a solution
that utilizes Oracle or SQL must provide the cdstpgrading (if required)
the enterprise license (i.e., non-application dpgdhat will be used for
any/all applications identified by the State. Wenmust also identify the
cost for upgrading the enterprise database licériseir pricing is based on
the type and size of processor.

If Vendor’s application software and/or utilitiesedicensed based on
processor size, Vendor must clearly detail the psed processor
configuration and pricing sized to meet the requiats of the RFP and
include pricing for the next two processor upgrades

The Vendor must itemize any and all third partywafe costs including
platform systems in the cost proposal.

If the Vendor’s proposed base system must be neatlit satisfy a
requirement, the Vendor must specifically list dost of those minor and/or
major modifications separately in the cost propesa identify them by the
item number(s) in the functional requirements matri

To secure the Vendor’s performance under the ccintitze Vendor agrees
that the State shall hold back a retainage of 26&ach amount payable
during each phase of the project, including amopat@ble under Change
Orders, subject to completion and final acceptari@dl deliverables for each
implementation phase. Upon successful completi@aoh phase, the State,
at its sole discretion, may pay 5% of the retainagjd for that phase. The
remaining 20% retainage for each phase shall lbenest until completion of
the entire project. Each amount payable shalléreveld from a project
schedule mutually devised by all parties documgngiach major milestone or
deliverable and the prorated portion of the progedt applicable to the
deliverable. If the project schedule for a phsiges beyond the mutually
agreed upon delivery date(s), the Vendor forfdiesretainage held to date.
Each payment will be made within 45 calendar ddyswwice acceptance.
These and other terms and conditions are furthetied in Exhibit A:
Standard Contract.
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Evaluation Criteria

All proposals will be subjected to a quantitativeleation described below by a project
evaluation team comprised of staff from MSDH an8.ITScoring criteria will be

assigned for various cost and functional categoriesch of these categories is assigned a

weight between 0% and 100%, with the sum of akgaties equaling 100% of the total
evaluation score. (The exception is added valistwwill be evaluated between 0 and
5 and added to the total score.) All informatioowpded by the Vendor and other
information available to the State will be use@taluate proposals.

20.1

29.2

29.3

29.4

29.5

The Vendor scoring highest at the end of the ev@inavill be selected as the
“lowest and best” proposer in response to this RFP.

The award of a contract to a Vendor does not mieairthe other proposals
lacked merit; but with all factors considered, siedected proposal(s) was
deemed to provide the lowest cost and best valtleetState.

The State may request discussions with any arMdesitiors for the purpose of
clarification, confirmation or to amplify the matals presented in any part of
the proposal or demonstration. However, Vendagscautioned that the
evaluators are not required to request clarificetioTherefore, all proposals
must be complete and concise and reflect the nawstdble terms available
from the Vendors.

Proposal Validation

Vendors’ proposals will be reviewed to insure thlhspecifications have been
properly addressed, and that they furnished tregnmédtion needed to
facilitate a proper technical, financial and backgrd evaluation. Vendors
will be contacted on those proposals found to meqguninor clarifications.
Vendors whose proposals do not adhere to the spE®hs, contain
consistently vague responses, or omit informatiay bme disqualified from
further evaluation.

Evaluation of Vendor Qualifications and References

Some factors that will be considered by the evadudeam are as follows:

. Vendor’s organizational structure

. Company’s financial stability

. Current deployments of the proposed product
. Vendor’s background and experience

. Vendor's references
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. Project staff qualifications
. Perceived industry standing,
Vendors found lacking in any qualification area maythe sole discretion of

the state, have their proposals rejected and logiaified from further
consideration.

29.6 Technical/Functional Evaluation
Some factors that will be considered by the evadnakeam are as follows:

. Proposed solution’s overall compliance with thectional
requirements

. Project plan comprehensiveness and thoroughness

. Data conversion

. Training and Documentation

. System, QA, Pilot and Acceptance testing

. Installation and Post-Implementation Support

. Warranty and Maintenance support

. Cooperation and responsiveness of the Vendor dtimgroposal
process

. Added value proposed above the RFP requirements

. Proposed solution’s overall compliance with théntecal and

performance requirements

. Database
. Integrated framework
. Software development tool set

Proposals that do not receive at least eighty p¢(&9%) of the evaluation
points on the Technical proposal may, at the sisleretion of the State, be
eliminated from further consideration
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29.7 Cost Evaluation

The 5-year lifecycle cost component will be caltediain accordance with the
ITS cost scoring formula. Vendors not receivingeast fifty percent (50%)
of the available cost points may, at the sole dison of the State, be
eliminated from further evaluation.

29.8 Interviews/Oral Presentations/Site Visits

At the discretion of the State, the evaluators negyest an oral presentation,
interviews or onsite visits with any and all Vensléor the purpose of
clarification or amplification of information prested in any part of the
proposal. Although oral presentations may be retgake they will not be
allowed in lieu of a written proposal. Key indivials identified in the
Vendor’s proposal will be required to attend.

29.9 Final Quantitative Evaluation

Following completion of the interview/oral preserda/site visit, the
committee will reevaluate any scores as necesganally, the

functional/cost scores will be combined with anjuesadded points to render
Vendor’s final score that will determine the “lowasd best” Vendor to
whom the award will be made.
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SECTION VI
COST INFORMATION SUBMISSION

Vendors must propose a summary of all applicabdgept costs in the matrix that follows. The matrixst be supplemented by a
cost itemization fully detailing the basis of eadst category. The level of detail must addresddalowing elements as applicable:
item, description, quantity, retail, discount, exd®n, and deliverable. Any cost not listed irsthéction may result in the Vendor
providing those products or services at no chawdke State or face disqualification.

Description One Time Costs/License Recurring Costs
Costs

Functional Licensing Costs

Cost for Statewide Enterprise
License for unlimited number
of users for:

Licensing of System modules
that enable solution to meet the
current CDC PHIN

Requirements that must be met
in order for MSDH to be PHIN
Certified. (Base system: PHIN
& Immunization Registry)

Licensing cost for program
specific modules:
Immunizations

STD/HIV

Morbid

West Nile
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Lead Screening
Asthma

Software Infrastructure
Licensing Cost

Cost for License of Tools,
Utilities, Software

Development Tool Set, and ar
Third Party Products needed t
support the proposed system.

Cost for individual System
Components (Security, Code
Table Maintenance, etc.)

1y

Professional Services Costs
Vendor must separately list th
cost for each required
modification and identify it by
the item number(s) used in
matrix of Section VII.15

Cost for modifying proposed
solution to meet requirements
that must be met in order for
MSDH to be PHIN Certified.
(including modifications to
modules)

Cost for development and
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implementation of interface to
the Patient Information
Management System. (PIMS)

Cost for development and
implementation of interface to
the Laboratory Information
Management System.

Cost for development and
implementation of interface to
Vital Records System

Project Management and
Project Work Plan Costs

Implementation and Statewide
Rollout Costs

Post Implementation Support
Costs

Conversion Costs
Training Costs
Documentation Costs

Warranty Costs

Maintenance

142




RFP No.: 3558

Section VIII: Cost Information Submission
Project No.: 37526

Revised: 7/30/2008

Annual Software Maintenance
and Support Costs. (MSDH
will not incur any maintenance
and support charges until aftef
completion of the one year
warranty which is triggered by
the completion of final
acceptance testing and
acceptance of all components|

p—

Change Order Rates

Vendor must propose rates fof
the appropriate level of
personnel/expertise. Vendor
must provide “fully loaded”
hourly rates for the following
levels of personnel/expertise:

Project Manager

Data Base Administrator
Network Administrator
Technical Team Leader

Functional Team Leader

Technical Analyst
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Functional Analyst
Documentation Specialist

Training Specialist
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SECTION IX
REFERENCES

Please return the following Reference Forms, aagplicable, Subcontractor Reference Forms.

1. References

11

The Vendor must provide at le&steferences consisting of Vendor accounts
that the State may contact. Required informati@tuides name, address,
telephone number, and length of time the accounbkan a reference.

Forms for providing reference information are irtgd on the next page. The
Vendor must make arrangements in advance withdbeuat references so
that they may be contacted at the Project team'gectoence without further
clearance or Vendor intercession. Failure to glevhis information in the
manner described may subject the Vendor’s progodaging rated
unfavorably relative to these criteria or disquatifaltogether at the State’s
sole discretion.

1.2 References should be based on the following psofited be able to
substantiate the following information from bothmagement and technical
viewpoints:

1.2.1 The reference installation must be similduirction and size to the
agencyl/institution for which this RFP is issued;

1.2.2 The reference installation product/servicstnie configured
similarly or identically to this RFP; and

1.2.3 The reference installation must have beenatipeal for at least
twelve (12) months

1.24 Additional reference requirements:

1.2.5 There are no additional reference requiresiiemtthis RFP.

2. Subcontractors

The Vendor’s proposal must identify any subcontmatttat will be used and include the
name of the company, telephone number, contacopgetygoe of work subcontractor will
perform, number of certified employees to perfoaid svork, and3 references for whom
the subcontractor has performed work that the $tate contact. Forms for providing
subcontractor information and references are ireduat the end of this sectiofhe
Vendor must note that the same requirements fautitel References section apply to
subcontractors.
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Complete 3 Reference Forms.

Contact Name:
Company Name:
Address:

Phone #:

E-Mail:

Description of product/services/project, includstgrt and end dates:

REFERENCE FORM

RFP No.: 3558

Section |X: References
Project No.: 37526
Revised: 7/30/2008
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SUBCONTRACTOR REFERENCE FORM
Complete a separate form for each subcontractor praosed.

Contact Name:
Company name:
Address:

Phone #:
E-Mail:

Scope of services/products to be provided by subactor:

RFP No.: 3558

Section |X: References
Project No.: 37526
Revised: 7/30/2008

Complete 3 Reference Forms for each Subcontractor.

Contact Name:
Company name:
Address:

Phone #:
E-Mail:

Description of product/services/project, includstgrt and end dates:
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EXHIBIT A
STANDARD CONTRACT

A properly executed contract is a requirement & RFP. After an award has been made, it will
be necessary for the winning Vendor to executendract withITS. The inclusion of this
contract does not precludlES from, at its sole discretion, negotiating additibterms and
conditions with the selected Vendor(s) specifith® projects covered by this RFP.

If Vendor cannot comply with any term or conditiohthis Standard Contract, Vendor must list
and explain each specific exception on the Propgesegéption Summary Form included in
Section V.

PROJECT NUMBER 37526

SOFTWARE TURNKEY AGREEMENT
BETWEEN
INSERT VENDOR NAME
AND
MISSISSIPPI DEPARTMENT OF INFORMATION TECHNOLOGY S ERVICES
AS CONTRACTING AGENT FOR THE
MISSISSIPPI STATE DEPARTMENT OF HEALTH

This Software Turnkey Agreement (hereinafter ref@rto as “Agreement”) is entered into by
and between INSERT VENDOR NAME, a INSERT STATE ORCORPORATION
corporation having its principal place of businesdNSERT VENDOR STREET ADDRESS
(hereinafter referred to as “Seller”), and Misgpsi Department of Information Technology
Services having its principal place of busines8Gt North Lamar Street, Suite 508, Jackson,
Mississippi 39201 (hereinafter referred to as “If;Sds contracting agent for the Mississippi
State Department of Health located at 570 East WwodVilson Drive, Jackson, Mississippi
39215 (hereinafter referred to as “Purchaser”). Brffl Purchaser are sometimes collectively
referred to herein as “State.”

WHEREAS, Purchaser, pursuant to Request for Proposals ("RNBmber 3558, requested

proposals for the acquisition of certain softwairgstallation and conversion services, and
technical support (collectively “Turnkey Operatidrfiecessary for the implementation of a
comprehensive, statewide, immunization and dissaseeillance system for the Mississippi
State Department of Health; and

WHEREAS, Seller was the successful proposer in an open,dad competitive procurement
process to provide the system and services dedcaibave;
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NOW, THEREFORE, in consideration of the mutual understandingsnpses, consideration,
and agreements set forth, the parties hereto agréslows:

ARTICLE 1PERIOD OF PERFORMANCE

1.1Seller acknowledges and agrees that the projecingrised of two (2) phases as described in
RFP No. 3558. Unless this Agreement is extendedmibyual agreement or terminated as
prescribed elsewhere herein, this Agreement slegiihbon the date it is signed by all parties and
shall continue in effect until all tasks requiregtdin for Phase | are completed. Seller agrees to
complete all tasks required for Phase | under Agseeement, with the exception of warranty
service and post warranty maintenance, on or béfierelose of business on August 1, 2009.

1.2Seller acknowledges and agrees that the Purchhabrbe under no obligation to proceed

from Phase | to Phase II. Seller shall not proceid Phase Il without written notice to proceed

with the phase from Purchaser. In no event shallRurchaser be obligated for payment of any
costs, fees or expenses incurred by Seller orHerdcquisition of any products or services
described as comprising part of Phase Il unless wrid the Purchaser authorizes Seller to
proceed with Phase II, in writing. Upon Sellersemt of any such authorization, Seller shall

submit a detailed work plan for Phase 1l which mhestpproved by Purchaser prior to beginning
work on Phase Il. The decision to proceed with Phihsshall be in the sole and absolute

discretion of the Purchaser.

1.3This Agreement will become a binding obligation the State only upon the issuance of a
valid purchase order by the Purchaser followingtiamh execution and the issuance by ITS of
the CP-1 Acquisition Approval Document.

1.4At the end of the initial term, this Agreement magon the written agreement of the parties,
be renewed for an additional term, the length oicWhwill be agreed upon by the parties.

ARTICLE 2TURNKEY OPERATION AND INSTALLATION

2.1The Seller agrees to provide Purchaser with a &ynkystem consisting of software,
installation and conversion services, technicapsuy and training for the implementation of a
comprehensive, statewide, immunization and dissaseeillance system for the Mississippi
State Department of Health, as specified in RFP B&b8. Seller agrees to facilitate the
integration of the hardware and software for thdai@aar purpose set forth in RFP No. 3558.
Seller further agrees that the system as set fortRFP No. 3558 and Seller's Proposal in
response thereto shall operate efficiently andnagaty in light of industry standards and as
further specified in RFP No. 3558 and Seller's Bs®b in response thereto. RFP No. 3558 and
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Seller's Proposal as accepted by the State in nsgpthereto are incorporated herein by
reference.

2.2In matters of proposals, negotiations, contraats, @solution of issues and/or disputes, the
parties agree that: (a) Seller is solely respoadin all products and services being provided in
this project; (b) Seller is responsible for thefifimhent of this project; and (c) Seller represents
all contractors, third parties, and/or subcontnact®eller has assembled for this project. The
Purchaser is only required to negotiate with SglerSeller's commitments, as specified in this
Agreement, are binding on all proposed contractbig]j parties, and subcontractors.

ARTICLE 3PROCUREMENT OF SOFTWARE AND PURCHASE ORDER S

Subject to the terms and conditions set forth her8eller agrees to provide, at the location
specified by Purchaser, and Purchaser agrees tadngeded the software and services listed in
the attached Exhibit A, which is incorporated herand at the purchase price set forth therein.
Purchaser shall submit a purchase order signed reprasentative of Purchaser itemizing the
items to be purchased. The purchase order shalbgct to the terms and conditions of this
Agreement. The parties agree that Purchaser resdhee right to adjust the quantities of
purchases based upon the availability of fundingsodetermined necessary by Purchaser. Seller
guarantees pricing for a period of ninety (90) ditge the effective date of this Agreement. In
the event there is a national price decrease optbeéucts specified in Seller's Proposal during
this time, Seller agrees to extend the new, lowieiry to Purchaser.

ARTICLE 4DELIVERY, INSTALLATION, AND RISK OF LOSS
4.1Seller shall deliver the software to the locatigpecified by Purchaser, pursuant to the
delivery schedule set forth by Purchaser.

4.2Seller shall complete installation of the softwptgsuant to the requirements set forth in RFP
No. 3558 and Article 5 herein. Seller acknowled¢fest installation of the system shall be
accomplished with minimal interruption of Purchas@ormal day-to-day operations.

4.3Seller shall assume and shall bear the entireofiséss and damage to the software from any
cause whatsoever while in transit and at all tithesughout its possession thereof.

4.4Seller shall be responsible for replacing, restprior bringing to at least original condition

any damage to floors, ceilings, walls, furniturepunds, pavements, sidewalks, and the like
caused by its personnel and operations duringrbiallation, subject to final approval of ITS.

The repairs will be done only by technicians skillmm the various trades involved, using

materials and workmanship to match those of thgiraal construction in type and quality.
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ARTICLE 5SCHEDULE AND ACCEPTANCE

5.1Seller warrants that all software shall be propettlivered, installed, and integrated for
acceptance testing within the scheduling deadlss¢dorth by Purchaser, as the site is deemed
ready for installation. Seller shall provide Pusérawith an installation schedule identifying the
date, time, and location within the scheduling diead set forth in RFP No. 3558, or as may be
agreed to by the parties.

5.2During the project initiation, Seller and Purchasell develop a mutually agreed upon
project plan including the division of responsityilbetween Purchaser’s staff and Seller’s staff.
It is understood by the parties that the projeatkwgdan must be in place prior to any other work
being performed. Once this mutually agreed upofept@lan, which will identify specific time
frames and deliverable target dates for this ptpjeas been developed, it will be incorporated
into and made a part of this Agreement. The dateise project plan will define the agreed upon
period of performance. The parties acknowledge tihatproject plan will evolve and change
from time to time upon the mutual written agreemeiboth parties. The parties agree that the
deliverables and schedule set forth in the latession of the project plan will take precedence
over any prior plans.

5.3Deliverable Acceptance TestingSeller shall provide all documentation for the waite
being tested before acceptance testing will belgurchaser shall have a minimum of ten (10)
working days to review each deliverable and toegitotify Seller of acceptance or to provide
Seller a detailed list of deficiencies that mustrémedied prior to payment being made. In the
event the Purchaser notifies the Seller of defis) the Seller shall correct such deficiencies
within five (5) working days, unless the Purchasansents in writing to a longer period of time.

5.4Quality Assurance (“QA”) Acceptance TestingThe Seller shall be responsible for
conducting an operational test of the system ifwuantion with Purchaser’s staff. All functions
of the system must be operational. Following sssfté System Test, Seller must certify in
writing that the system is ready for Quality Asswa (“QA”) Acceptance Testing and will
perform in accordance with the functional and penfance requirements stated in RFP No.
3558. The Seller must ensure that the system iergeand each module of the system operates
according to specifications before turning the aystover to Purchaser for QA Acceptance
testing. While Purchaser’s staff will be resporsifidr conducting the QA Acceptance testing,
the Seller must provide technical staff onsite &stipipate in the QA Acceptance testing as
requested by Purchaser. All functions of the systeust be operational to ensure that proper
training and knowledge transfer have been receiVég. QA Acceptance test will run for a
minimum of forty-five (45) working days. All defectvill be documented and categorized by the
Purchaser as described in RFP No. 3558, and musirbected by Seller within five (5) working
days and prior to the start of Pilot Testing. &edlhall make all corrections in the development
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environment and then migrate same into the tegmgronment to be QA Acceptance tested.
The Purchaser will notify Seller in writing whenettsystem has completed QA Acceptance
testing and is ready for Pilot Testing.

5.5Pilot TestingFollowing the conclusion of QA Acceptance TestiRgrchaser’s staff will be
responsible for conducting a Pilot Test of the picithn system at several locations around the
state to be determined by Purchaser to ensureysitens operates according to the specifications
outlined in RFP No. 3558 in a live, day-to-day lmesis environment. The Seller must provide
technical staff onsite to assist with Pilot Testaggrequested by Purchaser. The Pilot Tests will
run for a minimum of ninety (90) working days. Aléfects will be documented and prioritized
by the Purchaser as described in RFP No. 3558,alindefects must be corrected by Seller
within five (5) working days and prior to the statde rollout and the start of Final Acceptance
Testing. The Purchaser will notify Seller in wmigiwhen the system has completed Pilot testing
and is ready for Final System Acceptance Testing.

5.6Final System Acceptance Testingfter completion of Pilot Testing, Purchaser shagin
the statewide deployment of the system. Afteraudr of the final district/site, the Purchaser
shall have ninety (90) working days to conduct FiBygstem Acceptance testing to confirm that
the system performs without any defects and pedquarsuant to the specifications set forth in
RFP No. 3558 and the Seller's Proposal, as accdptdéurchaser, in response thereto. Seller
shall participate in the acceptance testing of #lystem by providing technical staff at
Purchaser’s location to provide assistance in detnatmg all functions of the system. The
Purchaser’s official representative must sign off each application to ensure that the
applications meet the functional and technical megoents. In the event that one (1) or more
applications supplied by Seller are not accepthd, Seller shall correct the deficiencies or
provide at its own expense whatever software thay tme required to meet the acceptance
criteria within five (5) working days or a mutualggreed upon time period. In the event the
system fails to perform as state herein, Purchsisall immediately notify Seller. Seller shall
correct defects identified by Purchaser within f{& working days, or such other period as the
parties may agree upon. The ninety (90) working Benal System Acceptance testing period
will be extended by system down-time. In the ev@aller is unable to repair or replace the
defective software, the Purchaser reserves thd t@heturn defective software to Seller at
Seller's expense and to terminate this Agreeménnal Acceptance” shall mean written notice
from the Purchaser that it has accepted the syspem successful completion of the ninety (90)
working day period of statewide production deplopteluring which time the system
conformed in all material respects to the applieafpecifications with no additional defects
found. The Final Acceptance period will be followsgninety (90) days of Post-Implementation
Support prior to the start of the warranty peridtie Post-Implementation support period will
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not begin until the Seller has received writtenifia@tion of Final Acceptance from the
Purchaser.

ARTICLE 6SOFTWARE LICENSE AND TERMS

6.1Seller shall furnish the software to Purchasereasfath in purchase orders submitted and
executed by Purchaser and shall acquire the rgHicénse the software to Purchaser. For
purposes of this Article, the term “Purchaser” netre Mississippi State Department of Health,
its employees, and any third party consultantsutsaurcers engaged by Purchaser who have a
need to know and who shall be bound by the terrdscanditions of this license and Agreement.

6.2Seller accepts sole responsibility for: (a) Purehassystem configuration, design, and
requirements; (b) the selection of the softwareac¢hieve Purchaser’s intended results; (c) the
results obtained from the software; and (d) modifans, changes, or alterations to the software
provided by Seller.

6.3Seller understands and agrees that Purchaserhsivall (a) a non-exclusive, non-transferable,
statewide enterprise-wide, unlimited, and perpetual licenseunlimited number of Purchaser
users of the software listed in Exhibit A; (b) tight to use and customize the software products
and the related documentation for Purchaser’s kasioperations in accordance with the terms
and conditions of this Agreement; (c) unlimited lselicensed users of the software products
acquired for Purchaser’s operations; (d) use oh saftware products with a backup platform
system, should it be deemed necessary by Purch@ethe right to copy such software for
safekeeping, backup, and disaster recovery purp{3dbe right to combine the software with
other programs and modules and the right to ciaetggaces to other programs; and (g) the right
to reproduce any and all physical documentatiompkegh under the terms of this Agreement.

6.4Purchaser agrees that, except as noted hereinll mot otherwise copy, translate, modify,
adapt, decompile, disassemble, or reverse engamgeof the software without the prior written
consent of Seller. All title and proprietary rightghether tangible or intangible, including but
not limited to copyright, trademark, and trade seaghts, in and to the software are retained by
the Seller or the third party software manufact@®mpplicable. Purchaser agrees to reproduce
and include the copyright, trademark, and otheppetary rights notices on any copies made of
the software and documentation.

ARTICLE 7CONVERSION AND TRAINING

Seller shall, for the fees specified in the attacBehibit A, provide the conversion activities as
well as the training specified in RFP No. 3558 &wmdler's Proposal, as accepted by Purchaser,
in response thereto. Seller and Purchaser shallaltytagree on the time for the training and an
outline of the training to be provided. Seller gpeally understands and agrees that Purchaser
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will not accept the system until Seller completes ¢onversion and training requirements. Seller
agrees to provide, upon delivery, all user docuateort and technical manuals needed to fully
acquaint the user with operation of the software.

ARTICLE 8CONSIDERATION AND METHOD OF PAYMENT

8.1Except as provided in the Change Order Rate andeBure Article of this Agreement, the
total compensation to be paid to the Seller byRhechaser shall not exceed the fixed price of
INSERT TOTAL AMOUNT for all software, products, seees, and performances under this
Agreement, payable as described in Exhibit A, wlasor written authorization from ITS has
been obtained. Authorization of payments is sulipthe written approval of the Purchaser.

8.2The Seller and the Purchaser agree to the Delikeei@thedule as set forth in the Payment
Schedule and Deliverables List included as Exio this Agreement. The Seller will receive
payment in the amount indicated in Article 8.1 Imerdess retainage to be withheld in
accordance with the Retainage Article herein, wydtten acceptance by the Purchaser of each
of the deliverables defined therein. The partie®aghat as the project work plan is revised by
written agreement of the parties during the ternthid Agreement, the anticipated dates for
acceptance of deliverables and for the correspgnaityments to the Seller, but not the amounts
of those payments, may likewise be revised onlwhtten agreement of the parties.

8.3Upon written acceptance, as set forth in Articlagsein, by the Purchaser of a deliverable
which has an associated payment, the Seller wilige the Purchaser for the invoice amount of
that payment as indicated in the attached Exhibiless retainage to be withheld in accordance
with the Retainage Article herein. Seller shaltifgthat the billing is true and correct. The $tat
may, at its sole discretion, require Seller to sibhimvoices and supporting documentation
electronically at any time during the term of tigreement. Purchaser agrees to pay Seller in
accordance with Mississippi law on “Timely Paymeriés Purchases by Public Bodies,”
Sections 31-7-301, et seq. of the 1972 Mississjjmule Annotated, as amended, which generally
provides for payment of undisputed amounts by tiageSvithin forty-five (45) days of receipt of
the invoice. Seller understands and agrees thahBser is exempt from the payment of taxes.
All payments should be made in United States cagerPayments by state agencies that make
payments through the Statewide Automated Accounfigstem (“SAAS”) shall be made and
remittance information provided electronically dasedted by the State. Payments by SAAS
agencies shall be deposited into the bank accdutiedSeller's choice. No payment, including
final payment, shall be construed as acceptanaefeictive products or incomplete work, and
the Seller shall remain responsible and liablefdtirperformance in strict compliance with the
contract documents specified in the article hetidied “Entire Agreement.”
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8.4Acceptance by the Seller of the last payment ftbenPurchaser shall operate as a release of
all claims against the State by the Seller andsagontractors or other persons supplying labor
or materials used in the performance of the wordkenrthis Agreement.

ARTICLE 9WARRANTIES

9.1Seller represents and warrants that all softwaceservices provided by Seller shall meet or
exceed the minimum specifications set forth in RER 3558 and Seller's Proposal in response
thereto.

9.2Seller represents and warrants that Seller hasgheto license the software provided under
this Agreement.

9.3 Seller represents and warrants that all softwarneished will be free from material defects
for a period of INSERT WARRANTY PERIOD after finakcceptance of the complete system
and will provide Purchaser complete functionaligcessary for the operation of the system as
stated in RFP No. 3558 and the Seller's Proposadsponse thereto. The software support to be
provided to Purchaser during the warranty perioseisforth in Article 11 herein. This warranty
shall cover all components of the system, including not limited to all programs, screens,
reports, subroutines, utilities, file structurescdmentation, interfaces, or other items provided
by the Seller. This warranty will apply to the bgs&ckage plus any customized programs,
screens, reports, subroutines, interfaces, usjitide structures, documentation, or other items
proposed and delivered by the Seller specificalhthis project. The Seller shall give immediate
high priority attention to any mission critical cections that are needed. If the software does not
function accordingly, Seller shall, within five (%yorking days and at no cost to Purchaser,
correct the defects identified, or replace thevgaife with software that is compliant with this
warranty. In the event Seller cannot repair or aeplthe software, Seller shall at the State’s
election, either refund the fees paid for the saftmand for any services that directly relate & th
defective software, or secure alternate softwaceeptable to the Purchaser which will insure
functionality of the system.

9.4Seller represents and warrants that the turnkstesyis fit for the particular purpose set forth
in this Agreement and RFP No. 3558, with regarBucchaser’s foreseeable or projected needs.

9.5Seller represents and warrants that it has andobihin and pass through to Purchaser any
and all warranties obtained or available from tberisor of software supplied to Seller.

9.6Seller represents and warrants that all work peréal hereunder, including but not limited to

consulting, conversion, training, technical suppa@mnd maintenance, shall be performed by
competent personnel, shall be of professional tyuedinsistent with generally accepted industry
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standards for the performance of such services, slradl comply in all respects with the
requirements of this Agreement. For any breacthisfwarranty, the Seller shall, for a period of
ninety (90) days from the performance of servieafgrm the services again at no cost to the
Purchaser, or if the Seller is unable to perforra fervices as warranted, the Seller shall
reimburse the Purchaser the fees paid to the Setléne unsatisfactory services.

9.7Seller represents and warrants that there is sabling code or a lockup program or device
embedded in the software provided to PurchaselerSelther agrees that it will not under any
circumstances, including enforcement of a validt@mt right, (a) install or trigger a lockup
program or device, or (b) take any step which waalény manner interfere with Purchaser’s
use of the software and/or which would restrictdRaser from accessing its data files or in any
way interfere with the transaction of Purchasensibess. For any breach of this warranty,
Seller, at its expense, shall, within five (5) wiok days after receipt of notification of the
breach, deliver Products to Purchaser that areofreach disabling code or a lockup program or
device.

9.8Seller represents and warrants that the softvearégelivered to Purchaser, does not contain a
computer virus. For any breach of this warrantylleBeat its expense, shall, within five (5)
working days after receipt of notification of theehch, deliver Products to Purchaser that are
free of any virus and shall be responsible for inap@ at Seller’'s expense, any and all damage
done by the virus to Purchaser’s site.

9.9Seller represents and warrants that upon completibrihe project the Seller and all
subcontractors shall convey to Purchaser copiedl afterim reports, data collection forms, and
any working papers that support the final acce@arithe system.

9.10Seller represents and warrants that it presensyama will continue to maintain, at its own
expense, throughout the term of this Agreementdvatenses for all software, trademarks,
service marks, patents and copyrighted materialegrydother proprietary information of a third
party that it will deploy in support of all prodgciSeller uses in the performance of this
Agreement. Seller further represents and warrdwatisupon Purchaser’s request, Seller shall pass
through such licenses to Purchaser at no cost ittchBser. In the event the licenses are passed
through to Purchaser, such licenses shall nam@udhehaser as the license holder of record and
such licenses shall be established in such a maonas to survive the termination/expiration of
this Agreement. For any breach of the precedingamdy, Seller at its own expense shall within
five (5) business days after receipt of notificatiaf the breach, secure and/or pass through, as
applicable, the necessary licenses. Failure ofSbker to secure and/or pass through such
licenses to Purchaser shall be considered a midbeeach of this Agreement and the Purchaser
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may, at its sole discretion, pursue its rightseidath in the Termination Article herein and any
other rights and remedies it may have at law @guity.

ARTICLE 10INFRINGEMENT INDEMNIFICATION

Seller represents and warrants that neither thevard, its elements, nor the use thereof violates
or infringes on any copyright, patent, trademagtygemark, trade secret, or other proprietary
right of any person or entity. Seller, at its owxpense, shall defend or settle any and all
infringement actions filed against Seller or Pusgravhich involve the software provided under
this Agreement and shall pay all settlements, aé ageall costs, attorney fees, damages, and
judgment finally awarded against Purchaser. Ifdbitinued use of the products for the purpose
intended is threatened to be enjoined or is enjbineany court of competent jurisdiction, Seller
shall, at its expense: (a) first procure for Pusgnahe right to continue using such products, or
upon failing to procure such right; (b) modify eptace them with non-infringing products while
maintaining substantially similar software functdity or data/informational content, or upon
failing to secure either such right; (c) refundRarchaser the software license fees previously
paid by Purchaser for the products Purchaser mdgnuer use. Said refund shall be paid within
ten (10) working days of notice to Purchaser tealiginue said use.

ARTICLE 11WARRANTY & POST-WARRANTY SOFTWARE SUPPOR T

11.1During the warranty period and during any postraatty support period subscribed to by
Purchaser, Seller shall provide Purchaser, foatireial fee specified in the attached Exhibit A,
the software support services as herein described.

11.2Seller shall provide, for the periods set forthErhibit A, software support services as
specified in RFP No. 3558 and Seller’'s Proposah@®pted by Purchaser, in response thereto,
with said support to include, but not be limited the following: (a) upon notification of
software errors, Seller shall provide all remediapport and assistance needed to correct the
errors which affect the operation of the softwait®); the provision of regular updates, new
releases, and enhancements as they are release less than one (1) annually; (c) unlimited
toll-free technical telephone first line supporitie operation of the software system 6:00 A.M.
to 9:00 P.M. (Central Time) Monday through Fridayth a guaranteed one (1) hour telephone
response time, and emergency support twenty-fotir lfgurs a day, seven (7) days a week; (d)
priority placement in the support queue shall beegito all system locking situations or
problems claimed by Purchaser to be a missioncaliprocess; and (e) on-site support in the
operation of the software products if reasonablyvenient or necessary in the opinion of the
Seller. Repair times are set forth in Article 1bhe8ow. It is further understood that in the event
the software product lines are discontinued, Selleall be responsible for supporting the last
software release implemented by the Purchaser foinanum of five (5) years thereafter, with
the same level of support as described in thisckrtiShould Seller migrate away from the
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database currently required for the software itestdior Purchaser to a different database, Seller
shall provide updated product and new databasediicg to Purchaser at no cost to Purchaser.

11.3The Purchaser reserves the right, during bothwheranty and post-warranty support
periods, to determine and assign severity levelshi® issue/support problem. All defects will be
documents and categorized by the Purchaser aslusberein:

(A)Severity Level 1: Severity Level 1 issues atefined as urgent situations, when the
production system is down and the Purchaser is lenab use the system and possibly
endangering the Purchaser’s environment. The Zeliechnical support staff shall accept the
Purchaser’s call for assistance at the time thelfaiser places the initial call and respond within
one (1) business hour. Response is defined asldieg technician actively pursuing problem
resolution either on-site or through off-site diagtic capabilities. The Seller shall resolve
Severity Level 1 problems as quickly as possibléctvishall not exceed twenty-four (24) hours,
unless otherwise authorized in writing by the Pasdr.

(B)Severity Level 2: Severity Level 2 issues dedined as critical software system components
that have significant outages and/or failure préicig its successful operation. The system may
operate but is severely restricted. The Selleéshnical support staff shall accept the
Purchaser’s call for assistance at the time thelaser places the initial call; however, if such
staff is not immediately available, the Seller shaturn the Purchaser’s call within one (1)
business hour. The Seller shall resolve Sevemtyel 2 problems within two (2) business days,
unless otherwise authorized in writing by the Pasdr.

(C)Severity Level 3: Severity Level 3 issues dedined as minor problems that exist with the
system but the majority of the functions are st#able and some circumvention may be required
to provide service. The Seller’'s technical supmidff shall accept the Purchaser’s call for
assistance at the time the Purchaser places thal inall; however, if such staff is not
immediately available, the Seller shall return Bhechaser’s call within two (2) business hours.
The Seller shall resolve Severity Level 3 problewithin three (3) business days, unless
otherwise authorized in writing by the Purchaser.

(D)Severity Level 4: Severity Level 4 issues defined as very minor problems or questions
that do not affect the system’s function (e.g., tbgt of a message is worded poorly or
misspelled.) The Seller’'s technical support sshiffll accept the Purchaser’s call for assistance
at the time the Purchaser places the initial dadiwever, if such staff is not immediately
available, the Seller shall return the Purchassalswithin four (4) business hours. The Seller
shall resolve Severity Level 4 problems within fiyB) business days, unless otherwise
authorized in writing by the Purchaser.

(E)General Assistance: For general software suftidp desk calls not covered by the above
severity level descriptions, the Seller's technisapport staff shall accept the Purchaser’s call
for assistance at the time the Purchaser placesniti@ call, however, if such staff is not
immediately available, the Seller shall return Fuechaser’s call within five (5) business hours.
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11.4Sixty (60) days prior to expiration of the initisbftware support period or any renewal term
thereof, Seller shall notify Purchaser in writinigtiee impending expiration, and Purchaser shall
have thirty (30) days in which to notify Selleritd decision to either renew or cancel any further
software support. In no event shall the cost fdiware support increase by more than five
percent (5%) percent per year.

ARTICLE 12ZEMPLOYMENT STATUS

12.1Seller shall, during the entire term of this Agremt, be construed to be an independent
contractor. Nothing in this Agreement is intendednor shall it be construed to create an
employer-employee relationship or a joint vent@wlationship.

12.2Seller represents that it is qualified to perfothe duties to be performed under this
Agreement and that it has or will secure, if negde¢dts own expense, applicable personnel who
shall be qualified to perform the duties requiredier this Agreement. Such personnel shall not
be deemed in any way, directly or indirectly, exgstg or by implication, to be employees of
Purchaser. Seller shall pay, when due, all salares wages of its employees, and it accepts
exclusive responsibility for the payment of fedaredlome tax, state income tax, social security,
unemployment compensation, and any other withhgklitmnat may be required. Neither Seller
nor employees of Seller are entitled to stategetent or leave benefits.

12.3Any person assigned by Seller to perform the sesshereunder shall be the employee of
Seller, who shall have the sole right to hire aistlthrge its employee. Purchaser may, however,
direct Seller to replace any of its employees utidisrAgreement. If Seller is notified within the
first eight (8) hours of assignment that the persorunsatisfactory, Seller will not charge
Purchaser for those hours.

12.41t is further understood that the consideratiopregssed herein constitutes full and complete
compensation for all services and performancesuneder and that any sum due and payable to
Seller shall be paid as a gross sum with no wittihgk or deductions being made by Purchaser
for any purpose from said contract sum.

ARTICLE 13BEHAVIOR OF EMPLOYEES/SUBCONTRACTORS

Seller will be responsible for the behavior of itdl employees and subcontractors while on the
premises of any Purchaser location. Any employeesulscontractor acting in a manner
determined by the administration of that locatiorbe detrimental, abusive, or offensive to any
of the staff will be asked to leave the premises msiay be suspended from further work on the
premises. All Seller employees and subcontractdre will be working at such locations to
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install or repair Products shall be covered byeallcomprehensive general liability insurance
policy.

ARTICLE 14MODIFICATION OR RENEGOTIATION

This Agreement may be modified only by written agnent signed by the parties hereto, and
any attempt at oral modification shall be void aricho effect. The parties agree to renegotiate
the Agreement if federal and/or state revisionsany applicable laws or regulations make
changes in this Agreement necessary.

ARTICLE 15ASSIGNMENT AND SUBCONTRACTS

15.1Neither party may assign or otherwise transfes fhgreement or its obligations hereunder
without the prior written consent of the other gpamvhich consent shall not be unreasonably
withheld. Any attempted assignment or transfert®bligations without such consent shall be
null and void. This Agreement shall be binding upgbe parties’ respective successors and
assigns.

15.2Seller must obtain the written approval of Purendsefore subcontracting any portion of
this Agreement. No such approval by Purchaser gfsabcontract shall be deemed in any way
to provide for the incurrence of any obligationRiirchaser in addition to the total fixed price
agreed upon in this Agreement. All subcontractdl sheorporate the terms of this Agreement
and shall be subject to the terms and conditionthisf Agreement and to any conditions of
approval that Purchaser may deem necessary.

15.3Seller represents and warrants that any subcaragaeement Seller enters into shall contain
a provision advising the subcontractor that thecentractor shall have no lien and no legal right
to assert control over any funds held by the Pwehahat the subcontractor acknowledges that
no privity of contract exists between the Purchaset the subcontractor, and that the Seller is
solely liable for any and all payments which maydue to the subcontractor pursuant to its
subcontract agreement with the Seller. The SeHlail sndemnify and hold harmless the State
from and against any and all claims, demands, liigsi, suits, actions, damages, losses, costs,
and expenses of every kind and nature whatsoeisgngas a result of Seller’s failure to pay
any and all amounts due by Seller to any subcawtramaterialman, laborer, or the like.

15.4All subcontractors shall be bound by any negatrgtiarbitration, appeal, adjudication, or

settlement of any dispute between the Seller aadPiirchaser, where such dispute affects the
subcontract.
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ARTICLE 16 AVAILABILITY OF FUNDS

It is expressly understood and agreed that thegatobn of Purchaser to proceed under this
Agreement is conditioned upon the appropriatioriuods by the Mississippi State Legislature

and the receipt of state and/or federal fundsHergerformances required under this Agreement.
If the funds anticipated for the fulfillment of thiAgreement are not forthcoming or are

insufficient, either through the failure of the é&dl government to provide funds or of the State
of Mississippi to appropriate funds, or if thereaisliscontinuance or material alteration of the
program under which funds were available to Purehé&s the payments or performance due
under this Agreement, Purchaser shall have the t@immediately terminate this Agreement

without damage, penalty, cost, or expense to Paethaf any kind whatsoever. The effective

date of termination shall be as specified in théceoof termination. Purchaser shall have the
sole right to determine whether funds are avail&dhe payments or performances due under
this Agreement.

ARTICLE 17TERMINATION

Notwithstanding any other provision of this Agreem® the contrary, this Agreement may be
terminated, in whole or in part, as follows: (apnghe mutual, written agreement of the parties;
(b) by Purchaser, without the assessment of anglesy upon thirty (30) days written notice to
Seller, if Seller becomes the subject of bankruptegrganization, liquidation, or receivership
proceedings, whether voluntary or involuntary; §g)Purchaser, without the assessment of any
penalties, for any reason after giving thirty (8@)ys written notice specifying the effective date
thereof to Seller; or (d) by either party in theeevof a breach of a material term or provision of
this Agreement where such breach continues fotyth{B0) days after the breaching party
receives written notice from the other party. Ugermination, Purchaser will be entitled to a
refund of applicable unexpended prorated annudivaoé support fees/charges, if any. In the
event of termination, Seller shall be entitled &xaive just and equitable compensation for
satisfactory work completed or services renderedséler in connection with this Agreement
and accepted by Purchaser as of the date of rexfenattification of termination. In no case shall
said compensation exceed the total contract pfibe. provisions of this Article do not limit
either party’s right to pursue any other remedyilaiée at law or in equity.

ARTICLE 18GOVERNING LAW

This Agreement shall be construed and governeccaordance with the laws of the State of
Mississippi, and venue for the resolution of angpdite shall be Jackson, Hinds County,
Mississippi. Seller expressly agrees that undercmcumstances shall Purchaser or ITS be
obligated to pay an attorney’s fee, prejudgmerergdt, or the cost of legal action to Seller.
Further, nothing in this Agreement shall affect atgtutory rights Purchaser may have that
cannot be waived or limited by contract.
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ARTICLE 19WAIVER

Failure of either party hereto to insist upon stdgoempliance with any of the terms, covenants,
and conditions hereof shall not be deemed a waveelinquishment of any similar right or
power hereunder at any subsequent time or of ahgragprovision hereof, nor shall it be
construed to be a modification of the terms of thgreement. A waiver by the State, to be
effective, must be in writing, must set out thecsfies of what is being waived, and must be
signed by an authorized representative of the State

ARTICLE 20SEVERABILITY

If any term or provision of this Agreement is proked by the laws of the State of Mississippi or
declared invalid or void by a court of competerigdiction, the remainder of this Agreement
shall be valid and enforceable to the fullest exfggrmitted by law, provided that the State’s
purpose for entering into this Agreement can bl fachieved by the remaining portions of the
Agreement that have not been severed.

ARTICLE 21CAPTIONS
The captions or headings in this Agreement aredorvenience only and in no way define, limit,
or describe the scope or intent of any provisiosemtion of this Agreement.

ARTICLE 22HOLD HARMLESS

To the fullest extent allowed by law, Seller shatlemnify, defend, save and hold harmless,
protect, and exonerate Purchaser, ITS and the, StatBoard Members, officers, employees,
agents, and representatives from and against adyalinclaims, demands, liabilities, suits,
actions, damages, losses, costs, and expense®nyf laud and nature whatsoever, including,
without limitation, court costs, investigative feaad expenses, attorney fees, and claims for
damages arising out of or caused by Seller antdquartners, principals, agents, employees, or
subcontractors in the performance of or failurpedorm this Agreement.

ARTICLE 23THIRD PARTY ACTION NOTIFICATION

Seller shall notify Purchaser in writing within &(5) business days of Seller filing bankruptcy,
reorganization, liquidation or receivership prodagd or within five (5) business days of its
receipt of notification of any action or suit beifigd or any claim being made against Seller or
Purchaser by any entity that may result in litigatrelated in any way to this Agreement and/or
which may affect the Seller’'s performance undes #hgreement. Failure of the Seller to provide
such written notice to Purchaser shall be consttlarmaterial breach of this Agreement and the
Purchaser may, at its sole discretion, pursueigtsts as set forth in the Termination Article
herein and any other rights and remedies it mag laaaw or in equity.

ARTICLE 24AUTHORITY TO CONTRACT
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Seller warrants that it is a validly organized Imesis with valid authority to enter into this
Agreement, that entry into and performance undierAlgreement is not restricted or prohibited
by any loan, security, financing, contractual, othes agreement of any kind, and
notwithstanding any other provision of this Agreemt the contrary, that there are no existing
legal proceedings or prospective legal proceediegber voluntary or otherwise, which may
adversely affect its ability to perform its obligats under this Agreement.

ARTICLE 25NOTICE

Any notice required or permitted to be given unttés Agreement shall be in writing and
personally delivered or sent by facsimile, providbdt the original of such notice is sent by
certified United States mail, postage prepaid,rreteceipt requested, or overnight courier with
signed receipt, to the party to whom the noticeushte given at their business address listed
herein. ITS’ address for notice is: Mr. David L.tdlliter, Executive Director, Mississippi
Department of Information Technology Services, 30drth Lamar Street, Suite 508, Jackson,
Mississippi 39201. Purchaser’'s address for nosc®ir. Joe Surkin, Director of MEDSS/PHIN,
Mississippi State Department of Health, 570 Easbwow Wilson Drive, Jackson, Mississippi
39215. The Seller’'s address for notice is: INSERAMY, TITLE & ADDRESS OF VENDOR
PERSON FOR NOTICE. Notice shall be deemed givennvawtually received or when refused.
The parties agree to promptly notify each othewiiting of any change of address.

ARTICLE 26 RECORD RETENTION AND ACCESS TO RECORDS

Seller shall establish and maintain financial rdsprsupporting documents, statistical records
and such other records as may be necessary tatregfigoerformance of the provisions of this
Agreement. The Purchaser, ITS, any state or fedgeaicy authorized to audit Purchaser, and/or
any of their duly authorized representatives, staVe unimpeded, prompt access to this
Agreement and to any of the Seller’s proposalskbodocuments, papers and/or records that are
pertinent to this Agreement to make audits, cop@aminations, excerpts and transcriptions at
the State’s or Seller’s office as applicable wh&neh records are kept during normal business
hours. All records relating to this Agreement shl retained by the Seller for three (3) years
from the date of receipt of final payment undes tAgreement. However, if any litigation or
other legal action, by or for the state or fedgmlernment has begun that is not completed at the
end of the three (3) year period, or if an auditliing, litigation or other legal action has notee
resolved at the end of the three (3) year pertoglyécords shall be retained until resolution.

ARTICLE 27INSURANCE

Seller represents that it will maintain workers’ngeensation insurance as prescribed by law,
which shall inure to the benefit of Seller’s penseh as well as comprehensive general liability
and employee fidelity bond insurance. Seller wilpon request, furnish Purchaser with a
certificate of conformity providing the aforesaioverage.
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ARTICLE 28DISPUTES

Any dispute concerning a question of fact undes #hgreement, which is not disposed of by
agreement of the Seller and Purchaser, shall bigletbdy the Executive Director of ITS or
his/her designee. This decision shall be reduceditong and a copy thereof mailed or furnished
to the parties. Disagreement with such decisiorither party shall not constitute a breach under
the terms of this Agreement. Such disagreeing peirgll be entitled to seek such other rights
and remedies it may have at law or in equity.

ARTICLE 29COMPLIANCE WITH LAWS

Seller shall comply with and all activities undkistAgreement shall be subject to all Purchaser
policies and procedures and all applicable fedstate, and local laws, regulations, policies, and
procedures as now existing and as may be amendeddified. Specifically, but not limited to,
Seller shall not discriminate against any employe® shall any party be subject to
discrimination in the performance of this Agreembeetause of race, creed, color, sex, age,
national origin, or disability.

ARTICLE 30CONFLICT OF INTEREST

Seller shall notify Purchaser of any potential diehbf interest resulting from the representation
of or service to other clients. If such conflictnoat be resolved to Purchaser's satisfaction,
Purchaser reserves the right to terminate this éxgest.

ARTICLE 31SOVEREIGN IMMUNITY
By entering into this Agreement with Seller, that8tof Mississippi does in no way waive its
sovereign immunities or defenses as provided by law

ARTICLE 32CONFIDENTIAL INFORMATION

32.1Seller shall treat all Purchaser data and inforomatto which it has access by its performance
under this Agreement as confidential and shalldistlose such data or information to a third
party without specific written consent of Purchaserthe event that Seller receives notice that a
third party requests divulgence of confidentialatherwise protected information and/or has
served upon it a subpoena or other validly isswdimistrative or judicial process ordering
divulgence of such information, Seller shall proipform Purchaser and thereafter respond in
conformity with such subpoena to the extent martbate state and/or federal laws, rules, and
regulations. This Article shall survive the terntioa or completion of this Agreement, shall
continue in full force and effect, and shall bedang upon the Seller and its agents, employees,
successors, assigns, subcontractors, or any paentity claiming an interest in this Agreement
on behalf of or under the rights of the Seller]Jdaing any termination or completion of this
Agreement.
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32.2 With the exception of any attached exhibits whaile labeled as "confidential", the
parties understand and agree that this Agreemesd dot constitute confidential information,
and may be reproduced and distributed by the Stéteout notification to Seller. ITS will
provide third party notice to Seller of any reqgesdceived by ITS for any such confidential
exhibits so as to allow Seller the opportunity totpct the information by court order as outlined
in ITS Public Records Procedures.

ARTICLE 33EFFECT OF SIGNATURE

Each person signing this Agreement representshbabr she has read the Agreement in its
entirety, understands its terms, is duly authorite@xecute this Agreement on behalf of the
parties, and agrees to be bound by the terms oeutdierein. Accordingly, this Agreement shall

not be construed or interpreted in favor of or agathe State or the Seller on the basis of
draftsmanship or preparation hereof.

ARTICLE 340WNERSHIP OF DOCUMENTS AND WORK PRODUCTS

All data, electronic or otherwise, collected by I8&eland all documents, notes, programs,
databases (and all applications thereof), filgsoms, studies, and/or other material collected and
prepared by Seller in connection with this Agreetnesmether completed or in progress, shall be
the property of Purchaser upon completion of thire&@ment or upon termination of this
Agreement. Purchaser hereby reserves all rightisetalatabases and all applications thereof and
to any and all information and/or materials pregareconnection with this Agreement. Seller is
prohibited from use of the above described inforomatind/or materials without the express
written approval of Purchaser.

ARTICLE 35NON-SOLICITATION OF EMPLOYEES

Seller agrees not to employ or to solicit for enyptent, directly or indirectly, any of the

Purchaser's employees until at least one (1) ydtar dhe expiration/termination of this

Agreement, unless mutually agreed to the contnaryriting by the Purchaser and the Seller,
and provided that such an agreement between thveserttities is not a violation of the laws of
the State of Mississippi or the federal government.

ARTICLE 36ENTIRE AGREEMENT

36.1This Agreement constitutes the entire agreemenh@fparties with respect to the subject
matter contained herein and supersedes and replaogs and all prior negotiations,
understandings, and agreements, written or oréld®n the parties relating hereto, including all
terms of any unsigned or “shrink-wrap” license ut#d in any package, media, or electronic
version of Seller-furnished software, or any “clwkap” or “browse-wrap” license presented in
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connection with a purchase via the Internet. Th® RI6. 3558 and Seller’s Proposal in response
to RFP No. 3558 are hereby incorporated into andenaapart of this Agreement.

36.2The Agreement made by and between the partiesohenall consist of and precedence is
hereby established by the order of the following:

A.This Agreement signed by both parties;

B.Any exhibits attached to this Agreement;

C.RFP No. 3558 and written addenda; and

D.Seller's Proposal, as accepted by Purchasersporse to RFP No. 3558.

36.3The intent of the above listed documents is tduohe all items necessary for the proper
execution and completion of the services by théeEelrhe documents are complementary, and
what is required by one shall be binding as if negliby all. A higher order document shall
supersede a lower order document to the extenssaneto resolve any conflict or inconsistency
arising under the various provisions thereof, pied, however, that in the event an issue is
addressed in one of the above mentioned documentss mot addressed in another of such
documents, no conflict or inconsistency shall bended to occur by reason thereof. The
documents listed above are shown in descending ofdaiority, that is, the highest document
begins with the first listed document (“A. This Agment”) and the lowest document is listed
last (“D. Seller’s Proposal”).

ARTICLE 37STATE PROPERTY AND LOCATION OF WORK

37.1Seller shall be responsible for the proper custoflyany Purchaser-owned property
furnished for Seller’'s use in connection with wadeformed pursuant to this Agreement. Seller
shall reimburse the Purchaser for any loss or dapreamgmal wear and tear excepted.

37.2All work provided in connection with this contraetll be required to be performed on-site
in the Purchaser’s offices in Jackson, Mississippless written approval is received from the
State. Seller accepts full responsibility for aiblplems arising out of a decision to perform off-
site work.

ARTICLE 38SURVIVAL

Articles 9, 10, 11, 18, 22, 26, 31, 32, 34, 35, aliabther articles, which by their express terms
so survive or which should so reasonably survitig)lsurvive any termination or expiration of
this Agreement.
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ARTICLE 39DEBARMENT AND SUSPENSION CERTIFICATION

Seller certifies that neither it nor its principafa) are presently debarred, suspended, proposed
for debarment, declared ineligible, or voluntardxcluded from covered transactions by any
federal department or agency; (b) have, withinradh3) year period preceding this Agreement,
been convicted of or had a civil judgment rendeagdinst them for commission of fraud or a
criminal offense in connection with obtaining, atfging to obtain, or performing a public
(federal, state, or local) transaction or conttauder a public transaction; violation of federal or
state anti-trust statutes or commission of embezate, theft, forgery, bribery, falsification or
destruction of records, making false statementggeoeiving stolen property; (c) are presently
indicted of or otherwise criminally or civilly chged by a governmental entity with the
commission of fraud or a criminal offense in cortr@twith obtaining, attempting to obtain, or
performing a public (federal, state, or local) saction or contract under a public transaction;
violation of federal or state anti-trust statutescommission of embezzlement, theft, forgery,
bribery, falsification or destruction of recordsakmng false statements, or receiving stolen
property; and (d) have, within a three (3) yeaiqeepreceding this Agreement, had one or more
public transactions (federal, state, or local) ieated for cause or default.

ARTICLE 4ONETWORK SECURITY

Seller and Purchaser understand and agree thabt#te of Mississippi's Enterprise Security
Policy mandates that all remote access to anddon the State network must be accomplished
via a Virtual Private Network (VPN). If remote aseds required at any time during the life of
this Agreement, Seller and Purchaser agree to mmgai@maintain a VPN for this connectivity.
This required VPN must be IPSec-capable (ESP tumuale) and will terminate on a Cisco
VPN-capable device (i.e. VPN concentrator, PIX\iiaf, etc.) on the State’s premises. Seller
agrees that it must, at its expense, implementhaiaira compatible hardware/software solution
to terminate the specified VPN on the Seller’'s psas The parties further understand and agree
that the State protocol standard and architeci@r®ased on industry-standard security protocols
and manufacturer engaged at the time of contraetuion. The State reserves the right to
introduce a new protocol and architecture standadirequire the Seller to comply with same in
the event the industry introduces a more secutwystoprotocol to replace IPSec/ESP and/or
there is a change in the manufacturer engaged.

ARTICLE 41STATUTORY AUTHORITY

By virtue of Section 25-53-21 of the Mississippid@oAnnotated, as amended, the Executive
Director of ITS is the purchasing and contractirgera for the State of Mississippi in the
negotiation and execution of all contracts for thequisition of information technology
equipment, software, and services. The parties retaded and agree that ITS as contracting
agent is not responsible or liable for the perfarogaor non-performance of any of Purchaser’s
or Seller’s contractual obligations, financial enerwise, contained within this Agreement.
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ARTICLE 42CHANGE ORDER RATE AND PROCEDURE

42.10t is understood that the State may, at any tinyealwritten order, make changes in the
scope of the project. No changes in scope are tmbducted or performed by the Seller except
by the express written approval of the State. Télée6shall be obligated to perform all changes
requested by the Purchaser which have no pricehadsile effect.

42.2The Seller shall have no obligation to proceed \aitly change that has a price or schedule
effect until the parties have mutually agreed iiting thereto. Neither the State nor the Seller
shall be obligated to execute such a change oifdew;such change order is executed, the Seller
shall not be obliged or authorized to perform smgibeyond the scope of this Agreement and
the contract documents. All executed change orsleall be incorporated into previously defined
deliverables.

42.3With respect to any change orders issued in acnoedwith this Article, the Seller shall be
compensated for work performed under a change akarding to the hourly change order rate
specified in the attached Exhibit A, which is ingorated herein. If there is a service that is not
defined in the change order rate, the Seller aadstate will negotiate the rate. The Seller agrees
that each change order rate shall be a “fully |dadate, that is, it includes the cost of all
materials, travel expenses, per diem, and all akpenses and incidentals incurred by the Seller
in the performance of the change order. The Sshatl invoice the Purchaser upon acceptance
by the Purchaser of all work documented in the gbaarder, and the Purchaser shall pay
invoice amounts on the terms set forth in this &gnent.

42.4Upon agreement of the parties to enter into a ahamder, the parties will execute such a
change order setting forth in reasonable detailmbik to be performed thereunder, the revisions
necessary to the specifications or performancedstég of any affected project work plan, and
the estimated number of professional services hibatswill be necessary to implement the work
contemplated therein. The price of the work to befggmed under any change order will be
determined based upon the change order rate; howbeechange order will be issued for a total
fixed dollar amount and may not be exceeded regssdbf the number of hours actually
expended by the Seller to complete the work redulng that change order. The project work
plan will be revised as necessary.

42.5The Seller will include in the progress reportsivderked under this Agreement the status of
work performed under all then current change orders

42.6In the event the Seller and the State enter irtbasmge order which increases or decreases
the time required for the performance of any paithe work under this Agreement, the Seller
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shall submit to the Purchaser a revised versiothefproject work plan clearly indicating all
changes at least five (5) working days prior tolengenting any such changes.

42.7The Purchaser shall promptly review all revisedjgmowork plans submitted under this
Agreement and shall notify the Seller of its ap@ioar disapproval, in whole or in part, of the
proposed revisions, stating with particularity gtbunds for any disapproval, within ten (10)
working days of receiving the revisions from thdl&elf the Purchaser fails to respond in such
time period or any extension thereof, the Purchslsall be deemed to have approved the revised
project work plan.

ARTICLE 43RETAINAGE

To secure the Seller's performance under this Ages#, the Seller agrees that the Purchaser
shall hold back as retainage twenty-five perceri%p of each amount payable, including
amounts payable under Change Orders, under thisefAggnt subject to completion and final
acceptance of all deliverables for each implemeantigbhase. Upon successful completion of
each phase, the Purchaser, in its sole discratiay, release five percent (5%) of the retainage
that was held for that particular phase. In thene\urchaser elects to release the 5% at the
completion of a phase, the remaining twenty per¢20f6) retainage for the phase shall be
retained until completion of the ninety (90) daysponplementation support period following
final system acceptance. The parties understadchgree that in the event the project schedule
for a phase slips beyond the mutually agreed ugtimedty dates, the Seller forfeits the retainage
held to date.

ARTICLE 44PERSONNEL ASSIGNMENT GUARANTEE

Seller guarantees that the key personnel assigntdst project will remain a part of the project
throughout the duration of the Agreement, as losghe& key personnel are employed by the
Seller and are not replaced by Seller pursuanteahird paragraph of the Article herein titled
“Employment Status.” Seller further agrees thatdhksigned key personnel will function in the
capacity for which their services were acquiredtighout the life of the Agreement, and any
failure by Seller to so provide these persons drdltle the State to terminate this Agreement for
cause. Seller agrees to pay the Purchaser fiftyepei(50%) of the total contract amount if any
of the assigned key personnel is removed from thggt prior to the ending date of the contract
for reasons other than departure from Seller's esmpent or replacement by Seller pursuant to
the third paragraph of the Article herein titlednigloyment Status.” Subject to the State’s
written approval, the Seller may substitute quadifpersons in the event of the separation of the
incumbents therein from employment with Seller or bther compelling reasons that are
acceptable to the State and may assign addititai@lte provide technical support to Purchaser.
The replacement personnel shall have equal oregrahtlity, experience, and qualifications than
the departing personnel and shall be subject tgtioe written approval of the Purchaser. The
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Seller shall not permanently divert any staff memfpem meeting work schedules developed
and approved under this Agreement, unless appriovedting by the Purchaser. In the event of
Seller personnel loss or redirection, the servipa$ormed by the Seller shall be uninterrupted
and the Seller shall report in required status mspas efforts and progress in finding

replacements and the effect of the absence of {hasennel.

ARTICLE 45LIQUIDATED DAMAGES

It is agreed by the parties hereto that time ithefessence and that in the event of a delay in the
delivery and installation deadlines or delay in slatisfactory completion and acceptance of the
services provided for herein, damage shall be sestdby Purchaser. In the event of a delay as
described herein, Seller shall pay Purchaser, withve (5) calendar days from the date of
receipt of notice, fixed and liquidated damage®smd thousand dollars ($1,000.00) per day for
each calendar day of delay caused by Seller. Psechmay offset amounts due it as liquidated
damages against any monies due Seller under thiseAwent. Purchaser will notify Seller in
writing of any claim for liquidated damages pursubareto on or before the date Purchaser
deducts such sums from money payable to Seller. Ikpydated damages assessed are in
addition to and not in limitation of any other riglor remedies of Purchaser.

ARTICLE 46PERFORMANCE BOND

As a condition precedent to the formation of thigrédement, the Seller must provide a
performance bond as herein described. To secureSétler's performance, the Seller shall
procure, submit to the State with this executedeagrent, and maintain in effect at all times
during the course of this Agreement a performaraallin the total amount of this Agreement.
The bond shall be accompanied by a duly authepticat certified document evidencing that the
person executing the bond is a licensed Mississgg@nt for the bonding company. This
certified document shall identify the name and addrof the person or entity holding the
performance bond and shall identify a contact petsobe notified in the event the State is
required to take action against the bond. The w@frthe performance bond shall be concurrent
with the term of this Agreement and shall not bleased to Seller until all services required
herein have been completed and accepted by Purchidseperformance bond shall be procured
at Seller's expense and be payable to the MisgisSiate Department of Health. The cost of the
bond may be invoiced to the Purchaser after prapgcation only if itemized in the Seller’s cost
proposal and in the attached Exhibit A. Prior ppraval of the performance bond, the State
reserves the right to review the bond and requaléeSto substitute an acceptable bond in such
form as the State may reasonably require. The prasiion such bond shall be paid by Seller.
The bond must specifically refer to this Agreemand shall bind the surety to all of the terms
and conditions of this Agreement. If the Agreementerminated due to Seller’s failure to
comply with the terms thereof, Purchaser may clagrainst the performance bond.
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ARTICLE 47ESCROW OF SOURCE CODE

47.1With the execution of this Agreement, the Sellealsplace and maintain a current copy of
the data dictionary, documentation, object codel source code in escrow and shall furnish
Purchaser with a copy of the escrow agreement aachame and address of the agent. The
escrow agreement shall authorize the escrow agergléase, at no cost to Purchaser, the data
dictionary, documentation, object code, and souomte to Purchaser if and when the Purchaser
is deemed to have a right under this Article. Tiedled shall pay all costs of providing and
maintaining the escrow agreement, including thes feethe escrow agent. The copy of the
source code placed in escrow shall be reproducedramtained on magnetic tape or disk using
a commonly accepted data recording protocol. Pmgdacumentation sufficient to allow a
competent programmer to use and maintain the sotwde programs must accompany the
source code. When a change is made to the objdet @osource code by or on behalf of the
Seller during the term of the escrow agreementrekissed code, including the change, shall be
delivered to the escrow agent not later than th{B8) calendar days after the change is effected
by or on behalf of the Seller.

47.2Provided that the Purchaser is not then in subatagiefault under this Agreement, the
Seller shall provide to Purchaser, at no cost aitdiwten (10) calendar days after receipt of
Purchaser’s written request for it, one (1) conglatpy of the data dictionary, documentation,
object code, and source code used in the preparatithe software and custom modifications to
the source code and object code as a result oAtrsement, brought up to date as of the date of
delivery of such source code to Purchaser, uporotiearrence of any of the following events:
(a) any or all material part of the source codelgect code is generally made available, with or
without additional cost, to other users of compbraoftware; or (b) the Seller’s or the software
manufacturer's cessation, for any reason, to danbss; or (c) the Seller or the software
manufacturer discontinues maintenance of the so#war (d) bankruptcy, receivership,
insolvency, reorganization, dissolution, liquidati@r other similar proceedings are instituted by
or against the Seller or the software manufacturer.

ARTICLE 48MISSISSIPPI EMPLOYMENT PROTECTION ACT

Seller represents and warrants that it will ensiiee compliance with the Mississippi
Employment Protection Act (Senate Bill 2988 frone 2008 Regular Legislative Session) and
will register and participate in the status veafion system for all newly hired employees. The
term “employee” as used herein means any persansth@&ed to perform work within the State
of Mississippi. As used herein, “status verificatigystem” means the lllegal Immigration
Reform and Immigration Responsibility Act of 199at is operated by the United States
Department of Homeland Security, also known asBiéerify Program, or any other successor
electronic verification system replacing the E-WeRProgram. Seller agrees to maintain records
of such compliance and, upon request of the Staterovide a copy of each such verification to
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the State. Seller further represents and warrdnas @ny person assigned to perform services
hereunder meets the employment eligibility requeata of all immigration laws of the State of
Mississippi. Seller understands and agrees thabeegch of these warranties may subject Seller
to the following: (a) termination of this Agreemeand ineligibility for any state or public
contract in Mississippi for up to three (3) yeansth notice of such cancellation/termination
being made public, or (b) the loss of any liceqmamit, certification or other document granted
to Seller by an agency, department or governmeerndty for the right to do business in
Mississippi for up to one (1) year, or (c) both.the event of such termination/cancellation,
Seller would also be liable for any additional sostcurred by the State due to contract
cancellation or loss of license or permit.

For the faithful performance of the terms of thigréement, the parties have caused this
Agreement to be executed by their undersigned septatives.

State of Mississippi, Department of INSERT VENDOR NAME
Information Technology Services, on
behalf of Mississippi State Department of

Health
By: By:
Authorized Signature Authorized Signature
Printed Name: David L. Litchliter Printed Name:
Title: Executive Director Title:
Date: Date:
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