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Your firm is invited to submit a proposal to conduct tasks and produce work products that directly support the IJIS Institute in a Fusion Center interoperability project.  This project is being performed in collaboration with a work group supported by the Institute for Intergovernmental Research (IIR), SEARCH, and IJIS.  This important engagement will result in the development of information sharing standards and artifacts used by the Fusion Center and their local, regional, state, tribal and federal information sharing partners.  

This solicitation is being issued as a sub-contractor agreement.   The IJIS Institute encourages all member firms that possess the requisite skill-sets and experiences submit a response by January 31, 2007. 
 
Key Response Dates

 

If your firm intends to submit a proposal, a "statement of intent" is desired.  
· The statement of intent should be submitted by 9:00pm eastern time on Monday, January 22nd, 2007 to suzette.mcleod@ijis.org.  The letter of intent should include information about the point of contact to facilitate future correspondence.  Firms who have submitted a statement of intent will receive answers to any and all questions posed by an interested firm (questions will be listed anonymously).

· Any questions must be submitted by 9:00pm eastern time on Wednesday, January 24th, 2007 to suzette.mcleod@ijis.org .  Responses to questions will be distributed to all firms who submitted a statement of intent.

· Proposals are due by 9:00pm eastern time on Wednesday, January 31st, 2007 to suzette.mcleod@ijis.org .

Response Directions
 
The below listed attachments and the content within this Fusion Center SIR/SAR IEPD Development RFP should all be reviewed and considered relevant to your creation of a complete and compliant response.  Specifically, Section F of the RFP should be used to guide your proposal content, paying special attention to the "selection criteria" which will be used to score and select the service provider.  

 
Attachments

The following reference material is imbedded for your use.
	Attachment  
	Attachment Title


	Proposal/Response Use
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1
	Proposal Cost Form
	Both worksheets included in this Microsoft Excel spreadsheet shall be completed and returned as part of your response.  

The information required on the first worksheet provides for resource and cost estimates for all major tasks.  Additionally, a “proposed date” field has been provided for you to provide any dates that are non-compliant with this RFP for activities and deliverables

. 

The second worksheet should contain a list of candidate firm staff expected to work the effort along with their associated labor category and billing rates.
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2
	Services Agreement Template
	Critically review document to understand the terms and conditions applicable for an IJIS Institute subcontractor.    

Any exceptions to accepting this subcontractor agreement must be provided and explained in the “Exceptions” portion of the submitted proposal.
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3
	IJIS Institute Travel Reimbursement Information
	Review to understand IJIS Institute travel reimbursement policies and processes.  

Any exceptions to acceptance of these guidelines must be provided and explained in the “Exceptions” portion of the submitted proposal.
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4
	NIEM IEPD Requirements v2.1

	Critically review this NIEM IEPD Requirements Specification document to understand the guidelines and expectations for development of a NIEM IEP and related IEPD work product.

Any exceptions to how a candidate will perform IEPD development work or otherwise deliver IEPD artifacts must be provided and described in the “Exceptions” portion of the submitted proposal.
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5
	NIEM Naming & Design Rules & Data Modeling Guidelines 0.3
	Critically review this documents which provided NIEM naming & design rules as well as data modeling guidelines to understand expectations for NIEM IEPD development.
Any exceptions to how a candidate will complete IEPD artifacts must be provided and described in the “Exceptions” portion of the submitted proposal.
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6
	NIEM Introduction
	Review this document to understand the National Information Exchange Model.
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7
	NIEM Concept of Operations
	Review this concept of operations to understand NIEM operations.
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	SIR Scenario for Suspicious Person
	Review and retain draft document which captures the suspicious incident information.
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9
	SIRS Flow Chart
	Review and retain this IIR provided document which illustrates entities and information exchange for suspicious incidents.
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10
	SIR Data Elements Draft v1
	Review and retain this draft list of data element groupings for a suspicious incident report being used by a MA in a current project.
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11
	Guidance on Developing Minimum Capabilities for Fusion Centers ~ Role of the State & Major Urban Area Fusion Center 
	Review and retain this document to assist in guiding IEPD scope conversations.
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12
	*DRAFT* IEPD Development Responsibility Matrix
	Review to understand the current *draft* list of required Fusion SIR IEPD artifacts (denoted in red font) and the role each key player (IIR, SEARCH, Working Team Members, and IJIS) will play in SIR IEPD development.  Note the IJIS role will be conducted by the subcontractor doing work to support this RFP.




A.  CLIENT and STAKEHOLDERS

The IJIS Institute is the client and contracting authority for this engagement.  Direct project support conducted by members of the Fusion Center SIR/SAR Working Team comprised of appointed practitioners and industry leaders.

Stakeholders who will ultimately benefit from engagement work products include the Fusion Centers and all their local, regional, tribal, state, and federal information sharing partners.

Note: This work is being sponsored by BJA and performed in partnership with IIR and SEARCH.

B.  LOCATION

Anticipate in-person Working Team meetings at U.S. locations yet to be determined; each with a anticipated duration of two to three days.  Also anticipate multiple remote “Web-Ex” or like collaborative meetings with durations from one to three hours.  May also involve project presentations at the 31st Annual IACP LEIM Conference scheduled to take place in North Carolina, May 21-25, 2007. All other work can be performed at the selected candidate’s desired work location.

C.  PROJECT OVERVIEW

The goal of this project is to create one to four National Information Exchange Model (NIEM) Information Exchange Package Documents (IEPDs) with their associated artifacts (e.g. UML Domain Models, NIEM Mapping tool, appropriate Schemas, XML Instances, Sample Style Sheets, Metadata Forms, and comprehensive documentation) in a manner that supports the sharing of suspicious activity, incident, or behavior information shared between Fusion Centers and their local, state, federal, and peer partners.  Although support scope is focused on exchanging information between Fusion Centers and their partners about “terrorist” related activities, the ideal candidate will work to support these exchange partners by widening scope to include “all crimes” and “critical incidents”.

This effort is being defined and guided by a group of practitioners appointed by IIR and industry members garnered from IJIS Institute.  

D.  DESCRIPTION OF EFFORT/NEED

The IJIS Institute is seeking a consultant firm to execute the following activities which are thought necessary to fulfill the project objectives.  Similar efforts have been supported by a single individual who handled meeting facilitation and interaction with a secondary individual who performed in-meeting support for interactive model updating and remote NIEM mapping and schema, style-sheet, and instance development.  A consultant firm, however, may wish to propose an alternative approach as long as that approach is (1) well documented, (2) supported by prior successes, and (3) complies with NIEM IEPD Development guidelines.  The responding proposal will need to specify the staffing approach and account for this approach in the cost proposal section.

Required Activities:

1. Review prior meeting output and all available NIEM documentation prior to the first meeting to gain as much project and NIEM related education as possible.

2. Perform project, meeting, and deliverable planning with the IJIS Institute Project Manager and or working team leadership to secure effective and efficient meetings and timely delivery of work products.

3. Research and utilize work already done by justice, emergency management or other NIEM domain committee and development teams, as well as key NIEM and GJXDM governance bodies. 
4. Capture working team member requirements, input, feedback, and approval through effective facilitation of working team activities and meetings.

5. Plan, organize, and assist in scheduling additional IEPD development activities and meetings as required; working with the IJIS Institute Project Manager to secure project objectives. 

6. Create complete and comprehensive domain models for each exchange using a Unified Modeling Language (UML) compliant tool and or graphical output.

7. Accurately map domain model elements with most recent NIEM version and document such via the NIEM excel spreadsheet.

8. Create all applicable NIEM schemas and verify accuracy and ease-of-use via XML Instances and practitioner designed/recommended style sheets. 

9. Create NIEM gap analysis and create extensions, external standard references, and or a Wantlist as needed and as defined by the IJIS Institute Project Manager.

10. Prepare supporting IEP documentation to include metadata and a change log made easy to reference with a viewing catalog.…

11. Prepare and present project progress and share work products in the working team progress meetings and at least one national membership conference.
12. Development of all work products and artifacts necessary in the creation, posting, and later modification of desired Information Exchange Packages and associated documentation as defined by and negotiated with the IJIS Project Manager.
Required Deliverables:

The aforementioned activities are designed to deliver the following work products for each IEP-document (IEPD).  

1. A comprehensive UML Domain Model Diagram

The candidate’s domain modeling tool and or process employs open Unified Modeling Language (UML) standards where the following results are fulfilled:

· Open graphic output in a *.jpg, *.gif, *.pdf, or *.png format

· Open format output in *.xmi, *vsd, *.zargo format
2.
An Accurate NIEM XML Mapping Report

The candidate’s NIEM mapping information shall be encoded in a Microsoft Excel spreadsheet (conformant to NIEM Component Mapping Tool) where at least the following items are documented;

· Element name
· Element description

· NIEM or other standard reference path

· Constraints

· Cardinality

· Critical business rules 

· Gap Analysis/Extension/Wantlist notes

3.
NIEM Schema Packages 
The following NIEM schemas as applicable and negotiated with IJIS Project Manager:
· Subset Schema – subset of full NIEM schema; a compressed directory of schemas to aid in distinguishing from other schema sets

· Exchange Schema – base document schema that defines the XML root element, generally named after the IEPD itself: AKA document schema, reference schema, or root schema

· Constraint Schema – constraints for separate constraint validation path; a compressed directly of schemas 

· Extension Schema – specification for extended components; separate local namespace; components not contained in NIEM

4.
An XML Instance
The sample instance shall adequately demonstrate the use of information contained in the IEP. The instance must validate against the schema package on either the Java 2 platform (using Apache Xerces version 2.6.2 or higher) or the Microsoft .NET platform. 
5.
A sample Style Sheet
6.
A NIEM Wantlist
User requirements (distinguishes user data components required by the user from components which they depend on for conformance); generated and then uploaded to the Schema Subset Generator Tool (SSGT).  
7.    Comprehensive Support Documentation containing at least the following information;

· Exchange Purpose

· Exchange Partners

· Exchange Events & Triggers

· Exchange Conditions

· Initial and Subsequent Exchange Events

· Additional Use Case Information

· Critical Business Rules

· Description of methodology and tools utilized in IEPD development

· Participants involved in IEPD development and any related endorsements

· Testing, pilot, or conformance type evidence or information

· Change Log

       8.   Support Files and Forms
· Catalog of IEPD artifacts with a user-friendly open portable format with navigation tool
· Metadata form
· Relevant source or supporting documents

· An OJP Standards Clearinghouse Posting Form

· An IJIS IEP Host Site Submission Form

Required Approach:

1. Deliverables will be prepared using the NIEM IEPD development lifecycle and IEPD artifact definitions described in the provided NIEM documentation.  A high-level 
2. The candidate shall supply any and all necessary tools – Visio, Argo, etc. 

3. All work produced under this project shall be consumable by any Fusion Center practitioners or industry developers as well as any Fusion Center information exchange partner practitioner or industry developer.  These work products must be consumable without non-typical proprietary tool requirements.  If proprietary tools are used to create or publish the work products, the product artifacts must be provided in a format that can be read and modified via non-proprietary tools.
4. All delivered work products shall be compliant with open standards and can be read and modified by non-proprietary tools.
5. Candidates for any IJIS consulting engagement are reminded that while consultants are performing the work of the engagement, they are representing the IJIS Institute and industry as a whole and are therefore discouraged from promoting any of their company’s products or services at any time during the engagement.  The mission of the IJIS Institute is to provide a company neutral team that will focus their energy on the scope of work.  Appropriate references to similar projects and lessons learned are encouraged as a method for validating recommendations.  However, the emphasis of such references should be on the pertinent details of the engagement and not the firm(s) participating in the engagement.”
Required Staff Skills

1. At least one proposed candidate staff member shall be JIEM certified with access to and familiarity with the JIEM reference model and guide.
2. The candidate’s staff shall possess the necessary skills and experience to perform duties defined in the IEPD Development requirements document.
3. The candidate’s staff shall have basic skills and experience using the proposed tools.
4. The candidate shall have seasoned skills and experience conducting work group facilitation and acquiring or refining requirements via group interaction.
5. The candidate’s staff shall be familiar with the IEPD development process and guidelines as defined in the NIEM documentation.  It will be assumed the selected candidate will utilize these processes and comply with the guidelines unless otherwise noted in the proposal.
Additional Desired Staff Skills

1. Strong writing skills

2. Seasoned presentation skills
3. Knowledge of Fusion Center, Intelligence, and or Critical Incident information exchange requirements

4. Prior experience creating public safety system data exchanges

5. Have access to meeting location space (convenient to an airport) which can be used at no or low cost in the hosting of IEP development work team meetings

Required Exchanges:

It is believed that one to four exchanges will be developed to facilitate information sharing between Fusion Centers and their local, state, tribal, peer, and federal information exchange partners.  The number of exchanges will be based on what is deemed necessary (by the working team and IJIS Institute Project Manager) to support suspicious incident, activity, or behavior reports across the aforementioned Fusion Center stakeholders.

It will be assumed that submitted proposals will support the completion of all suspicious activity, incident, or behavior related exchanges as determined and required to meet the need of Fusion Centers and all their local, state, tribal, peer, or federal information exchange partners unless otherwise noted in the proposal and clearly indicated within the submitted Proposal Cost Form and described in the “Exceptions” section.  

E.  DESCRIPTION OF SPECIFIC ENGAGEMENT

Target Dates and Task Overview:

A project plan and schedule will be created and managed by the IJIS Institute Project Manager.  Contractor activities and deliverables will be scheduled and tracked via this same project plan.

It is believed this subcontract work will involve at least the items documented in the Proposal Cost Form, the Required Activities section, and Required Deliverables section.  Candidates are asked review activities and references to deliverables in the Proposal Cost form, Required Activities section, and Required Deliverables section and to then document the estimated dates, level of effort hours, and costs directly into a proposal specific Proposal Cost Form.  Candidates may add any additional activities proposed to the last section of the Proposal Cost Form.  

It will be assumed that proposals can support this schedule and these delivery or completion dates unless otherwise noted in the proposal where new dates and or activities and deliverables are included in the Proposal Cost Form submission.

Note: Dates highlighted in red bold text are based on an external commitment or previously scheduled activity, thus supported in the ideal response.

Time Expectations:

The primary period of performance for this engagement is expected to begin no later than February 6th, 2007 and end on or around April 13th, 2007.  We ask, however, for one involved subcontractor staff member to attend the Fusion Center presentation sometime between May 21st  and May 25th, 2007 at the IACP LEIM Training Conference and Exhibition (exact day and time not yet scheduled).  It is critical to note BJA hopes the bulk of the IEPD artifacts are completed before March 3rd, 2007 to support the National Fusion Center Conference.  
Labor and Materials Compensation:

· This work will be performed under a time and materials contract with a funding cap defined by the received proposal estimate.  Compliant proposals will present a proposed cost (excluding travel expenses) by deliverable understanding the IJIS Institute Project Manager may elect to eliminate or modify a particular deliverable.

· Reimbursement for labor and materials must be submitted to the IJIS Institute within 30 days of incurring the expense.  These reimbursement requests must include a description of the activity and related deliverable line item(s) against which the charge applies.  It is important to note the IJIS Institute Project Manager authorizes these reimbursement payments so deliverable progress and artifacts must be shared with the Project Manager to aid in this approval process.
Note: The proposal and accompanying Price Cost Form should not include travel related expenses unless such exists above and beyond the listed committee and working team meetings.

Travel Compensation:

Travel expenses will be directly paid for by the IJIS Institute or reimbursed by the IJIS Institute where prior arrangements have been made and authorized with the IJIS Project Manager in compliance with the travel and expense guidelines.  A full description of travel reimbursement policies and procedures can be found in Attachment 8.  Important criteria include:
· Airline travel to and from a designated and authorized meeting shall be made by the IJIS Institute travel coordinator.

· Lodging at the meeting location coordinated and acquired by IJIS staff.

· Daily food and incidental per-diem rates per GSA guidelines where food was not already provided as part of the meeting of lodging.

· Additional meeting or presentation expenses as approved and authorized by IJIS staff.

Note: The proposal and accompanying Price Cost Form should not include travel related expenses unless such exists above and beyond the listed committee and working team meetings.

F.  SELECTION CRITERIA

Eligible candidate proposals should illustrate the possession of the knowledge, skill-sets and experiences that support items contained in Sections D and E.  The proposed approach should be well-documented adhering to the response compliance requirements outlined in Section G.  Compliant proposals shall be reviewed and scored using weights contained in the below table.

	Technical Skills (50%)
	Triple Constraint (50%)

	Mandatory (40%)
	Desired (10%)
	Schedule -
Meets  Target Dates
	Scope 

-
Completes
All Deliverables
	Price




	Approach
	Experience, Skill, &
Domain Knowledge
	Facilitation
Skills
	Meeting
Space
	
	
	

	15%
	25%
	9%
	1%
	10%
	20%
	20%


G.  PROPOSAL CONTENT REQUIREMENTS
The IJIS Institute requires that each candidate submit a proposal; in response to this RFP; that adheres to the following proposal outline.  A complete and compliant proposal shall include a full response to the RFP sections defined in the “response content” section below as well as all the information and supporting artifacts listed in the “administrative” section.  

	Response Content

	RFP Section
	Response Compliance Requirements

	D. Description of Effort/Need”
	The candidate must respond to the content in this RFP section by affirming their understanding and compliance with each of the below defined sections and making clear any exceptions or proposed modifications;
· Required activities, 
· Required deliverables, 
· Required approach,
· Required staff skills, 
· Desired staff skills, and 

· Required exchanges.  
A description of the proposed staff approach should also be provided with an affirmation that all specified processes and standards will be followed.



	E. Description of Specific Engagement
	The candidate to respond by affirming their understanding and acceptance, exceptions, and or proposed modifications to the provided activities, deliverables, and dates.  Where dates are not specified the candidate will add such dates.
Where these delivery or completion dates are being modified or augmented, the proposal must include details about the exception and alternative approach or dates.

All additions and modifications to task or milestone delivery dates must be recorded in the Microsoft Excel “Proposal Cost Form” spreadsheet.

	F. Selection Criteria
	This section provides insights into the selection criteria and the relative weights which will be used by the IJIS Institute selection board.  

	Administrative Information & Supporting Artifacts Required

	Price Proposal
	The candidate must complete the Microsoft Excel spreadsheet (Attachment 1 ~ Price Proposal Form) providing pricing information, staff information, and alternative date information (if applicable).
Worksheet #1 (entitled; “Price Estimate”) shall include content in all fields filled in yellow.  These fields include;

· New Proposed Date(s)

· Labor Category

· Estimated Hours

· Rate

Fields should be completed for every labor category relevant to the activity or deliverable.  Where proposed activities are not included; a section entitled; “Other” can be used to add proposal-specific line items.  
Please note travel expenses should not be included in the Price Proposal form as they will be paid directly by the IJIS Institute to attend approved working team meetings or conferences.

Worksheet #2 (entitled: “Proposed Staff List”) shall be completed to include a list of all proposed staff with their associated labor category, rate and contact information.

This proposal information will directly impact selection scoring.

	Exceptions
	This section will be used to provide information regarding any exceptions to the mandatory or desirable requirements of this RFP.  This includes requested modifications to terms and conditions in the contract, requested modifications to the travel reimbursement policy, requested modifications to the activity/deliverable list or associated dates, or requested modifications to documentation standards or processes which were specified.

	Resumes
	Candidates to provide full resumes for each proposed staff member involved in the fulfillment of RFP activities or work products.  The proposal should include a description of the anticipated role for each individual, how they will be employed on the project, and be included on Worksheet #2 of the Price Proposal Form (Attachment 1) with a labor category and rate.
This proposal information will directly impact selection scoring.

	References
	Candidates to provide at least two references performing similar work for similar projects.

This proposal information will directly impact selection scoring.

	Work Location
	Candidates shall provide the full address of their offices which will be used to complete remote activities as well as the nearest airport location.

	Meeting Facilities
	The availability, size, and location of any company-provided meeting space that can be utilized by the Working Team for one or more of the IEP Development meetings.
This proposal information will directly impact selection scoring.
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National Information Exchange Model
Naming and Design Rules and
Data Modeling Guidelines

Draft Version 0.3
September 30, 2006

Editor:

Webb Roberts, Georgia Institute of Technology
Contributors:
Abstract:

This document specifies the data model, XML artifacts, and XML data for use with the National
Information Exchange Model.

Status:

This document is an early draft of a specification for NIEM-conformant XML components. This document
is incomplete, and will undergo considerable revision before being approved for use.

Please make comments on this specification via email to niem-comments@lists.gatech.edu.
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1. Introduction

This document specifies the National Information Exchange Model (NIEM), an information sharing framework
based on the World Wide Web Consortium (W3C) eXtensible Markup Language (XML) Schema. In February
2005, the U.S. Departments of Justice (DoJ) and Homeland Security (DHS) signed a cooperative agreement to
jointly develop the NIEM by leveraging and expanding the Global Justice XML Data Model (GJXDM) into multiple
domains. The NIEM is a result of a combined government and industry effort to improve information
interoperability and exchange within the U.S. at federal, state, tribal, and local levels of government.

The NIEM specifies a set of reusable information components for defining standard information exchange
messages, transactions, and documents on a large scale across multiple communities of interest and lines of
business. These reusable components are rendered in W3C XML Schema. The resulting schemas are available
to government practitioners and developers at http://niem.gov/.

The W3C XML Schema standard was designed to enable information interoperability and sharing by providing a
common, extensible language for describing data precisely. The constructs it defines are basic metadata building
blocks — baseline data types and structural components. Users employ these building blocks to describe their
own domain-oriented data semantics and structures. A reasonable set of rules and constraints governing what
XML Schema constructs are allowed and how to use them (i.e. a framework) helps to ensure that resulting user
data components can be reused and shared consistently. This enhances information interoperability.

The NIEM Naming and Design Rules specify principles and enforceable rules for NIEM data components and
schemas. This document is a product of the NIEM Program Management Office. Audience

The primary audience for this document is the justice practitioners and developers who employ XML for
information exchange and interoperability. The XML schemas rendered from the NIEM still offer schema
designers much flexibility and freedom to extend types and create new properties to satisfy requirements at the
local level. However, these rules are intended to establish and, more importantly, enforce a degree of
standardization at the national level.

1.1. The NIEM Reference Architecture (In Brief)

The NIEM is a reference model of unconstrained components rendered in XML Schema. Associated with the
NIEM schemas is an XML reference architecture that organizes and guides the employment of the various kinds
of schemas that compose a NIEM information exchange. The XML reference architecture is a visual
representation of the relationships between XML schemas for NIEM Information Exchange Package
Documentation (IEPD) depicted in Figure 1. ANIEM IEPD is a set of artifacts that describe an Information
Exchange Package, a standard message structure as defined by the Federal Enterprise Architecture
Consolidated Reference Model Document. Refer to the Global JXDM Information Exchange Package
Documentation Guidelines, Version 1.1 for a more detailed explanation of IEPDs and their contents.

Figure 1: The NIEM Reference Architecture
Error! Objects cannot be created from editing field codes.

There are generally four categories of XML schemas used to specify the instances of a particular NIEM
information exchange:

e the NIEM schemas (or a subset thereof),

e aconstraint schema,

e an extension schema, and

e adocument schema.

The latter three schemas are optional. The only mandatory schema is the NIEM base schema or a correct subset
of it (Subset schema derivation is defined in Section 9: Subset Schemas).The NIEM schemas may import code
table schemas (or subsets) as needed. An optional document schema imports, re-uses, and organizes the
components from the NIEM for the particular exchange. An optional extension schema may be used to add
extended types and properties for components not contained in the NIEM,.

The document and extension schemas can be combined into a single schema and namespace, or can be broken
out into separate schemas and corresponding namespaces. The user may decide the best way to organize
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components. If the extension components will be reused elsewhere, it may be more efficient to maintain them in
a separate namespace, rather than including them in a document namespace.

The NIEM schemas are all inclusive and unconstrained. By creating a subset, the user can limit the components
to only those he needs. Subsets can be created from the NIEM base schema and code table schemas as well.
The basic principle for a subset is that an instance that validates against a correct subset schema will always
validate against the full NIEM schema set. The user may also adjust cardinality constraints as desired within the
subset schemas. Additional constraints can be handled in a constraint schema. A constraint schema may be
derived from the subset schema, however, it can contain other constraints (for example, xsd:choice). The
constraint schema provides a second constraint validation path that allows the user to reduce the possible set of
correct XML instances independently from the NIEM schema or subset conformance validation path. This is done
through multi-pass validation. A correctly constructed XML instance will validate through both the conformance
and the constraint path.

1.2. Scope

This document is a specification for the NIEM 1.0. It is not intended to specify beyond the NIEM 1.0 release. The
document addresses several issues:

o Definition of NIEM-conformant schemas

e Definition of NIEM-conformant reference schemas, on which schemas that are simply conformant are
based

¢ Definition of subsetting methodology, through which conformant schemas are built from conformant
reference schemas

e Naming of content to ensure understandability and reuse

e Documentation of content to ensure comprehension

o Definition of NIEM-conformant instances, which contain additional validation requirements, such as types
associated with references and relationships.

This document does not address the following:

o Aformal definition of the data model. Such a definition would focus on RDF and concepts not strictly
required for interoperability. The document instead focuses on definition of schemas that work with the
data model, to ensure translatability and interoperability.

o Definition of versioning. The NIEM distribution has a versioning mechanism in place, consisting of
version numbers, with rules for what constitutes a "minor" or "major" change, and rules for inter-version
compatibility. Such rules are not strictly required for peer-level interoperability, and will be added at a later
stage.

o Definition of envelopes. This document does not define mechanisms related to the transport of NIEM-
conformant data between two points.

This document is intended as a technical specification. It is not intended to be a tutorial.

1.3. Audience

The primary audience for this document is government practitioners and developers who employ XML for
information exchange and interoperability. Such information exchanges may be between organizations or within
organizations. The XML schemas rendered from the NIEM still offer schema designers much flexibility and
freedom to extend types and create new properties to satisfy requirements at the local level. However, these
rules are intended to establish and, more importantly, enforce a degree of standardization on a national level.

1.4. Document Conventions
1.4.1. Logical Quoting

This document uses "logical quoting", in which, when required, exact terms are placed within quotes, with
supporting punctuation placed outside the quotes. For example, when discussing a string with the value of "an
exact value", we do not quote it as "an exact value,” or as "an exact value." For such cases, we would use "an
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exact value", or "an exact value". In these cases, punctuation is placed outside the quotes, instead of within the
quotes, as it would be with traditional quoting.

1.4.2. RFC 2119 Terminology

Within normative content (rules and definitions), the key words MUST, MUST NOT, REQUIRED, SHALL, SHALL
NOT, SHOULD, SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this document are to be interpreted
as described in [RFC2119].

1.4.3. References

This document relies on references to many outside documents. Such references are noted by bold, bracketed
inline terms. For example a reference to RFC 2119 is shown as [RFC2119]. All reference documents are
recorded in Appendix C: References.

1.4.4. XML Information Set Terminology

The following terms are used as defined by [XMLInfoSet]:

e Element parent
e Element child

Note that the "child" of an element is a direct, immediate child. Children of an element, and their children,
etc, will be referred to as "descendants” of that element.

e Document element
The term "document element" is preferred over "root element".
e Attribute owner element
An "owner element" is the element that possesses or contains the attribute.

e Attribute references
The "references" value of an attribute is the list of elements referred to by the IDREFS or IDREF value of
an attribute.

1.4.5. XML Schema Terminology

The terms “W3C XML Schema” and “XSD” are used throughout this document. They are considered
synonymous; both refer to XML Schemas that conform to Parts 1 and 2 of the W3C XML Schema Definition
Language (XSD) Recommendations ([ XMLSchemaStructures] and [XMLSchemaDatatypes]).

The term "schema component” is defined by XSD. XML Schema contains specific definitions for various elements
acting as particular types of schema components, including "model group definition schema component” and
"Element declaration schema component”. Such definitions are referred to, rather than restated.

1.4.6. Normative and Informative Content

The NIEM NDR includes a variety of content. Some text is normative (binding in implementations), while other
content is informative, including supporting text and specific rationale for rules. Some conventions used within the
document include:

[Definition: <term>]
A formal definition of a term. Definitions are normative.
[Principle <number>]

A guiding principle for the NIEM. The principles represent the requirements, concepts, and goals that
have helped shape the NIEM. Principles are informative, but act as the basis on which the rules are
defined.
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[Rule <category><number>]

A binding rule. The rules are normative. They should state how they bind the users. Most rules apply to
conformant schemas (g.v.), while others apply to instances or reference schemas (g.v.).

The rules are categorized, to make indexing simpler. Categories for rules are as specified in Table 1: Rule
Categories.

Table 1: Rule Categories

Rule short name Meaning

ATD Attribute Definition Rules

ATN Attribute Naming Rules

CSR Constraint Schema Rules

CTD Complex Type Definition Rules

DOC Documentation Rules

GNR General Naming Rules: Broadly-applicable rules for
naming entities.

GXS General XML Schema Rules

IND Instance Document Rules

SSR Subset Schema Rules

STA Standards: The NIEM's relation to standards, standards
compliance, and interpretation of standards

STD Simple Type Definition Rules

STR Structures: The NIEM's use of specific structural
conventions to represent non-hierarchical data and object
order.

Rule identifiers that are deleted or recategorized will not be reused until a major release milestone is reached, at
which point all identifiers may be reset.

1.5. Syntax and Formatting

Courier: All words appearing in courier font are values, objects, and keywords.

Italics: All words appearing in italics, when not titles or used for emphasis, are special terms with definitions
appearing in this document.

Keywords: keywords reflect concepts or constructs expressed in the language of their source standard. Keywords
have been given an identifying prefix to reflect their source. The following prefixes are used:

e xsd: represents W3C XML Schema Definition Language. Use of the prefix "xsd" in schemas and
instances is not required.

e Xxsi: represents W3C XML Schema's XML Schema Instance nhamespace. Use of the prefix "xsi" in
schemas and instances is not required.

e structures: represents the NIEM structures namespace. Use of the prefix "structures" in schemas
and instances is not required.

e appinfo: represents the NIEM appinfo namespace. Use of the prefix "appinfo" in schemas is not
required.

[Defintion: structures namespace]

The structures namespace for NIEM is represented by the URI
"http://niem.gov/niem/structures/1.0"

[Definition: appinfo namespace]

The appinfo namespace for NIEM is represented by the URI
"http://niem.gov/niem/appinfo/1.0"

Rules and supporting text may use Extended Backus-Naur Form (EBNF) notation as defined by [XML].
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2. Key Concepts and Terminology
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:
[Definition:

[Definition:

Appinfo Namespace]

Structures Namespace]
NIEM-conformant schema]
NIEM-conformant reference schema]
Documented Component]
NIEM-conformant subset schemas]
NIEM-compatible constraint schema]
NIEM-conformant instance]

NIEM Conformant Namespace]

NIEM Compatible]

Placeholder Schemal]
Documentation Schema]

Extension Schema]

Code Table]

Reference Element]

Fundamental Element]

[Definition: NIEM-conformant schema]

The term NIEM-conformant schema SHALL be defined as an XML Schema that complies with the rules
for NIEM-conformant schemas as defined by this specification.

Rationale

This specification is primarily concerned with defining a particular type of schema that is designed to
match the numerous requirements and principles specified in Section 3: Guiding Principles.

[Definition: NIEM-conformant reference schema]

The term NIEM-conformant reference schema SHALL be defined as an XML Schema that complies with
the rules for NIEM-conformant reference schemas as defined by this specification.

Rationale

This specification separates reference schemas from non-reference schemas. Reference schemas are
the fully-documented forms of schemas that contain all available content, to the largest available
cardinality.

These reference schemas may act as the basis for subset schemas, which are not reference schemas, and which
may apply certain constraints, restrictions, and narrowing of scope to the reference schema.

Also included in this specification is the concept of constraint schemas. Constraint schemas act in tandem with
the reference schemas, and act to restrict content specified by the reference schemas. Constraint schemas need
not be NIEM-conformant, as the content on which they act must also validate against conformant schemas. Such
validation may be performed in stages, in agreement with the principle of multiple-pass validation.

[Definition NIEM-conformant instance]

A NIEM-conformant instance is a document or data set that satisfies the rules for NIEM-conformant
instances as specified in this document.
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3. Guiding Principles

Principles in this specification provide a foundation and explanations for the rules. The principles are not
operationally enforceable. The rules are the normative and enforceable manifestation of the principles.

3.1. Specification Principles

Principles regarding what to specify, and what this document covers.

3.1.1. Minimal Specification

This specification should state what is required for interoperability, not all that could be specified. Certain
decisions (such as normative XML comments) could create roadblocks for interoperability, making heavy
demands on systems for very little gain. The goal is not standardization for standardization’s sake. The goal is to
maximize interoperability and reuse.

[Principle 1]

This specification should specify what is necessary for interoperability, and no more.

3.1.2. Schema-Level Specification

This specification should try, as much as is possible, to specify schema-level content. This is a specification for
schemas, and so should specify schemas. It should avoid specifying complex data models, or data dictionaries.

[Principle 2]

This specification should focus on providing rules for specifying schemas.

3.1.3. Specificity and Conciseness

A rule should be as precise and specific as possible, to avoid broad, hard-to-modify rules. Putting multiple
clauses in a rule makes it harder to modify. Using separate rules allows specifics conditions to be clearly stated.

[Principle 3]

This specification should feature rules which are as specific, precise, and concise as possible.

3.2. Data Model Principles

The definition of the data model follows humerous guidelines. It is based upon actual data requirements gathered
from a large number of exchanges in the justice domain, as well as a need to regularize data definitions to make
them understandable and implementable.

[Principle 4]

NIEM schemas and data instances are constructed in such a way as to maintain consistency of its
fundamental data model.

3.2.1. RDF Data Model

The NIEM data model is defined with the RDF data model at its core. The rules specified in this document ensure
that NIEM-conformant XML instances preserve the Subject-Property-Object triplets defined by RDF. This support
will allow for leveraging of Semantic Web and other higher-level understanding of data.

[Principle 5]
The NIEM data model follows the Subject-Property-Object data model defined by RDF.
The RDF data model is defined by [RDFConcepts].
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3.2.2. Specialization of Types

The NIEM embraces the fundamental concept of specialization of types. Through specialization, general
concepts are made more precise for specific cases. Specialization of types involves the creation of new types by
extending or restricting existing types.

[Principle 6]

Types are specialized through the use of derived types

3.2.3. Specialization of Properties

The specialization of properties involves basing narrow concepts on general concepts. Properties are described
by [RDFConcepts] as characteristics or relationships. We represent them in XML as elements and attributes.

[Principle 7]

Properties are specialized through the use of derived properties

3.3. Principles in the use of XML

There are numerous methods and best practices for the use of XML.

3.3.1. Invariant Content

XML Schema has constructs that can make the data provided by XML processors different before and after
schema processing. A sample of this is the use of attributes with default values. Before processing, there may be
no attribute value, but after processing, the attribute value exists.

Within the NIEM, the process of validation of instances against schemas is solely validation: testing that data
instances match desired constraints and guidelines. It should not be used to change the content of data
instances.

[Principle 8]

The content of a data instance must not be modified by processing against schemas.

3.3.2. XML Schema for Validation

The NIEM is designed for W3C XML Schema validation. A primary goal is to maximize the amount of validation
that may be performed by XML Schema validating parsers.

[Principle 10]
The NIEM should depend on W3C XML Schema validating parsers for validation of XML content.

XSD validates content using content models: descriptions of what elements and attributes may be contained
within an element and what values are allowable. Mechanisms involving linking using attribute and element
values are useful, but should only be relied upon when absolutely necessary.

3.3.3. Minimal implementation requirements

The NIEM is intended to be an open specification, supported by many diverse implementations. It was designed
from data requirements and not from or for any particular system or implementation. Use of the NIEM should not
depend on specific software, other than XML Schema validating parsers.

[Principle 11]

The NIEM should not depend on specific software packages, frameworks, or systems for interpretation of
XML instances.

Similarly, the NIEM should be implementable with commercial off-the-shelf and free software products.
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[Principle 12]

The NIEM should be implementable with a variety of commercial off-the-shelf and free software products.

3.3.4. Reference Schema Defines Namespace Contents

The NIEM uses the concept of a reference schema, which defines the structure and content of a namespace. For
each NIEM-conformant namespace, there is exactly one reference schema. A user may use a subset schema
(g.v.) for a reference schema, but all instances must validate against a single reference schema for each
namespace.

[Principle 13]

Each NIEM-conformant namespace will be defined by exactly one reference schema.

3.3.5. Reuse of Namespaces

The NIEM is designed to maximize reuse of namespaces and the schemas that define them. When referring to a
concept defined by the NIEM, users should ensure that instances and schemas refer to the namespace defined
by the NIEM. User-defined namespaces should be used for specializations and extension of NIEM constructs,
but should not be used when the NIEM structures are sufficient.

[Principle 14]
NIEM-conformant instances and schemas should reuse the NIEM namespaces when possible.

Reuse is by reference to the namespace, with validation against reference schemas or reference subset
schemas.

3.3.6. Specific Typing

As soon as an application has determined the name and namespace of an attribute or element used in NIEM-
conformant instances, it will also know the type of that attribute or element. NIEM does not employ anonymous

typing.
[Principle 15]
Each attribute and element within the NIEM has a defined type.

3.3.7. Avoidance of Wildcards

Wildcards in schemas work in opposition to standardization. The effort of creating harmonized, standard
schemas is to standardize a set of data. Wildcards allow non-standard data to be passed in otherwise standard
messages. As such, users may receive non-standard data, and users may not be encouraged to extend in such a
way that extensions may be distinguished from standardized content.

[Principle 16]

Wildcards in standard schemas should be avoided

3.3.8. Schema Location as a Hint

[XMLSchemasStructures] specifies schemalLocation, an attribute of the xsd: import element of a schema,
the xsi :schemalLocation, and xsi : noNamespaceSchemalLocation attributes of XML instances. In both of
these uses, the specification explicitly maintains that the schema location specified is a hint, which may be
overridden by applications. For example, from [XMLSchemasStructures]:

The actual value of the schemalLocation, if present, gives a hint as to where a serialization of a schema
document with declarations and definitions for that namespace (or none) may be found.
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[Principle 17]

Schema locations specified within NIEM-conformant reference schemas are hints, to provide default
values to processing applications.

3.3.9. Multi-pass Validation

Systems that operate on XML data have the opportunity to perform multiple layers of processing. Data may be
processed by middleware, XML libraries, XML Schemas, and application software.

[Principle 18]

The primary purpose of XML Schema validation is to restrict processed data to that data that conforms to
agreed-upon rules. This restriction is achieved by marking as invalid that data that does not conform to
the rules defined by the schema.

The NIEM does not attempt to create a one-size-fits-all schema, to perform all validation. Instead, it creates a set
of reference schemas, on which additional constraints may be placed. It also does not focus on language-binding
XML Schema implementations, which convert XSD definitions into working programs. It is, instead, focused on
normalizing language and preserving the meaning of data.

[Principle 19]

Constraints on XML instances MAY be validated by multiple schema validation passes, using multiple
schemas for a single namespace.

3.3.10. No Mixed Content

When validating XML instance data against W3C XML Schemas, mixed content is very difficult to constrain.
Instances that use mixed content are difficult to specify, and complicate the task of data processing. Much of the
payload carried by mixed content is unchecked, and does not facilitate data standardization or validation.

[Principle 20]

NIEM-conformant schemas do not specify data that uses mixed content.

3.3.11. Application versus User Information
[Principle 21]
XML data is primarily intended for automatic processing, not for human consumption.

XML should be made human-understandable whenever possible, but it is not targeted at human consumers. XML
Schema is intended for validators and automatic processing. HTML is intended for browsers. Browsers and
similar technology provide human interfaces to XML and other structured content. As such, structured XML
content does not belong in places targeted towards human consumption. Human-targeted information should be
of a form suitable for presentation.

3.3.12. Design for Extensibility

The NIEM is designed to be extended. Numerous methods are considered acceptable in creating extended and
specialized components.

[Principle 22]

The NIEM is intended for extension and augmentation by users and developers outside the
standardization process.

NIEM NDR Page 14 of 81
Draft Version 0.3
September 30, 2006





449

450
451

452
453
454
455

456

457
458
459

460
461
462

463
464
465

466

467

468
469

470

471
472
473

474

475
476
477

478

479
480

481
482

483

484
485

4. Relation to Standards

The NIEM uses many public standards, and is influenced by many others. This section specifies to what
specifications the NIEM conforms, and the specific rationale for differences from public standards.

4.1. XML 1.0

Artifacts of NIEM conform to the most recent recommendation for XML.
[Rule STA1]
NIEM-conformant schemas MUST conform to XML as specified by [XML].

4.1.1. XML Comments

XML Comments are not schema constructs and are not specifically associated with any schema-based
components. As such, comments are not considered semantically meaningful by NIEM, and may not be retained
through processing of NIEM schemas.

[Rule STR18]
XML comments shall not be used for meaningful information about constructs within XML Schemas.
Rationale

Since XML comments are not associated with any specific XML Schema construct, there is no standard
way to interpret comments. As such, comments should be reserved for internal use, and XML Schema
annotations should be preferred for meaningful information about components.

4.2. XML Namespaces

[Rule STA2]

NIEM-conformant schemas MUST conform to the specification for namespaces in XML, as defined by
[XMLNamespaces] and [XMLNamespacesErrata].

4.3. XML Schema

The W3C XML Schema definition language has become the generally accepted schema language that is
experiencing the most widespread adoption. Although other schema languages exist that offer their own
advantages and disadvantages, the best approach is to base NIEM on W3C XML Schema.

[Rule STA3]

All NIEM-conformant schemas MUST be based on the W3C XML Schema Recommendations: XML
Schema Part 1: Structures and XML Schema Part 2: Datatypes, as specified by
[XMLSchemasStructures] and [XMLSchemaDatatypes].

Rationale

This document is to be the specification for schemas and instances, not a specification for the
specification itself. Those go in principles.

4.4.1S0O 11179
4.4.1.1SO 11179, Part 4
4.4.1.1. Formulation of data definitions

The ISO 11179, Part 4, standard provides structure and rules for defining data definitions. The NIEM uses this
standard with respect to summary definitions.
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[Rule STA5]

Within a NIEM-conformant schema, each XML element, attribute, and type definition SHALL follow the
rules and recommendations of formulating data definitions given by ISO 11179, Part 4.

Rationale

To advance the goal of creating semantically-rich NIEM conformant schemas, it is necessary that data
definitions be descriptive and meaningful.

Note that NIEM definitions may contain extensive details about an XML element, attribute, or type, including such
things as a rationale, examples, and domain-specific usages.

4.4.2.1S0 11179, Part 5

The ISO 11179, Part 5, standard provides a structure and rules for naming data elements. The NIEM uses this
standard, with some specific refinements.

4.4.2.1. Object Class

In the NIEM, the object class that constitutes the first part of an entity name is interpreted as a real-world object
class. That is, the object class term should reflect the real-world object classes and not specific data classes. It
represents a real-world object rather than simply a collection of data.

4.4.2.2. Representation Terms

ISO 11179 part 5 requires the use of representation terms for data classes. The NIEM uses a specific set of
representation terms.

[Rule GNR1]

Each XML element, attribute, and type defined by NIEM-conformant schemas SHALL use a
representation term from Table 2: Representation Terms unless the XML elements are of types with
complex content.

Rationale

A representation term defines the kind of value that is to be expected from the element. It is not needed
for elements that are of types with complex content because they are comprised of other elements.
There is no single kind of value to be expected within an element of complex content.

4.4.2.2.1. Types

[Rule GNR2]

NIEM-conformant schemas SHALL use the representation term "Type" in the name of each non-
enumerated XML Schema type.

Rationale

Using the representation term "Type" immediately identifies XML types in a NIEM-conformant schema
and prevents naming collisions with corresponding XML elements and attributes.

4.4.2.2.2. Simple Types

[Rule GNR10]
The representation term "SimpleType" shall be used in the name of each XML Schema simple type.
Rationale

Schemas are more comprehensible when referenced structures may be easily identified. Specific uses of
simple types and complex types have similar syntax, but very different effects on data definitions.
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525 Schemas that clearly identify complex types and simple types are easier to understand without tool
526 support.

s27 4.4.2.2.3. Code Types

528  [Rule GNR3]

529 NIEM-conformant schemas SHALL use the representation term “CodeType” in the name of each XML
530 Schema type which:

531 1. is a complex type

532 2. has simple content, where

533 3. its simple content is an enumerated XML Schema type.

534 Rationale

535 Using the representation term "CodeType" immediately identifies XML Schema types in a NIEM-
536 conformant schema that define code sets and prevents naming collisions with corresponding XML
537 elements and attributes.
538 Table 2: Representation Terms

Representation Term Definition

Amount A number of monetary units specified in a

currency where the unit of currency is
explicit or implied.

BinaryObiject A set of finite-length sequences of binary
octets.
Graphic A diagram, graph, mathematical curves, or
similar representation
Picture A visual representation of a person, object,
or scene
Sound A representation for audio
Video A motion picture representation; may
include audio encoded within
Code A character string (letters, figures or

symbols) that for brevity, language
independence, or precision, represents a
definitive value of an attribute.

CodeText A character string for which data values
are codes but are not validated by the
schema because there is no
corresponding enumerated type present.

DateTime" A particular point in the progression of time
together with relevant supplementary
information.

Date A particular day, month, and year in the
Gregorian calendar.
Time A particular point in the progression of time

within an unspecified 24 hour day.

! DateTime is not actually used in the NIEM reference distribution schema, but is available for use.
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Representation Term

Definition

DescriptionText

A character string that is a description of a
value, not the actual value itself.

Identifier®

A character string to identify and
distinguish uniquely, one instance of an
object in an identification scheme from all
other objects in the same scheme together
with relevant supplementary information.

Indicator

A list of two mutually exclusive Boolean
values that express the only possible
states of a Property.

Measure

A numeric value determined by measuring
an object along with the specified unit of
measure.

Numeric

Numeric information that is assigned or is
determined by calculation, counting, or
sequencing. It does not require a unit of
quantity or unit of measure.

Value

Aresult of a calculation

Rate

A representation of a ratio where the two
units are not included.

Percent

A representation of a ratio in which the two
units are the same.

Quantity

A counted number of non-monetary units
possibly including fractions.

Text

A character string (i.e. a finite sequence of
characters) generally in the form of words
of a language.

Name

A word or phrase that constitutes the
distinctive designation of a person, place,
thing or concept.

Type

The expression of the aggregation of
properties to indicate the aggregation of
lower leveled information entities. All Type
names use this Representation Term

2"D" (the abbreviation) is preferred over the full term "Identifier". It is indicated in the table of abbreviations.
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5. Naming Rules
5.1. Usage of English

The English language has many spelling variations for the same word. For example, American English “program”
has a corresponding British spelling “programme.” This variation has the potential to cause interoperability
problems when exchanging XML components because of the different names used by the same elements.
Providing a dictionary standard for spelling will mitigate this potential interoperability issue.

[Rule GNR4]

NIEM information exchange XML elements, attributes and type names MUST be composed of words from
the English language, using the prevalent U.S. spelling, as provided by the Oxford English Dictionary,
Second Edition, 1989.

5.2. Characters in Names
[Rule GNR5]

NIEM information exchange XML element, attribute and type names SHALL use only the characters from
, in accordance with the use specified in that table.

Names of entities within the NIEM follow the rules of W3C XML Schema, by rule [Rule STA3]. Entities also must
follow the rules specified for each type of XML Schema entity.

Table 3: Characters Allowed in Names

Character Title Character Literal Use
Letters The first character of a name
SHALL be a letter.
Uppercase letters '‘A-'Z The first character of the

name of a type or an element
SHALL be an uppercase letter

Lowercase letters 'a'-'z' The first character of the
name of an attribute SHALL
be a lowercase letter

Digits '0-'9' Digits SHALL NOT be used to
enumerate. They may be
used to specify a specific
concept or standard.

Underscore v Underscores SHALL NOT be
used in NIEM entity names
Hyphen - Hyphens may be used in the

Representation Qualification
Suffix portion of an element
name

Period Periods may be used to
separate a property name
from its Representation
Qualification Suffix.

5.3. Use of Acronyms and Abbreviations

Acronyms and abbreviations can obscure meaning, and impair understanding and interoperability. They should
be used with great care. Acronyms and abbreviations that are used must be documented, and used consistently.
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559  [Rule GNRS]

560 A NIEM-conformant schema MUST consistently use approved acronyms, abbreviations, and word
561 truncations within defined names. The approved shortened forms are defined in Appendix B: Normative
562 Abbreviations.

563 Other acronyms and abbreviations will be used on a per-schema basis. Such abbreviations must be properly
564  documented within the schema documentation.

565 [Rule DOC1]
566 [NIEM 3.1 CHANGE] A NIEM-conformant schema MUST specify ALL acronyms, abbreviations, and
567 other word truncations within NIEM-conformant schema notation.

ses  9.4. Singular and Plural Forms
569  [Rule GNR7]

570 Within NIEM-conformant schemas, element, attribute and type names MUST be in singular form unless
571 the concept itself is plural.

572  The following is an example of correct name use:

573 PersonPhysicalFeature, PhysicalFeatureType
574 PersonPhysicalDetails, PersonPhysicalDetailsType
575 personNamelnitial Indicator

576 5.5. Character Case
577  [Rule GNRS]

578 The upper camel case convention SHALL be used for naming elements and types.
579  Rationale

580 The use of upper camel case for names of types has become a defacto standard, to which NIEM
581 conforms.

582 Examples of upper camel case names:

583 PersonName
584 JewelryStone

585 [Rule GNR9]

586 The names of attributes defined within NIEM-conformant schemas SHALL be formatted in lower camel
587 case.

588 Examples of lower camel case names:

589 amountCurrencyCodelL istVersionlD
590 characterSetCode
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6. Normalized Structure Design Rules

The NIEM enforces a regular structure on XML instances. NIEM provides a specific schema which contains base
types for types in NIEM-conformant schemas. It provides base elements to act as heads for substitution groups.
It also provides attributes that provide facilities not otherwise provided by XML Schema.

6.1. Structures Namespace

The NIEM provides a namespace containing structures for organizing data. These structures should be used to
augment XML data. The structures provided are not meant to replace fundamental XML organization methods;
they are intended to assist them.

[Rule STR2]

The NIEM structures namespace shall be represented by the URI
"http://niem.gov/niem/structures/1.0".

Rationale

The structures namespace is a single namespace, separate from namespaces that define NIEM-
conformant data. This document refers to this content via the prefix structures.

[Rule STR3]

NIEM-conformant schemas and instances SHALL NOT use content within the NIEM structures
namespace except as specified by this document.

Rationale

It is an error to insert into the NIEM structures namespace types, elements, attributes, etc., that are not
specified by this document.

6.1.1. Sequence ID

The attribute structures:sequencelD is provided to allow specification of sequential order of instances, when
a complex type's defined element sequence is insufficient. A limitiation of XML Schema is that control of
cardinality (the number of times an element may occur in an instance) requires the use of sequences of elements.
This use of xsd:sequence defines the elements occurring within a type in a specific order. This order may not
match the desired sequential order of the represented entities.

An example would be for proper names, where the natural order of the names may not appear in the same order
as the sequence defined by a complex type. For example, some naming patterns have the family name as the
last name of a person, while others have family name first, and others in the middle. Without a method for
concretely define the desired sequence of the parts of a name, such data will be misrepresented in an XML
instance.

The sequencelD attribute allows instances to express the sequential order of data relative to a parent. The
order of data is as yielded by XSLT's sort element, with data-type of "number", and order of "ascending”. Content
with identical sequence ID values has undefined order.

[Rule STR4]

The order of elements that are children of a NIEM-conformant element shall be presented as if their
sequential order is as follows:

1. First, elements owning an attribute structures:sequencelD, in the order that would be yielded
with their sequence IDs sorted via XSLT's sort element, with a data type of "number" and an order of

"ascending".
2. Following those elements, the remaining elements, in the order in which they occur within the XML
instance.
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Rationale

Because of NIEM's use of structured, defined types, and its use of sequence, as well as various
representation mechanisms, the order of data within an XML instance may require more precise
definition. The true order of objects (such as parts of a name, or lines in an address, or parts of a phone
number) may need an explicit method to define their order.

In this definition, the term "presented” may mean presentation to the user, reports, or transfer to other
data systems.

[Rule STR6]

Within NIEM-conformant schemas and instances, the attribute structures:sequencelD SHALL NOT
be interpreted as meaningful beyond an indicator of sequential order of an object relative to its siblings.

Rationale

Siblings of a data item are items that have the same parent. Note that, using the reference and
relationships mechanisms, data objects may have multiple parents. The sequencelD is truly metadata,
helping to express the structure of the data, rather than its content.

Note that reference elements have the same semantics as concrete data elements, and so follow the same rules
for sequential order. By using reference elements, an entity may have one order within one structure, and
another order within another structure.

Within NIEM-conformant schemas, the order of objects SHALL be given by sorting the objects by numerical value
of their respective attribute structures:sequencelD, from smallest to highest. The relative order of objects
with equal values for structures:sequencelD is their order within the XML instance. The order of objects with
no value for structures:sequencelD is after all objects that have values for structures:sequencelD, in
their relative order within the XML instance.is undefined.

6.1.2. References

In XML instances, the primary method of expressing relationships between data objects is by:
1. expressing the data objects as XML elements, and
2. having one element contain other elements

In this way, there is generally some implicit relationship between the outer element (the "containing” element,
a.k.a. the parent element) and the inner elements (the "contained" elements, a.k.a. the child elements). Such
expression of relationships is said to be by containment.

Expression of all relationships via element containment is not always possible. Situations that cause problems
include:

e Circular relationships

For example, if we say "Objectl has a relationship to Object2" and "Object2 has a relationship to
Objectl". Expressed via containment, this would result in infinite recursive descent.

e Repeated relationships

For example, if we say "Objectl has a relationship to Object2" and "Object3 has a relationship to
Object2". Expressed via containment, this would result in a duplicate of Object2.

A method that solves this problem is to use references. In a C or assembler, a pointer would be used. In C++, a
reference might be used. In java, a reference value might be used. The method defined by the XML standard is
the use of ID and IDREF. An ID refers to an IDREF. This is the method used by NIEM.

[Rule STR8]
Within a NIEM-conformant schema, a reference element is an element defined with a name of the form

NCName "Reference"
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Where NCName is as defined by [XMLNamespaces].
Rationale

Reference elements allow XML data to break free of the hierarchical data model, allowing reuse of data
objects.

[Rule STRO]

Within a NIEM-conformant schema, a reference element SHALL be defined to be of type
structures:ReferenceType. Any element of this type must be a reference element.

Rationale

Reference elements must be of the reference type, and elements of the reference type must be reference
elements.

[Rule STR10]
Within a NIEM-conformant schema, element of the form
NCNamel
and of the form
NCNamel "Reference"

(where the value of NCNamel is the same between the two forms) shall be defined to have identical
semantics. The NIEM recognizes no difference in meaning between a reference element and an element
that is not a reference element.

Rationale

NIEM-conformant data instances may use concrete data elements and reference elements as needed, to
represent the meaning of the fundamental data. There is no implied difference in meaning between
reference or concrete data representations. The two different methods are available for ease of
representation. No change in meaning should be implied by the use of one method or the other.

Some parties assert that "included" data is intrinsic, while referenced elements are intrinsic. As applied to
NIEM-conformant data, such assertions are in error.

[Rule STR13]

Within NIEM-conformant schemas, an element defined with a name not of the form defined in [Rule
STR8] SHALL NOT be of type structures:ReferenceType.

Rationale

If an element is not named to be a reference element, then it may not be of reference type. Only
reference elements may be of reference type.

The NIEM schemas define structures:ReferenceType to require the use of an attribute
structures:reference, which is of type IDREF as specified by [XML]. According to the rules of XML, such
an attribute must contain a value that is represented by an attribute of type ID. In NIEM-conformant instance, the
targets of IDREFs are expected to be values of the attribute structures: id.

The NIEM schemas define structures:ReferenceType such that it is unavailable as a base for extension or
restriction.

The NIEM schemas define structures:ReferenceType such that it has an optional attribute
structures:id. This may be used to describe additional metadata or information about the relationship
described by an element of type structures:ReferenceType.

[Rule STR16]

Within a NIEM-conformant instance, an element of type structures:ReferenceType MAY contain an
occurrence of attribute xml - id.
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Within a NIEM-conformant instance, the element referred to by an attribute structures:reference MUST be
of a type valid for the object of the fundamental element of the reference element. This property is described by

rules in the relevant sections.
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7. General Schema Design Rules

The W3C XML Schema language provides many redundant features that allow a developer to represent a logical
data model many different ways. Heterogeneous data models can become an interoperability problem in the
absence of a comprehensive set of naming, definition, and declaration design rules.

This section establishes rules for XML schema elements, attributes, and type creation. Because the W3C XML
specifications are flexible, comprehensive rules are needed to achieve a balance between establishing uniform
schema design while still providing developers flexibility across the Justice and Public Safety domain.

7.1. Mixed Content

[Rule CTD1]

The value of the attribute mixed within an element xsd:complexType or xsd: complexContent shall
not have the value "true".

Rationale

A NIEM-conformant schema does not define mixed content. NIEM does not support mixed content in
XML elements. Exchange documents containing mixed content are difficult to process, define, and
constrain.

External schemas may include mixed content, and may be used with NIEM via external adapter typs and external
container elements.

7.2. Notations

Notations are not supported by the NIEM. Notations allow the attachment of system and public identifiers on
fields of data.

[Rule GXS3]
NIEM-conformant schemas SHALL NOT contain an occurrence of the element xsd:notation.
Rationale

The notation mechanism is not supported by NIEM. The xsd:notation element defines a notation on a
field of data.

[Rule GXS4]

NIEM-conformant schemas SHALL NOT contain a reference to the type xsd:notation, or to a type
derived from that type.

Rationale

The notation mechanism is not supported by NIEM. The xsd:notation type defines a field to which system
and public identifiers may be applied.

7.3. Schema Document Element

The features of W3C XML Schema allow for flexibility of use for many different and varied types of
implementation. The NIEM NDR requires consistent use of these features. The document element of a schema is
xsd:schema.

[Rule GXS18]

In a NIEM-conformant schema, any occurrence of the element xsd:schema MUST own an attribute
targetNamespace. The value of the attribute MUST match the production <absolute-URI> as
defined by [RFC3986].
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Rationale

Schemas without defined namespaces provide definitions that are ambiguous, in that they are not
universally identifiable.

Absolute URIs are the only universally meaningful URIs. Finding the target namespace using XML Base
is overly complicated, and not specified by XSD. Relative URIs aren't universally identifiable, as they are
context-specific.

The xsd:schema element contains an optional attribute attributeFormDefault. The value of this attribute is
immaterial to a NIEM-conformant schema, as each attribute defined by a NIEM-conformant schema must be
defined at the top-level, and so must be qualified with the target namespace of its declaration.

The xsd:schema element contains an optional attribute e lementFormDefault. The value of this attribute is
immaterial to a NIEM-conformant schema, as each element defined by a NIEM-conformant schema must be
defined at the top-level, and so must be qualified with the target namespace of its declaration.

[Rule GXS21]

In a NIEM-conformant schema, the element xsd: schema must own an attribute version, which must
have a non-empty value.

Rationale

It is very useful to be able to tell one version of a schema from another. Apart from the use of
namespaces for versioning, it is sometimes necessary to release multiple versions of schema documents.
Such use might include:

e Subset schemas

e Error corrections or bug-fixes
e Documentation changes

e Contact information updates

In such cases, a different value for the version attribute implies a different version of the schema. No
specific meaning is assigned to specific version identifiers.

7.4. Top-Level Constructs

Top-level constructs of a schema are those definitions which occur just below the xsd:schema element. This
section considers such constructs that do not merit their own section.

7.4.1. Element xsd: 1include

Element xsd:include brings schemas defined in separate files into the current namespace. Its use can create
difficulties with schema reuse, and increases the likelihood of conflicting definitions.
[Rule GXS9]
A NIEM-conformant schema MUST NOT contain the element xsd: include.
Rationale

Inclusion of namespaced schemas violates the principle that a single reference schema defines a
namespace. It breaks a namespace up into arbitrary partial schemas, which needlessly complicates the
schema structure. Inclusion of unnamespaced schemas complicates schema understanding as well,
making it difficult to find the realization of a specific schema artifact.

7.4.2. Element xsd:redefine

The xsd:redefine element allows a schema to restrict and extend components from a hamespace in that
namespace. As described by [XMLSCHEMA-1]:
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The definitions within the <redefine> element itself are restricted to be redefinitions of components from
the <redefine>d schema document, in terms of themselves. That is,

e Type definitions must use themselves as their base type definition;

e Attribute group definitions and model group definitions must be supersets or subsets of their original
definitions, either by including exactly one reference to themselves or by containing only (possibly
restricted) components which appear in a corresponding way in their <redefine>d selves.

Such redefinition introduces duplication of definitions, as multiple definitions exist for components from a single
namespace.

[Rule GXS10]
A NIEM-conformant schema MUST NOT contain the element xsd:redefine.
Rationale

Use of redefine provides an alternative definition for the contents of a namespace, in violation of the
principle that a single reference schema defines a NIEM-conformant namespace.

7.5. Import of Namespaces

Namespaces used by a NIEM-conformant schema must be imported using the xsd: import element, in
compliance with the XML Schema specification. Importing of namespaces is performed via the xsd: import
element, which appears as an immediate child of the xsd:schema element.

[Rule GXS11]

Within a NIEM-conformant schema, any occurrence of the element xsd: import MUST own the attribute
namespace. The value of the attribute MUST match the production <absolute-URI> as defined by
[RFC3986].

Rationale

An import that does not specify a namespace is enabling reference to non-namespaced components.
NIEM requires that all components have a defined namespace. It is important that the namespace
declared by a schema be universally defined, and unambiguous. XML Base processing is not specified
by XML Schema, and so is not supported here.

[Rule GXS13]

Within a NIEM-conformant schema, any occurrence of the element xsd : import which imports a NIEM-
conformant schema MUST own the attribute schemalLocation.

Rationale

An import that does not specify a schema location gives no clue to processing applications as to where to
find an implementation of the namespace. Even though such a provided schema location may be
overridden, it is important that an initial default be provided for processing.

[Rule GXS14]

In a NIEM-conformant schema, the value of any occurrence of the attribute schemalLocation owned by
an element xsd: import MUST match either the production <absolute-URI>, or the definition of
"relative-path reference", as defined by [RFC3986].

Rationale

Default schemas must be provided for processing. These may specified either as absolute or relative
URIs. Since URNSs are not resolvable, they are inappropriate for use in schemaLocation. The
requirement for conformance to "relative-path reference" is required to avoid the more obscure syntax of
"network-path reference" and the system-specific "absolute-path reference".
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[Rule GXS15]

In a NIEM-conformant schema, the value of any occurrence of the attribute schemalLocation owned by
an element xsd: import MUST be resolvable to a XML schema document file that is valid according to
[XMLSchemasStructures] and [XMLSchemaDatatypes]

Rationale

The object imported via xsd:import must be a schema document. The XSD spec requires that the "author
warrants" that this is the case. This rule ensures that this is actually the case.

7.5.1. Importing Non-conformant Namespaces

Rules for schema locations are made more complicated by issues related to the importing of non-conformant
namespaces. These issues include:

e NIEM may not redistribute the copyrighted work of others without permission

e Many non-conformant namespaces have no authoritative schema

¢ Many non-conformant hamespaces have multiple schemas, representing different versions under the
same namespace

¢ Non-conformant namespaces disagree as to what version of other namespaces they require

As a result of these issues, imports of non-conformant namespaces are not required to contain a
schemalLocation attribute. To make this testable, imports of non-conformant namespaces are required to
contain an appinfo element indicating that the namespace is not conformant.

[Rule GXS20]

Any element xsd: import that does not import a NIEM-conformant namespace MUST contain an
xsd:appinfo annotation of the following form:

<appinfo:Conformantlndicator>false</appinfo:Conformantindicator>

Rationale

This rule enables schema processors to determine if a namespace is conformant or not. If an import
claims that a namespace is conformant, it may be easily verified. If the import indicates that the
namespace is not conformant, the rules for non-conformant namespaces hold. It is an error to indicate
that a NIEM-conformant namespace is non-conformant.

[Rule GXS16]

Within a NIEM-conformant reference schema, any occurrence of the element xsd: import that imports a
non-conformant schema MUST have as an immediate child an occurrence of the element
xsd:annotation which has an immediate child element xsd :documentation.

Rationale

Reference schemas must be properly documented. Conformant schemas are guaranteed to contain
proper documentation and so need no additional documentation. Non-conformant schemas must be
documented at the point of import, because such schemas do not follow NIEM documentation rules.

7.6. General Type Definitions

Since NIEM document and extension schema elements and types are intended to be reusable, all types must be
named. This permits other types to establish elements that reference these types, and also supports the use of
extensions for the purposes of versioning and customization.

The requirement that types be named is established by [Rule STD1 and [Rule CTD2].
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NIEM-conformant schemas may not use xsd:anyType, because this feature permits the introduction of potentially
unknown types into an XML instance. NIEM intends that all constructs within the instance be described by the
schemas describing that instance — xsd:anyType tends to work counter to the requirements of interoperability. In
consequence, particular attention is given to the need to enable meaningful validation of the NIEM document
instances.

[Rule GXS17]
NIEM-conformant schemas SHALL NOT reference the type xsd:anyType.
Rationale

The type xsd:anyType provides a substantial wildcard by which untyped and unconstrained data may
be carried. This violates several NIEM principles.

7.7. Simple Type Definitions
[Rule STD1]

Within a NIEM-conformant schema, any occurrence of the element xsd:simpleType MUST appear as
an immediate child of the element xsd:schema.

Rationale

NIEM does not support anonymous / unnamed types in conformant schemas. All "top-level” types are
required by XSD to be named, and are therefore globally reusable.

[Rule STD2]

Within NIEM-conformant schemas, any occurrence of the element xsd:simpleType MUST have an
occurrence of the element xsd:restriction as an immediate child.

Rationale

Any simple type must be a restriction of another type. One alternative is "list", in which the resulting type
is a list of entries, which should be structured via explicit XML, and not composed fields. The other
alternative is "union”, which combines different-typed entries into a single type, obscuring meaning of
instance values.

[Rule STD3]

Within a NIEM-conformant reference schema, any occurrence of the element xsd:-simpleType MUST
have an occurrence of the element xsd:annotation as an immediate child.

Rationale
Reference schemas must be properly documented.
[Rule STD4]

Within a NIEM-conformant schema, any occurrence of the element xsd:restriction thatis an
immediate child of an element xsd:simpleType MUST contain an attribute base.

Rationale
All restrictions must restrict named types. NIEM does not support anonymous types.

Taking into account the other rules, this rule may be derivable, however, it is useful to have the point
stand on its own.

[Rule STDS]

Within a NIEM-conformant schema, the value of the attribute base owned by an element
xsd:restriction acting as part of a simple type declaration schema component MUST have a value
that refers to a simple type defined by the XML Schema specification, or a simple type defined by a
NIEM-conformant schema.
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The content of the simple type definition then may add facets to the base simple type, in line with XSD
specifications.

[Rule STD6]

Within a NIEM-conformant schema, the value of the attribute base owned by an element
xsd:restriction acting as part of a simple type declaration schema component MUST NOT have a
value that refers to xsd:anySimpleType

Rationale

xsd:anySimpleType is insufficiently constrained to provide a meaningful starting point for content
definitions.

7.8. Complex Type Definitions
[Rule CTDZ2]

Within NIEM-conformant schemas, any occurrence of the element xsd: complexType MUST appear as
a child of the element xsd :schema.

Rationale

NIEM does not support anonymous / unnamed types in conformant schemas. All "top-level" types are
required by XSD to be named, and are therefore globally reusable.

[Rule CTD3]

Within NIEM-conformant schemas, an occurrence of the element xsd: complexType MUST NOT
include the attribute mixed with a value of "true" or "1".

Rationale
NIEM does not support mixed content.

NIEM supports use of attributes and attribute groups.

7.8.1. Complex Content

Within xsd:complexType, NIEM supports use of abstract, block, and final. NIEM supports use of simple
content, complex content, xsd:choice, groups, sequences, attributes, and attribute groups.

[Rule CTD4]
Within a NIEM-conformant schema, the element xsd:all SHALL NOT occur.
Rationale

NIEM does not support use of xsd:-al l. Use of concretely-sequenced elements within complex types
simplifies many types of processing, and allows reference schemas to act as a base for highly
constrained, yet interoperable, subset schemas.

[Rule CTD5]

Within a NIEM-conformant schema, an occurrence of the element xsd:group acting as a particle
schema component according to [XMLSchemaStructures] MUST have values of "1" for the attributes
minOccurs and maxOccurs.

Rationale

Cardinality is restricted to maintain the simple-sequence compatibility of complex content. NIEM does not
permit complicated patterns of interlacing of elements. Elements have a strict sequential occurrence.

The value of "1" for minOccurs and maxOccurs is provided as default by XSD, and so need not be explicitly
expressed.
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[Rule CTD8]

Within a NIEM-conformant schema, an occurrence of the element xsd:choice MUST have values of "1"
for the attribute minOccurs and maxOccurs. This value may be implicit.

The value of "1" for minOccurs and maxOccurs is provided as default by XSD, and so need not be explicitly
expressed.

[Rule CTD7]

Within a NIEM-conformant schema, an occurrence of the element xsd: sequence MUST have values of
"1" for the attributes minOccurs and maxOccurs. This value may be implicit.

The value of "1" for minOccurs and maxOccurs is provided as default by XSD, and so need not be explicitly
expressed.

[Rule CTDS]

Within a NIEM-conformant schema, complex content SHALL NOT declare occurrences of a single
element using more than one element statement.

Rationale

The goal here is simple sequences of elements. Allowing multiple element statements for a single
element creates situations where "Foo" is followed by "Bar" and again by "Foo", which puts structural and
organizational constraints within the XML data file.

[Rule CTD9]

Within a NIEM-conformant schema, an element or attribute that is eliminated through restriction and
reinserted by extension MUST conform to the original definition.

Rationale

The derived and extended content must maintain the "is-a" nature of derivation: Derived type "Foo" is-a
base type "Bar". Any constraints on "Bar" must be maintained in the derived type "Foo".

7.8.2. Exclusion of Wildcards

[Rule CTD10]
NIEM-conformant schemas SHALL NOT contain an occurrence of the element xsd:anyAttribute.
The element xsd:anyAttribute may appear within constraint schemas.
[Rule CTD11]
NIEM-conformant schemas SHALL NOT contain an occurrence of the element xsd:any.
Rationale

The elements xsd:anyAttribute and xsd:any provide wildcards, which may carry undefined content, in
violation of the principle of avoidance of wildcards.

The element xsd-any may appear within constraint schemas.

7.9. Element Definitions
[Rule NEWRULE]

An element declaration schema component defined by a NIEM-conformant schema may have a type
attribute indicating a NIEM-conformant complex type.

[Rule NEWRULE]

An element declaration schema component defined by a NIEM-conformant schema may have an attribute
value of true and a type definition of the XML Schema ur-type.

NIEM NDR Page 31 of 81
Draft Version 0.3
September 30, 2006





1009
1010

1011

1012

1013
1014

1015

1016
1017
1018

1019

1020

1021
1022

1023

1024
1025
1026
1027

1028

1029

1030
1031

1032

1033
1034
1035

1036
1037

1038
1039
1040
1041

1042
1043
1044
1045
1046

[Rule NEWRULE]

An element declara

7.10. Element and Attribute Definitions

[Rule ATN1]

Each XML element and attribute name defined by the NIEM MUST correspond to a single representation
type.
Rationale

The name of a XML element or attribute from a NIEM-conformant schema should be concrete. The
element or attribute name alone should be sufficient in determining not only the semantic meaning, but
also the type structure of that element or attribute.

7.10.1. Specific Typing
[Rule ATD1]

NIEM-conformant schemas SHALL NOT declare attributes or elements to be of type xsd:anyType or
xsd:zanySimpleType,

Rationale

In accordance with the principle of avoidance of wildcards, NIEM schemas should not be able to pass
untyped content. All content should have a comprehensible set of values that can be parsed. The type
xsd:anyType allows untyped XML content to be carried as a payload. The type xsd:anySimpleType
is a union of all possible simple types, and so provides no purposeful constraint on payload content.

7.11. Attribute Declarations
7.11.1. Global Attributes

The NIEM distribution features attributes that are common to all elements. These common attributes are declared
as attribute groups and utilize the following rule.

[Rule ATD2]

If a Schema Expression contains one or more common attributes that apply to all elements contained or
included or imported therein, the common attributes SHOULD be declared as part of a global attribute

group.
Rationale

For example: see the Global JXDM global attribute group named "SuperTypeMetadata”

7.11.2. Consistency of Attribute Content

[Rule ATD3]
NIEM-conformant schemas MUST NOT use the default attribute of the xsd:attribute element.
Rationale

The default attribute is used in conjunction with optional elements in attribute declarations. It provides a
value for the attribute if the attribute does not appear. Such values are yielded to XML instance
processing applications after schema validation occurs. The use of this attribute causes data presented
to applications to be different than the data that appears in the instances themselves, in violation of the
principle of invariant content.
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[Rule ATD4]

NIEM-conformant schemas MUST NOT use the fixed attribute of the xsd:attribute element,

except when used in conjunction with the use attribute having the value "'required™.

Rationale

The fixed attribute is used to ensure that a used attribute always has a specific value. When applied to
an optional element, it acts like the default attribute, changing the content of the attribute upon schema
validation. Using it with required attributes ensures that valid content always has the specific value, while

allowing the pre- and post-validated content to be identical.

NIEM NDR
Draft Version 0.3
September 30, 2006

Page 33 of 81





1055

1056
1057
1058

1059
1060
1061

1062
1063

1064

1065
1066

1067
1068

1069

1070

1071

1072
1073

1074

1075
1076
1077
1078

1079
1080

1081
1082

1083
1084
1085
1086
1087
1088
1089
1090

1091
1092

8. Annotation Design Rules

All NIEM-conformant schemas must include documentation. Some documentation is intended to be human
readable ("user information"), and other documentation is machine-readable ("application information"). These
terms come from [XMLSchemaStructures], a normative source.

[Rule DOC10]
The document element xsd: schema must follow the rules for documented components.
Rationale

A schema creates a new construct (a namespace), which must be documented. Such documentation
describes the namespace as a whole.

[Rule DOC11]

The document element xsd: schema must claim to be conformant using the appinfo element
i :Conformantindicator.

The i:Conformantindicator element is the method used by NIEM-conformant schemas to indicate that
they are, in fact NIEM-conformant.

8.1. User Information ("documentation") Elements
[Rule DOC3]

Within NIEM-conformant schemas, the content of xsd:documentation elements SHALL NOT contain
structured XML data.

Rationale

According to the XSD specification the content of xsd:documentation elements is intended for human
consumption. XML content is intended for machine consumption. As such, any XML content appearing in
xsd:documentation should be in the context of human-targeted examples, and should be escaped using
&It and &gt.

See [SchemaForXMLSchema], the schema for XML Schema, as an example.
[Rule DOC4]

The attribute xml -z lang SHALL be used to indicate the language of user information in NIEM-
conformant schemas.

Rationale

XSD spec indicates that user info should use xml:lang to indicate the language of the user info. Note that
the value of xml:lang is inherited by child elements, so the attribute need not be owned directly by the
xsd:documentation element.

8.2. Application Information ("appinfo") Elements
[Rule DOCS5]

An xsd:appinfo element SHALL contain well-formed XML data that conforms to [XMLNamespaces].
Rationale

Application information elements are intended for "automatic processing”, and so should contain
machine-oriented data, XML. Such XML should conform to specifications.3

% The XML Schema specification states "{user information} is intended for human consumption, {application
information} for automatic processing."
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[Rule DOCB6]
Any element that is an immediate child of an xsd:appinfo elements SHALL be in a namespace.
Rationale

Appinfo may contain XHTML data (which has no schema), or NIEM appinfo data (which has a schema).
Use of default namespace is OK, but content has to have a real namespace. The XML nhamespaces
specification includes the concept of non-namespaced content. Non-namespaced data confounds the
concept of distinctly identifiable data definitions.

[Rule DOC7]

Within a NIEM-conformant reference schema, a namespace that is a descendent of an xsd:appinfo
element SHALL be imported using the xsd:import element.

Rationale

The import of appinfo content is not strictly required by the XSD specification, but some tools break
without it, and it helps users maintain connections between namespaces and implementations.

8.3. Documented Components

There are many types of components within a NIEM schema. Many of these components have identical rules
regarding techniques for documentation. The rules in this section apply when a rule for a component type
indicates that the component is a documented component.

[Definition: Documented Component]

A documented component is any component defined by a NIEM-conformant schema which requires
documentation. Documented components are indicated as such by component-specific rules.

[Rule DOCY]

A documented component must contain a definition. Its definition is the first occurrence of an element
xsd:documentation that is a child of an element xsd:annotation that is a child of the element that
defines the component.

8.4. Types of Annotations in Reference Schemas
8.4.1. xsd:documentation: Summary

In keeping with [XMLSchemabDatatypes], the content of xsd:documentation elements is intended for human
consumption, not machine consumption. As such, it should contain text, not XML, except when the intent is to
provide XML examples. In such cases, the escape sequences “&lt;” and “&gt;” should be substituted for the XML
brackets “<” and “>" respectively.

[Definition: summary documentation element]

Within a NIEM-conformant reference schema, a summary documentation element SHALL be defined as
an element xsd:documentation which does not own an attribute
structures:annotationCategoryURI.

Rationale:

Any documentation element which does not carry an annotationCategoryURI attribute is assumed to be a
summary.

[Rule DOC8]

Within a NIEM conformant reference schema, there SHALL exist a summary documentation element as a
child of an element xsd:annotation that is a child of every occurrence of the following elements:
xsd:import, xsd:simpleType, xsd:complexType, xsd:group when acting as a model group
definition schema component, xsd:attributeGroup when acting as an attribute group definition
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schema component, xsd:element when acting as an element declaration schema component, or
xsd:attribute when acting as an attribute declaration schema component.

Rationale

These elements are the elements that act as definitions. They must be annotated properly, including
basic summaries. Note that the specific "acting" clauses are clearly defined in the XSD specification.

8.4.2. xsd:documentation: Full Description
8.4.3. xsd:appinfo: For Components

8.4.4. xsd:appinfo: List of Abbreviations
8.5. NIEM appinfo Namespace

To enable higher-level constructs beyond those provided by XML Schema, the NIEM includes additional, non-
schema values to provide information about constructs in schemas. These properties are represented by
elements from a specific namespace, referred to as the appinfo namespace. The appinfo namespace for
NIEM is "http://niem.gov/niem/appinfo/1.0". The schema for this namespace defines several elements
that are used in NIEM schemas.

8.5.1. The Conformantindicator element

The element appinfo:Conformantindicator is used for two purposes.

1. To indicate that a schema is conformant, or represents a conformant namespace.

2. To indicate that an imported schema is not conformant, or represents a non-conformant namespace.
[Rule NEWRULE]

The element appinfo:Conformantindicator shall have a value of either true or false. The element
MUST appear in appinfo for a component and will indicate:

e For a schema component, it indicates:
e true: the schema is a NIEM-conformant schema
o Talse: the schema is not a NIEM-conformant schema
e For a import element, it indicates:
e true: the imported schema represents a NIEM-conformant namespace
o false: the imported schema does not represent a NIEM-conformant namespace
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9. Subset Schemas Design Rules

A subset schema is a NIEM-conformant schema which is derived from a NIEM-conformant reference schema.
The primary rule is that any instance that validates to the subset schema must validate to the reference schema.

Note that these rules are not intended to act as a guide or procedure for generating subset schemas from
reference schemas. They are intended to act as a set of constraints that ensure that generated schemas are
properly defined subsets.

[Definition: NIEM-conformant subset schema]

A NIEM-conformant subset schema is defined as a NIEM-conformant schema which is derived from a
NIEM-conformant reference schema according to the rules provided by this document.

Rationale
A subset schema is as defined by this document.
[Rule SSR2]

A NIEM-conformant subset schema MUST be constructed such that any instance that validates against
the subset schema SHALL validate to the reference schema on which it is based. All other rules
regarding subset schemas are designed to support this rule.

Rationale

The most important rule regarding subset schemas is that they are to be transparent to the validating
application. Any instance that validates to the subset schema must be able to validate against the
reference schema. In this way, the subset schema is a schema for documents that contain a subset of
the content available to documents that validate against the reference schema.

[Rule SSR3]

A NIEM-conformant subset schema SHALL be derived only via transformations explicitly allowed by this
document.

Rationale

This document describes all of the transformations available to produce subset schemas. Other
transformations do not result in valid subsets. If additional transformations are discovered, they should be
added to this specification.

[Rule SSR4]

A NIEM-conformant subset schema SHALL be composed of the content of the NIEM-conformant
reference schema, modified by transformations allowed by this document.

Rationale

Subset schemas are derived from reference schemas. This means that a subset schema operates on the
target namespace and content of the reference schema. It may act as a replacement for the reference
schema, for certain application processing or human browsing.

When transforming from a reference schema to a subset schema, requirements of outside sources must be
maintained. If an element is used by an outside source, then it can't be deleted. If a type uses an element, then
that element must be defined. All such requirements must be kept in mind as the subset schema is constructed.

[Rule SSR5]

The derivation of NIEM-conformant subset schemas is subject to the rules of XML Schema. No permitted
transformations obviate this requirement.

Rationale

These rules may specify that an element may be omitted, but that does not override the requirements of
XSD. All types, elements, etc., that need to be validated should be included within the subset schema.
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Note that using these rules to derive a schema from a valid subset schema will generate a valid subset schema.
A valid subset of a valid subset is itself a valid subset.

9.1. Schema Document Element
[Rule SSR6]

The subset schema may omit any of the following child elements of the NIEM-conformant reference
schema's xsd:schema document element: xsd:import, xsd:simpleType,
xsd:complexType, xsd:group, xsd:attributeGroup, xsd:element, xsd:attribute.

Rationale

Many of the definition schema components may be omitted, if they are not otherwise required. They are
"omittable." This does not mean that users must remove them, or that it won't be a violation of XSD for
them to omit such components. Note that omission of an element implies omission of the element and all
child elements, attributes, and namespace prefix definitions.

9.2. Annotations
[Rule SSR7]

Any element xsd:annotation, xsd:appinfo, or xsd:documentation may be omitted from a subset
schema.

Rationale

Annotations are merely informative to the XSD validation process, and so may be dropped. Specific
annotations may be required in reference schemas, but may be omitted from subset schemas.

9.3. Simple Type Definition
[Rule SSR8]

An attribute Final owned by the element xsd:simpleType may be expanded in scope. It may be set
to "#al 1", or to a superset of its value, or to a valid value if empty.

Rationale

Subclasses may wish to prevent elements from being substituted via element / substitution group
substitution. In such a case, the value for final may be expanded to satisfy requirements.

9.4. Simple Content Definition

Note that these rules apply to simple types, as well as to simple content in a complex type.
[Rule SSR9]

An element xsd:enumeration, child of element xsd:restriction, may be omitted, provided that it
has a sibling element xsd:enumeration which is not omitted. The final xsd:enumeration child of
an element xsd:restriction SHALL NOT be omitted.

Rationale
If the last xsd:enumeration is omitted, it drastically expands the set of legal values for the type.
[Rule SSR10]

The following elements, children of element xsd: restriction, may be added or adjusted to reduce the
set of legal values: xsd:-minExclusive, xsd:minlnclusive, xsd:maxExclusive,
xsd:maxInclusive, xsd:minLength, xsd:maxLength.
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[Rule SSR11]

The following elements, children of element xsd: restriction, may be added to reduce the set of legal
values: xsd:totalDigits, xsd:fractionDigits, xsd:length, xsd:pattern.

Rationale

Simple type facets may be added or strengthened to limit the available set of valid values. In no case is it
acceptable to enlarge the set of allowable values.

9.5. Complex Type Definition

Note that the rules specified in section 9.4, Simple Content Definition, apply to complex type definitions with
simple content.

[Rule SSR12]

The attribute block owned by element xsd:complexType, or by element xsd:element, may be
expanded in scope. It may be setto *"#all', or to a superset of its original value, or to a valid value if
empty.

Rationale

Block prevents subtypes from being substituted for the specified element. This may be enabled or
strengthened.

[Rule SSR13]

The attribute final owned by element xsd:complexType may be expanded in scope. It may be set
to "#all", orto a superset of its value, or to a valid value if empty.

Rationale

Final prevents substitution groups from being used in element substitution. This may be enabled or
strengthened

9.6. Attribute Declarations
[Rule SSR14]

The element xsd:attribute, when used as an attribute use schema component, may be omitted, if
the value of its attribute use is "optional” or "prohibited"

Rationale
Attributes which are optional may be removed.

Note that prohibited attributes may be omitted, but that does not imply that types derived from a type with a
removed prohibited attribute may add the prohibited attribute. Schemas must be built from the reference
schemas, and then subset. They should not be built from the subset schemas, at the risk of invalidity or non-
conformance.

[Rule SSR15]

The attribute xsd:attribute, when used as an attribute use schema component, MAY have a
modified value which narrows the use of the attribute. If the reference value is "optional ," then the
subset may have any value. Otherwise, it MUST have the original value.

Rationale

Optional attributes may be required or removed. Those attributes which are already required or
prohibited must stay that way.
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[Rule SSR16]

An element xsd:attributeGroup which does not act as an attribute group definition may be omitted
only if all components declared by the attribute group are omittable.

Rationale

An attribute group may only be removed if all of its components are themselves removable. If any
component of the attribute group is required, the attribute group must persist.

9.7. Complex Content

These rules provide methods for simplifying and reducing the model group defined in complex content.
[Rule SSR17]

An element xsd:group, xsd:choice, or xsd:sequence, SHALL NOT be omitted in a subset

schema if its reference definition parent element is xsd:complexType, xsd:extension, or
xsd:restriction.

Rationale

group, choice, and sequence that are roots of the particle schema component may not be eliminated,
as it has substantial changes on the contents allowable by the schema construct defined by the parent
element.

[Rule SSR18]

The element xsd:group, when used as a particle schema component, may be omitted from the subset
schema, only if its reference element has a minOccurs attribute with a value of "0", or if all components
declared by the group are themselves omittable.

Rationale
A group may be removed if it is, as a whole, optional.
[Rule SSR19]

The element xsd:choice may be omitted from the subset schema only if its reference element has a
minOccurs attribute with a value of "0, or if all components declared by the choice model group are
themselves omittable.

Rationale
A choice element may be removed if it is, as a whole, optional
[Rule SSR20]

The element xsd:sequence may be omitted from the subset schema only if its reference element has
a minOccurs attribute with a value of **0", or if all components declared by the sequence model group
are themselves omittable.

Rationale
A sequence may be removed if it is, as a whole, optional.
[Rule SSR21]

For any of xsd:group when used as a particle schema component, xsd:element when used as a
particle schema component, xsd:choice, or xsd:sequence, the attributes minOccurs and
maxOccurs may be adjusted to narrow the occurrence of subcomponents.

Rationale

A group may be removed if it is, as a whole, optional. Note that the "particle schema component”
language is provided by [XMLSchemaStructures].
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[Rule SSR22]

The element xsd:element when used as a particle schema component may be omitted from the
subset schema only if its reference element as a minOccurs attribute with a value of 0.

Rationale

A group may be removed if it is, as a whole, optional.

9.8. Element Definition
[Rule SSR23]

The attribute Final of element xsd:element may be expanded in scope. It may be set to "#all", or to

a superset of its value, or to a valid value if empty.
Rationale

Final prevents substitution groups from being used in element substitution. This may be enabled or
strengthened

[Rule SSR24]

The attribute block of element xsd:element may be expanded in scope. It may be set to "#all", or to

a superset of its value, or to a valid value if empty.
Rationale

Block prevents subtypes from being substituted for the specified element. This may be enabled or
strengthened.

[Rule SSR25]

The attribute nillable on an element xsd:-element may be setto "false' regardless of the value

of nillable in the reference element.
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10. Constraint Schema Design Rules

[Definition GIXDOM-compatible constraint schema]

A NIEM-compatible constraint schema is a schema that follows the rules for NIEM-compatible constraint

schemas as specified by this document.
[Rule CSR1]

A NIEM-compatible constraint schema has a targetNamespace identical to the targetNamespace

of a NIEM-conformant reference schema.

Rationale

Constraint schemas operate by adding additional validation testing on already-valid content. Content
must validate against NIEM-conformant reference schemas to be considered a NIEM-conformant

instance.
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13s6  11. Extension Schema Design Rules
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1357 12. Document Schema Design Rules
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1358 13. Conformant Instance Rules

1359  This specification attempts to restrict XML instance data as little as possible, while still maintaining interoperability.
1360 [Rule IND1]

1361 A NIEM-conformant instance MUST have a document element that is defined in a NIEM-conformant
1362 schema.

1363 Rationale

1364 The root of a NIEM-conformant instance MUST be an element defined in a NIEM-conformant schema.
1365 The term document element is defined by [XMLInfoSet].

1366 [Rule IND2]

1367 A NIEM-conformant instance MUST validate to the reference schemas for namespaces contained in the
1368 instance, and for namespaces required for validation.

1369 Rationale

1370 Reference schemas determine the exchange language. Derived schemas, and subsets, are for specific
1371 applications, but it is the reference schemas that set the standard for conformance.

1372 NIEM embraces the use of XML schema instance attributes, including xsi:type, xsi:nil, and xsi:schemalocation,
1373 as specified by [XMLSchemasStructures].

1374 [Rule IND3]

1375 Within a NIEM-conformant instance, the meaning of an element with no content is undefined. There
1376 SHALL NOT be a meaning assigned to an element with no content.

1377 Rationale

1378 Elements without content have no specific meaning within NIEM. The lack of data should not be
1379 interpreted to mean anything other than that such data is not present.

1380  The NIEM does not require a specific encoding, or specific requirements for the XML prolog, except as specified
1381 by [XML].

1382
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14. NIEM Data Modeling Guide

This document is a developer's guide to creating XML Schema documents for use with the National Information
Exchange Model (NIEM). It presents guidelines for using specific structures and idioms in NIEM-conformant XML
Schema documents.

14.1. Overview of Data Modeling

This section outlines the basic techniques for creating data within NIEM, and for creating meaningful links
between data items.

The paper makes a distinction between types and classes. In this section, the term "type" is used to refer to XML
Schema types, which include complex types and simple types. The term "class" is used to refer to a specific
entity in the data model.

A class may represent a real world object, but it may also represent any conceptual object, such as relationships
and messages.

14.1.1. Properties

In order to understand how classes are created, we must understand the components that give meaning to the
model: properties. A property is a component that describes a relationship between two classes. The general
description is that a class has a property, and the value of the property is another class. For example, a person
may have a property "person name" which has a value of "person name type".

Properties are turned into XML Schema elements for use in XML. Because of the syntax provided by XML, there
are two representations of properties: content elements and reference elements. A content element is an element
that, in XML, contains its value. In the following example, the element PersonName is a content element,
because its content, in XML is an instance of its value class, "person name type".

XML example: PersonName is a content element

<Person>
<PersonName>
<PersonGivenName>Robert<PersonGivenName>
<PersonSurName>Smith</PersonSurName>
</PersonName>
<PersonBirthDate>1970-01-01</PersonBirthDate>
</Person>

A reference element is a representation of a property. In a reference element, the element points to its value
using a reference. A reference element indicates its value using a reference to an identifier. In the following
example, PersonNameReference is a reference element, indicating the value of the name using a reference to
the ID "A".

XML example: PersonNameReference is a reference element

<Person>
<PersonNameReference s:reference="A"/>
<PersonBirthDate>1970-01-01</PersonBirthDate>
</Person>

<PersonName s:id="A">
<PersonGivenName>Robert<PersonGivenName>
<PersonSurName>Smith</PersonSurName>
</PersonName>

Some properties are containers. A container is a property which does not establish a semantically strong
relationship. The relationship described by a container property is semantically weak. A container indicates that a
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class (the one that has the property) has an instance of the value class. Containers generally have names based
on their types; "person type" uses a container "person”. The class "activity type" uses a container "activity".

For example, an "incident" may have a property "person”. This indicates that an incident involved a person, but
doesn't tell us what role the person played, or any additional meaning about the involvement of the person in the
incident.

14.1.2. Methods for Creating Classes

There are several methods for creating data classes. Each of these methods creates new types of "things" in the
data model.

14.1.2.1. Composition: Basic Class Construction

The basic method for creating classes is by composition of different parts. The parts of a class are properties.
The parts composed ("put together") as a sequence of properties. These properties indicate that the class has a
characteristic, a relationship, or a subpart. For example:

e Aperson may have the property "birth location", which indicates a relationship: the place where a person
was born.

e Aperson may have the property "eye color", a characteristic.

e Avehicle may have the property "cargo", contents of the vehicle.

NIEM does not attempt to make concrete distinctions between these types of properties. It uses the same
methods for each of them.

Properties that are put together to form a class may take the form of content elements or reference elements.
Which of these two is selected is often determined by use cases and complexity. For example, a birth date would
be represented as a content element. Even though lots of people could have the same birth date, and the date
could be used for many purposes, it is generally easier to just use copies of the date, when it is used in multiple
places.

Definition of people, however, may often take the form of a reference element. As the definition of a person may
be complicated, it makes little sense to copy its value when it is needed in multiple places. It is more effective to
reference a single definition, instead.

14.1.2.2. Roles

Arole is a specific kind of class, which represents a particular context or activity for a thing. A role may be specific
to time, incident, or employment. For example, if | pick up an object and hit someone with it, the object will take
on the role of a weapon, and | will take on the role of a "justice subject"”, and the person | hit may take on the role
of "victim". If | steal the object, the object will take the role of "stolen property".

We create a new class for a role when the role has specific data associated with it, and its own life cycle. For
example, a weapon may be a role of an object, and may have a user of the weapon, an activity in which it is
involved, and a description of how the weapon was used.

If there is no data specific to the role, then no new class needs to be created. In such a case, we would use the
class of the thing as the value of properties, instead of creating new role classes. Take, for example, a vehicle
used as a getaway car from a robbery. When designing the objects, we may take one of two options:

1. Arobbery incident has a property ("getaway car") that is a "vehicle"

2. Arobbery incident has a property ("getaway car") that is a role of a vehicle. The "role class" may have
additional information (e.g. driver, violations, max speed, and origination point) that is specific to the
vehicle's use as a getaway car.

We only need to create role classes when there is data specific to a role. We do not want to create role classes
for every possible use of a particular class.

Any object may take multiple roles in a message. For example, a single person may take the role of "arresting

officer”, "victim", and "witness".
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In XML Schema, a role is represented as a type. The type has a particular "role of" property, which indicates of
what object it is a role.

XML Schema example for a weapon, a role of an object.

<xsd:complexType name="'WeaponType'>
<xsd:sequence>
<xsd:element ref="u:RoleOfPropertyReference"™ ... />
<xsd:element ref="c:WeaponUserReference" ... />
<xsd:element ref="c:WeaponlnvolvedInActivityReference" ... />
<xsd:element ref="c:WeaponUsageText" ... />
</xsd:sequence>
</xsd:complexType>

The example shows the definition of a "weapon", which is a role of "property” (a physical object in NIEM 0.3). The
element "u:RoleOfPropertyReference" shows which object was used as a weapon. In an instance it
contains a reference to the object that was used as a weapon:

Sample XML of a weapon object

<Weapon>
<u:RoleOfPropertyReference s:ref="0"/>
<c:WeaponUsageText>Swung like a club</c:WeaponUsageText>
</Weapon>

This represents a weapon, which is a role of object "O", when used by person "P".

14.1.2.3. Association

An association represents a relationship between objects. It uses the methods described above. However, it is
special in several ways:

1. Itis labeled as an association type.
2. It represents a specific relationship between objects.

3. It contains mostly reference elements. Elements that are not reference elements should be information
about the context of the relationship.

An association is used when a simple property is insufficient. Take for example, a parent-child relationship. We
could represent this as simple properties:

1. The parent object has a "child" property. The value of the property is the child of the parent.
2. The child object has a "parent" property. The value of the property is the parent of the child.
These two options create concerns:

e For a given relationship, which method do we use? Do we link from the child, or from the parent, or both?
o |f these are represented as content elements, what do we do about the circular reference?
o Where do we put additional information about the relationship?

To resolve these issues, we use an association type:
3. We create a new object that represents the relationship between the parent and the child.

An association type is composed of properties, as in the composition method. However, those properties do not
describe an object. They describe a relationship. This gives us two types of properties in an association:

1. Data properties, describing the context and particulars of the relationships
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2. Participants, describing the objects involved in the relationships.
For the parent-child association example, an instance may look like the following.

XML sample of a parent-child relationship

<NuclearFamily>
<PersonParentReference s:ref="Personl"/>
<PersonChildReference s:ref="Person2"/>
<Fami lyKinshipText>Adopted</Fami lyKinshipText>
</NuclearFamily>

14.1.2.4. Specialization of Classes

Specialization is a method that creates a new class from a base class. The base class is some established type
of thing in the data model. We create a special form of the base class called the derived class. We do this
through specialization. Specialization is described by Wikipedia:

Specialization is the opposite of generalization.
Concept B is a specialization of concept A if and only if:

e every instance of concept B is also an instance of concept A; and
e there are instances of concept A which are not instances of concept B.

For instance, 'Bird' is a specialization of 'Animal’ because every bird is an animal, and there are
animals which are not birds (dogs, for instance).

Specialization in the data model is represented in XML Schema as complex type extension. For example, a case
is a special form of activity:

XML Schema sample of specialization

<xsd:complexType name="CaseType"''>
<xsd:complexContent>
<xsd:extension base="c:ActivityType'>
<xsd:sequence>

<xsd:element ref=""c:CaseTitleText" ... />
<xsd:element ref="c:CaseTypeText" ... />
<xsd:element ref="c:CaseCategoryText" ... />
<xsd:element ref="c:CaseStatus" ... />

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>

In data models, specialization should only be used to create a new type of thing. It is not an appropriate way to
define additional properties of the base type, as that would hinder reuse.

Specialization enables type and element substitution, where the derived class may be used where the base class
is expected.

14.1.3. Additional Data Methods

There are additional methods for applying data to classes, which do not directly create new classes. Instead,
these methods apply data to classes, without creating new classes.
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14.1.3.1. Metadata

Metadata is a structure used to provide information about objects, in a very dynamic fashion. It is used when a
certain type of data must be applied widely, without modifying existing structures.

XML instance using metadata

<Person>

<PersonName s:metadata="unclassified">
<PersonGivenName>Robert<PersonGivenName>
<PersonSurName>Smith</PersonSurName>

</PersonName>

<PersonBirthDate s:metadata="classified'>1970-01-01</PersonBirthDate>

</Person>

<ism:SecurityMetadata

s:id="unclassified"
ism:classification="U"/>

<ism:SecurityMetadata

s:id="classified"
ism:classification="C"
ism:nonlCmarkings=""__._"
ism:releasableTo=""_._."
ism:ownerProducer="_.."/>

14.1.3.2. Augmentation

Augmentation of an object is the addition of domain- or model-specific information about a type.

NIEM is composed of numerous namespaces. These include the core NIEM namespaces (universal and
common). Also included in NIEM are sanctioned domains, such as justice, immigration, and emergency

management. Also working with NIEM are user-created NIEM-conformant namespaces. Each of these

namespaces makes up a part of the data model for any application.

In this environment, any given part of the data model may need to add properties to existing classes. Some
examples, from NIEM 0.3:

Add a nick name to a person name (im)

Add a distance to a relative location (im)

Add directions to a location (em)

Add an organizational role to a contact (em)
Add registration information to an aircraft (intel)
Add skillfulness information to a capability (intel)

This method stands apart from other methods, because:

1. It does not introduce new concepts. There is a need for domains to add properties to existing classes,
without creating new classes for new concepts.

2. It does not define a specialized type of thing. Properties need to be added to existing classes, not
specialized classes.

3. There is no relationship to represent. The new properties are not in the context of a relationship to an
organization or other entity. Instead, the properties are applicable to the base object.

4. The properties are defined by a domain or other party with a focused area of interest. It is impractical
to include all such properties into core or common schemas, for general use. Domains need to be able
define data for their use, independent from common definitions.

5. Designers of exchanges may wish to reuse these properties; their use is not limited to a single domain.
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14.2. Normalizing Element Use

All elements within types may be represented two ways:
1. A content element

2. A reference element.

14.2.1. Content Elements

Content elements enclose data. The following is an example:

<Person s:id="A">
<PersonName>
<PersonFul IName>Adam Smith</PersonFul IName>
</PersonName>

</Person>

In this example, there is a person object. The person contains an element called PersonName. The PersonName
element contains an element called PersonFul IName. The PersonFul IName element contains a string Adam
Smith. The PersonFull IName element is obviously a content-containing element. It has the person’s name (a
literal string) as its content.

The PersonName is also a content-containing element, as its content represents the person name, as a
structured object. It contains the element PersonFul IName, and could contain additional elements.

14.2.2. Reference Elements

Reference elements do not enclose content. Instead, they reference content as external objects:

<Incident>
<ActivityDate>2003-10-02</ActivityDate>

<IncidentSeizedPropertyRef s:ref="C"/>

</Incident>

In the above example, the property that was seized as part of the incident is referenced out to another object, an
XML object in the same XML instance, with the identifier C.

<Property s:id="C">
<PropertyDescriptionText>
White microwave oven
</PropertyDescriptionText>
<PropertyTypeCode>HOVEN</PropertyTypeCode>
<PropertyMakeName>Kenmore</PropertyMakeName>
<PropertyMode IName>63292</PropertyMode IName>
</Property>

The object that has the identifier C is an instance of Property, specifically representing a microwave oven. The
reasons for representing the microwave oven outside of the incident should be quite evident: it is its own object,
independent of the incident. It has its own life cycle. If the incident did not exist, the microwave oven would still
exist.
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The seized property is an element of the incident because it is a fixed part of the incident. The incident involved
the seizing of the property, and that will not change. However, the incident should be a reference element, as the
property has its own life cycle, outside of the incident.

14.2.2.1. Identifying types for reference elements

All reference elements are of the same XML Schema type: ReferenceType from the structures namespace.
However, we would like to validate the XML Schema type of the thing to which the reference is referring (the
referred object). For example:

<IncidentSeizedPropertyRef s:ref="C"/>

For IncidentSeizedProperty, we would like the XML Schema type of the referred object to be
PropertyType, or something derived from that type. XML Schema does not help us here, because it does not
support type checking of reference targets. XML Schema supports XML : ID and XML : IDREF types, but the
constraints applied to them are few: no 1D may be defined more than once, and any 1DREF must refer to a
defined 1D. Beyond that, XML Schema does not help.

To define the type of referred objects, we add additional non-XSD information to the schema, which we may
interpret with programs, stylesheets, or constraint languages. This additional information is added to the element
definitions, and concretely specifies the type of referred objects.

<xs:element name="IncidentSeizedPropertyRef"
type="'s:ReferenceType">
<xs:annotation><xs:appinfo>
<i:referenceTarget i:name="PropertyType'/>
</xs:appinfo></xs:annotation>
</xs:element>

In this example, the incident seized property is specifically defined to be of type PropertyType in the same
namespace. Following XML Schema rules, we would expect the target of the reference to be of type
PropertyType, or of a type properly derived from PropertyType.

14.2.2.2. Defining Elements

For each existing element occurring in a type:

o |If the element links to a peer object, or to an independent object, then define it as a reference element
o If the element constitutes a characteristic or subpart of the containing object, then define it as an in-
line content element
¢ If the element should be an association, then
e remove it from the containing type
create a new association type for it
add the containing type as a related object
add the type of the original element as a related object, and
add properties for the association, as needed

14.3. Element Substitution

XML Schema provides numerous ways to define and use elements. Use of elements within NIEM feature two
major concepts:

Types: A type represents a thing as a structured or simple value. Types represent entities or associations
between entities. Types may be large and structured, with many subparts, or be simple, restricted values
(e.g. a number between 1 and 10).
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Elements: An element conveys the meaning, or role, of a thing. An element may be a generic, context free holder
for a type (referred to as a container). An element may also be context-specific (referred to as a property).
An element may have at most one type.

Elements and types are both defined by XML Schema Documents (schemas). Elements and types within NIEM
are always defined within a namespace, the target namespace of the schema. Elements in schemas are defined
by XML statements:

<xsd:element
name=""LocationCountrylS03166Alpha2Code""
type=""1s0_3166:CountryAlpha2CodeType" />

This defines an element with the name LocationCountryl1S03166Alpha2Code, with the type
iso_3166:CountryAlpha2CodeType. The element LocationCountryl1S03166Alpha2Code is used within
a type, generally within an xsd:sequence. This XML statement defines an element that may be used in an XML
document:

<DocumentCoverageTextAddress>
;LécationCountrylSO3166AIpha2Code>
us
</LocationCountrylS03166Alpha2Code>

</DocumentCoverageTextAddress>

This XML data contains an element “LocationCountry1S03166Alpha2Code”. The content of the element (i.e.
attributes along with sub-elements or simple content) is as defined by the type of the element
(LocationCountrylS03166AIpha2Code).

14.3.1. Methods
14.3.1.1. Use substitutionGroup

Use substitutionGroup to derive elements from other elements.

The attribute substitutionGroup appears on element definitions. It indicates an element for which the element
being defined may be substituted. Take, for example the following definitions.

In the common namespace, an element is defined that contains codes for all countries recognized by ISO 3166:

<xsd:element
name=""LocationCountrylS03166Alpha2Code""
type=""1s0_3166:CountryAlpha2CodeType" />

In a local namespace, we may define an element that contains codes for all the South American countries:

<xsd:element
name="'LocationSouthAmericaCountryCode"
type="my:SouthAmericaCountryCodeType"
substitutionGroup="c:LocationCountrylS03166Alpha2Code' />

Now, in an instance, we may put my : LocationSouthAmericaCountryCode wherever
my:LocationCountrylS03166AlIpha2Code is expected.
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1. This is an XML Schema construct; we're not creating new technology.

2. This may be done for any type of element: of complex type of simple type, of no type, extensions,
derivations, etc.

3. XML Schema has very specific rules about how elements may be substituted.

4. This need not be defined all at once. Additional derivations may be created as-needed, as the NIEM
model progresses.

14.3.1.2. Create root elements

Create abstract, type-less elements to represent specific concepts.

When two identical concepts are found that need separate representations, create an element as the root for the
two. For example, we have two different codes for location country:

<xsd:element
name=""LocationCountrylS03166Alpha2Code""
type=""1s0_3166:CountryAlpha2CodeType" />

<xsd:element
name=""LocationCountryFIPS10-4Code""
type=""fips_10-4:CountryCodeType"/>

These two elements are defined independently. There is no XML Schema entity to bring them together. Any type
wishing to use both of these must include both of them explicitly. We can see that we can extract a unifying
concept between these two elements: “Location Country Code”. We can create an element to represent this
unified concept:

<xsd:element
name=""LocationCountryCode""
abstract="true'/>

Once this element is defined, we may redefine the concrete country codes to be substitutable for this conceptual
element:

<xsd:element
name=""LocationCountrylS03166Alpha2Code""
type=""1s0_3166:CountryAlpha2CodeType"*
substitutionGroup="c:LocationCountryCode"/>

<xsd:element
name=""LocationCountryFIPS10-4Code""
type=""fips_10-4:CountryCodeType""
substitutionGroup="c:LocationCountryCode"/>

The use of the substitutionGroup attribute brings these elements together under LocationCountryCode.

If we wish that a type contain codes for country locations, we may define it such that it includes only
c:LocationCountryCode, and, and it will be able to carry any derived element, which have
LocationCountryCode as their substitutionGroup.

There are three important characteristics of LocationCountryCode:
1. Itis used as the substitutionGroup of more specific, concrete elements.

2. It has no type. This means that any content may be carried within a LocationCountryCode element.
Defining the element with no type allows other elements to be substituted for it, without restriction. If the
element had a type, only elements of properly derived type would be substitutable for it.
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3. ltis abstract. This means that a LocationCountryCode element is not allowed to appear within an
XML document. This ensures that the LocationCountryCode element itself may not be used to carry
content within XML instances. Since the element is untyped, it would be able to carry arbitrary content;
having it abstract ensures that only well-defined data may be carried.

At this point, we have defined (1) a set of concretely-defined elements, with representations to conform to specific
requirements, and (2) A few abstract base elements, from which some of the concrete elements are derived.
These two steps are currently implemented in NIEM 0.2.1. In NIEM 0.2.1, the abstract elements are not used by
types. Types contain the specific concrete elements, instead of the abstract conceptual elements.

14.3.1.3. Use Abstract Elements

Have types in the reference schemas contain abstract elements. Use abstract elements, when available, in type
definitions within reference schemas. Doing this for AddressType will appear as in Listing 2 (page 7).

Keep in mind that this proposes using the abstract elements within reference schemas, but not necessarily within
subset schemas. There are differences between the two:

Listing 1: XML Schema definition using concrete elements

<xsd:complexType name="AddressType'>
<xsd:sequence>

<xsd:element ref="
<xsd:element ref=
<xsd:element ref="
<xsd:element ref="

:LocationCountryFIPS10-4Code" ...

:LocationCountry1S03166Alpha2Code" ...
:LocationCountry1S03166Alpha3Code" ...
:LocationCountrylS03166NumericCode" ...

0000

</xsd:sequence>

</§§&:complexType>

Listing 2: XML Schema definition using an abstract element

<xsd:complexType name='"AddressType'>
;iéd:sequence>
éiéd:element ref="c:LocationCountryCode"™ ...
</§é&:sequence>

</§§&:complexType>

1. Reference schemas are designed to be a superset of components exchanged in messages.

2. Subset schemas are created such that any XML document that validates against the subset schema
will validate against the reference schema.

Subset schemas may be generated such that they substitute elements for the abstract elements, making them
straightforward, sequenced versions of the definitions from the reference schemas.

Use of the abstract elements within type definitions in the reference schema will have the following effects:
1. Additional data types may be added for LocationCountryCode without modifying AddressType.

2. New versions of existing data types may be added, without modifying AddressType. For example, an
update to a code may be used immediately, without waiting for an update to AddressType, and without
type extension and type substitution methods.
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3. The syntax of XML instances using element substitution is very straightforward, and generally requires
less 1.Q. in tools than does type substitution.

For example, here is a sample instance that uses element substitution, as proposed:

<DocumentCoverageTextAddress>
<my:LocationCountryExtensionCode>
MJQ
</my:LocationCountryExtensionCode>

</DocumentCoverageTextAddress>

Here is a sample instance based on an extension of AddressType. Note the use of the xsi : type attribute.

<DocumentCoverageTextAddress
Xsi:type="my:ExtensionAddressType">

<my:LocationCountryExtensionCode>
MJQ
</my:LocationCountryExtensionCode>

</DocumentCoverageTextAddress>

Reference schemas that use element substitution may be subset in a concrete manner. Subset schemas may be
created that do not use element substitution. For example, the definition of AddressType displayed in Listing 2
(page 7) may be subset as in Listing 1 (page 7).

Tiered definitions will be easier to create. For example, a core definition of “PersonType” may include an
abstract definition for a residence, and concrete representations may be defined in domain schemas.

This would be a refactoring process, creating abstract elements when multiple
representations are needed, and using those elements in the appropriate types.

14.4. Roles
14.4.1. Description of Technique

Make the distinction between something that is a specialization of an object, and something that is a role of an
object. Arole is an independently valid function of an object. A role may have a life cycle independent of any
specific activity. Continue to use type inheritance for specialized objects. Adopt the concept of a role as an object
that represents a specific function of another object.

Define the following terms:

Base object: Some object defined in the data model

Role object: An object that represents a specific function of the base object
Base object type: The XML Schema type of the base object

Role object type: The XML Schema type of the role object

RoleOf: A property of a role object. The RoleOf property specifies the base object, of which the role object is a
function.

Define schemas to account for roles:

e For each class under consideration, determine if it defines a role object.
o Ifit defines a role object, then:
o Create a type to represent the class of object
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e Ensure the type is not derived from its base object type.
o Add to the type an element RoleOf*Reference, referring to its base object type.

14.4.2. Syntax Examples
14.4.2.1. Instance

<Person s:id="P1'>
<PersonName>
<PersonFul IName>Fred Smith</PersonFul IName>
<PersonFul IName>
</Person>

<EnforcementOfficial>
<RoleOfPersonReference s:ref="P1"/>
<EnforcementOfficialBadgelD>
<I1D>101101</1D>
</EnforcementOfficialBadgelD>
</EnforcementOfficial>

Use of the element RoleOfPersonReference indicates the type of the base object (in this case, a person of type
PersonType). The type is not enforced by XML Schema validation. It is indicated, and could be enforced by XSLT
scripts, but is not enforced by XML Schema validation.

14.4.2.2. Type Definition

<complexType name="EnforcementOfficialType">
<complexContent>
<extension base="this:SuperType'>
<sequence>
<element ref="this:RoleOfePersonReference"

. Additional elements defined for enforcement officials ...

</sequence>
</extension>
</complexContent>
</complexType>

14.5. Associations

Types will not be used only for representation of real-world objects. Types may also represent the association
between objects. These are called association objects, and the types are association types.

14.5.1. Introduction

Data definitions within NIEM consist of types and properties. Properties represent connections between these
types. These connections include:

e Characteristics: Values that are specific to an object, and likely invariants of that object
e Subparts: Objects that are smaller pieces of other objects
e Relationships: Connections between objects, which may be numerous and changing

Associations may be used to represent more complicated relationships than are possible with simple properties.
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14.5.2. Description of Technique
14.5.2.1. Association Instance Syntax

The syntax for an instance of an association is simple. Take, for example, the marriage of Adam and Barbara
Smith:

<MarriageAssociation>
<SpouseRef s:ref="B"/>
<MarriageDate>1937-05-12</MarriageDate>
<DivorceDate>1973-06-02</DivorceDate>
</MarriageAssociation>

Interpreting the above XML fragment is straightforward:

e There is an association that we call a marriage. You can tell it is an association, and not a thing, because
it is named “something association”.

e This marriage association has two spouses, a marriage date, and a divorce date.

e One spouse is referenced as the object with the identifier A. The other spouse is identified by the 1D B.

These objects are specified elsewhere in the same XML instance: Object A is specified as follows:

<Person s:id="A">
<PersonName>
<PersonFul IName>Adam Smith</PersonFul IName>
</PersonName>
</Person>

Object B is specified as follows:

<Person s:id="B'>
<PersonName>
<PersonFul IName>Barbara Smith</PersonFul IName>
</PersonName>
</Person>

Other elements in the association specify more information about the association:

<MarriageDate>1937-05-12</MarriageDate>
<DivorceDate>1973-06-02</DivorceDate>

The marriage date and divorce date are specific to the relationship between the two spouses, and so is a natural
fit for an element of the association.

14.5.2.2. Multiple Associations

An object may be involved in multiple associations, each of which is represented independently. The examples
below all occur within a single XML instance, and all refer to the same object with identifier A. In this case, the
object A is a person, who is an employee, a spouse, a parent, and a child.
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<EmployerEmployeeAssociation>
<EmployeeRef s:id="A"/>

</EmployerEmployeeAssociation>

<MarriageAssociation>
<SpouseRef s:id="A"/>

</MarriageAssociation>

<ParentChildAssociation>
<ParentRef s:id="A"/>

</ParentChildAssociation>

<ParentChi ldAssociation>
<ChildRef s:id="A"/>

</ParentChi ldAssociation>

14.5.2.3. Schema for Associations

The definition of an association is composed of several parts:
1. An element that identifies the specific semantics of the association.

2. Atype for the association. The type may be have precise semantics, or may be a more generally
defined type.

14.5.2.3.1. Element definitions

For each semantically distinct association, we define an element. Each element will have annotations indicating
the specific meaning of the association. Such documentation is not shown in this document, but follows the
guidelines established for NIEM 3.0. The syntax is standard XML Schema. For example, here is the definition for
a parent-child element:

<xs:element
name=""ParentChildAssociation"
type="ParentChildAssociationType'/>

We may wish to define a more-specific type of parent-child association. For example, an adoptive parent-child
association:

<xs:element
name=""AdoptiveParentChildAssociation™
type="ParentChildAssociationType'/>

If we wanted to make the type specific to an adoptive parent-child situation, then we define a new type, instead of
reusing the general parent-child type.

14.5.2.3.2. Association type definitions

The definition of types for associations is done as needed, depending on the content of the types. We do not, as a
rule, define a new type for each use or semantic definition of an association. Instead, we define them as
necessary, to accommodate the content required. Here is an example definition for a type for the parent-child
association:
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<xs:complexType name='"ParentChildAssociationType">
<xs:complexContent>
<xs:extension base="u:AssociationType"'>
<xs:sequence>
<xs:element ref="this:ParentRef" minOccurs="0"
maxOccurs=""unbounded" />
<xs:element ref="this:ChildRef" minOccurs="0"
maxOccurs=""unbounded"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

The type definition has several parts:

1. The name of the type is something "AssociationType”. This makes associations between objects
distinct from other types of object definitions.

2. The type is derived from another association type. This allows definition of type hierarchies for
associations, and the definition of characteristics that are shared across multiple association types.

3. The content of the association is a sequence of elements. The content of the association could be
entirely related objects. The association could also contain characteristics of the associations, such as
dates, names, identifiers, etc.

14.5.2.4. Association type hierarchy

The use of a type hierarchy is a useful feature, but should not be overused. In the examples so far, we have seen
the following:

1. Aroot association type, which helps group association types.
2. An association type for a parent-child association. This type had a parent and a child.
3. An association type for the marriage association.

We may wish to insert into this list of types a root type for all interpersonal associations. This, however, may be
over-design, due to several factors:

1. What content would go into a generalized interpersonal association? All we would know is that the
participants were people. A list of PersonRef elements is not very useful, and does not provide any
semantics. The elements defined at this stage would have to be discarded to provide concrete meaning
(such as spouse, parent, and child).

2. What makes an association interpersonal? Is it just that there are two people participating in the
association? Would an employer-employee be an interpersonal relationship, if the employer were an
individual? Would an offender-victim relationship be interpersonal? What if the victim was an
organization?

3. Due to restrictions of XML Schema, we only have single-inheritance available in our toolbox; a type
may have at most only a single parent. These sorts of place-holder types have limited usefulness, as they
cannot be combined together to provide useful meaning.

Use of type inheritance should be carefully considered. Keep in mind that common types may be inserted into the
type hierarchy later in model development.

14.5.3. Defining Associations

A type should be defined as an association among objects (i.e. an AssociationType should be created to relate the
objects) only if:
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1. The related objects are peers of one another and not simply a defining characteristic of or subpart of
the other object(s). The term peers is used in a data modeling sense to mean that each object being
related has its own set of characteristic property values independently of the other.

2. Each related object can exist independently, that is, it does not depend on the existence of the
association or the other object(s). In other words, none of the objects being related should lose meaning if
separated from the others.

An association may have its own characteristic attributes (properties) that either cause or result from the
existence of the association. These attributes are characteristic of the association and define its nature or
distinguish it from other associations and objects.

New associations should be identified based on requirements or use within IEPDs, not simply because they exist,
or may be used someday.

14.6. Metadata

This technique provides a general method for applying metadata and additional content to data objects. It enables
users to create a block of metadata and apply it to objects in exchanges. An object states what metadata applies
to it using the metadata attribute.

In this example, we have a specific reported date for a person object:

<Person s:metadata='"MD'">
<PersonName>
<PersonGivenName>Adam</PersonGivenName>
<PersonSurName>Brooks</PersonSurName>
</PersonName>
<PersonBirthDate>1960-10-07</PersonBirthDate>
</Person>

<Metadata s:id="MD">
<ReportedDate>2005-08-01</ReportedDate>
</Metadata>

This example has a few interesting features:

e The person object refers to its metadata
The reference uses the attribute s:metadata
The reference is to the object with id MD

e The metadata is a separate element
The element is called Metadata.
The metadata object has the id MD.

e The ID is conveyed with the attribute s:id
The metadata object contains an element ReportedDate

This is the core syntax. There are additional features that make this technique interesting.

14.6.1.1. Additional Cardinality of Metadata

This technique allows additional cardinality in metadata. Under GJXMD 3.0, each attribute may appear at most
once. Under this method, the number of times a piece of information occurs may be controlled via the usual
methods for elements in types.
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<Metadata s:id="MD">
<CommentText>Picked up on 12/20/02</CommentText>
<CommentText>Released up on 12/22/02</CommentText>
<CommentText>... additional comments ...</CommentText>
</Metadata>

14.6.1.2. Additional complexity of metadata

This technique allows for metadata information to be defined as is usual for elements. Elements may be of simple
types, reference types, or structured types: This example has the reporting person as a reference to another
person object:

<Metadata s:id="MD">
<ReportingPersonRef s:ref="CD"/>
</Metadata>

The following example has a ReportingPersonName of a structured type:

<Metadata s:id="MD">
<ReportingPersonName>
<PersonGivenName>Charles</PersonGivenName>
<PersonSurName>Davis</PersonSurName>
</ReportingPersonName>
</Metadata>

14.6.1.3. Multiple blocks of metadata

This technique enables the application of multiple blocks of metadata. For example, a user may wish to apply
super type metadata as well as custom metadata. The instance for this may look like the following:

<Person s:metadata="M1 M2'>
<PersonName>
<PersonGivenName>Adam</PersonGivenName>
<PersonSurName>Brooks</PersonSurName>
</PersonName>
<PersonBirthDate>1960-10-07</PersonBirthDate>
</Person>

<Metadata s:id="M1"">
<ReportedDate>2005-08-01</ReportedDate>
</Metadata>

<my:Metadata s:id="M2">
<my:DatabaselD>2829019291</my:DatabaselD>
</my:Metadata>

This example shows two metadata blocks. Both are linked from the person object’'s metadata attribute. The first
metadata block indicates the reported date. The second indicates a custom, extension database identifier.

This is made possible because of the way s:metadata is defined. The metadata attribute is of type
xsd: IDREFS, which enables references to multiple targets. See [XMLSCHEMA-2], or [XML-INFOSET] for
background on IDREFS.
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14.6.1.4. Reuse of Metadata

This technique enables a block of metadata to be reused in multiple locations. A block of metadata may be
defined once, and labeled (e.g. Sourcel, below). Then it may be reused by multiple objects. This creates a
method similar to CSS classes, for identifying different types or sources of information.

In the following example, there are two explicit sources:

e Source 1 defines PersonName, PrimaryContactInformation, and PersonBirthDate
e Source 2 defines Residence and Employment.

<Person>
<PersonName s:metadata="'Sourcel''>
<PersonGivenName>Adam</PersonGivenName>
<PersonSurName>Brooks</PersonSurName>
</PersonName>
<Residence s:metadata=''Source2">

</Residence>
<PrimaryContactinformation s:metadata="'Sourcel'>

</PrimaryContactinformation>
<Employment s:metadata="'Source2'>

</Employment>
<PersonBirthDate s:metadata="'Sourcel’>
1960-10-07
</PersonBirthDate>
</Person>

<Metadata s:id="'Sourcel''>
... data specific to source 1 ...
</Metadata>

<Metadata s:id="'Source2'>
.. data specific to source 2 ...
</Metadata>

14.6.1.5. Metadata Mechanism is Independent of NIEM
Schema Release

This technique makes code table schemas, and additional schemas independent of the main NIEM schemas. A

code schema will import the structures namespace, from which it will obtain the attribute s:metadata.

The following example shows a vehicle registration type code, which is of a type from NCIC.

<VehicleRegistration>
<VehicleRegistrationPlateTypeCode s:metadata="PCMD">
BU
</VehicleRegistrationPlateTypeCode>
</VehicleRegistration>

<Metadata s:id="PCMD">
... metadata relevant to the plate code ...
</Metadata>

The schema definition for this would not need to involve a per-release proxy. Instead, all versions of the NCIC

schemas could be derived from the same structures schema, which provides the linking mechanism. The
NIEM Schema would define the element, using the type from the NCIC schema:
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<element name="VehicleRegistrationPlateTypeCode" type="NCIC:LITType'/>

The NCIC schema would create a simple type for the license plate code values:

<xsd:simpleType name="LITSimpleType">

<xsd:restriction base='"xsd:token">
<xsd:enumeration value="AM"/>
<xsd:enumeration value="AP'/>

<xsd:enumeration value="VF"/>
<xsd:enumeration value="Z7ZzZ"/>
</xsd:restriction>
</xsd:simpleType>

The schema would then create a complex type. The complex type would be used as the type of elements. The

type would be derived from a type in the structures namespace. This complex type would provide the
s:metadata attribute.

<complexType name="LITType">
<simpleContent>
<restriction base="s:SimpleObjectType">
<simpleType>
<restriction base="this:LITSimpleType"/>
</simpleType>
</restriction>
</simpleContent>
</complexType>

The definition of super type metadata in the main NIEM schema would indicate that it is applicable to all objects.

This example applies to all Objects from the structures namespace.

<complexType name="'SuperTypeMetadataType'>
<annotation><appinfo>
<i:appliesTo i:name="Object"
i -namespace="http://www.it.ojp.gov/structures/2.0"/>
</appinfo></annotation>
<complexContent>
<extension base="s:MetadataType"'>
<sequence>
<element ref="j:CommentText"
minOccurs="0" maxOccurs="unbounded' />
<element ref="j:CriminalInformationindicator"

<element ref="j:ReportedDate"
minOccurs="0" maxOccurs=""unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>

14.6.1.6. Metadata May be Defined to Apply to Specific
Types of Objects

A metadata block may be defined to apply to a specific class of object. For example, a metadata block may apply

to PersonType from the NIEM. This is expressed via appinfo in the schema:
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<complexType name="MyPersonMetadataType'>
<annotation><appinfo>

<i:appliesTo i:name="PersonType"

i -namespace="http://niem.gov/niem/universal/0.2"/>
</appinfo></annotation>

<complexContent>

<extension base="s:MetadataType'>

<sequence>

<element ref="my:MyPersonlD"

</sequence>
</extension>
</complexContent>
</complexType>

Here we have a metadata block that defines the element MyPersonlD, which may be applied to any
PersonType object.

14.6.1.7. Metadata may be defined to apply to links
between objects

A metadata block may be defined that applies to links between objects, not the objects themselves. Take as an
example the special case of the name of a person:

e The person is held in custody
e The definition of the name comes from external records
e The assignment of the name to the person is based on an eyewitness

This presents three separate blocks of metadata:

e The person has one block of metadata, stating that the data was entered via booking

e The name has a block of metadata, stating when the data was validated, and the data source from which
it was obtained

e The assignment of the name to the person has additional metadata, indicating the witness.

The metadata on the link is expressed with an attribute called 1 inkMetadata.
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<Person s:metatadata="PM">
<PersonName s:metadata="PNM" s:linkMetadata=""LM">
<PersonPrefixName>Mr .</PersonPrefixName>
<PersonGivenName>Xavier</PersonGivenName>
<PersonMiddleName>Laughton</PersonMiddleName>
<PersonSurName>McAlester</PersonSurName>
<PersonSuffixName>111</PersonSuffixName>
<PersonFul IName>
Mr. Xavier Laughton McAlester, 111
</PersonFul IName>
<PersonNamelnitialsText>XLM</PersonNamelnitialsText>
</PersonName>
</Person>

<Metadata s:id=""LM">
<I-- data specific to the link between
the person and the person name -->
<CommentText>Reported by witness</CommentText>
<ReportingPersonName>
<PersonGivenName>Edward</PersonGivenName>
<PersonSurName>Fritz</PersonSurName>
</ReportingPersonName>
<ReportedDate>2002-10-01</ReportedDate>
</Metadata>

<Metadata s:id=""PM'>
... data specific to the person ...
</Metadata>

<Metadata s:id="PNM">
... data specific to the person name ...
</Metadata>

The attribute 1inkMetadata conveys information that can’t be conveyed by the metadata attribute. It tells
applications that the metadata does not apply to either object. Instead, it applies to the connection between the
two objects.

14.7. Class Augmentation in NIEM
14.7.1. Background

Dependence on inheritance for domain-specific extensions creates several problems. These problems include:

e Lack of reusability of domain-specific extensions.

¢ Difficulty of defining extensions from multiple domains.

e Overly-granular reuse of multiple-domain content: Reuse is at the element level, rather than the domain
level. Types composed at that level are not interoperable.

We require a method that allows application of data to existing types, while maximizing reuse of that data and
avoiding the limitations associated with an inheritance-only based extension method.

14.7.2. Terms and Concepts

In this section, the following terms are used:

e Base type: The type to which new data needs to be added. The base type may come from a NIEM core
namespace or other NIEM-conformant namespaces.
e Augmentation data: Data to be added to the base type.

Augmentation of an object is the addition of domain- or model-specific information about a type. Augmentations
may be provided by domains or NIEM-conformant application data models.

For example, we will need "justice-domain"” data about a person. This is different than creating a new kind of
person. In the real world, a person for whom justice-related data exists is not a different type of person than one
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that has intel-related data about them. It is most likely that a person will have both intel-related and justice-related
data about them.

2777777777777777

Error! Objects cannot be created from editing field codes.

14.7.3. Method

Use type extension to create IEPD-specific and domain model entities. Domains provide specially-defined
elements as building blocks for IEPD-based extensions. These elements contain augmenting data. These
elements are to be added to extensions of base types, to create derived types with augmented data.

This method relies on definition of types using XML Schema type extension. This enables the use of type
substitution, element substitution, and restriction.

14.7.3.1. Examples

Examples for this method use a simple set of data. There are three namespaces. Each namespace is created by
a schema that is associated with NIEM. The properties used by the namespaces might be defined anywhere
within NIEM. The namespaces used are:

e Namespace "base": This namespace models a common or core set of definitions. It contains the base
object. The base object is the object to which augmentations are affixed. The base object type is named
base:BaseType. A container for the base object is element base :BaseContainer. BaseType has
properties Propertyl, Property2, and Property3.

e Namespace "domain": This namespace models a domain which defines augmentations to the base
object. The augmentations are the elements Property4, Property5, and Property6. These
augmentations are contained in a type named domain:DomainAugmentationType, when necessary.

e Namespace "iepd". This models an IEPD, or other concrete message definition. It contains structures
and types necessary for messages to use the methods under discussion. Some methods require IEPDs
to define what structures are in use. Other methods do not allow IEPDs to make such specifications, and
rely on other methods for selecting augmenting data for use.

Diagram of data used for examples:
—

Namespace “hase”

>- Base definition

—

Namespace “domain”

has-a Property4 Domain

augments

Property5
IEPD Namespace k\ \p-rty base
Property6
—

The following instance example shows an IEPD-based extension, using elements to aggregate augmenting
elements. This instance looks like the IEPD extension with groups, except that the augmenting elements are
wrapped in a containing element.
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Sample XML instance for IEPD extension with elements:

<iepd: 1EPDDerivedContainer>
<base:Propertyl/>
<base:Property2/>
<base:Property3/>
<domain:DomainAugmentationContainer>
<domain:Property4/>
<domain:Property5/>
<domain:Property6/>
</domain:DomainAugmentationContainer>
</iepd: IEPDDerivedContainer>

The domain schema defines DomainAugmentationType as an augmentation of BaseType.
DomainAugmentationType is declared to be an augmentation by being an extension of
s:AugmentationType, which is described below. The augmentation container element is declared to be an
augmentation of base : BaseType through the use of appinfo annotations.

XML Schema for the domain namespace:

<complexType name="DomainAugmentationType'>
<complexContent>
<extension base="s:AugmentationType">
<sequence>
<element ref="domain:Property4"/>
<element ref="domain:Property5"/>
<element ref="domain:Property6"/>
</sequence>
</extension>
</complexContent>
</complexType>

<element
name=""DomainAugmentationContainer""
type=""domain:DomainAugmentationType"
substitutionGroup="s:Augmentation’>
<annotation>
<appinfo>
<i:appliesTo
i -namespace="http://examples.niem.gov/ns/aug/base"
i -name=""BaseType'' />
</appinfo>
</annotation>
</element>

The proper use of such defined components may be easily verified through the use of schema verifiers.

The IEPD schema creates an extension of BaseType, using type extension. Note the definition of a concrete
container element, substitutable for base : BaseContainer.
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XML Schema fragment for the IEPD namespace:

<complexType name=""1EPDDerivedType'>
<complexContent>
<extension base='"base:BaseType">
<sequence>
<element ref="domain:DomainAugmentationContainer'/>
</sequence>
</extension>
</complexContent>
</complexType>

<element
name=""1EPDDerivedContainer""
type=""1epd: IEPDDerivedType"
substitutionGroup="base:BaseContainer'/>

If the IEPD used multiple augmentations, they would appear within the sequence defined by the
IEPDDerivedType.

We may wish to make a rule that such augmented types must be declared as final, which would prevent them
from being used as the basis for further type extension.

The domain namespace, domain, uses new types and elements from the structures namespace.

XML Schema fragment for the structures namespace:

<complexType name="'AugmentationType" abstract="true'>
<attribute ref="s:metadata'"/>
<attribute ref="s:linkMetadata"/>

</complexType>

<element name="Augmentation' type=''s:AugmentationType'/>

These structures ensure that the domain-defined types are clearly an augmentation. The use of the
"Augmentation” element provides a base for element substitution, as well as tagging elements as being
augmentations.

14.8. Using Non-NIEM XML Dialects with NIEM
14.8.1. Introduction

This section provides guidelines for NIEM users wishing to profile and use external standards with NIEM. In many
cases employing particular standards in a NIEM Information Exchange Package Description (IEPD) may actually
be preferred.

There are a variety of commonly used standards that are currently represented in XML Schema. There must be a
method for NIEM to promote and use these external standards where requirements dictate.

This section focuses on a single use case: When NIEM IEPDs need to reference, import, and use components in
an external standard schema or namespace that does not conform to NIEM Naming and Design Rules. It
presents a methodology for including non-NIEM components in NIEM-conformant schemas. It enables data
modeling efforts to build NIEM-conformant components from non-NIEM data objects.

14.8.2. Background, and Terminology
14.8.2.1. Schema Components

We use the term “schema component” for any object constructed by XML Schema. Schema components are
specified by the XML Schema specification. They include attribute declarations, type definitions, etc. Some of
these components may not be referenced from imported XML Schemas, and so are not concerns of this
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discussion. They include attribute uses (which are distinct from attribute declarations) and use of model groups
(distinct from model group definitions).

From XML Schema Part 1: Structures, 2d Ed, W3C Recommendation, 28 October 2004:

[Definition:] Schema component is the generic term for the building blocks that comprise the abstract
data model of the schema. [Definition:] An XML Schema is a set of schema components. There are 13
kinds of component in all, falling into three groups. The primary components, which may (type definitions)
or must (element and attribute declarations) have names are as follows:

Simple type definitions
Complex type definitions
Attribute declarations
Element declarations

The secondary components, which must have names, are as follows:

e Attribute group definitions

e |dentity-constraint definitions

e Model group definitions

¢ Notation declarations

Finally, the "helper" components provide small parts of other components; they are not independent of
their context:

Annotations
Model groups
Particles
Wildcards
Attribute Uses

This document is concerned only with the use of components that may be referenced from imported namespaces.
Such components may be defined in one schema and used in another, when the referencing schema imports the
schema that defines the component. This specification also does not pay attention to Notations and Identity
constraints. Specifically, NIEM supports the referencing of the following types of components from external
namespaces:

Simple type definitions
Complex type definitions
Attribute declarations
Element declarations
Attribute group definitions
Model group definitions

14.8.2.2. NIEM Components

We use the term “NIEM Component” for a schema component from a namespace that is NIEM-conformant, which
follows the rules defined by the NIEM Naming and Design Rules (NDR) for NIEM conformance. The NIEM NDR
provides a profile of W3C XML Schema, along with additional constructs to support creating a data model. In
order to be NIEM-conformant, a namespace must claim conformance, and must follow specific rules about
structure, XML Schema feature usage, naming, and documentation.

NIEM conformance is determined at the namespace level, based on a reference schema for a particular
namespace. To determine if a namespace is NIEM-conformant, the reference schema for the namespace is
tested against a set of NIEM conformance rules. These rules include such things as:

1. The schema must claim to be NIEM conformant.
2. The schema must have a target namespace, over which the schema author has dominion.

3. Schema components must be documented.
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4. Component documentation must take specific forms, including being supported with XML annotations
from a NIEM-specific namespace, to support data modeling concepts.

14.8.2.3. External Components

We use the term “External Component” for a schema component from a namespace that does not follow the rules
for NIEM conformance.

Examples of external, non-NIEM standards include:

e GML: Geography Markup Language. GML is a prime candidate for content that may be included in NIEM
structures.

e XHTML: Extensible HyperText Markup Language. This language would likely be used for exchanging
simple structured text.

e SAML: Security Assertion Markup Language. This is a likely language into which NIEM content will be
embedded. Some SAML assertions will likely need to contain content defined by NIEM.

14.8.3. Techniques

External components are encapsulated in NIEM-conformant components. This introduces the concept of
“external adapter” types. An external adapter type is a NIEM-conformant XML Schema complex type that wraps a
set of external content.

Error! Objects cannot be created from editing field codes.

These adapter types and container elements are XML Schema components, and so are defined within the
namespace of the schema currently being defined.

This document specifies two constructs, which contain external content. The first is the external adapter type.
This type is a NIEM-conformant type that contains attributes and elements from external namespaces. The
second is the external container element. The container element is used when an external namespace provides
top-level types for use, but does not provide appropriate top-level elements. In such a case, create a container
element of the externally-provided type. Container elements are defined in NIEM-conformant namespaces, are
named differently than regular NIEM-conformant elements, and are used in a more restricted way.

Consistent with the fundamentals of NIEM, XML elements are used for semantics, and XML Schema types are
used to contain necessary structures. Specific rules for definition of adapter components will take this approach,
focusing on encapsulating external structures as NIEM-conformant types, within strongly-defined elements with
specific semantics.

If an external type needs to be extended for use, such extension should be done outside a NIEM-conformant
namespace. These structures are intended to encapsulate external content. They are not indented to introduce
extensions and modifications to external content into NIEM-conformant namespaces. If an application schema
needs to be constructed to conform to an external standard, the schema should be created in a user-defined
namespace, outside the NIEM-conformant namespaces. Then, those external components should be referenced
by NIEM-conformant external adapter types and external container elements, as specified below.

14.8.4. Details

This section contains rules for using external standards in NIEM. The section uses terminology specified by
[XML-INFOSET]. It also follows [XMLSCHEMA-1].

The namespace prefix “i” is used in this specification as if bound to the namespace URI
‘http://niem.gov/niem/appinfo/0.3". This namespace is used by NIEM to describe information that
occurs in the schema. Such information may be used by tools to test conformance and to support the data model
definition of schema content.

14.8.4.1. Namespace Conformance

A namespace can be labeled as NIEM-conformant. Any namespace that is not NIEM-conformant is referred to as
an external namespace. A namespace is NIEM-conformant if its reference schema follows NIEM conformance
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rules. A schema component must be in a NIEM-conformant nhamespace to be considered NIEM conformant. For
any component of a schema to be conformant, the entire schema must be conformant. A NIEM-conformant
schema must claim to be conformant. This occurs when the document element, the schema element, has a child
annotation with a child appinfo with a child element i : conformant with the character child "true". In other
words, the XPath "/xsd:schema/xsd:annotation/xsd:appinfo/i:conformant” has the value "true".

<xsd:schema ...>
<xsd:annotation>
<xsd:appinfo>
<i:conformant>true</i:conformant>
</xsd:appinfo>
</xsd:annotation>
</xsd:schema>

This document only specifically addresses conformance issues for NIEM namespaces with respect to use of
components from external namespaces.

14.8.4.1.1. Non-Schema Namespaces

An external namespace may be defined by a non-schema mechanism, such as DTD. In such a case, a
placeholder schema would be created to represent the exact constructs referred to from the NIEM-conformant
schema. A placeholder schema would not represent the deeper XML content of such namespaces. Instead, it
would define placeholder elements and additional required constructs that are further defined by the non-XML
Schema standard.

For example, XHTML 1.0, which has no normative XML Schema definition, may be considered an external
namespace. XHTML defines a namespace, and numerous elements within that namespace. Were a NIEM-
conformant schema specification to use the element "xhtml:ul" (an unordered list), it would use a reference. In
order for schema validation to proceed normally, a schema would have to define that element. However, there is
no such schema for Non-XML Schema specifications. The schema that is created to fulfill that role is the
placeholder schema. Placeholder schemas should only represent the necessary components directly referred to
from NIEM-conformant schemas.

14.8.4.2. Importing of External Namespaces

When NIEM namespaces are imported, the import statements are documented with a description of how the
namespace is relevant to the namespace being defined. External (hon-NIEM) namespaces should be
documented with additional information, including:

1. An indication that the imported namespace is not NIEM-conformant.
2. The URI for a source of the reference schema for the namespace
3. Version information
4. Information about the body responsible for the standard, including:
a. Contact information
b. URI

Additional metadata will be defined, as the NIEM NDR is further defined. For the time being, the metadata should
be included as documentation elements.

14.8.4.3. External Adapter Types

A NIEM external adapter type is a complex type that has the following qualities:

1. Itis a special form of NIEM-conformant type. It may be used as the type of any NIEM-conformant
element.
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2. An adapter type should compose a single semantic entity. That is, the subparts of the type should
appear together because they form the definition for some concept, not simply as a way of wrapping a
block of external content.

3. An adapter type should be documented, as should any NIEM-conformant type.
4. It contains content from an external namespace, including:
a. Attributes from an external namespace
b. Attribute groups from an external namespace
c. A single XSD sequence containing zero or more of:
(i) Elements from an external namespace

(i) Model Groups from an external namespace. These are named groups of elements defined
schemas.

(iii) External container elements, from a NIEM-conformant namespace. These are used when an
external type must be used. They are defined below.

5. It must extend the "ComplexObjectType" from the NIEM structures namespace

6. It may not directly reference any other complex or simple types. Such types should be accessed via an
external container element.

7. It may not directly reference other NIEM content. Apart from the "ComplexObjectType", all content of an
external adapter type should be external.

8. The content it references may be from more than one external namespace.

9. Each referenced external component must be individually documented, describing the meaning of the
external component

Additional annotations may be introduced as the NDR is developed.

An example of the simple case shows an adapter type directly referring to an external element:

<complexType name="PointType'>
<annotation>
<documentation>
SUMMARY OF TYPE GOES HERE
</documentation>
</annotation>
<complexContent>
<extension base="s:ComplexObjectType">
<sequence>
<element ref="gml:Point">
<annotation>
<documentation>
DESCRIPTION OF EXTERNAL ELEMENT GOES HERE
</documentation>
</annotation>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

An alternate case occurs when types from an external standard need to be used, instead of elements.
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s 14.8.4.4. External Container Elements

2585  This specification introduces the term "External” as a suffix to element names in NIEM-conformant namespaces.
2586  An element with a name that ends in "External” is referred to as an external container element. Such an element
2587 is defined when a NIEM standard needs to reference XML Schema types from an external namespace.

2588 If an external namespace defines elements that are appropriate for use, the elements should be referenced by
2589 external adapter types, and external container elements are unnecessary. External container elements are
2590 needed to create container elements for types from external namespaces.

2591  An external container element has the following characteristics:

2592 1. Its name ends in "External".

2593 2. Itis not a NIEM-conformant element.

2594 3. It may only be referred to by external adapter types. It is an error for any other component to refer to
2595 an external container element.

2596 4. The type of the element is a simple or complex type from an external namespace. The element
2597 definition may not reference any other external components.

2598 5. An external container element may not specify a substitution group.

2599 External container elements may not be referenced by standard conformant components. They may only be
2600 referenced by external adapter types.

2601 Here is an example definition of an external container element:

2602 <element name="PointExternal” type="gml:PointType">
2603 <annotation>

2604 <documentation>

2605 DESCRIPTION OF EXTERNAL TYPE GOES HERE

2606 </documentation>

2607 </annotation>

2608 </element>

2609 Note that the definition is very simple: it provides a container for an external type, and is clearly labeled as non-
2610 NIEM content by the suffix "External”.

2611  The external container element may be used by an adapter type, as the following example shows:

2612 <complexType name="PointType'>

2613 <annotation>

2614 <documentation>

2615 SUMMARY OF TYPE GOES HERE

2616 </documentation>

2617 </annotation>

2618 <complexContent>

2619 <extension base="s:ComplexObjectType'>
2620 <sequence>

2621 <element ref="this:PointExternal'/>
2622 </sequence>

2623 </extension>

2624 </complexContent>

2625 </complexType>

2626 External container elements are not NIEM-conformant data model components. Instead, they create container for
2627 external types. They are clearly identified external by their names (suffixed with "External”). External elements
2628 (that come from non-NIEM namespaces) are clearly identified as external by their namespaces.
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Appendix A. Supporting Files
Appendix A.1. Schema for Structures Namespace

<?xml version="1.0" encoding="UTF-8"?>

<schema
attributeFormDefault=""qualified”
targetNamespace="http://www.it.ojp-gov/jxdm/structures/1"
xmIns:this="http://www.it.ojp.gov/jxdm/structures/1-
xmIns="http://www.w3.0rg/2001/XMLSchema®>

<import
namespace="http://www.w3.org/XML/1998/namespace"*
schemalLocation="xml .xsd"/>

<attribute name="sequencelD"™ type="integer">

<complexType name="ReferenceType" final="true" block="true">
<attribute name="reference" type="IDREF" use="required'/>
<attribute ref="xml:id" use="optional'/>

</complexType>

<element name="Relationship">
<complexTypefinal="true" block="true">
<attribute name="relationshipURI" type="anyURI"
use="‘required"/>
<attribute name="relationshipObject" type=""IDREF"
use="‘required"/>
<attribute name="relationshipSubject' type=""1DREF"
use="‘required"/>
<attribute ref="xml:id" use="optional"/>
</complexType>
</element>

</schema>

Appendix A.2. Schema for entity appinfo namespace

<?xml version="1.0" encoding="UTF-8"?>

<schema
targetNamespace=""http://www.it.ojp.gov/jxdm/appinfos/2*
version="1.0"
xmIns:this="http://www.it.ojp-gov/jxdm/appinfo/2""
xmlns="http://www.w3.0rg/2001/XMLSchema’">

<element name="info">
<complexType>
<seguence>
<element form="qualified"™ maxOccurs="unbounded"
minOccurs="0" name="base"'>
<complexType>
<attribute form="qualified" name="nhamespace"
type=""anyURI" use="required"/>
<attribute form="qualified" name='"name"
type=""NCName"™ use="required"/>
</complexType>
</element>
</sequence>
<attribute form="qualified” name="deprecated™
type="boolean" use="required'/>
</complexType>
</element>
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</schema>

Appendix A.3. Schema for xml namespace

<?xml version="1.0" encoding="UTF-8"?>

<schema
targetNamespace=""http://www.w3.org/XML/1998/namespace""
xmlns="http://www.w3.0rg/2001/XMLSchema’">

<attribute name="id" type="ID"/>

</schema>
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Appendix B. Normative Abbreviations

This is a table of normative abbreviations, acronyms, and word truncations to be used as specified in .

Term Definition

ID Identifier

ORI Orion value
NIEM NDR
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0.3 2005-08-10 Processed comments by XSTF
0.2 2005-07-21 Remove email addresses. Inserted Appendix B for acronyms.
0.1 2005-07-21 Initial draft by Webb Roberts

NIEM NDR

Draft Version 0.3

September 30, 2006

Page 79 of 81





2741

2742
2743

2744
2745

2746
2747
2748
2749

2750
2751
2752

2753
2754

2755
2756
2757
2758
2759

Appendix E. Glossary
This glossary is informative only. No definitions herein should be considered normative.
NIEM: Global Justice XML Data Model

NIEM-conformant reference schema: A schema that acts as the definition for its namespace. It maintains
documentation that allows it to be shared and interoperable as a complete NIEM component.

NIEM-conformant schema: A schema that maintains the XML Schema syntax requirements of NIEM, while not
necessarily containing all content for a namespace, and not necessarily containing all documentation
needed for full interoperability and NIEM integration. NIEM-conformant reference schemas and NIEM-
conformant subset schemas fall under this category, as do extension schemas and document schemas.

NIEM-conformant subset schema: A schema, based on a NIEM-conformant reference schema that is built to
validate a subset of the content of the full reference schema. It is built from a reference schema using
rules specified in this document.

NIEM constraint schema: A schema, used in conjunction with NIEM-conformant schema, that applies a set of
user-designated constraints on XML data instances.

Global: The Global Justice Information Sharing Initiative. For more information, see [Global]
IEPD: Information Exchange Package Description
NIEM: National Information Exchange Model

XSTF: The Global XML Structure Task Force, the organization supervising the NIEM
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Appendix F. Notices

This document and the information contained herein is provided on an “AS IS” basis and the authors DISCLAIM
ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE
USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES

OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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Suspicious Person Report

A citizen sees what they believe to be suspicious activity. A Citizen
person who appears to be of Arabic descent is taking pictures of
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Guidance on Developing Minimum Capabilities 
for Fusion Centers

Role of the State and Major Urban Area Fusion Center




These guidelines delineate the specific roles and responsibilities of federal, state, local, and tribal government as they relate to the establishment and continued operation of state and major urban area fusion centers.  The guidelines were developed in partnership with state, local, and tribal officials and represent a collective (federal, state, local, and tribal) view of the initial role these fusion centers will play in the Information Sharing Environment (ISE).  These guidelines have been drafted recognizing the sovereignty of state and local governments and thus with the understanding that state and major urban area fusion centers are owned and managed by state and local governments.  Furthermore, their incorporation into the ISE takes into account that these centers support day-to-day crime control efforts and other critical public safety activities. Interlinking and networking these centers will create a national capacity to gather, process, analyze, and share information. Incorporating these centers into the ISE will be done in a manner that protects the privacy, civil liberties, and other legal rights of individuals and corporations, as provided for under U.S. law. 



It is understood that the federal government may need to provide financial and technical assistance and human resource support to these fusion centers if they are to achieve and sustain a baseline level of capability.  The objective is to assist state and local governments in the establishment and the sustained operation of these fusion centers.  A sustained federal partnership with state and urban area fusion centers is critical to the safety of our nation and therefore a national priority. 


State and major urban area fusion centers will be the focus, but not exclusive points, within the state and local environment for the receipt and sharing of terrorism information, homeland security information, and law enforcement information related to terrorism.  These fusion centers support the efforts of state, local, and tribal entities in undertaking the following activities and responsibilities in appropriate consultation and/or coordination with federal departments and agencies:


· Share classified and unclassified information to address domestic security and criminal investigations with other states, localities, regions, and the federal government in a manner that protects the privacy, civil liberties, and other legal rights of individuals protected by U.S. law while ensuring the security of the information shared.


· Foster a culture that recognizes the importance of fusing “all crimes with national security implications” and “all hazards” information (e.g., criminal investigations, terrorism, public health and safety, and emergency response) and often involves capturing criminal activity and other information that might be a precursor to a terrorist plot.


· Support a number of critical counterterrorism-, homeland security-, and homeland defense-related activities, including but not limited to the development and/or maintenance of:


1. Mechanisms to contribute information of value to ongoing federal- and national-level assessments of terrorist risks.

2. Statewide, regional, site-specific, and topical risk assessments.


3. Processes in support of information responsive to federally communicated requirements and tasks.

4. Alerts, warning, notifications, advisories, and/or bulletins regarding time-sensitive or strategic threats.

5. Situational awareness reports.

6. Analytical reports regarding geographically relevant incidents or specific threats.


· Develop, in coordination with federal authorities, critical infrastructure protection plans to ensure the security and resiliency of infrastructure operations (e.g., electric power, transportation, telecommunications, and water) within a region, state, or locality.  The efforts of state and major urban area fusion centers in this regard will be coordinated with information sharing activities delineated in the National Infrastructure Protection Plan as well as other efforts already under way by the U.S. Department of Homeland Security (DHS), Federal Bureau of Investigation (FBI), U.S. Department of Defense (DOD), and other federal entities.


· Prioritize emergency management, response, and recovery planning activities based on likely threat scenarios and at-risk targets.


· Provide assessments of risk that support state and major urban area efforts to allocate funding, capabilities, and other resources. 


· Provide risk-related information to support efforts to develop training, awareness, and exercise programs to ensure that state, local, and tribal official personnel are prepared to deal with terrorist strategies, tactics, capabilities, and intentions and to test plans for preventing, preparing for, mitigating the effects of, and responding to events.


· Further customize federally supplied information for dissemination to meet intra- or interstate needs, unless specifically prohibited or otherwise subject to additional security restrictions. 


· Ensure that all locally generated terrorism information—including suspicious activity/incident reports—is communicated to the federal government and other states, localities, and regions through the appropriate mechanism and systems. Locally generated information that does not appear to be threat- or incident-related will be gathered, processed, analyzed, and interpreted by the same state and major urban area fusion centers in coordination with locally based federal officials. The same information will be disseminated to the national level via appropriate federal agencies. 


Federal, State, and Local Responsibilities


I.
General


Federal Responsibilities



The federal government—in coordination with state, local, and tribal officials—will establish a working group of the Information Sharing Council to coordinate federal efforts to support the creation of a national network of state and major urban area fusion centers.



Drawing upon existing and ongoing efforts at the federal level, the 
U.S. Department of Justice (DOJ), DHS, Office of the Director of National Intelligence (ODNI), and DOD shall establish a coordinated set of policies, protocols, and procedures to:


1. Develop, maintain and, as appropriate, disseminate an assessment of terrorist risks and threats to the United States and its interests.


2. Use risk and threat assessments to identify and gather information responsive to the identified threats and risks.


3. Gather and document the information needs of state, local, and tribal governments.


4. Continue to develop a prioritized listing of informational products needed by state, local, and tribal governments based on the Terrorism Information Requirements.


5. Maintain existing analytical resources capable of producing by researching, developing, drafting, and packaging these analytical products and coordinating both their development and dissemination.


6. Mitigate any gaps in production capabilities as they relate to the production of alerts, warning, and notifications regarding time-sensitive threat, situational awareness reporting regarding significant events, strategic assessments of threats posed by individuals or terrorist organizations, tradecraft utilized by organizations, geographic risk assessments, or other related issues.


7. Mitigate production gaps by leveraging existing departmental (DHS, DOJ, DOD, U.S. Department of Energy [DOE]), agency (FBI, Central Intelligence Agency [CIA]), or National Counterterrorism Center (NCTC) analytical capabilities.


8. Maintain the capability to produce and coordinate multichannel dissemination of interagency coordinated alerts, warning, and notifications of time-sensitive terrorism-related information.


9. Support state and local efforts to produce statewide, regional, and site-specific risk assessments by adopting common terminology and criteria and providing state and local officials an agreed-upon assessment methodology for evaluating risk threat, consequence, and vulnerability.


10. Coordinate the assignment of representative personnel to state and major urban area fusion centers, and otherwise strive to integrate and, to the extent practical, collocate resources.

11. Ensure that the sharing of information is done in a manner that protects the privacy and legal rights of Americans.

State and Local Responsibilities



It is envisioned that as part of participating in the ISE, each state will be encouraged to define and document how it intends to carry out intrastate efforts to gather, process, analyze, and disseminate terrorism information, homeland security information, and law enforcement information.  This process is commonly known as the “fusion process.”  Defining this process should include the following:

1. In those states where there exist multiple fusion centers, one fusion center with the demonstrated capacity to serve as the statewide center or hub should be designated as the primary interface with the federal government.  This statewide fusion center should also coordinate the gathering, processing, analysis, and dissemination of homeland security information, terrorism information, and law enforcement information on a statewide basis. 


2. The Executive Agent of each Urban Area Security Initiative (UASI) and the applicable state’s homeland security advisor are encouraged to work together to determine the most effective manner in which to incorporate the UASI into the statewide information sharing framework.


3. In those instances in which the UASI has established a regional fusion center, the activities of the major urban area fusion center should be incorporated into the statewide fusion process.


4. Each state and major urban area fusion center is encouraged to coordinate with the appropriate federal authorities to develop synchronized protocols for sharing information with the private sector.  


II.
Achieving and Sustaining Baseline Operational Standards for State and Major Urban Area Fusion Centers


Federal Responsibilities



The federal government—working in partnership with state, local, and tribal authorities—will seek to define the current national information sharing capability that exists through the reality of current state and major urban area fusion centers.  State and local authorities will be asked to support these efforts by assessing and documenting the baseline level of capability of their existing fusion centers.



The federal government—in consultation with state, local, and tribal authorities—shall compile, document, and disseminate baseline operational standards, the achievement of which will determine whether an individual state or major urban area fusion center is considered to have achieved a baseline level of capability.  These baseline operational standards will build on the Fusion Center Guidelines: Law Enforcement Intelligence, Public Safety, and the Private Sector.  Additionally, the federal government will initiate a series of activities to assist state and major urban area fusion centers to adopt and incorporate these baseline operational standards into their business operations.  These standards will support the gathering, processing, analysis, and dissemination of terrorism information, homeland security information, and law enforcement information.  Specific federal activities include: 

1. Defining, documenting, and disseminating the baseline operational standards.


2. Assessing the existing level of capability of each designated state and major urban area fusion center. 


3. Providing technical assistance, training, and other support as needed by these fusion centers to support their achievement of the defined baseline level of capability. 


4. Amending relevant grants guidance and technical assistance to ensure that fusion center grant recipients, as a condition of receiving funding, meet delineated baseline operational standards.


5. Modifying grants, other applicable funding programs, and related technical assistance programs to support efforts to sustain the capacity of state and major area fusion centers to operate at a baseline operational level once achieved. 


6. Establishing a best practices clearinghouse capability for fusion centers, to include creating a list of subject-matter experts.


7. Developing a coordinated interagency approach that supports, wherever practical, the assignment of federal personnel to state and major urban area fusion centers and otherwise strive to integrate and, to the extent practical, collocate resources.


State and Local Responsibilities



As part of participating in the ISE, state and local authorities are encouraged to take the following steps to ensure that state and major urban area fusion centers achieve and sustain a baseline level of capability:


1. Support efforts to complete an assessment of existing capabilities within designated state and major urban area fusion centers.


2. Identify and document capability gaps and develop a strategy and investment plan to mitigate any capability gaps.


3. Track and report efforts to mitigate any capability gaps.


4. Develop an investment strategy to sustain fusion center operations, including a delineation of current and recommended future federal versus nonfederal costs.


5. Document and report a strategy for integrating state and major urban area fusion center efforts with those of other federal, state, local, tribal, and private sector information sharing and counterterrorism efforts.


III.
Suspicious Activities/Incident Reporting


Federal Responsibilities


The federal government will develop a plan and provide state and major urban area fusion centers with a mechanism to gather and report locally generated information to appropriate federal entities, other states, and localities.  This locally generated information will include reports by the public and/or governmental personnel regarding suspicious incidents, events, and activities.  Specific activities include:


1. Providing reports and awareness training to state, local, and tribal authorities regarding the strategic goals, operational capabilities, and methods of operation utilized by international and domestic terrorist organizations so that local events and behaviors can be viewed within the context of potential terrorist threats. 


2. Developing a prioritized listing of the specific types of locally generated information of interest to federal entities that are responsible for assessing the national threat environment and that support the rapid identification of emerging terrorist threats. 


3. Identifying resources capable of communicating and updating these information requirements to state, local, and tribal officials via state and major urban area fusion centers.  


4. Establishing a centralized capability to support the reporting, tracking, processing, storing, and retrieval of locally generated information.


5. Ensuring that efforts to gather, process, analyze, and store locally generated information are carried out in a manner that protects the privacy and legal rights of Americans.


State and Local Responsibilities



It is envisioned that as part of participating in the ISE, state and major urban area fusion centers will support the gathering of locally generated terrorism information, homeland security information, and law enforcement information related to terrorism.  Specific activities may include:


1. Completion of a statewide and/or regional risk assessment, to include threat, vulnerability, and consequence.


2. Using this assessment to identify priority information requirements.


3. Identification of data sources and repositories of prioritized information.


4. Maintaining an information gathering and reporting strategy utilizing existing local capabilities.


5. Developing, implementing, and/or maintaining a method for communicating information priorities to local gatherers of information.


6. Ensuring that the processes and protocols for ensuring that priority information, including Suspicious Incident Reports (SIRs) and Suspicious Activities Reports (SARs), is disseminated to and evaluated by appropriate government authorities and appropriate critical infrastructure owners and operators. 


7. Ensuring that the processes and protocols for ensuring that priority information, including SIRs and SARs, is reported to national entities to support its inclusion into national patterns and trends analysis and to other states and localities to support regional trends analysis.


8. Identifying system requirements for a centralized system for reporting, tracking, and accessing SIRs and SARs.


9. Defining a feedback mechanism.


IV.
Alerts, Warning, and Notifications 


Federal Responsibilities



The federal government—in coordination with state, local, and tribal authorities—will establish processes to manage the issuance of alerts, warning, and notifications to state and major area fusion centers regarding time-sensitive threats and other information requiring some type of state and/or local reaction or response.  Specific activities include:


1. Documenting the types of informational products needed by state, local, and tribal governments and the format in which they are desired.


2. Identifying the federal entities responsible for producing by researching, developing, drafting, and packaging alerts, warning, and notifications for dissemination to state and major area fusion centers regarding time-sensitive threats and coordinating both their development and dissemination.


3. Identifying any gaps in production capabilities as they relate to the production of alerts, warning, and notifications regarding time-sensitive threats or other related issues.

4. Maintaining the capability to mitigate production gaps by leveraging existing departmental (DHS, DOJ, DOD, DOE), agency (FBI, CIA), or NCTC analytical capabilities. 


5. Coordinating interagency production and multichannel dissemination of “federally coordinated” alerts, warning, and notifications of time-sensitive threats through the efforts of the Interagency Threat Assessment and Coordination Group.


6. Providing a communications platform, where needed, to transmit alerts, warning, and/or notifications and ultimately consolidating such communications platforms as agreed to through collaborative federal, state, and local planning and deliberation. 

State and Local Responsibilities



As part of participating in the ISE, state and major urban area fusion centers will be encouraged to ensure that alert notifications are disseminated, as appropriate, to state and local authorities, the private sector, and the general public.  Specific activities may include:


1. Implementing a protocol to govern the receipt of federally generated threat, warning, and notification messages.


2. Developing and/or maintaining a plan including processes, protocols, and communication methodology to govern the further dissemination of federally generated threat, warning, and notification messages, bulletins, and other information products to state, local, or tribal authorities, the private sector, and the general public.


3. Developing and/or maintaining a plan including processes, protocols, and communication methodology to govern the gathering, processing, and reporting to federal entities of any actions taken by state, local, or tribal authorities and the private sector in response to federally generated threat, warning, and notification messages. 


4. Identifying and establishing a communications platform to support the dissemination of these messages and information products.


5. Coordinating with the appropriate federal authorities to develop synchronized protocols for sharing information with the private sector.  


V.
Situational Awareness Reporting


Federal Responsibilities



The federal government—in coordination with state, local, and tribal authorities—will establish processes to manage the reporting to key officials and the public information regarding significant events (local, regional, national, and international) that may influence statewide or local security conditions that include:


1. Documenting the types of informational products needed by state, local, and tribal governments and the format in which they are desired.


2. Identifying existing resources capable of producing by researching, developing, drafting, and packaging these situational reports and coordinating both their development and dissemination.


3. Identifying any gaps in production capabilities as they relate to the production of situational awareness reporting regarding significant events.


4. Maintaining the capability to mitigate production gaps by leveraging existing departmental (DHS, DOJ, DOD, DOE), agency (FBI, CIA), or NCTC analytical capabilities to produce terrorism-related situational reports.


5. Coordinating interagency production and multichannel dissemination of “federally coordinated” situational awareness reports through the efforts of the Interagency Threat Assessment and Coordination Group.


6. Identifying and establishing a communications platform to support the dissemination of such reporting.


State and Local Responsibilities



As part of participating in the ISE, state and major urban area fusion centers are encouraged to develop the processes to manage the reporting to key officials and the public information regarding significant events (local, regional, national, and international) that may influence statewide or local security conditions. Such actions may include:

1. Establishing and/or maintaining a protocol to govern the receipt of federally generated situational awareness reports.


2. Establishing and/or maintaining a plan including processes, protocols, and communication methodology to govern the further dissemination of federally situational awareness reports and those resulting from media reports to state, local, tribal authorities, the private sector, and the general public.


3. Establishing and/or maintaining a plan including processes, protocols, and communication methodology to govern the gathering, processing and reporting to federal entities of any actions taken by state, local, or tribal authorities and the private sector in response to significant events.


4. Establishing and/or maintaining a protocol to govern the timely reporting of significant events occurring within state or local jurisdictions to federal authorities and, when appropriate, other states, localities, and regional entities.


5. Coordinating with the appropriate federal authorities to develop synchronized protocols for sharing information with the private sector and the general public. 


[image: image1.png]





� 	These assessments support the U.S. Department of Homeland Security’s critical infrastructure protection and preparedness planning efforts as well as the U.S. Department of Defense’s force protection activities and provide situational awareness for the Federal Bureau of Investigation’s investigations and intelligence-gathering activities.
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Price Estimate

		Fusion Center SIR/SAR IEPD Development Project

								TOTAL				0.00		$0.00		$0.00

		Delivery Date		NEW PROPOSED DATE(S)		Activity / Deliverable		Involvement / Method		Labor Category		Estimated Hours		Rate		Total Cost

		GENERAL (NON-IEPD SPECIFIC)

		Within 5 days of award				Preparation Activities		Remotely review supporting Fusion Center, SIR, and NIEM documentation.						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Within 5 days of award				Meet with IJIS Project Manager to Finalize Plan & Dates		Up to 2 Hour Teleconference Meeting						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		1 Day on or between 03/06 - 03/08/07				Fusion Center Intelligence Director Meeting  Presentations		Participate in creation of presentation slides and materials and present material at conference as specified						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		1 Day on or between 05/21 and 05/25/07				IACP LEIM 32nd Annual Conference Presentation		Participate in creation of presentation slides and materials and present material at conference as specified						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Throughout Project				Bi-Weekly Progress Review		30min Checkpoint Meetings with IJIS Project Manager via telephone call						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		TBD				Exchange Model & Use Case Material Overview Meeting		Remote or in-person meeting with IIR, SEARCH, and possibly involved IJIS members to gain necessary background and materials						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		TBD				Working team meeting		In-person or remote meeting (as recommended by subcontractor and supportable by working team)						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Total General Costs										0.00		0		$0.00

		SIR IEPD #1

		Please Propose a Completion Date				Work to understand Use Case, UML Domain Model, and early mapping information		Remote work done by contractor using existing documentation and may require remote or in-person meetings with IIR, SEARCH, and or involved IJIS members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Facilitate Domain Modeling or Mapping Meeting w/Working Team		In-Person or remote meeting facilitation & information capture						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Finalize UML Model and Map to NIEM		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Draft Domain Model & Mapping and facilitate feedback capture		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build All Schemas and create WantList		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Final UML Domain Model, Mapping, and Schemas with Working Team & Integrate Feedback		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build XML Instance & Sample Style-Sheet with Working Team Involvement		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Create Documentation and facilitate working team approval		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		03/30/07				Publish Final IEPD (with all NIEM artifacts) to Authoritative Source, OJP, and IJIS with Metadata, Navigation Tool, and Posting Forms		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		IEPD Sub-Total										0.00		0		$0.00

		SIR IEPD #2

		Please Propose a Completion Date				Work to understand Use Case, UML Domain Model, and early mapping information		Remote work done by contractor using existing documentation and may require remote or in-person meetings with IIR, SEARCH, and or involved IJIS members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Facilitate Domain Modeling or Mapping Meeting w/Working Team		In-Person or remote meeting facilitation & information capture						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Finalize UML Model and Map to NIEM		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Draft Domain Model & Mapping and facilitate feedback capture		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build All Schemas and create WantList		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Final UML Domain Model, Mapping, and Schemas with Working Team & Integrate Feedback		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build XML Instance & Sample Style-Sheet with Working Team Involvement		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Create Documentation and facilitate working team approval		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		03/30/07				Publish Final IEPD (with all NIEM artifacts) to Authoritative Source, OJP, and IJIS with Metadata, Navigation Tool, and Posting Forms		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		IEPD Sub-Total										0.00		0		$0.00

		SIR IEPD #3

		Please Propose a Completion Date				Work to understand Use Case, UML Domain Model, and early mapping information		Remote work done by contractor using existing documentation and may require remote or in-person meetings with IIR, SEARCH, and or involved IJIS members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Facilitate Domain Modeling or Mapping Meeting w/Working Team		In-Person or remote meeting facilitation & information capture						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Finalize UML Model and Map to NIEM		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Draft Domain Model & Mapping and facilitate feedback capture		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build All Schemas and create WantList		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Final UML Domain Model, Mapping, and Schemas with Working Team & Integrate Feedback		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build XML Instance & Sample Style-Sheet with Working Team Involvement		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Create Documentation and facilitate working team approval		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		03/30/07				Publish Final IEPD (with all NIEM artifacts) to Authoritative Source, OJP, and IJIS with Metadata, Navigation Tool, and Posting Forms		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		IEPD Sub-Total										0.00		0		$0.00

		SIR IEPD #4

		Please Propose a Completion Date				Work to understand Use Case, UML Domain Model, and early mapping information		Remote work done by contractor using existing documentation and may require remote or in-person meetings with IIR, SEARCH, and or involved IJIS members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Facilitate Domain Modeling or Mapping Meeting w/Working Team		In-Person or remote meeting facilitation & information capture						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Finalize UML Model and Map to NIEM		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Draft Domain Model & Mapping and facilitate feedback capture		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build All Schemas and create WantList		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Share Final UML Domain Model, Mapping, and Schemas with Working Team & Integrate Feedback		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Build XML Instance & Sample Style-Sheet with Working Team Involvement		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		Please Propose a Completion Date				Create Documentation and facilitate working team approval		Remote meetings with working team members						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		03/30/07				Publish Final IEPD (with all NIEM artifacts) to Authoritative Source, OJP, and IJIS with Metadata, Navigation Tool, and Posting Forms		Remote work done by contractor						$   - 0		$0.00

														$   - 0		$0.00

														$   - 0		$0.00

		IEPD Sub-Total										0.00		0		$0.00

		OTHER ACTIVITIES (ADDED BY RESPONDING MEMBER COMPANY)

														$   - 0		$0.00

														$   - 0		$0.00
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														$   - 0		$0.00
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		IEPD Artifact

		Description

		File Type
Examples

		Req / Option

		IIR

		Search

		IJIS

		Working Team



		Exchange Files (normative XML) 



		Subset schema

		Subset of the full NIEM schema; a compressed directory of schemas (to distinguish from other schema sets)

		xsd

		R

		Approve

		Approve

		Lead

		Approve



		Wantlist

		User requirements (distinguishes user data components required by the user from components that they depend on for conformance); generated by and uploaded to the Schema Subset Generator Tool (SSGT); this is an open spec; the SSGT is not required to create a Wantlist (though it is easier). 

		xml

		R

		Approve

		Approve

		Lead

		Approve



		Exchange schema 

		Base document schema that defines the xml root element, generally named after the IEPD itself; AKA document schema, reference schema, root schema.

		xsd

		R

		Approve

		Approve

		Lead

		Approve



		Constraint schema

		Constraints for separate constraint validation path; a compressed directory of schemas (to distinguish from other schema sets)

		xsd

		O

		Approve

		Approve

		Lead

		Approve



		Extension schema

		Specification for extended components; separate local namespace; components not contained in NIEM

		xsd

		O

		Approve

		Approve

		Lead

		Approve



		Sample XML instance

		Example instance; may be multiple; may reference optional style sheet

		xml

		O

		Approve

		Approve

		Lead

		Approve



		Sample style sheet

		Example style sheet for display of instances; may be multiple

		xsl

		O

		Approve

		Approve

		Lead & Consume

		Contribute & Approve



		Documentation 



		Exchange Documentation

		Captured via JIEM tool where exchange partners, triggers, preceding and subsequent events, conditions, and exchange documents are defined

		

		

		Contribute & Approve

		Lead

		Contribute, Approve, & Consume

		Contribute & Approve



		Master documentation:

		May include purpose, business requirements, what, when, why, how to, etc.; need guidelines for Master Documentation content; the following indented items are possible documents that can be contained with the Master Documentation or broken out as individual files.

		txt, doc

		R

		Contribute

& Approve

		Contribute

&  


Approve

		Lead

		Contribute & Approve



		    - Business requirements

		itemized descriptions; may also contain business rules

		txt, doc

		O

		Contribute & Approve

		Contribute & 

Approve

		Contribute, Approve & Consume

		Contribute & Approve



		    - MOUs

		Memorandums of Understanding among participating agencies

		txt, doc

		O

		

		

		

		



		    - Endorsement letters

		documentation from professional or governmental organizations that confirm support; refer to Endorsement in metadata

		txt, doc

		O

		Contribute, Approve, & Consume

		Contribute & Approve

		Contribute, Approve, & Consume

		Contribute & Approve



		    - Methodology and Tools

		Used to build IEPD; may contain URLs or references to tools, methodology, documentation

		txt, doc

		O

		Approve

		Contribute

		Contribute & Consume

		Approve



		    - Testing & conformance

		Description and results of validation and conformance testing performed; may include testing output or products

		txt, doc

		O

		

		

		

		



		Domain model 

		Domain model in standard open format (xmi, vsd, zargo) and standard open graphic (jpg, pdf, etc.); likely a Unified Modeling Language (UML) model

		vsd, xmi, zargo, jpg, pdf, etc.

		O

		Contribute & Approve

		Lead

		Contribute, Approve, & Consume

		Contribute & Approve



		Use case model

		Use case diagram in standard open format and standard graphic; likely UML

		vsd, xmi, zargo, jpg, pdf, etc.

		O

		Lead

		Contribute, Approve, & Consume

		Contribute, Approve, & Consume

		Consume



		Business rules

		May be: (1) plain or structured English, (2) written into master documentation, (3) Schematron or other formal business rule language, (4) generated by a development tool

		xml, txt, doc

		O

		

		

		

		



		Mapping (to NIEM components)

		Mapping of domain components to NIEM components; tagged with constraints (i.e. cardinality, etc.); prefer Component Mapping Tool

		xls, csv

		O

		Contribute & Approve

		Contribute & Approve

		Lead

		Contribute & Approve



		Extended components

		Components created because they were not in NIEM; may be part of mapping spreadsheet; include structure and definitions of new components; prefer Component Mapping Tool (CMT)

		xml, xls, csv

		O

		

		

		

		



		Change log

		Record of cumulative changes from previous IEPD versions; initial IEPD simply records its creation date

		xml, txt, doc

		R

		Approve

		Approve

		Lead

		Approve



		Catalog Files 



		Catalog

		List of artifacts in the IEPD; machine readable; open, portable format; browser displayable

		xml, xhtml

		R

		Approve

		Approve

		Lead

		Approve



		Metadata

		All metadata registered with the IEPD

		xml, xhtml

		R

		Approve

		Contribute & Approve

		Lead

		Approve
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Attachment 1 – Proposed SIR Data Elements


a. Unique record identifier


b. Link to possible related activity


c. Name of person initially observing the suspicious activity


d. Contact information for initial observer

e. Category of observer, e.g. professional observer vs. layman


f. Other descriptive information about observer, as appropriate, e.g., sex

g. Name/description of person who entered the data (may be same as observer)

h. Contact information for person who entered the data


i. Information for organizational POC


j. General organizational POC may be different than the person who entered the data


k. Source of information, e.g.  walk-in or call-in

l. Date and time of activity


m. Location of activity

n. First or second-hand observation

o. Intended target of the suspicious activity.


p. Description of activity including rationale for potential terrorism nexus

q. Identification of persons/vehicles involved in activity

r. Pictures or other addenda where appropriate

s. Additional contextual information (“gut feeling” description[image: image1.png]
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1. INTRODUCTION AND OVERVIEW OF NIEM

1.1. What is NIEM?

The National Information Exchange Model (NIEM) is a partnership of the U.S. Department of
Justice (DOJ) and U.S. Department of Homeland Security (DHS). It is designed to develop,
disseminate, and support enterprise-wide Information Exchange Package Documentation
(IEPD) and processes that will enable jurisdictions and agencies throughout the nation to
effectively share critical information in both emergency and routine situations.

NIEM focuses on discrete information exchanges between seeseccsssccsecccssacsencensnnsens
agency information systems. NIEM will provide the information : The vision for NIEM is to be
sharing structure necessary for first responders and decision : the standard, by choice, for
makers to have the right information to prepare for, prevent, : intergovernmental

and respond to major terrorist events and natural disasters. : information exchange.
Also, it will enhance the day-to-day capabilities of practitioners
at all levels of government in making crucial decisions about
border enforcement, passenger screening, port security, intelligence analysis, local law
enforcement and judicial processing, correctional supervision and release, and a variety of other

governmental functions.

The primary NIEM objectives are to:

% Bring stakeholders together to identify information sharing requirements for operational
and emergency situations.

% Maintain a national model containing universal, common, and domain-specific data
components that pertain to agency information needs in order to facilitate development
of an IEPD.

« Develop standards, a common vocabulary, and an online repository of IEPDs to
support information sharing.

% Provide technical tools to support development, discovery, dissemination, and reuse of
IEPDs.

« Provide training, technical assistance, and implementation support services, as
appropriate.

Developing and implementing NIEM exchange standards means that the major investments
local, state, tribal, and federal governments have made in existing information systems can be
leveraged and that these governments can efficiently participate in a truly national information
sharing environment. NIEM standards enable different information systems to share and
exchange information, irrespective of the particular technologies at use. Moreover, creating and
adopting NIEM standards means that local, state, tribal, and federal organizations avoid the
problem of rebuilding or significantly altering their systems to share information.

NIEM is not a software program or a computer system nor does it contain specific information
regarding people, events, and incidents. NIEM is designed to facilitate information exchange
between different domains, such as justice, public safety, emergency and disaster
management, intelligence, and homeland security. NIEM makes this possible by providing the
data standards and exchange methods for defining these cross-domain exchanges. As NIEM
grows, the Web site will serve as a repository for tools and it will facilitate collaboration for
technical personnel across the country. NIEM will be built on a practitioner-driven model, yet it
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will remain under the control of DOJ and DHS in terms of content, quality, and expansion of
scope to other domains like Health and Transportation.

1.2. Background

DOJ and DHS launched NIEM on February 28, 2005." It leverages the data exchange
standards efforts successfully implemented by DOJ’s Global Justice Information Sharing
Initiative (Global)? and extends the Global Justice XML Data Model (Global JXDM)? to facilitate
timely, secure information sharing across the whole of the justice, public safety, emergency and
disaster management, intelligence, and the homeland security enterprise.

NIEM complies with the Homeland Security Presidential Directive (HSPD-5)*, which assigns the
Secretary of DHS the role of principal federal official for domestic incident management. The
Homeland Security Act of 2002° charges the Secretary with the responsibility for coordinating
federal operations within the United States to prepare for, respond to, and recover from terrorist
attacks, major disasters, and other emergencies. In 2004, Congress passed the Intelligence
Reform and Terrorism Prevention Act (IRTPA) and in 2005 Executive Order 13388 was issued
by the President. Both items direct U.S. government organizations to strengthen the sharing of
terrorism information between organizations and appropriate authorities of local and state
governments and the protection of the ability of organizations to acquire this additional
information.

1.3. How Does NIEM Differ From Global JXDM?

Several years ago, the state and local criminal justice community had a problem. Among law
enforcement, courts, corrections, and other domains there was a need to share information
rapidly and effectively to serve a variety of public safety needs. At best, this was an expensive
process, involving point-to-point exchanges that were cumbersome to implement, site specific,
and not easily modified or reused. The advent of Extensible Markup Language (XML) provided
the tool with which information could be exchanged more efficiently and cost effectively. A
multitude of independent and, as a result, incompatible initiatives to build XML solutions among
justice agencies did not solve the problem of unifying all criminal justice organizations under a
common XML vocabulary. Global sought to remedy this situation by bringing practitioners and
developers together in order to build information exchange standards, based on sound
principles and best practices.

! The joint DOJ/DHS announcement was made at the executive session of the Global JXDM Developers’
Workshop in Arlington, Virginia. See http://www.it.ojp.gov/topic.jsp?topic_id=195.

% The DOJ’s Global Justice Information Sharing Initiative (Global) serves as a Federal Advisory
Committee (FAC) to the U.S. Attorney General on justice information sharing and integration initiatives.
Global was created to support the broadscale exchange of pertinent justice and public safety information.
It promotes standards-based electronic information exchange to provide the justice community with
timely, accurate, complete, and accessible information in a secure and trusted environment. More
information about this initiative can be found at http://www.it.ojp.gov/topic.jsp?topic_id=8.

® The Global Justice XML Data Model (Global JXDM) is a comprehensive product that includes a data
model, a data dictionary, and an XML schema that together are known as the Global JXDM. The Global
JXDM is sponsored by DOJ's Office of Justice Programs (OJP), with development supported by the
Global XML Structure Task Force (GXSTF) which works closely with researchers at the Georgia Tech
Research Institute (GTRI). More information on the Global JXDM can be found at http://it.ojp.gov
[topic.jsp?topic_id=43.

* More information on HSPD-5 can be found at http://www.whitehouse.gov/news/releases/2003/02
/20030228-9.html.

> More information on the Homeland Security Act of 2002 can be found at http://www.whitehouse.gov
[news/releases/2003/02/20030228-9.html.
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The Global JXDM is unique within government as an XML vocabulary that has truly been
created from the ground up. Practitioners from a variety of organizations came together to
create a data dictionary that would allow the entire justice enterprise to share information with a
common structure. This enables exchanges to be built that serve many purposes and
eliminates the point-to-point inefficiencies of the past. The success of Global JXDM has
standardized many disparate systems across the criminal justice domain and the concept is
now being extended on a national level. Global JXDM will continue to operate under the
guidance of DOJ Bureau of Justice Assistance (BJA), and NIEM will serve as an umbrella
organization with a much larger scope. DOJ Office of the Chief Information Officer (CIO) is
responsible for NIEM, in partnership with the DHS Office of the CIO.

In NIEM, the Global JXDM is represented in the Justice domain. NIEM not only includes the
Justice domain but also represents others, such as intelligence and emergency and disaster
management. NIEM provides the organizations involved in these domains with the data model
needed to create their information exchanges, to create and share information, and to get a
head start in implementing its own exchanges. NIEM actively encourages federal agencies
while equally focusing on state and local contributors. This is possible through an emphasis on
component-based resources that are reusable and portable to any organization or platform.
NIEM will serve as an umbrella for existing domains, such as justice and homeland security, to
work side-by-side in developing information exchange capabilities and ensuring that technology
will never again be a barrier to the public's safety and well-being.

1.4. Why is NIEM Needed?

A variety of emergency situations in recent years have
demonstrated in increasingly vivid detail the tragic
consequences that often result from the inability of
jurisdictions and agencies to effectively share information.
Terrorist attacks, natural disasters, and tragic large-scale
criminal incidents too often serve as case studies that reveal
weaknesses in  our nation’s information sharing
infrastructure. Even daily local events that involve multiple
agencies, such as fire and law enforcement, illustrate the
challenges to sharing information.

NIEM Value Propositions:

+ Improve public safety and
homeland security.

+ Enhance the quality of
justice and decision
making by providing
accurate, timely,
complete, and relevant
information to decision
makers across the broad
spectrum of NIEM
communities of interest
(COls).

+ Provide return on
investment (ROI) to
practitioners and vendors
by accelerating IEPD
design and development.

Citizens and decision makers alike largely believe that
government organizations today can instantly share critical
information at key decision points throughout the whole of
the justice, public safety, emergency and disaster
management, intelligence, and homeland security
enterprise. Contributing to this problem is the false portrayal
of such information sharing capabilities every day on
television and in movies. Moreover, the level of integration
that is possible today is evident in an ever-expanding array
of online services in commercial endeavors and consumer
products (e.g., eBay and Amazon.com). Surely, first
responders should be able to share information and
effectively communicate in emergency situations, when
seconds count and lives are at stake.

+ Facilitate business
transformation.

+ Provide the framework for
expansion into other

Even though agencies perform similar operational functions, COls.

their internal business processes are inconsistent, and they “ceeteereeerieciniaiiesiieniacnassd

continue to use different information systems and technology to support them. They lack a
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national mechanism to identify and facilitate information exchanges with other agencies and
jurisdictions. As a consequence, these agencies are unable to effectively share information in a
timely, secure manner, and too often, there are fundamental differences in the nature and
understanding of information between them.

NIEM is designed to serve as that national mechanism to support the creation and
implementation of enterprise-wide information exchange standards so that organizations at all
levels of government can effectively share and have access to information in an efficient and
secure manner without changing their internal processes or systems.

Analysts and officers, for example, need the ability to perform simple queries that will interrogate
their own internal agency information systems, as well as access other external agency
information systems, as appropriate. NIEM is designed to facilitate this cross-domain,
enterprise-wide information exchange by searching and returning a “hit” to the user and
providing more detailed information. Because of security concerns and the sensitive nature of
data contained in the variety of information systems engaged in NIEM, not all information will be
routinely or broadly available. Data owners and originating agencies must have the ability to
control access to information. U.S. Marshals, for instance, may want to share virtually all of the
information they have on fugitives, while the Drug Enforcement Agency (DEA) may only want to
share limited information regarding ongoing investigations. NIEM will help the technical
personnel across the country set up this capability in a consistent way that is interoperable with
partner agencies, and this capability must be equally available at all levels of government.

1.5. Understanding the Business Value of NIEM

Providing immediate access to timely, complete, and relevant information and sharing critical
data at key decision points throughout the whole of the justice and public safety enterprise are
key objectives of the NIEM program. Fundamentally, NIEM is not just about technology or
making systems perform better. It is about making major improvements in the way information
is shared throughout the nation.

The primary value propositions supporting NIEM include:

R/

< Improving public safety and homeland security by enabling real-time and precise
information access and exchange between communities of interest (COls) at all levels
of government. Because NIEM models, builds, and documents information exchange
standards for enterprise-wide information sharing, operational agencies will be better
equipped with proper information and more capable of making informed decisions that
can translate into direct improvements in public safety and homeland security.

< Enhancing the quality of justice and decision making by providing accurate, timely,
complete, and relevant information to decision makers across the broad spectrum of
NIEM COls.

< Achieving greater efficiency, effectiveness, and return on investment (ROIl) in
operations and decision making by providing users with a set of reusable data
components, as well as the tools needed for discovering and developing common and
universal data components for effective information exchange. NIEM will provide
significant value to practitioners by accelerating information exchange design and
development through effective discovery, reuse, and extension of operationally
validated standards. It also means that the major investments local, state, tribal, and
federal governments have already made in existing information systems can be
leveraged and that they can efficiently participate in this national information sharing
environment.
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« Additional improvement in efficiency and effectiveness can be achieved through the
application of standard methodologies for scenario-based planning, information
exchange mapping and modeling, and IEPD development. In the future, existing
databases will be made accessible to different sources via standard queries.

+ Reducing the design and development time needed to build and implement robust,
agile information sharing capabilities using NIEM’'s common standards, vocabulary,
reusable data components, and tools. Additionally, NIEM will support a repository to
host IEPDs and ensure interoperability between systems.

¢ Facilitating business transformation by identifying and documenting information
exchange requirements among diverse COls, building information sharing standards,
and enabling reengineering of key operations, where effective.

% Providing a valuable framework, infrastructure, and governance that is scalable
beyond the current domains for other cross-government information exchange
challenges.

A comprehensive Performance Management Plan (PMP), to be developed by the NIEM
Program Management Office (PMO), will include the requirements and processes for regularly
documenting and measuring the core business value of NIEM in building information sharing
capabilities in each of the dimensions noted above. It will include specific, objective, quantifiable
metrics associated with the NIEM value propositions. Reports will be used to document the
outcomes (actual results) of these measures by the appropriate governance bodies that oversee
program resources to ensure they provide value.

1.6. Purpose of the CONOPS

This Concept of Operations (CONOPS) provides a high-level conceptual view of NIEM and its
operations. The CONOPS is designed to introduce NIEM to decision makers, practitioners,
users, and technical developers and to provide general descriptions of NIEM’s objectives and
value, operational and technical principles and processes, and the governance structure that will
guide and manage this national program.

As shown in Figure 1: Reading Road Map, the CONOPS is the second document in a series of
three recommended for stakeholder review. The Infroduction to NIEM (the first document) is
designed to provide a general description of the core capabilities of NIEM, the need for and
value of NIEM as information sharing enabler, brief descriptions on how NIEM operates and is
governed, and the near-term goals of NIEM. The primary target audience for the Introduction to
NIEM is executives and policymakers. The User Guide provides detailed user instructions,
more comprehensive discussion of technical architecture, standards and development life cycle,
and outreach and support mechanisms and is targeted towards program managers and
practitioners. Together, the documents described in Figure 1: Reading Road Map provide the
information stakeholders need to understand and implement the core capabilities of NIEM.
Other supporting documentation, such as the NIEM Naming and Design Rules (NDR) and the
IEPD Specification, can be found in the document library on www.NIEM.gov.
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NIEM Introduction

This document provides a background on NIEM, and a high level
overview of NIEM, focusing on the business needs and value
propositions to the key stakeholders. It describes how NIEM aid s
information sharing in areal -life scenario such as a terrorist attack or
natural disaster. The NIEM Introduction answers the following
questions:

~What is NIEM?

—What is the value of NIEM?

-Who is using NIEM?

—How does NIEM relate to information sharing today?

NIEM Concept of Operations (CONOPS)

The document

. Th ment i the NIEM | t h, th
you are reading. e document describes the development approach, the

management and governance structure, and the operational

processes and procedures related to NIEM. The CONOPS answers
the following questions:
II —Do you want to participate in NIEM?
—How do you participate in NIEM?

—How would you interact with NIEM processes and procedures?
—Where can you find more information on NIEM?

NIEM User Guide

This document serves as a set of tutorials on how to use NIEM. It
provides more detail on how stakeholders participate in the NIEM
processes and procedures as well as more detail on the NIEM
technical architecture. The User Guide answers the following
questions:
—Where can you find more information related to specific topics?
—Who are the key points of contact?
—How to complete specific tasks (e.g., how to create an informain
exchange package)?

Figure 1: Reading Road Map

The CONOPS is broken out into the following chapters:

Chapter 1 provides an introduction and overview and on NIEM, its business value, and
how it is different from Global JXDM.

Chapter 2 describes the core business concepts behind NIEM, including collaboration
with stakeholders, business domains, COls, understanding business scenarios, and
the NIEM data components.

Chapter 3 provides an overview of the NIEM governance structure and interactions
between the governance entities.

Chapter 4 describes the key technical concepts behind NIEM, including the NIEM data
model, architecture, modeling concepts, and support for development of IEPDs.

Chapter 5 identifies the tools and training available to stakeholders.

Chapter 6 describes the operational processes behind NIEM, including COl-related
processes, |IEPD development, and practitioner-related processes. It also describes
support processes, such as configuration management, quality assurance, issue
resolution, and model updates and management.

Appendix A summarizes the NIEM governance roles and responsibilities.
Appendix B provides a list of terms and definitions.

Appendix C provides a list of acronyms.
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2. NIEM’s BUSINESS CONCEPTS

2.1. Collaborative, Practitioner-Driven Approach to NIEM

Operational stakeholders and practitioners from all levels and branches of government are
directly involved in NIEM. Private sector solution providers also continue to be equal providers
in NIEM through the various representative organizations, such as Integrated Justice
Information Sharing (IJIS), Organization for the Advancement of Structured Information
Standards (OASIS), and the Emergency Interoperability Consortium (EIC), etc. The active
involvement of these business and technical representatives will ensure operational integrity
and a comprehensive perspective in the standards being developed. They play critical roles in
developing, validating, and implementing NIEM-supported standards, as well as recommending
new NIEM content and support and development processes and tools. More information on
their involvement is described in Chapter 6.

2.2. Understanding Business Domains

NIEM is currently comprised of several key domains representing the broad justice, public
safety, emergency and disaster management, intelligence, and homeland security enterprise. A
domain can be defined as “a sphere of activity, concern, or function.” For purposes of NIEM, a
domain refers to a business enterprise broadly reflecting the COls, agencies, units of
government, operational functions, services, and information systems which are organized or
affiliated to meet common objectives.

One such domain currently engaged in NIEM is Justice. The Justice domain includes
governmental and quasi-governmental agencies whose functions relate to the reporting and
investigation of crime, the apprehension of suspected offenders, the provision of services to
victims and the general public, prosecution of those charged with criminal offenses,
adjudication, pretrial services, judicial processing and sentencing, and correctional confinement
and supervision, among others. The Justice domain encompasses such disciplines as law
enforcement, prosecution, defense, correctional supervision (both institutional and community
supervision), and the judiciary.’

The boundaries of these domains and disciplines, however, are fairly elastic. Justice, for
example, may appear to be a tightly knit domain, but in reality, it includes different branches of
government (executive and judicial branches), different levels of government (municipal, county,
state, tribal, and federal), as well as agencies, organizations, and units of government who, by
constitutional design, are sometimes adversarial in their relationships and operate entirely
independently of one another. Nevertheless, the agencies and organizations operate in a
loosely federated environment to facilitate common processes and necessarily share
information as part of their routine business processes. Similarly, law enforcement, from some
perspectives, might appear to be a tightly knit discipline, as it typically involves agencies and
organizations whose responsibilities include enforcing laws, maintaining public order, bringing
offenders and suspects to justice, responding to public emergencies, and enforcing court
orders, among other duties. But it must be recognized that there is a broad range of agencies
that shoulder these responsibilities, ranging from local police departments and sheriffs to federal
drug enforcement agents, from game and fish wardens to secret service agents, from school
resource officers to local SWAT team members.

® www.wikipedia.org.
” Other such disciplines, for example, may include pretrial services, drug treatment programs, and victim
service units.
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While agencies and organizations can be effectively organized into such general business
domains as justice, public safety, emergency and disaster management, intelligence, and
homeland security, it must be remembered that even within domains there are significant
variations in the nature, responsibilities, and structure of participating members.

Domains currently addressed in NIEM include Justice, Intelligence, Immigration, Emergency
Management, International Trade, Infrastructure Protection, and Information Assurance.® As
success is achieved and demonstrated in these domains, it is anticipated that other domains,
such as Health and Human Services and Transportation, may also participate in the
development and utilization of NIEM standards.

2.3. Communities of Interest (COls)

Communities of Interest (COls) are collectives of people comprised of practitioners and
technical representatives (government and private sector) who, by virtue of their organizational
affiliation, day-to-day operational responsibilities, or their provision of services and programs
collectively, have a stake in NIEM information exchanges and who authoritatively represent their
respective domains. Generally, COls are formally constituted through an organizational charter,
memorandum of understanding (MOU), articles of incorporation, or the Federal Advisory
Committee Act (FACA).®

These stakeholders may be members of a single COIl or multiple COls, depending on their
interests and involvement. COls can reuse data components and IEPDs and offer content into
any domain. Additionally, multiple COls can coordinate to develop new domain content. COls
typically meet, either personally or virtually, to articulate and define their business requirements
and to plan, map, and model their inter- and intradomain information sharing requirements.

2.4. Scenario-Based Planning

NIEM does not attempt to normalize all information systems or standards across relevant
domains. NIEM is predicated on identifying operational information exchanges among
participating domains by examining current practice (i.e., documenting business requirements
for information exchange between agencies and domains) and by modeling new and innovative
information exchange opportunities to achieve greater efficiency, effectiveness, ROI, and new
operational capabilities.

Not all information an organization collects needs to be shared with other organizations or
domains. Identifying precisely what information is exchanged between organizations can best
be determined by modeling relevant business practices of the domains through scenario-based
planning and information exchange mapping.

Organizations define information exchanges to support the sharing of information in real-life
scenarios. Scenarios describe the business context of events, incidents, or circumstances in
which information must be exchanged between agencies and/or domains. The scenario may be
a terrorist attack on a city, a natural disaster, a major criminal incident requiring response by

® The Justice domain is largely represented in NIEM by the Global Justice Information Sharing Initiative:
http://www.it.ojp.gov. The Emergency Management domain is largely represented by the OASIS
Emergency Management Technical Committee:
http://xml.coverpages.org/emergencyManagement.html#oasis. The Intelligence domain is largely
represented by the Intelligence Community Metadata Working Group: https://www.icmwg.org/. The
Critical Infrastructure Protection Initiative is largely represented by the Open GIS Consortium:
http://www.opengeospatial.org/.

¥ More information regarding the Federal Advisory Committee Act can be found at
http://www.archives.gov/federal-register/laws/fed-advisory-committee/. Organizational charters for other
COls can be found at http://xml.coverpages.org/emergencyManagement.html.
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multiple agencies or jurisdictions, or simply the day-to-day operations of justice, public safety,
and homeland security agencies at all levels of government.

Careful elaboration of business scenarios can identify critical operational points at which
information must be shared between two or more parties for effective prevention, response, and
remediation. Scenarios can be used to depict current information exchange practices among
involved parties, thereby identifying gaps, impediments, and other flaws in business processes
and data exchange. They may also be used to characterize potential future environments that
envision broader and more expansive information sharing, as well as changes in business
practice.

An example scenario demonstrates the breadth and scope of information sharing requirements
in operational settings:

U.S. Border Patrol agents view a map of the area, displaying fixed locations such as
landmarks and roads, agent locations, and the status of seismic sensors, on a vehicle-
mounted or, when away from their vehicle, handheld device.

When sensor activation is displayed on the map, the nearest agent indicates that he will
respond to it. The responding agent approaches the location and encounters a group of
suspected undocumented migrants. He identifies himself as a U.S. Border Patrol agent and
apprehends the maijority of the group, but two men in the group escape. The agent radios a
description of the two men and their direction, and the approximate last known position of the
“got aways” is entered on the map so that other agents in the field can view it. A search is
coordinated for the two migrants.

Meanwhile, information from a citizen’s call about two suspected undocumented migrants

loading into a pickup is entered on the map. The closest mobile unit pulls in behind the
pickup. The agent immediately runs searches concerning the vehicle license plates, and after
receiving positive results on the records checks, a traffic stop is affected.

The agent begins to question the driver and the two passengers and notices that the
passengers match the description of the two “got aways” reported earlier. He runs the name
and identification of each passenger in a federated query against local, state, and federal
databases. The rapid response comes back with a positive history of immigration violations,
as well as records of criminal violations. With probable cause established, the three men are
taken into custody for further processing. When their fingerprints are run and other national
databases are checked, one of the prisoners is found to be on a Terrorist Watch List, under a
different name and identification.

As this scenario demonstrates, immediate, secure, enterprise-wide information sharing and
interoperable communications are required to support critical justice and public safety
operations and to facilitate tightly coordinated response across multiple agencies, domains, and
jurisdictions. Without the benefit of information sharing, the officer may not have obtained
probable cause needed to take the men into custody and a potential terrorist could have gone
free. All of the information queries and responses in this example could occur using standard
NIEM-conformant messaging.

Similar scenarios can easily be constructed to demonstrate the range of information sharing that
is inherent in the daily operations of border enforcement, passenger screening, port security,
intelligence analysis, local law enforcement and judicial processing, correctional supervision and
release, and other governmental functions. DHS has developed fifteen scenarios addressing a
range of emergency situations, from nuclear detonation to cyber attack, requiring coordinated
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response, though they do not specifically address information sharing requirements.'® Other
scenarios are being documented and will be available on NIEM.gov.

Using scenario-based planning, COls can document their business requirements and complete
their information exchange mapping and modeling. This process is further described in
Chapter 6.

2.5. NIEM Data Components

Rather than nationwide integration of all local, state, tribal, and federal databases, NIEM
focuses on cross-domain information exchanges between COls across all levels of government.
As a consequence, not all data needs to be NIEM-compliant, only that data that is being shared
across domains.

To effectively exchange information across domains, there must be a common semantic
understanding of data among participating agencies, and the data must be formatted in a
semantically consistent manner. For example, two agencies may each gather information about
persons charged with committing a crime. If the agencies share information regarding these
persons, there must be a common understanding of the terminology each agency uses. One
agency, for example, may refer to the person as the “offender,” while another refers to them as
the “defendant.” Agencies do not necessarily need to entirely retool their information systems or
adopt standards and coding schemes that impose an artificial uniformity in data collection that
fails to meet their operational business needs, but there must be a common understanding and
semantic consistency in the structure of the data that crosses agency lines, if it is to be
successfully shared.

The fundamental building block of NIEM is a data component. Data components are the basic
business data items that describe common concepts used in general business activities.

Information that is exchanged between agencies can be broken down into individual
components—for example, information about people, places, material things, and events. Data
components within an information exchange commonly shared and understood among all
domains are identified as universal (U) components (e.g., person, address, and organization),
while components used in exchanges between multiple domains, but not universally shared, are
identified as common (C) components (e.g., offense, sentence, and disposition). Components
managed by a specific COI (e.g., appellate case decision and arrest agency) are considered
domain-specific. Figure 2: NIEM Universal, Common, and Domain-Specific Components
represents the NIEM component architecture.

' The Homeland Security scenarios can be found at http://www.globalsecurity.org/security/ops
[ter-scen.htm.
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Figure 2: NIEM Universal, Common, and Domain-Specific Components

By identifying common and universal information exchange components and building broad
information sharing capabilities, NIEM will transform the way justice and public safety agencies
do business and provide real-time, secure, enterprise-wide information exchange. First
responders must be assured they can base decisions on timely, accurate, and complete
information from a variety of sources. Creating, adopting, and adhering to NIEM standards will
remove barriers to information sharing and will reduce the design and development time needed
to build and implement robust, agile information sharing capabilities, using NIEM's common
standards, vocabulary, reusable data components, and tools. The common and universal
component concepts will relieve agencies from the responsibility to define basic, well-
understood terms, while leaving them with flexibility and authority over those components that
are specific to their business domain.

A data component, such as a person, represents a composite of attributes which describe
something of interest—in this case, a person. The component may include such attributes as
the person’s name, date of birth, sex, race, ethnicity, height, weight, eye color, hair color, body
type, etc. The person component is used in nearly all of the relevant domains in NIEM and
carries the same meaning across all the COls. Thus it is classified as universal.

As shown in Figure 3: Component Reuse, each NIEM domain can extend universal for its own
use, and person may have different attributes within these other domains. In this simplified
illustration (where the arrows indicate content), the person component used in universal,
identified as U:Person, is extended by the addition of other components in the justice domain
forming J:Person, and J:Person is similarly extended to IM:Person in immigration.
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Figure 3: Component Reuse

Once the person component has been defined and validated for operational use, it can be
stored in NIEM and made readily available for discovery, reuse, and extension by other
interested COls. As a consequence, COls need not spend the time and effort ordinarily required
to construct a component from scratch, and it facilitates greater information sharing, making

connections more expansive and expedient.

The full collection of information exchanged between
agencies can be captured in an information exchange.
For example, information regarding the arrest of a
person will include not only descriptive and personal
identification data regarding the individual—the person
component described above—but also information about
their alleged offense, the location of the offense,
arresting officer, etc. An information exchange supports
a specific set of business requirements in an operational
setting. Additional information regarding this specific
exchange can be further documented in the form of an
IEPD, with data describing the structure, content, and
other artifacts of the information exchange.

As COls develop and extend these universal and
common components, they will be able to use them for
domain-specific exchanges, effectively independent of
NIEM, as well as to add extended content to NIEM for
further use/reuse in  cross-domain  information

IEPDs include:

Exchange specifications,
such as schemas, want lists,
and style sheets.

: Documentation, such as

: business requirements,

: memorandums of

: understanding, domain

: models, use-case models,
+ and business rules.

IEPD specifications, including
the manifest (list of artifacts
in the IEPD) and the
metadata registered with the
IEPD.

€800 0000000000000 00000000C00CGERIIIOOIOIOIOOIOIOIOROROIRIRORITOTS

exchanges. As COls build new cross-domain information exchanges, this will likely identify
additional common and universal data components for NIEM.
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Through communication, outreach, and governance, stakeholders will be brought together to
elaborate information exchange scenarios; map and model information exchange requirements;
and will be provided with the operational methods, tools, and support services for development
of their domain-specific components.
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3. NIEM ORGANIZATION AND GOVERNANCE

NIEM provides the data model for multiagency information sharing. Intergovernmental groups
representing key stakeholders play an important role in creating and sustaining partnerships.
Partners can share knowledge and resources across the government and ensure that NIEM
provides true value to citizens.

Broad-based participation is critical to provide needed vision and effective decision-making
direction for NIEM. Representatives from all relevant COls, spanning all levels of government,
can participate in NIEM.

Stakeholders participating in NIEM include executives, practitioners, program managers,
subject-matter experts, technologists, product developers, academia, standards bodies,
sponsors, media, and private industry—each of whom bring unique perspectives and contribute
important content to the NIEM development efforts. These stakeholders comprise the COls
responsible for developing, harmonizing, and managing the data components found in NIEM.

COl stakeholders are invited to participate in the NIEM governance structure, and roles and
responsibilities are further described below and in Appendix A.

3.1. NIEM Governance Structure

Because of the inherent complexity of issues and the constitutional separation of powers that
are present, an organizational structure is a necessary first step to ensure that the stakeholders
are intimately involved in the project. The NIEM governance structure is illustrated in Figure 4:
NIEM Governance Structure. A summary description of each of these entities is provided
below, while more detail is provided in Appendix A.

s Advisory Committee: Serves as a vehicle for the communities to provide input to
NIEM and provides recommendations and feedback to support the PMO and ESC.

% Business and Outreach Director: Responsible for developing working relationships
with stakeholders at all levels of government and directing the NIEM Business
Architecture Committee (NBAC).

s Communications and Outreach: Provides a network for practitioners (advisory and
stakeholder members with a shared interest and expertise) and has the responsibility
for implementing communications and outreach plans including training and technical
assistance planning.

« Development Team: Implements the appropriate technological solutions to improve
the effectiveness and efficiency of NIEM.

< Executive Director: Provides vision and leadership to the NIEM PMO and ensures
internal and external communication with stakeholders.

s Executive Steering Committee: Represents the key public decision makers from all
jurisdictions with a significant vested interest and invested resources in NIEM
objectives.

s Help Desk: Assists NIEM stakeholders with any issues that arise (e.g., referring them
to the proper communication tool for a documentation request, providing support on
NIEM processes, and alerting the Development team if technical issues arise with any
NIEM tools.)
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s NIEM Business Architecture Committee (NBAC): Led by the Business and Outreach
Director and composed of information sharing and business architecture subject-
matter experts (SMEs) to advise practitioners, COls, and the NTAC.

s NIEM Technical Architecture Committee (NTAC): Led by the Technical Director and
comprised of information sharing and technical architecture SMEs to advise the
development team and the NBAC.

« Operations Director: Responsible for delegating and assigning resources to resolve
NIEM program issues.

s Policy Advisory Panel: Makes recommendations to the PMO on political,
organizational, legal, technical, cultural, and personnel issues and oversee the day-to-
day operations of NIEM.

% Program Management Office: The NIEM Program Management Office (PMO)
represents the operational arm and support for the NIEM Program. The PMO includes
not only the NIEM executive director, but also the business and outreach director, the
operations director, and the technical director, as well as the operational staff.

% Program Staff: Operational body responsible for the daily implementation of NIEM
processes.

s Stakeholder Panel: Consists of members that have a stake in or may be impacted by
a given approach to NIEM and advises the executive director on stakeholder issues.

s Technical Director: Responsible for the planning and management of the technical
aspects of NIEM and directing the NIEM Technical Architecture Committee (NTAC).

Executive
Authoritative Bodies Steering
Representing Committee
COls

. _ NIEM Program
Policy Advisory Management Stakeholder
Panel Office Panel
|
| I | ]
i NIEM Technical
| NIEM Businass Communications Arehiaoiare
Archlte_c.ture and Outreach c ith

- Committes ommittee

Communities of

Interest

Figure 4: NIEM Governance Structure
3.2. NIEM Governance Roles and Responsibilities

Defining a governing body is one of the key components to planning and implementing a
successful NIEM. The NIEM governance structure serves as the vehicle through which
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agencies, stakeholders, and users participating in the NIEM Initiative are assured
representation. Figure 5: NIEM Governance Interactions represents governing interaction
between the entities.

The Advisory Committee provides recommendations to the ESC on business and technical
issues. The ESC sets the strategic direction, funding, and policies for NIEM and works with the
executive director to do so.

The executive director works closely with the Policy Advisory Panel to identify the legal, policy,
administrative, funding, and technical requirements to achieve the NIEM goals and objectives.
The executive director works with the Stakeholder Panel to collect and evaluate information
related to their respective communities and determine any possible impacts of NIEM on their
operations. The executive director also oversees the NIEM PMO and directly manages the
business and outreach director, the operations director, and the technical director. Each of
these directors oversees their respective staff (i.e., communications and outreach, program
staff, development team, and help desk). These directors assign work to their staff and assist
their staff in dealing with any issues related to their assigned tasks. The business and outreach
director serves as the liaison to state and local business entities and also has the responsibility
to ensure the smooth operation of the NBAC. Similarly, the technical director has the
responsibility to ensure the smooth operation of the NTAC.

Practitioners receive communications from the Communication and Outreach staff. If they have
issues, such as where to find a specific document or how to use a tool, they contact the NIEM
Help Desk. For assistance in areas such as understanding an IEPD developed by a specific
COl, the practitioners would work with the NBAC.
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4. NIEM TECHNICAL CONCEPTS

Conceptually, NIEM is a data model providing the reference vocabulary for consistent and
repeatable interagency and interdomain exchanges of information. The model is one internal
representation of NIEM that combines the standard structures with the data dictionary. Other
external representations include the XML schemas and the spreadsheet (see section 5.2).
NIEM includes the body of concepts and rules (see NIEM NDR) that underlie its structure,
maintain its consistency, and govern its use.

NIEM uses XML schema as its rendering language. The structure and meaning of the data is
defined by the model and dictionary and then rendered or represented as XML schema, thereby
providing a common framework for information exchange.

The model’'s unique architecture enables data components to be constrained, extended, and
augmented, as necessary, to formulate XML exchange schemas and XML instance documents
defining the information payloads (content) for data exchange. These exchange-defining
documents are packaged in IEPDs that are reusable, modifiable, and extendable.
Figure 6: NIEM Technical Concepts illustrates the concepts described throughout this chapter.

NIEM REPOSITORY

Message Wrapper
IEPD (Routing, Security,
Authentication, etc.)

P ——
I NIEM
| Model Data
: Q Dictionary
I M ] Source
Database
NIEM
Reference
Schema(s) Popuiate
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|
|
1
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Figure 6: NIEM Technical Concepts
4.1. NIEM Data Model

The NIEM data model is described below in terms of its characteristics and its component
artifacts.
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4.1.1. Technical Standards

The NIEM NDR rules and principles establish and, more importantly, enforce a degree of
standardization in NIEM. Nonessential features that inhibit preciseness and restrict
interoperability are precluded. For example, the developers apply selected object-oriented
programming (OOP) features to maximize efficiency through extension and consistent reuse of
properties and types.

NIEM adopts standard schema constructs and methods, such as roles, associations, and
augmentation (see Section 4.3), from industry standards such as World Wide Web Consortium
(W3C) XML schema language.

Adherence to the basic XML schema language facilitates the building of NIEM-conformant
components from non-NIEM-conformant data objects. Its reference and import features save
time and effort in dealing with existing standard and legacy data by enabling use of components
from an external standard schema or namespace, even though they do not conform to the NIEM
NDR.

NIEM supports the use of codes tables. The code tables in NIEM are enumerated values for
coded data elements, a simple example of which is a list of states. Every coded data element
has a set of code values (e.g., a two-letter abbreviation for a state such as MD). If the values
themselves are not self-evident, then they may also have corresponding literals or definitions.
For example, “Maryland” is the literal for the code value “MD.”

4.1.1.1.  Multiple Representations

The NIEM model is essentially independent of any particular technology. While it is described in
this CONOPS in terms of the currently preferred XML schema and Excel spreadsheet
representations, it could be depicted in any number of different representations, which would
produce semantically consistent interoperable information sharing. It is anticipated that future
versions may migrate to new and evolving forms.

4.1.1.2. Requirements-Based

NIEM is business requirements driven. Its content requirements are dictated by the need to
exchange data among existing and planned data systems and data models and government
agency business disciplines at the local, state, tribal, and federal levels.

4.1.1.3. Extensibility

The NIEM architecture (see section 4.2) is flexible and extensible without compromising existing
semantic relationships. New components that are required for exchange but are not yet
contained in NIEM can be constructed using one of several methods and then relating them to
existing components. Components can be used in multiple domains and in different contexts.
NIEM can also leverage components and code values defined in other external data standards.

4.1.1.4. Version Retention

Another salient feature of the NIEM model is that it is backwards compatible, so that exchanges
based on earlier versions will not become obsolete.

4.1.2 Schemas

XML schemas express shared vocabularies and allow computers to follow precise business
rules. An XML schema defines and dictates what content is permitted in an XML document
and is able to automatically determine—via validation—if the contents of an XML document are
acceptable and in proper order/relationships. Schemas may be quite general, but they may also
be very exact and sophisticated in defining the content of an XML document. With its ability to
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represent hierarchical relationships and its extensibility, XML provides a powerful method for
representing complex collections of data.

The NIEM reference schemas are a set of interrelated schemas where each schema defines its
own target namespace. Schemas in the reference set import one another by namespace in a
standard order such that the reference set represents the full set of data components in all
NIEM namespaces. For example, the NIEM Common namespace imports Universal.
Furthermore, a domain reference schema imports Common and possibly other domain
namespaces. The reference schema set is not for just one document but for all documents
within its business context purview.

There is no support for user customizations in the reference schema(s). Customization occurs
in the IEPD development process by extending and constraining a subset schema with other
types of schemas applicable to NIEM, including extension and constraint schemas.
Customization for a specific type of data exchange culminates in a document (or exchange)
schema, which captures the results of subsetting, extending, and constraining in a schema that
articulates the data tags for the data exchange message. These schemas are not part of the
reference schema per se, but they are derived from the reference schema or act in conjunction
with it as follows:

s Subset schema: Extracts from the reference schema set just those types and
elements needed for a specific information exchange. A message instance that
validates against the subschema must also validate against the full reference schema
set.

s Extension schema: Defines an information exchange package (IEP)-specific
namespace to hold types, elements, and attributes needed for the IEP but that are not
in NIEM. Its purpose is for reusability of components and easier document schema
creation. Additionally, it allows for the inclusion of local elements not found in the
model and enables the extension of the document schema to include those local
elements.

% Constraint schema: Adds certain additional constraints or restrictions to the types and
elements in the subset. This type of schema is different than the others because it is
not bound by the design principles of the reference set. Constraint schemas do not
have to be NIEM-conformant. A constraint schema is usually a subset schema that
has been modified by applying constraints that could not be applied to the subset
without violating conformance.

<+ Document schema: Defines the content model of the IEP.

Each layer of schemas adds to the ultimate end-to-end interoperability between systems and
decreases the cost and time needed for development and implementation. The subset and
document (also called exchange) schemas are mandatory for IEPDs. The extension and
constraint schemas are optional.

4.1.3. Data Dictionary

The NIEM data dictionary is a representation of the model in human reader-friendly spreadsheet
form. It is a well-defined vocabulary of data terms and structures, containing all the elements of
the reference model and their relationships within the model hierarchical structure. NIEM data
components may be types (objects), properties, attributes, or associations. All are named and
defined according to the guidelines for data naming and definitions in ISO/IEC Standard 11179
(Metadata Registries).
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4.2. NIEM Architecture

The NIEM architecture is described in terms of domains and the XML namespaces that are
assigned to each. A namespace is a mechanism for uniquely identifying and associating terms
with a specific vocabulary. All globally defined components in a given namespace must be
uniquely named. However, namespaces allow different globally defined components (each in a
different namespace) to exist with identical base names while still distinguishing them (through
namespaces). It is the solution to naming conflicts in XML.

As shown in Figure 7: NIEM Namespace Architecture, NIEM consists of two classes of
namespaces: core and domains. NIEM also uses separate namespaces for code tables.

Core namespaces contain data components that are under NIEM configuration control.
Domain-specific namespaces are organized by domain and are controlled by representatives
from COls participating in the domain. Core consists of universal, common, and structures.

NIEM Architecture

Universal:
Tha minimally supported set
for all participating domains;

Common:
Harmonized for multiple domains
through consensus

Domain:

1. NIEM Participants define
domain content.

2. Conform to NIEM NDR.

Figure 7: NIEM Namespace Architecture

% Universal is the minimal set of components harmonized for and supported by all
domains participating in NIEM. This set of components is universally understood,
stable (once established), and relatively small.

s Common contains components that are harmonized for and used regularly by multiple
domains. Components are approved to be added to this namespace upon consensus
on the common semantics and structure for each such component. A NIEM domain
may be considered authoritative for a component and, therefore, not all components
used by more then one domain must be in common. However, a component in a
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domain must not semantically conflict or overlap with any other component in
universal, common, or domain-specific.

s Structures contains components that do not carry information content or have specific
semantic meaning but are imported into other namespaces to be used for associations
and other supporting infrastructure.

Components in any domain may be used by any NIEM participant but do not require
harmonization in Universal or Common because they do not currently overlap or conflict with
other components in NIEM. Participating COls are not required to move their entire data model
or all of their data components into a NIEM domain. However, all components integrated into
NIEM domains must conform to the NIEM NDR, methodologies, and architectural specifications.

4.3. Modeling Concepts
4.3.1. Data Elements

XML elements are the fundamental building blocks of XML schemas and documents. They are
composed of a start tag, content, and end tag and can contain other elements and/or text data.
An object’s attributes are said to describe the object. The NIEM data model types become XML
schema types and the NIEM properties become XML elements and attributes.

4.3.2. Classes, Types, and Properties

As mentioned previously, NIEM uses concepts originating from OOP. OOP defines a class as a
specific entity in the data model, which may represent a real-world object but may also
represent any conceptual object, such as relationships and messages. In XML, classes are
represented as types. Properties are specific characteristics for an instance of a type. They
describe a relationship between two components and may take the form of content or reference
elements.

There is an array of technical mechanisms supported within NIEM to support building new
components to meet specific requirements by reusing existing NIEM components. These
mechanisms include composition, specialization with inheritance, associations, roles, type
augmentation, and metadata. Each is briefly described below and more detail on each
mechanism can be found in the NIEM User Guide and the NIEM NDR.

4.3.2.1. Specialization with Inheritance

Specialization is used when a base object class (type) contains or can be subcategorized into a
more specific subclass. When this can be done, the subclass derived from the base class
inherits the properties of the more general base or parent class. This mechanism is used to
share or reuse properties between the general component and its specialization. For example,
a vehicle type (or class) is identified as a component with properties of vehicle identification
number (VIN), make, and model. Truck type (or class) is a specialization of vehicle and thus
inherits the vehicle’s properties but would also have its own characteristic properties, such as
truck bed length. Specialization is time independent and is generally only used when the base
class and subclass exist always.

4.3.2.2. Roles

A role is a special type which represents a particular function, purpose, context, or activity for an
entity. Roles are generally time-dependent and, therefore, temporary. A new type can be
created for a role, when the role has specific data associated with it and its own life cycle. A
role type has a property, role-of, which indicates what object is assuming this role. A single
entity may assume multiple roles. For example, many different entities may assume the role of
a weapon. Therefore, if a vehicle is used as a weapon (to attempt to injure or kill a person),
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then an instance of WeaponType would contain the property, role-of, which references (links to)
the vehicle instance used as the weapon. The WeaponType (the role) might also contain
properties that describe the persons and activities involved, dates and times of involvement, and
how the entity was used as a weapon.

4.3.2.3. Associations

An association type is an object that represents a relationship between components. For
example, two person type instances, Abigail and Bob, could be referenced by a
MarriageAssociationType to represent the fact they are married. The MarriageAssociationType
could contain its own properties, such as date of marriage, number of children, date of divorce
or death of one spouse, etc.

4.3.2.4. Augmentation

An augmentation is the addition of domain or model specific information about a type. One
method for adding properties to an object (type) is specialization—deriving a special subclass of
a base class object. However, specialization should only be applied when a real-world subclass
of the base class actually exists (always). Otherwise, it can create new objects and properties
that are difficult to reuse (especially across domains). Rather than specialization, properties
may be added to types through type augmentation. This maximizes the reuse of both the
augmenting properties as well as the augmented type and avoids the limitations caused by
inappropriate use of specialization. Furthermore, it simplifies the process of applying data from
multiple domains to NIEM components. In type augmentation, no new entity or subclass is
derived. Instead a well-defined container of data properties is simply added to supplement an
existing type. The technique is described in detail in the NIEM User Guide and the rules are
specified in the NIEM NDR.

4.3.2.5. Metadata

Metadata, or data about data, defines information that supports the actual content of XML
instances. The metadata feature provides a mechanism for attaching structured properties that
describe the pedigree or source (when reported, who reported, how reliable, etc.) of instance
data to any component of the model (type or object, property, association, role, or
augmentation) in any namespace. It allows sets of metadata to be extended with additional
properties for local requirements and enables metadata properties to be repeated.

4.4. IEPD Development

The primary purpose for building the NIEM is to facilitate the sharing of information across
boundaries. NIEM itself is a data model with a dictionary. In order to begin exchanging
information, practitioners need to develop IEPs which are then documented as IEPDs and
stored in repositories that can be searched via registries to discover schemas that already exist,
use them, and/or modify them to fit the needs of the requiring entity. Information pertaining to
the construction, storage, and use of IEPDs is provided in other sections of this document.

4.5. Naming and Design Rules

The modeling concepts described in Section 4.3 are documented in Naming and Design Rules
(NDR) that governs the definition of NIEM components and provides a basis for NIEM
conformance. The NIEM NDR is based on published and established standards including:

« Standard specifications from public standards organizations.
% Specifications from government bodies.

R/

% Preexisting data systems.
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« De facto standards and common usages by the community.

ISO 11179 provides guidelines for the naming and definition of data elements, as well as
information about the metadata captured about data elements. Part 5 of the ISO 11179
Standard establishes a methodology for naming items in data dictionaries. Names in NIEM use
object class, property, and representation terms and include multiple parts as follows and as
shown in Figure 8: Sample ISO Naming Convention.

s Object Class Term: Represents the object to which the property is applicable. In
NIEM we interpret that object to be the real world object modeled by the component.

% Property Term: Is a plain-language summary of the quality that the property
represents.

% Representation Term: Describes the form of the data represented. This term is taken
from a list of ebXML representation terms, including amount, code, date, time, graphic,
identifier, indicator, measure, name, percent, picture, quantity, rate, time, and numeric.

Figure 8: Sample ISO Naming Convention
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5. TOOLS AND TRAINING STRATEGY

NIEM provides a reference set of tools freely available with each NIEM release. The tools
implement all of the structural and content features of the release—including the NDR. NIEM’s
well-defined interfaces and output products also support independent third party tools.

NIEM provides training materials such as briefings and process-related documentation as well
as other training resources such as a help desk and knowledge base. These materials are
posted on NIEM.gov. Training provides the knowledge and know-how the stakeholders need to
use the tools and other capabilities provided by NIEM.

The NIEM tools and training opportunities are further described below. More information on the
tool strategy can be found in the NIEM User’s Guide and more information on training can be
found in the Communications and Outreach Plan.

5.1. IEPD Repository/Library Capability

This capability is being developed in phases. It currently includes the NIEM Schema Subset
Generation Tool (SSGT) and the IEPD Tool. The SSGT enables a user to select the elements
and types required for a data exchange and save and/or reload the selection in a “want list” file.
The user can then generate a conformant schema subset of the full NIEM reference schema set
based on the want list. All dependencies are automatically added to ensure the resulting
schema subset is valid. The user requirements can be saved and/or reloaded in a "want list" file.
The IEPD Tool enables the user to upload/enter the artifacts required for an IEPD (schemas,
documentation, and metadata) and assembles it into a package according to the IEPD
specification. It can also validate that minimum artifacts and metadata are present. The user
creates an account and is granted a work space (My IEPDs). Inside this work space, the user
can upload the artifacts to construct any number of IEPDs (complete or partial); share them with
other account holders; or search, discover, and download IEPDs that other account holders
have marked for sharing.

In the future, these tools will become fully integrated. A user will also have the capability to
generate extension and constraint schemas. Moreover, the tool will provide the ability to search
and identify IEPDs based on business context. Users will be able to reuse IEPDs, extend them,
and then republish them to the repository.

5.2. NIEM XML Data Dictionary Spreadsheet

This is a tangible representation, in Excel, of the entire NIEM data dictionary. It includes all of
the element names which are organized hierarchically under core components (person,
property, organization, etc.) with hyperlinks to related elements. This spreadsheet also provides
information on the type of data being represented (date, integer, string, etc.) and a precise,
context-rich definition of each dictionary component.

The XML Data Dictionary Spreadsheet is used to search and identify the specific terminology to
input into a component Repository/Library for COls to discover data for use in constructing
schemas for IEPDs. This tool is also used during the data harmonization process, when the
NBAC and NTAC are reviewing COI proposal packages for integration into NIEM.

The NIEM XML Data Dictionary Spreadsheet is updated and posted on NIEM.gov with each
release of NIEM.
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5.3. Information Exchange Modeling Tool

The Justice Information Exchange Model (JIEM)' represents a valuable tool for scenario-based
planning and for information exchange mapping and modeling. Although initially developed to
map and model information exchange throughout the justice domain, JIEM is being revised to
apply in other domains and for cross-domain exchanges. Moreover, it is being extended to
support the development of IEPDs more directly, as well as to expand functionality in scenario-
based planning. The JIEM documents the flow of information between agencies and/or domains
by identifying key events and other exchange triggers that initiate the need to share information;
identifying the agencies involved in the exchange; documenting the nature of business rules
governing the exchange; and capturing detailed information regarding the actual information
(i.e., the documents, data sets, and data elements) exchanged. JIEM can be used to map “as-
is” exchanges, as well as model “to-be” information exchange requirements and the associated
business context.

5.4. NIEM Configuration Control Tool (NCCT)

This tool serves as the current technical issue tracking tool for NIEM in which issues are
reviewed and discussed by members of the NTAC and assigned to specific work packages to
track how and when they will be resolved. All technical issues and proposed engineering
changes are tracked through the entire life cycle and archived through this tool. They are
prioritized, marked for criticality, and assigned to specific NIEM releases and or patches. The
approved changes are then verified through the Configuration Management (CM) and Quality
Assurance (QA) process. This provides clear traceability and accountability for change
management of NIEM components and associated releases through the governance processes.
The NCCT can be accessed through a link on NIEM.gov. More information on the issue
resolution process can be found in Section 6.4.5.

5.5. Component Organization and Registration Environment (CORE)

CORE.gov serves as an internal collaboration and knowledge sharing environment for NIEM
governance bodies, such as the NBAC and NTAC, to review and discuss documentation and
issues prior to release. Communities exist on CORE.gov for each of the governance bodies
that need to share information about NIEM. The communities are permissions-based, only
stakeholders with proper permissions are allowed to gain access to a community. Communities
can be nested within each other, which allows communities to have subcommunities.
Communities are provided work spaces where they can post work in progress (WIP). This
allows communities to work on their deliverables within their work spaces without publishing
them for public review. Moreover, communities have the option of having discussion threads,
which capture a discussion’s history. Discussion threads, for example, address topics such as
edits to a document or action items assigned to the community." There will be a link on

NIEM.gov to access CORE.gov.
5.6. NIEM.gov

The NIEM Web site serves as a primary means by which NIEM can provide the latest
documentation and downloads to those interested in the project. It also serves as a starting
point for those wishing to contact NIEM staff with questions, support, and information requests.
In time, as related projects, tools, and support develop around NIEM, the Web site will become
the hub for locating these supplemental resources.

" JIEM is a web-based application developed by SEARCH, The National Consortium for Justice Information and
Statistics, funded by the Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice. More
information regarding this tool can be found at http://www.search.org/programs/info/jiem.asp.

'2 CORE.gov can be accessed at https:/collab.core.gov/CommunityBrowser.aspx.
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5.7. Component Mapping Template

The component mapping template (CMT) is a Microsoft Excel workbook that COls currently use
to facilitate and document the mapping of their data component requirements for a particular
business exchange or family of exchanges to what is currently resident in NIEM. It identifies
and characterizes similarities and differences between NIEM and the COls data component
requirements. A component mapping is one artifact required for an IEPD, as defined in the
IEPD Specification.

5.8. Migration Tools

Migration tools aid the migration between releases of NIEM or those related to helping
stakeholders in migrating from Global JXDM. They take various forms:

< Automatically compare a new release to the previous release and provide a general
summary of changes and impacts.

% Automatically analyze and report the impact of a new NIEM release on an IEPD
Exchange Schema which was built to the previous release in terms of its components.

< Provide style sheet(s) that assist(s) in the transformation of an IEPD Instance
Document built on the previous version of NIEM to the current version of NIEM.

NIEM will provide the necessary migration and support tools as a base part of a release to
assist the community in acclimating to the new release. Previous versions of NIEM will continue
to be supported, and all components are accounted for under their own version and
independent namespace. Therefore, IEPDs based on a given version of NIEM that have been
implemented for specific information exchanges between end systems will continue to be valid
unless the users decide to migrate to the newer version of NIEM.

5.9. Business Component Library

A Business Component Library (BCL) provides the capability that allows domains to save and
reuse domain-specific component schemas that they have constructed from sets of NIEM
components. For example, the Justice domain may construct my:LawEnforcementAgency from
NIEM components for agency identifiers, contact information, and location. This component
could be built, identified, stored, and reused in a number of IEPDs built for/by law enforcement.
Building BCLs into the NIEM architecture as a middle layer will save IEPD schema construction
time. BCL components can be identified, registered, searched, retrieved, and used in new IEPD
schemas. This tool is part of the NIEM tool road map and will be developed in the future.

5.10. Help Desk

NIEM will establish a help desk to serve as the entry point for stakeholder questions and issues.
It will be able to be accessible by submitting a question via NIEM.gov or via a hotline. Once in
place, the help desk will guide users on how to use relevant NIEM tools, data, documentation,
and other resources. It will provide orientation to staff and customers on NIEM repositories and
Web sites. Finally, it will forward stakeholder questions/issues to the appropriate NIEM staff
member for response and resolution.

5.11. Frequently Asked Questions and Knowledge Base

The Knowledge Base is a tool managed by the help desk and serves as a repository of common
issues and questions. The most commonly received questions are posted on NIEM.gov as part
of the frequently asked questions (FAQ) section of the Web site. This approach provides
stakeholders the answers they need quickly.
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5.12. Technical Assistance

The Communications and Outreach Program will help address specific questions or
implementation needs in the field with respect to NIEM exchange development or participation.
Technical assistance will help guide organizations through the IEPD process and recommend
strategies for partnering with similar efforts.

5.13. Training and Conferences

NIEM is a continually evolving program, and new agencies and COls are joining the effort all the
time. As new stakeholders come on board, they need to be educated on the necessary
information to provide them with the understanding and knowledge of the core capabilities of
NIEM and how to engage in NIEM information exchanges. It is the Communication and
Outreach Committee’s responsibility to identify and coordinate the response to this need,
including planning of periodic training workshops and seminars. Some educational materials,
such as the Introduction to NIEM and FAQ are posted on NIEM.gov. Other training materials,
such as executive briefings, marketing material, and briefings for conferences/workshops, are
tailored depending on the audience.

NIEM staff will participate in relevant industry conferences and workshops, such as the annual
Users’ Conference. The purpose for these events is to share with stakeholders NIEM status,
accomplishments, and objectives, as well as to find new agencies, COls, and stakeholders to
participate in NIEM.
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6. NIEM OPERATIONAL PROCESSES

This section identifies the core processes for COls IEPD development and practitioner-related
processes. It also describes the support processes relevant to each of these core process
areas. As shown in Figure 9: NIEM Processes, these processes are the foundation for putting
the NIEM core capabilities to use.

Establish NIEM REPOSITORY
NIEM COf R e i
I NIEM
I Model Data
{} ' Dictiona
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Requirements R
NIEM
COl Scenarios & Reference
Info. Schemais) Populate
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NIEM Support Processes
(NIEM Product Management and Dissemination, NIEM Model Updates and Management,
Configuration Management, Quality Assurance, Issue Resolution)

Figure 9: NIEM Processes
6.1. COIl Processes

As Section 2.3 describes, COls are collectives of people (e.g., committees, working groups, or
technical subcommittees) who authoritatively represent respective domains such as Justice or
Intelligence. This section describes the key processes related to a COlI’s involvement in NIEM.

6.1.1. Addition of a New COI

Some COls, such as Justice, Intelligence, and Emergency and Disaster Management, exist
today and are actively involved in NIEM. Other COls, searching for standards to build an
information exchange, may initiate a request for information (RFI) from the NIEM PMO. Once
the NIEM PMO receives a request by a COl to represent a domain engaged in NIEM, the PMO
will perform the necessary due diligence to ensure that the candidate COI does in fact represent
an authoritative source for the relevant domain before formulating its recommendation. Due
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diligence includes ensuring the COI in question has the requisite policy and technical
stakeholders to work within the NIEM governance bodies. Then the PMO reviews the COI’s
draft components and IEPDs, relating them to what already exists in NIEM to determine if there
are any overlaps between the candidate COIl and an existing NIEM COIl. Finally, the PMO
evaluates whether the COI has the processes and tools needed to validate its IEPDs, prior to
submitting those it would like to publish through NIEM.

Based on this analysis, the PMO recommends to the NIEM Executive Steering Committee
(ESC) to invite the COI to become a new participant in NIEM, invite the COI to join an existing
NIEM COl, or to provide further feedback to the COI on other options available and/or actions it
must complete to participate in NIEM.

The ESC has the authority to accept or modify the PMO’s recommendation. If the ESC decides
to modify the PMO’s recommendation, then the ESC collaborates with the PMO until final
agreement is reached. When the ESC agrees with the PMO’s recommendation, then the PMO
contacts the COI with its decision. The COI has the option to accept the PMO’s decision or to
select another alternative. If the COI accepts the PMO’s decision, then it will either become a
new NIEM COl or join an existing one.

In addition to responding to requests to engage in the NIEM program by existing COls, the
NIEM PMO may, in an effort to further development of information exchange standards across
relevant domains, also actively recruit either the participation of an existing COI within a domain
or the creation of a COIl where none previously existed through communication and outreach
activities. For example, one of the near-term objectives for NIEM is to build national exchange
standards, or a group of IEPDs supporting specific business areas, such as cargo screening
and incident reporting. The PMO would approach a candidate COIl, such as transportation, to
build or participate in building a national exchange standard for cargo screening. The PMO may
also decide to present at workshops or conferences for specific business areas not yet
represented in NIEM.

6.1.2. Data Insertions

For a new domain, a COIl may batch insert data components into its domain, as long as the
components are NIEM NDR conformant. In this case, the COI should ensure it has coordinated
with any other COls that may have a vested interest in the new domain to prevent possible
duplication of data components. Moreover, the COI works with existing COls to determine if
there is any overlap between the new domain and existing domains.

At any time, a COlI has the option to recommend promotion of data components from its domain
for inclusion in common or universal. The data components to be promoted must conform to
the NIEM NDR, before they will be considered for promotion.

Additionally, the COI can develop IEPDs for use within its community or use NIEM components
to create ad-hoc messages. A COlI has the flexibility to submit its IEPD at a later date for review
and inclusion in NIEM.

6.1.3. External Standard Adoption

COls may incorporate any external standard within their domain-specific area, such as those
developed by standards development organizations (SDOs) like the International Standards
Organization (ISO) and the National Institute of Standards and Technology (NIST).

It is unlikely that standards developed outside of NIEM will conform to the NIEM NDR.
Therefore, in order to provide an interface between a nonconforming external standard and
NIEM, the components needed from the external standard must be encapsulated within NIEM-
conforming components and documented. This approach preserves a nonconforming
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component’s structure and semantics within a NIEM-conformant object that has no semantic
value of its own other than to identify its contents and enable other NIEM constructs to use the
external component.

If a COl decides to insert part of the external standard into Universal or Common, the standard
must conform to the NDR and follow all processes identical to any new content insertion.

6.1.4. Participation in Governance Activities

As a fully vested member in NIEM, representatives from the COI are invited to participate on the
NIEM governance bodies including the NBAC, NTAC, and the Stakeholder Panel. The COI’s
policy and technical representatives participate in activities such as the addition of new
domains, collaboration with new or existing COls, and the harmonization of data components
and IEPDs to NIEM for insertion into universal and common. Additionally, some COls, such as
those identified by the FACA, may provide advisory services to the NIEM ESC.

6.1.5. Domain Management

A COl retains the authority to manage its own domain-specific area along with its release and
Configuration Management processes. The NIEM development team is responsible for
overseeing common, universal, and structures and ensuring all data components adhere to the
NIEM NDR and other standards. COI releases may be on a different schedule than NIEM
releases. The release management processes and policies for how the COIl and development
team will work together are still under development.

6.2. IEPD Life Cycle

The IEP has a standard shareable life cycle to generate an IEPD (a set of documentation that
can be understood between and within specific domains). Figure 10: IEPD Life Cycle shows
the steps involved in the development of IEPDs.

Conduct Business Analysis and
Requirements Review

<
7 N \

Garner Feedback Complete Information
and Enhance and Exchange Mapping and
Expand IEPDs Data Modeling
Flublieh and Build and
mpiemen Validate IEPDs

IEPDs
.

-~
Conduct Data Harmorhlion/

and Promotion

Figure 10: IEPD Life Cycle
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The NIEM IEPD life cycle has six steps:

1. ldentify scenarios requiring exchange of information and conduct business analysis
and requirements review.

Complete information exchange mapping and data modeling.
Build and validate IEPDs.
Ensure data harmonization and promotion.

Publish and implement IEPDs.

SRR RN IN

. Garner feedback and enhance and expand IEPDs.
6.2.1. ldentifying and Documenting Business Requirements

This step defines the business requirements associated with an information exchange for which
NIEM is used. It incorporates scenario-based planning, which is the recommended
methodology for elaborating the business context of events, incidents, or circumstances in
which information exchange takes place. Careful elaboration of a scenario identifies critical
operational points at which information must be shared between two or more parties for
effective prevention, response, and remediation. Scenarios can be used to depict current (i.e.,
“as is”) information exchange practices among involved parties, thereby identifying gaps,
impediments, and other flaws in business processes and data exchange. They may also be
used to characterize potential future (i.e., “to be”) environments that envision broader and more
expansive information sharing, as well as changes in business practice.

As a tool, an organization can use information exchange modeling (IEM) tools'™ to map and
model the precise nature of information exchanges. These include capturing information
regarding 1) the event that triggers an information exchange (e.g., an arrest of a person, a
border entry review, criminal history records check, and automobile stop), 2) the agencies
involved in the exchange (e.g., local law enforcement, prosecutor, and U.S. Immigration and
Customs Enforcement), 3) the business conditions surrounding the exchange (e.g., whether the
subject is an adult or a juvenile, a citizen or a registered alien), and 4) the specific information
content of the exchange (e.g., the document, data set, and/or data elements that are actually
shared among the agencies). Such tools also enable users to identify pre- and post-exchange
events, define the priority and criticality of the exchange, and other key attributes.

6.2.2. Information Exchange Mapping and Modeling

As noted previously, to effectively exchange information across organization and domain
boundaries, there must be a common semantic understanding of the data among participating
organizations, and the data must be formatted in a semantically consistent manner.

The best method to understand the semantic meaning of data is to document knowledge about
data in a structured way. In order to compare one item of data against another and, hence,
allow for the exchange of data, the structures of the data must be documented using common
documentation standards, such as information exchange packages.

6.2.3. Build and Validate IEPDs

This step ensures there is consistency in the way information is captured, stored, and
exchanged and that uniform methodologies exist to support the generation of the IEPDs.

'3 Such as the Justice Information Exchange Model (JIEM). See http://www.search.org/programs/info/jiem.asp.
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An IEPD is considered NIEM-conformant if it follows the NIEM architecture requirements for
IEPD artifacts and complies with the NDR. An IEPD is a complete and precise description of a
specific type of information exchange.

% Schemas, including subset, exchange, constraint, and extension schemas.
% Want lists (user requirements).

% Sample instances.

« Sample style sheets.

« Documentation, such as business requirements, memorandums of understanding,
domain models, use case models, and business rules.

% Catalog—list of artifacts in the IEPD.
% Metadata to identify and register an IEPD.

A NIEM Repository provides stakeholders with the information and tools to build IEPDs from
NIEM components including generating the subset schemas. Users can search and discover
existing NIEM components and IEPDs that may be reused in the information exchange they are
documenting. It provides a tool to conduct a gap analysis between the data components
required in their information exchange and existing NIEM components and an IEPD template
that allows a user to create a complete IEPD package, once all of the IEPD artifacts have been
created.

Users can draw from components from universal, common, or domain-specific to build their
information exchanges. Universal and common components are considered more generic and
the domains are able to leverage these components and augment them with a more specific
component.

If the user cannot reuse existing data components in the NIEM repository, data components
may be modified or defined and built from scratch. All resources available should be used to
build an IEPD, including other IEPDs, software tools, methods, data mappings, etc.

To conduct a gap analysis, a COI can use a tool such as the CMT (see Section 5.7) to identify
and characterize gaps at the entity (class), element (database attribute), and value (literal)
levels between the two models. The NDR, as well as other adopted standards and best
practices, are used to facilitate this analysis.

Once a COIl has completed this analysis and created an IEPD, it may decide to submit its IEPD
to NIEM along with a recommendation of what components it would like to insert into universal
or common. NIEM may also store IEPDs that are in progress but not yet completed.

6.2.4. Data Harmonization and Promotion

Once the NBAC receives an IEPD along with a request for new content or modification of
content, it conducts an initial assessment to determine the following:

« Depending on scope, does the package adequately document the business
requirements and proposed solution (complete, accurate, detailed enough,
unambiguous, correct format)?

< What is the scope of the submissions impact to NIEM? Which domains are impacted?
Are universal and common impacted? How many data components are impacted?

% Have any of the data components in the submission been addressed before?

July 17, 2006 Page 36 of 57





NIEM Concept of Operations Version 1.0 (Draft)

R/

% Has the submission been coordinated with other groups, tiger teams, or COls working
on the same data components?

+ Is the submission conformant with the NDR and IEPD requirements?

Based on the analysis above, the Business and Outreach Director assigns the appropriate
committee members (including domain experts and technical personnel) to review the
submission. The committee vets the proposal, documenting decisions and justifications and
prepares a recommendation to the Business and Outreach Director regarding which, why, how,
and when to integrate the proposed changes into NIEM. The Business and Outreach Director
evaluates the tiger team’s recommendation and decides to accept or modify the proposed
solution. This may be an iterative process as the committee provides feedback to the
practitioners.

6.2.5. Publish and Implement IEPDs

All NIEM IEPDs and data components are published within a NIEM IEPD Repository/Library.
Other stakeholders or COls can then search and discover published IEPDs for reuse or extend
them for a specific instance of the information exchange. A COI may decide to only publish its
IEPD through its own domain. There are many options on selecting and implementing IEPD
registries and whether they should be federated. In the future, the most efficient and effective
one will be selected and implemented.

6.2.6. Garner Feedback and Enhance and Expand IEPDs

This step describes how the COls work with NIEM to ensure existing IEPDs remain up to date
and conformant with NIEM. Moreover, this step includes developing families of IEPDs
representing core, priority business areas at the national level. The initial focus areas will
include incident reporting, people screening, suspicious activities, cargo screening, emergency
and disaster management, and case management. Policies and processes will be developed to
support creating, modifying, and implementing these standards. COls can continue
championing and developing their information exchange standards within their own domains or
collaborate with other COls to do the same outside the direct sponsorship of the NIEM PMO.

6.3. Practitioner Life Cycle

NIEM practitioners are the end users in the field using IEPDs to support their daily business
activities. These practitioners participate in NIEM by searching and discovering NIEM IEPDs
that support their business processes and activities, conducting a gap analysis for whether the
information exchange can be used to support their processes, and then determining if they need
to extend the IEPD for their own use.

6.3.1. Search, Discovery, and Extension of IEPDs

Practitioners, like other stakeholders and COls, can use the IEPD Library/Repositories to search
on data components and existing IEPDs and to generate schemas. They will evaluate their
current and target business requirements and search for the repository artifacts that will best
support their business requirements and activities. Practitioners may take what information is
available to them in a repository and extend/adapt it to support their specific business
requirements and activities.

6.3.2. Gap Analysis

A domain has IEPDs that support multiple business disciplines, and a practitioner may need to
use one or more |IEPDs to meet its business requirements. The practitioner will conduct a gap
analysis of the IEPDs found in a repository and determine to what extent they will help in
implementing a specific instance of the information exchange.
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6.3.3. Extension of IEPDs

If gaps are found in what is needed, the practitioner may use other resources and tools to
complete the development of the IEPD. Practitioners may decide to use an IEPD as is or
portions of one or more |IEPDs that support the business requirements. The practitioner can
extend the artifacts from the NIEM repository and BCL for use in their specific business context.

6.4. NIEM Support Processes
6.4.1. Product Management and Dissemination

Development of NIEM tools and documentation is based on stakeholders’ requirements to
ensure they have the capabilities they need to have interoperable information exchanges.
Stakeholder questions and issues are collected and evaluated by the NIEM governance
committees. Other requirements may be identified via the NIEM staff members and governance
bodies. Requirements are evaluated and, as appropriate, assigned a specific work package
within the NIEM Program Plan. The NIEM Program Plan tracks the schedule of major tasks
related to the NIEM releases.

The Communications and Outreach Committee is responsible for recommending and
implementing processes and procedures related to internal communications to ensure the
proper checks and balances are in place prior to releasing documentation, training materials, or
tools to the public. See the NIEM Communications and Outreach Plan for more detail on these
processes and procedures. For example, a document such as the NIEM CONOPS is
developed through an iterative review process. The appropriate stakeholders, in conjunction
with full-time NIEM staff, are assigned the responsibility for developing the document. They
devise an outline and complete the first draft of the document. As part of this process, all tools
and documentation go through the NIEM CM and QA processes, which ensure that
requirements are satisfied within the release they were assigned to.

Tools and documentation are delivered to stakeholders via a variety of communication and
collaboration tools. The Communication and Outreach Plan outlines the guidelines and process
used to determine whether a tool or product is for public use. Tools and documentation for
public use are posted on NIEM.gov (see Section 4.6). Some tools and documentation are not
for public use and would be posted via NCCT or CORE.gov (see Sections 5.4 and 5.5).

6.4.2. NIEM Model Updates and Management

Updates to NIEM are generally one of two types, component (or content) submissions or
structural changes. Component submissions may be new or modifications to existing data.
Structural changes usually affect the NDR, schemas, tools, etc.

New content submissions or content modifications are requested to be submitted using the CMT
(or other similar tool once implemented). All proposed changes are logged into NCCT, whether
they are for new or modified content, for tracking purposes. The development team reviews all
submissions for completeness and accuracy. If the development team identifies gaps or
ambiguities, then the team coordinates with the appropriate PMO staff serving as the liaison to
the content contributor. This process will repeat, as needed. Once all gaps and ambiguities are
resolved, the development team begins integration of the content into the model.

Structural changes typically arise via the NTAC and are logged into NCCT (see Section 5.4).
Like content submissions and modifications, these types of changes are discussed among the
appropriate stakeholders. Once a solution is determined, it is passed to the development team
to implement.
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All changes, modifications and fixes are approved and prioritized by the PMO and associated
with a specific NIEM release. For example, some of these items may be of higher priority then
others or could take longer to implement versus other simple fixes.

Once NIEM is released into production, the release management process will follow a four
phased approach, Alpha, Beta, Release Candidate (RC), and Production. An Alpha release is
expected to have major changes and is only under review by the necessary COIl, NBAC, NTAC,
and PMO stakeholders. The Development team is responsible for making any changes
recommended by these teams. If significant changes are identified after approval of the first
Alpha release, a second Alpha release would be generated. The number of Alpha releases is
dependent upon the number of changes identified. Once all changes are completed and
approvals received, the release is moved into the Beta stage.

The Beta stage differs from the Alpha stage because no major fixes/changes are expected. The
Beta stage goes through the same process of an iterative update, review, and approval process
between the Development team and the stakeholders. If a major change is identified, then the
release could be moved back to the Alpha stage and start this process over. Once all changes
are completed and approvals received, the Beta release becomes an RC.

The RC is released for final review by the stakeholders. It is possible for minor problems to be
identified, and in this case, the RC would go back to the Beta stage. All RCs and related
technical documentation are published on NIEM.gov. Each release comes with a set of
documentation including:

% The documentation spreadsheet of all types and properties.
+« Change log, which provides a summary of all changes since the last release.
+ NIEM schemas.

Once all changes are completed and approvals received, the final release package is prepared
and NIEM is moved into production.

Other documentation, such as the NIEM User's Guide and NDR, will be updated, as needed,
based on changes to the model. These documents will be posted and distributed based on
existing communications processes and procedures.

Each release is packaged in a hierarchically organized directory structure and archived to a
single compressed file. A release can be thought of as a set of schemas, each of which has its
own version number as well as a version number that is assigned to the entire schema
package. This process ensures that when the release package is downloaded by a user and
uncompressed, the set of schemas are categorized within directories such that imports and
namespaces references remain intact and correctly link local file locations.

All previous versions of NIEM will always be available. Version information is built into the
NIEM release namespaces so that the same component in one version is not confused with that
component in another version. What this means to stakeholders is that they are not required to
upgrade their information exchanges IEPDs just because a new version of NIEM is coming out.
Information technology (IT) managers will need to make that business decision along with other
decisions required to reconcile their program timelines with other efforts external to them. NIEM
will not drive or force COls to release timelines.

6.4.3. Configuration Management

As mentioned in Chapter 2, NIEM is business driven. It is essential to trace satisfaction of
original requirements for tools, documents, and processes in NIEM through the CM and QA
processes. CM provides the guidelines and administrative process to assure that NIEM work
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products and documents are appropriately identified, changes are approved at levels
commensurate with their impact, versions and revisions are identified, and configuration
baselines for all NIEM artifacts are maintained. Integrity of the NIEM products is insured by
institutionalizing, defined, and managed CM process.

6.4.3.1. CM Planning

CM Planning will document the context and environment for the various types of NIEM products
and documents, such as:

% NIEM program level artifacts, such as directives, policy, plans, and procedures.
+ NIEM products, such as:

+ Standards, specifications, requirements, and documents

+ NIEM model and data dictionary

+ IEPDs

+ NIEM tools and documentation

+  NIEM User Guide

It will provide the CM application methods and levels of emphasis to be applied to all NIEM
releases. CM will be institutionalized to a large extent by embedding CM guidelines and
procedures as part of the business rules basis for the tools used in NIEM development and
operation.

Each NIEM working entity will apply CM guidelines to assure a common, consistent approach
and methodology with appropriate oversight, management, and responsibilities. Performance
measurements to assess the effectiveness of CM functions will be included in QA checklists at
key points in the process flow.

6.4.3.2. Configuration Identification and Accounting

NIEM is and will continue to be an evolving set of products, including the NIEM data model,
NIEM data dictionary, and IEPDs, as well as an array of associated documentation. As the
volume of information, tools, and software expands, it will become increasingly more important
to identify NIEM artifacts with a consistent protocol and to maintain the correct associations
between the applicable versions of the artifacts in NIEM repositories and Web sites.

NIEM configuration identification and accounting guidelines address:

% Assigning appropriate unique identifiers and the identification source (which is what
makes a specific identification unique).

% Providing version and revision identifiers when the configuration changes.

% Capturing metadata reflecting attributes such as the responsible designer, the current
change approval authority, and the custodian.

% Assigning release package (baseline) identification to the configurations of artifacts
associated with each iteration, while verifying that requirements and design attributes
are accurately reflected in the product definition.

« Systematically maintaining baselines, providing the known configuration from which
future changes are to be addressed, while retaining prior configuration baselines that
may have seen operational implementation.
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% Providing secure controlled access to NIEM metadata and artifacts in NIEM reuse
libraries/repositories, assuring that the correct versions of artifacts for the intended use
are made available to authorized end users.

6.4.3.3. Change Management

Baselines provide a stable basis for continuing evolution of the NIEM configuration. As an
integral component of NIEM governance, changes to baselines and the release of work
products built from approved components are systematically controlled and monitored using a
structured process to evaluate proposed changes. Each NIEM artifact has a designated change
control authority.

Change Management guidelines address:
« Criteria for initiating a request for change and assuring that changes add value.
« Documenting and uniquely identifying each request for change.

« Classifying requested changes into an appropriate category to aid in determining the
appropriate level of review and approval.

« Identifying the appropriate change approval authority that can approve any change
and commit resources for implementation.

% Ensuring that the decision maker(s) is aware of the complete impact of the change by:

+ Assessing and evaluating technical, support, schedule, and cost impacts of a
requested change before approval, implementation, or incorporation in the product
and product information.

+ Coordinating impacts with the impacted stakeholders.

+ Determining the effectivity (incorporation point, such as version, revision, and time
frame) of a change so that the total impacts of the change can be quantified and
scheduled.

+ Implementing each approved change in accordance with the approved change
information and coordinating change implementation with impacted stakeholders
before and during change implementation.

% Verifying implementation of a change to ensure consistency among product, the
product configuration information, and all product supporting elements.

6.4.4. Quality Assurance

QA addresses the vision, structure, and process within the NIEM organization that will be used
to assure NIEM product quality. Quality is largely determined by the quality of the process that is
used to develop and maintain it.

6.4.4.1. NIEM Quality Assurance Vision

The vision of NIEM quality is that all NIEM products and documents satisfy agreements; meet or
exceed quality standards; comply with approved requirements, processes, and procedures; and
are suitable for their intended use. Quality attributes include accuracy, clarity, consistency,
coordination, accessibility, and security. Quality is everybody's business. All NIEM functional
activities and stakeholders have a share of the responsibility for the quality and effectiveness of
NIEM. Oversight and management of the NIEM QA process falls within the purview of the
NTAC and operations director. Figure 11: Quality Assurance Process illustrates the QA vision
and provides an overview of the QA process.
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Figure 11: Quality Assurance Process

The objective of the NIEM process and all NIEM artifacts is to provide effective NIEM messages
that satisfy the business requirements. In doing so, the effectiveness of the messages is the
only criterion that truly validates the process.

As new or modified issues, documents, components, or IEPDs are initiated, they go through a
process which generally consists of requirement definition, development, release for use, entry
into registries and repositories enabling reuse, and operation. Some of the steps may occur in
parallel or may not apply in every case. Entry to each stage of the process will require an
appropriate quality check accomplished with a series of relevant QA checklists built into the
NIEM process procedures as exit criteria from the prior stage.

Metadata consistent with quality checks collected at each stage of the process includes metrics
that are analyzed to identify necessary corrective actions and improvements to both the NIEM
development process and the quality process. The metadata, when analyzed and distilled, may
also provide records that support periodic quality reviews and audits and internal or third-party
assessment of NIEM quality, when these become necessary.

6.4.4.2. NIEM Quality Documentation

NIEM QA documentation will include the NIEM Quality Assurance Plan and associated
procedures and the quality checklists to be included as part of the NIEM User Guide.
Additionally, QA documentation will include problem reporting, analysis reports, corrective
action reports, and process improvement recommendations.
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6.4.5. Issue Resolution

A COIl or a member of the NBAC or NTAC may submit an issue to be resolved. The NBAC
deals with business issues, such as definitions of specific data components or questions
regarding a COI's IEPD submission package, and enters these issues into Core.gov. The
NTAC deals with technical or structural issues, such as how to handle external standards or
inheritance in the NIEM data model, and enters them into NCCT.

Information regarding an issue must be entered into the issue tracking tool, including:
+» Version corresponds to the version of the NIEM release issue it is associated with.

s Issue type describes the topic the issue is related to. Current options include
documentation, architecture content, architectural enhancement, governance, and
tools.

% Severity describes the impact of an issue. The current options include:
+ Blocker: blocks development and/or testing work.
+ Critical: crashes, loss of data or severe memory leak.
+ Major: major loss of function.
+ Minor: minor loss of function or other problem where easy work-around is present.
+ Trivial: cosmetic problem like misspelled words or misaligned text.
< Enhancement is a request for enhancement.
+ Description provides more detail and background on the issue.
% Status indicates the general health of an issue.

When an issue is initially submitted, the issue is assigned a state of “new.” Business issues are
assigned to the NBAC, while technical issues are assigned to the NTAC. After the NBAC or
NTAC review the issue, it assigns a priority that identifies the importance and order in which an
issue should be fixed. Five priority levels exist, the highest being 1, the lowest being 5, and the
default priority level is 2.

When issues are entered into NCCT or Core.gov, they are sent to the director of the appropriate
committee. From here, the NBAC and NTAC follow the same issue resolution process. First,
the NBAC or NTAC director reviews the issue and determines whether the issue is actually new
or is duplicative to one already in the system. If the issue is indeed new, then it is assigned to
the appropriate committee staff for resolution. If the issue is duplicative, then the director, with
the assistance of the committee, must determine if the issue needs to be reopened (e.g., the
initial resolution is deemed incorrect). If the issue is duplicative and does not need to be
reopened, it is then closed and assigned a state of “duplicative.” If the issue is duplicative and
does need to be reopened, it is assigned a state of “reassigned.”

Next, the assigned committee staff is responsible for recommending a possible solution to the
issue. The director will review the recommended solution and either approve or disapprove the
recommendation. If the director approves the recommendation, then the issue is given a state
of “verified.” The issue remains in the state of verified until the solution is implemented and the
issue can be assigned a state of “closed.”

If the director does not approve the recommended solution, then a tiger team may be formed to
further evaluate the issue, otherwise the issue is given a state of unresolved. The tiger team
then has the responsibility to determine if there are any other alternative solutions.
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If the tiger team cannot agree on a solution for the issue (e.g., not enough information is
available or a technical issue cannot be reproduced), then the issue is given a state of
“‘unresolved.” It is the responsibility of the directors to review unresolved issues on a periodic
basis to determine if any new information has been received that could help close the issue. If
the tiger team does resolve the issue at any point, then it is given a state of “closed.”

Throughout the issue resolution process, as the status of an issue changes, the initiator is
notified via e-mail of the status change. Also, if additional information is needed during the
evaluation process, further dialogue with the initiator may be needed.

6.4.6. Conflict Escalation

The NIEM governance structure provides the support needed in making decisions related to any
conflicts that arise.  Conflicts are different from issues because they are related to
communication, governance, or program-related topics versus the level of detail tracked through
the issue-resolution process. The conflict-escalation process may start at any level. Starting
from the beginning of the process, a conflict would be identified by program staff and/or a
committee (e.g., NBAC or NTAC). If necessary, it would then be escalated to the appropriate
committee director, escalated to the PMO executive director, and finally escalated to the ESC
for resolution. At the highest level in the escalation process that a conflict attains, that individual
or group is responsible for documenting the resolution and informing all relevant stakeholders.
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APPENDIX A: GOVERNANCE ROLES AND RESPONSIBILITIES

This is a summary of each governance entity’s roles and responsibilities. The colors in
the table refer back to the colors in Figure 5: NIEM Governance Interactions.

NIEM Roles Definition Responsibilities
NIEM Executive Steering Set strategic direction
Committee represents key
public decision makers Represent and advocate for NIEM at more
from local, state, tribal, senior levels of government and among
and federal agencies with | member constituencies
significant, vested interest
and invested resources in | Assist PMO in securing funding and other
EXECUTIVE NIEM objectives. The ESC | resources
STEERING provides strategic direction
COMMITTEE to the PMO. Provide advice, feedback, and support to
the NIEM PMO
Resolve significant issues requiring policy,
procedural, or other business decisions, as
needed
Appoint the executive director
PMO executive directoris | Provide vision and leadership; ensure
appointed by the external communication and reporting
Executive Steering
Committee. The executive | Plan and manage execution; ensure internal
director provides vision communication and coordination
and leadership to the
PMO. The PMO directors | Evangelize NIEM with other local, state,
report to the executive tribal, and federal partners
director.
EXECUTIVE .
DIRECTOR Secure funding and other resources

Monitor contracting groups chosen to carry
out the work, as required

Ensure alignment between NIEM and other
information sharing councils

Propose and evangelize target outcomes in
consultation with stakeholders
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PMO technical director is
responsible for the
technical aspects of the
NIEM Program.
TECHNICAL
DIRECTOR

Plan and manage technical execution

Communicate technical vision and road map

Ensure aligned operation and agenda of
NTAC

Manage tool identification, development,
and implementation in response to user
requirements

PMO business and
outreach director is
responsible for developing
working relationships
between local, state, tribal,
and federal agencies.
BUSINESS and This position will be vital in

OUTREACH implementing projects that

DIRECTOR require considerable
funding from the
information sharing
community.

Coordinate local, state, tribal, and federal
collaboration

Manage documentation development,
outreach, and training

Steward IEPD Repository, business domain
structure, and data domain

Ensure smooth operation of NBAC and
communications and outreach and
coordinate execution of NIEM to plan with
partners

Ensure business-driven approach

PMO operations director is
responsible for delegating
and assigning resources to
resolve NIEM Program
issues.

OPERATIONS
DIRECTOR

Ensure that NIEM governing components
have the required resources to meet
objectives

Ensure that the NIEM day-to-day operations
and implementation are supported

Manage and task program staff

Review NIEM documents and process
submissions

Vet proposed NIEM documents and
processes through stakeholders

PROGRAM STAFF | PMO program staff is the
operational body
responsible for the daily
implementation of NIEM
processes. The PMO staff
positions are full time.

Capture and frame requirements and issues

Ensure quality of releases and associated
documentation

Coordinate, track, and implement priorities

Provide staff support to NBAC and NTAC

Manage Core.gov NIEM assets
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Ensure data harmonization and QC

Ensure functional standard evangelization

COMMUNICATIONS
AND OUTREACH

Communications and
outreach (C&O) addresses
the specific tasking of the
business director. It
provides a network for
practitioners and advisory
and stakeholder members
with a shared interest and
expertise. The C&O
positions are full time.

Provide training, technical assistance, and
outreach in support of NIEM

Develop marketing material

Manage NIEM.gov Web site

Identify and manage collaboration tools

Suggest processes and procedures for
internal and external communications

Help desk assists potential
NIEM participants in
developing and designing
IEPDs for insertion into the
NIEM. The help desk
works directly with
communications and

Guide users on how to use relevant
evaluation databases, research tools, data,
and statistics

Provide orientation to staff and clients on
NIEM repositories and Web sites

HELP DESK . . .
S outreach to expand the Direct clients to evaluation experts and
NIEM Initiative under the | organizations in their specific areas of
direction of the operations | interest or others working on similar
director. The staff will hold | eyaluations
full-time positions.
Help to resolve problems related to using
the NIEM model and processes
Development implements | Establish effective processes and structures
appropriate technological to facilitate information sharing among and
solutions to improve the between government entities and the private
effectiveness and sector
DEVELOPMENT efficiency of the NIEM

under the direction of the
PMO.

Develop NIEM technical standards

Maintain and update versions of the NIEM

Release management

NIEM TECHNICAL
ARCHITECTURE
COMMITTEE

NIEM technical
architecture committee is
lead by a committee of
information sharing and
technical architecture
subject-matter experts to
advise the development
team.

Ensure core structure and architecture
including naming and design rules

Coordinate architecture with domain
partners to ensure continued interoperability

Ensure coordination with parallel information
exchange efforts

Domain architecture, IEPD template and
registry, concept of operations, governance
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Provide data harmonization methodologies,
policies, practices, activities, and findings in
response to inquiries received
Reconcile data security, privacy, and
sensitivity issues through technical solutions
that enable data sharing
The NIEM Business Make recommendation for insertion of
Architecture Committee is | objects into common core and promotion
lead by a committee of into universal core
information sharing and
NIEM BUSINESS | business architecture Represent business interests of related
ARCHITECTURE subject-matter experts to domains
COMMITTEE advise the practitioners
and COls. Develop and promote best practices
Identify data security, privacy, and
sensitivity issues
The NIEM Policy Advisory | Interact with policymakers, government
Panel makes leaders, and planning committees
recommendations to the
POLICY ADVISORY PMO on political, Recommend budget and marketing
PANEL organ_lzatlonal, legal, processes
technical, cultural, and
personnel issues. Identify legal, policy, administrative, funding,
and technical requirements and other
obstacles to achieve NIEM vision and goals
The NIEM Advisory Provide recommendations to the NIEM
Committee exists to serve | Executive Steering Committee
as a vehicle for the diverse
ADVISORY pommunities to provide Provide advice, feedback, a_md suppc_:)rt to
COMMITEE input into the NIEM the NIEM PMO and Executive Steering
Program. Committee
Participate in periodic, prescheduled
meetings.
STAKEHOLDER The NIEM Stakeholder Contribute to the development of goals for
PANEL Panel consists of NIEM
members that have a
stake in or may be Share information about NIEM with others
impacted by a given
approach to the NIEM. Provide access to the resources of NIEM for
The Panel advises the their client groups
executive director on
matters that will impact Assist in evaluating the work of NIEM by
their operations. collecting evaluative information
Provide feedback to the PMO regarding the
work of the organizations
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Maintain current information about their own
agency or organization in all NIEM
publications and products

PRACTITIONERS

NIEM practitioners include
NIEM users, developers,
and enthusiasts who make
recommendations to the
NBAC committee on
issues related to the
implementation and
promotion of NIEM.

Assist in developing new strategies, search
techniques, and organizational structures for
the dissemination of information

Assist in evaluating the work of NIEM by
coordinating the collection of evaluative
information from users

Develop and participate in a study of the
information-use patterns in all segments of
the information sharing communities
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APPENDIX B: TERMS AND DEFINITIONS

The following list is a subset of key terms and their definitions, which are necessary to
understand the core concepts discussed in this document. The complete NIEM Terms
and Definitions can be found on www.NIEM.gov.

R/
0’0

Association: A NIEM construct that represents a relationship among two or
more objects. A type, named for the kind of relationship it represents, that links
multiple objects under specific contexts and may contain properties that are
characteristics of the relationship. This allows the preservation of the object-
oriented design principles of the data model, while allowing more granular
specificity of meaning when two or more data objects are related.

Augmentation (or Type Augmentation): A NIEM technique that enables the
reuse of type extensions that occur within particular domains for use
elsewhere. Type augmentation avoids the need to create new specialized
entities and duplicate type extensions that could not have been reused.
Instead, the technique simply supplements an existing type with a reusable set
of properties required for a given context.

Business Context: A common frame of reference across business areas or
domains allowing organizations to share information with specific goals or
scenarios in mind.

Business Scenarios: Real-world scenarios that are used to describe or justify a
use case for a certain business model.

Code Table (or Code List): A set of related data values and their definitions (or
literals) that are valid for a given NIEM property that is represented as an
enumerated type (i.e., coded). In NIEM, a code table is in its own target
namespaces and can be internal or external. More formally, a code table or list
is an XML schema type definition that restricts xsd:string or xsd:token to an
xsd:enumeration of a fixed, finite set of values; or any type derived from such a
type. An XML schema enumerated element is defined by its Code Table (i.e.
its type definition).

Common Component: A reusable component that meets technical standards,
complies with NIEM requirements, is common across one or more (but not all)
participating domains, and is contained in the NIEM Common namespace.

Community of Interest (COIl): An authoritative source responsible for
developing, harmonizing, and managing the data components (vocabularies)
found in interdomain exchanges.

Component (the data sense): An object meant to interact with other objects,
encapsulating certain functionality. For NIEM, component is a relatively
generic term normally used to reference data constructs contained in the NIEM
data model and reused to build IEPDs. A component may be a simple or
complex type, a property, constructs built for a particular BCL, or any other
complex combination of these assembled into a structure. An IEPD may be
considered a large complex component.  Components are built from
components.
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% Configuration Management: The guidelines and administrative process to
assure that NIEM work products and documents are appropriately identified,
changes are approved at levels commensurate with their impact, versions and
revisions are identified, and configuration baselines for all NIEM artifacts are
maintained.

<+ Constraint Schema: An XML schema that further restricts or constrains
instance content specified in the corresponding subset schema.

% Core: The Core refers to the NIEM data model, composed of the universal and
common namespaces, containing all components that are determined to be
relevant and semantically agreed upon by some or all participating domains.
NIEM Core could be said to contain all reusable components that are not
domain-specific and are governed by NIEM processes and policies regarding
promotion and maintenance of those components.

« Data: Facts represented in a readable language (such as numbers, characters,
images, or other methods of recording) on a durable medium. Data on its own
carries no meaning. Empirical data are facts originating in or based on
observations or experiences. A database is a store of data concerning a
particular domain. Data in a database may be less structured or have weaker
semantics (built-in meaning) than knowledge in a knowledge base. Compare
data with Information.

v Data Dictionary: A set of metadata that contains definitions and
representations of data elements.

% Data Element: A basic unit of data having definition, identification,
representation, and values; the lowest level of physical representation of data.

v Data Exchange: Fixed, reoccurring transactions between parties, such as the
regular exchange of environment testing data among federal, state, local, and
tribal entities.

s Data Harmonization: The process of comparing two or more data component
definitions and identifying commonality among them that warrant their being
combined, or harmonized, into a single data component.

% Data Model: A graphical and/or lexical representation of data, specifying their
properties, structure, and interrelationships.

% Data Promotion: The identification of data components that are semantically
agreed upon between more than one domain, or with all domains, and are
reclassified in a higher-level namespace to reflect that fact (typically to common
or universal).

s Data Standard: The structure for representing data in machine-readable
format, often used to facilitate information exchange through common
understanding and recognition of the data elements used.

« Discovery: The act of locating a machine-processable description of a Web
service-related resource that may have been previously unknown and that
meets certain functional criteria. It involves matching a set of functional and
other criteria with a set of resource descriptions. For NIEM, discovery normally
refers to the search for IEPDs and data components within a repository that
can be reused in IEPD development.
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s Document Schema: A schema, within an IEPD, with the purpose of defining
the actual content model of an information exchange. The document schema
works in conjunction with the subset, extension, and constraint schemas to
form a complete package that represents the exchange. This is a more
specific term for Exchange Schema.

« Domain: A namespace of data components associated with a group of one or
more COls.

s Domain-Specific Components: A component that meets technical standards,
complies with NIEM requirements, and is specific to only one domain.

% Element: The fundamental building block of an XML document. XML elements
can contain other elements and/or data. XML elements are composed of a start
tag, content, and end tag.

% Enterprise: A business association consisting of a recognized set of interacting
business functions, able to operate as an independent entity.

% Exchange Mapping: The process of comparing desired exchange content to
the exchange specifications in order to ensure semantic compatibility prior to
information exchange.

% Exchange Model: A reference to the National Information Exchange Model as
a provider of exchange modeling standards and best practices.

s Extensible Markup Language: XML is a structured language for describing
information being sent electronically by one entity to another. XML schema
defines the rules and constraints for the characteristics of the data, such as
structure, relationships, allowable values, and data types.

% Exchange Schema: The XML schema that describes the document or set of
data to be exchanged. This is a more general term for a Document Schema.

% Exchange Specification: Any details describing the exchange, including
schemas, business rules, and more. This term often describes the contents of
an Information Exchange Package Documentation (IEPD) (or Description).

<+ Extension Schema: An XML schema that defines data elements that are to be
used in an exchange but do not exist in the NIEM model, which therefore must
be extended.

« External Standard: A standard with a governing body outside the scope of
NIEM whose products must be used in conjunction with NIEM in exchanges.

s Framework: In software development, a framework is a defined support
structure in which another software project can be organized and developed. A
framework may include support programs, code libraries, a scripting language,
or other software to help develop and glue together the different components of
a software project.

% Gap Analysis: An analysis performed to identify overlaps and gaps between
one or more information sets, systems, or exchange methods. This is often
one of the first steps taken by two organizations looking to engage in
information exchange.

« Govemance: The system and manner of providing authority and control.

% Information: Contextual meaning associated with, or derived from, data.
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% Information Exchange: The transfer of information from one organization to
another, specifically in concert with NIEM IEPD exchange processes and
recommended procedures.

% Information Exchange Package: An actual exchange instance; usually an XML
instance; the real data and metadata transmitted on the wire; may also refer to
the additional layering for transport, delivery, security, etc.; the data exchanged
between a sender and a receiver.

% Information Exchange Package Documentation: A collection of artifacts that
define and describe the structure and content of an IEP.

% Information Sharing: The broad concept of sharing information between
agencies or organizations who do not inherently have access to such
information. The need for robust nationwide information sharing is the guiding
principle of the NIEM program.

% Interoperability: The ultimate goal of any information sharing exercise that
refers to the seamless interconnection between disparate systems for the
purposes of sharing information relevant to either party. Interoperability is both
a prerequisite and a result of efficient information sharing.

% Message: The basic unit of communication between a requester and a
provider. It should encompass an XML Message Instance defined by an IEPD
relevant to the message exchange.

s Metadata: Structured data about data. Metadata includes data associated with
either an information system or an information object for purposes of
description, administration, legal requirements, technical functionality, use and
usage, and preservation.

s Namespace: A collection of names, used in XML documents as element
types' and attribute names'®, that is identified by a prefix linked to an URI
reference. Using XML namespaces alleviates naming conflicts in XML that
arise when XML elements and attributes from different sources use identical
names.

s Naming and Design Rules: The NDR includes rules and principles that are
intended to establish and, more importantly, enforce a degree of
standardization at the national level.

% Quality Assurance: A process by which the quality of design and performance
of a system or data is tested and verified prior to implementation.

% Registry: Authoritative, centrally controlled pointer to information in repositories
that facilitates discovery and reuse. A NIEM registry of IEPDs would act as a
store or pointer to all known IEPDs in existence or currently under development
to allow implementers to take advantage of parallel efforts.

% Repository: An information system used to store and access information,
schemas, style sheets, controlled vocabularies, dictionaries, and other work
products. It would normally be discovered via a registry.

14 http://www.w3.0org/TR/REC-xml#dt-stag.

15 http://www.w3.org/TR/REC-xml#dt-attrname.
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% Role: An independently valid context-specific specialization that enhances the
desired contextual meaning of a component in a data exchange. For example,
a person component could take on the role of a law enforcement official, a
witness, or a plaintiff. By utilizing a role methodology, the object-oriented
nature of the model can be preserved, while allowing explicit customization that
does not depend on object inheritance.

s Scenario-Based Planning: A process of planning and identifying data
exchanges by analyzing a business process and describing information
exchanges using business use-case scenarios to justify the need for those
exchanges.

< Stakeholder: A person or organization that has a legitimate interest in a project
or entity; anyone with an interest (or "stake") in what the entity does.

s Subset Schema: A subset of the primary NIEM reference schema, whose
components are taken entirely from the parent schema while excluding those
components that are unnecessary for a given exchange.

s Type: A description of a class of objects that share the same operations,
abstract attributes and relationships, and semantics. The operations aspect of
a type is a programming concept related to methods and is, therefore, not
applicable in NIEM, which uses only the data aspects.

s Type Extension: A description of a class of objects that share the same
operations, abstract attributes and relationships, and semantics. The
operations aspect of type extension is a programming concept related to
methods and is, therefore, not applicable in NIEM, which uses only the data
aspects.

¢ Universal Component: A component of the NIEM model that is defined in
universally acceptable terms across all NIEM participating domains and is
reusable.

s Use Case: A business process example used as a basis for exchange
modeling, whose description includes an information flow. See also Scenario
Based Planning.

s Want List: A portable construct used in the SSGT to save and reuse schema
subsets of the overall NIEM data model. A want list can be saved or loaded
directly from the SSGT tool. A want list is an XML instance that specifies the
NIEM components required (and therefore selected) by the user for the subset
schema he/she is building. It does not include NIEM components the user
selected set depends on.

s XML Instance: An XML document that contains actual data and whose format
and inclusion is specified and validated by an associated XML schema.

s XML Schema: Defines the vocabulary (elements and attributes), the content
model (structure, element nesting, and text content), and data types (value
constraints) of a class of XML documents. NOTE: When written with a capital
S, the term refers specifically to the XML Schema Definition (XSD or WXS)
language developed by the W3C. However, when written with a lowercase s,
the meaning is more generic, referring to any of several schema languages for
use with XML, such as DTDs, RELAX NG, Schematron, etc. In both cases, an
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XML schema is used to validate XML instances, to verify that the instances
conform to the model that the schema describes.
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APPENDIX C: ACRONYMS

BCL: Business Component Library

BJA: Bureau of Justice Affairs

CM: Configuration Management

CMT: Component Mapping Template

COI: Community of Interest

CONOPS: Concept of Operations

DHS: U.S. Department of Homeland Security

DOJ: U.S. Department of Justice

EIC: Emergency Information Consortium

ESC: Executive Steering Committee

FACA: Federal Advisory Committee Act

FAQs: Frequently Asked Questions

Global: Global Justice Information Sharing Advisory Committee
Global JXDM: Global Justice XML Data Model
HSPD: Homeland Security Presidential Directive
IEM: Information Exchange Modeling

IEP: Information Exchange Package

IEPD: Information Exchange Package Documentation
IJIS: Integrated Justice Information Sharing

IRTPA: Intelligence Reform and Terrorism Prevention
ISO: International Standards Organization

JIEM: Justice Information Exchange Model

MOU: Memorandum of Understanding

NBAC: NIEM Business Architecture Committee
NDR: Naming and Design Rules

NIST: National Institute of Science and Technology
NTAC: NIEM Technical Architecture Committee

Version 1.0 (Draft)

OASIS: Organization for the Advancement of Structure Information Standards

OOP: Object-Oriented Programming
PMO: Program Management Office
PMP: Performance Management Plan
QA: Quality Assurance

RC: Release Candidate
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% RFI: Request for Information

% ROI: Return on Investment

s SDO: Standards Development Organization
% SSGT: Schema Subset Generation Tool

% US: United States

¢ VIN: Vehicle Identification Number

s W3C: World Wide Web Consortium

« WIP: Work in Progress

s XML: Extensible Markup Language
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Suspicious Incident Information Flow




		Activity

		Data Exchange



		A citizen sees what they believe to be suspicious activity.  A person who appears to be of Arabic descent is taking pictures of the federal courthouse.  The citizen calls the 911 operator and describes the person as 5’11”, 185 pounds, black hair, approximately age 25, was seen in a late model Ford Taurus, dark blue in color, license plate 123-ABC, state of Florida.

		The 911 operator takes the call and enters the data into the agency’s Computer Aided Dispatch (CAD) system.  The dispatcher also runs the tag through the Division of Motor Vehicles and the Agency’s Records Management System (RMS) for previous contact.  The operator then dispatches the nearest patrol unit to the location and advises the results of the inquiries.



		The officer responds to the scene and observes the suspicious male.  The officer questions the male, determining his identity from a Florida Drivers License.  The officer looks in the car and observes what he believes to be radical political materials, but no criminal activity is observed.  The officer discontinues contact with the suspicious person.

		While in contact with suspicious person, the officer queries the state Driver License database and the state crime information center for warrants and criminal history, both queries are negative.  The officer clears the call in the CAD system and then prepares either an information report or a Field Interview Report (FIR) according to department procedure.  Personally identifiable information about the suspicious person and the vehicle are recorded in the report and the agency’s RMS.



		The officer advises their supervisor of what transpired.  The supervisor approves of the officer’s actions and tells the officer to forward a copy of the report to the Intelligence Bureau of the department.

		The officer transfers, either electronically or on paper, a copy of the information report that was written at the scene to the agency’s Intelligence Bureau.  If the agency does not have an intelligence unit, the information flow may stop at that point or the officer may forward the information without analysis to a state or federal agency.





		An investigator/analyst in the department’s Intelligence Bureau receives the report from the officer and starts another series of data checks on systems that are not available to the patrol officer.

		Queries made by the investigator/analyst:


· Other Police/Sheriffs  RMS systems in the area 


· CJIS


· DMV


· NCIC


· Drivers License


· Juvenile Justice


· Corrections


· State Intelligence Databases


· Probation and Parole


· US Prison


· EPIC


· RISS Intelligence


· Regional Intelligence Databases 


· National Virtual Pointer System (NVPS)


· Public Source Databases (Choicepoint, Accurant, etc)



		The investigator/analyst receives negative responses on all inquires except from a neighboring sheriff’s department.  That agency had a similar suspicious incident report on the same person at a local government building.  With that information, the investigator now believes there is reasonable suspicion that the person may be planning a terrorist attack.  An intelligence report is generated by the officer.  

		The officer writes an intelligence report that is electronically filed in the agency’s RMS system.  It contains structured index data concerning the suspect as well as the suspect’s vehicle.  It also contains narrative text data that describes the investigator/analyst analysis.



		The Intelligence Bureau supervisor reviews the report and determines that the report should be disseminated to all appropriate agencies that may have an interest in the information.  The supervisor directs the investigator/analyst to disseminate the information to the appropriate agencies and enter the data into all appropriate intelligence databases.

		The investigator/analyst emails a copy of the report to all surrounding agency intelligence officers, a regional fusion center if one is available, the state’s intelligence bureau or fusion center, the FBI’s Joint Terrorism Task Force (JTTF), the FBI’s Field Intelligence Group (FIG), and the U.S. Department of Homeland Security National Operations Center (NOC).  The investigator/analyst then enters the data into the state’s intelligence database and the RISS center’s intelligence database.  The investigator/analyst then electronically posts the information in the report on to the state’s Intelligence Web site, the RISS, LEO, and HSIN Bulletin Boards.  The officer also prepares an electronic intelligence bulletin and distributes it via email to all members of the law enforcement agency, the federal protective service at the federal courthouse, the security services at all government building in the jurisdiction, the fire department, and the emergency management agency.



		When the information is received at the state and federal intelligence bureaus, the same type of analysis that was conducted by the local agency will be conducted at the state and federal agencies.  Additional intelligence bulletins may be developed.

		The state and federal agencies will query all of the data sources that were queried by the local agency and any additional data sources that are not available to the local agency, such as classified systems.  The federal agencies will electronically transfer the information to the National Counter Terrorism Center, if deemed appropriate, and may electronically transfer the information to other federal law enforcement agencies such as the Secret Service and US Customs.  The federal agencies may also enter the suspect into the federal terrorism watch list and the national Violent Gang and Terrorist Organization File (VGTOF).  The state may electronically transfer the data to other states intelligence fusion centers as well as make a statewide distribution to law enforcement agencies in their own state.



		The Intelligence Bureau supervisor then assigns an investigator to conduct a follow-up investigation.  This will include subpoenaing telephone tolls, bank records and other personal and business records of the suspect, surveillance, interviews of associates, and other normal investigative techniques.

		The investigator opens an intelligence investigative file in the agency’s RMS.  The reports contain structured index data concerning the suspect and all other persons associated with the suspect.  It also contains narrative text data that describes the investigators investigative steps.  Additionally, the investigator asks the state DMV and the state CJIS system to flag the suspects name and notify the investigator if another officer queries on the suspects name
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Introduction

A variety of emergency situations in recent

The vision for NIEM is to be the
standard, by choice, for
intergovernmental information
exchange, thereby:

years have demonstrated in increasingly

vivid detail the tragic consequences that

often result from the inability of

jurisdictions and agencies to effectively : | o) e CEfasy Ee
homeland security.

+ Enhancing the quality of justice and
decision making.

+  Providing return on investment
(ROI) to practitioners and vendors.

share information. Terrorist attacks,
natural disasters, and tragic large-scale
criminal incidents too often serve as case
studies that reveal weaknesses in our

nation’s information sharing infrastructure.
Even daily local events that involve multiple agencies, such as fire and law
enforcement, illustrate the challenges to sharing information.

Citizens and decision makers alike largely believe that organizations today can
instantly share critical information at key decision points throughout the whole
of the justice, public safety, emergency and disaster management, intelligence,
and homeland security enterprise. Contributing to this problem is the portrayal
of information sharing capabilities every day on television and in movies.
Moreover, the level of integration that is possible today is evident in an ever
expanding array of online services in commercial endeavors and consumer

products (e.g., eBay and Amazon.com). Surely, first NIEM is currently a

partnership between the
U.S. Department of Justice
and the U.S. Department
of Homeland Security.

responders can share information and effectively
communicate in emergency situations, when seconds
count and lives are at stake.

It is an unfortunate reality that today enterprise-wide The e e

NIEM include justice,
intelligence, immigration,

information sharing is not universally possible. Even
though agencies perform similar operational
emergency management,
international trade,
infrastructure protection,
and information
assurance.

functions, their internal business processes are
inconsistent, and they continue to use different
information systems and technology to support them.
They lack a national mechanism to identify and

facilitate information exchanges with other agencies : ... &
and jurisdictions. As a consequence, these agencies are unable to effectively
share information in a timely, secure manner, and too often, there are
fundamental differences in the nature and understanding of information

between them.
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Courts, for example, have adopted sophisticated case management and jury
systems. Similarly, law enforcement has adopted computer-aided dispatch
solutions, mobile field reporting technology, and records management and crime
analysis systems. The result is a series of information system silos that perhaps
meet the internal operations and business practices of individual organizations
but are not positioned to effectively share critical data with others in support of
day-to-day operations and emergency situations.

An example of an emergency scenario demonstrates the breadth and scope of
information sharing requirements in operational settings:

U.S. Border Patrol agents view a map of the area, displaying fixed locations
such as landmarks and roads, agent locations, and the status of seismic
sensors, on a vehicle-mounted or, when away from their vehicle, handheld
device.

When sensor activation is displayed on the map, the nearest agent indicates
that he will respond to it. The responding agent approaches the location and
encounters a group of suspected undocumented migrants. He identifies
himself as a U.S. Border Patrol agent and apprehends the majority of the
group, but two men in the group escape. The agent radios a description of the
two men and their direction, and the approximate last known position of the
“got aways” is entered on the map so that other agents in the field can view it.
A search is coordinated for the two migrants.

Meanwhile, information from a citizen’s call about two suspected

undocumented migrants loading into a pickup is entered on the map. The

closest mobile unit pulls in behind the pickup. The agent immediately runs
searches concerning the vehicle license plates, and after receiving positive
results on the records checks, a traffic stop is affected.

The agent begins to question the driver and the two passengers and notices
that the passengers match the description of the two “got aways” reported
earlier. He runs the name and identification of each passenger in a federated
query against local, state, and federal databases. The rapid response comes
back with a positive history of immigration violations, as well as records of
criminal violations. With probable cause established, the three men are taken
into custody for further processing. When their fingerprints are run and other
national databases are checked, one of the prisoners is found to be on a
Terrorist Watch List, under a different name and identification.
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Such an emergency situation requires a broad range of data exchange,
communications interoperability, and closely aligned business practices. In this
scenario, a significant range of information sharing is required to facilitate tightly
coordinated response across multiple agencies, domains, and jurisdictions. The
information provided in response to the queries originates in a number of
databases, including local police, state Department of Motor Vehicle records,
National Crime Information Center (NCIC), and the Integrated Automated
Fingerprint Identification System (IAFIS), among others.

Today, while most of the same information is routinely retrieved, it must be done
in a serial, labor-intensive manner, utilizing specific codes pertaining to each
legacy system being queried. Too often agencies and jurisdictions lack the ability
to securely share critical information in real time.

The National Information Exchange Model (NIEM) is designed to develop,
disseminate, and support enterprise-wide information exchange standards and
processes that can enable jurisdictions to effectively share critical information in
both emergency and routine situations

As this scenario demonstrates, immediate, secure, enterprise-wide information
sharing and interoperable communications are required. Similar information
sharing is applicable regardless of whether the triggering event is an act of
terrorism, a natural disaster, a major criminal incident, or simply the result of
catastrophic structural failure. Similar scenarios can easily be constructed to
demonstrate the range of information sharing that is inherent in the daily
operations of border enforcement, passenger screening, port security, intelligence
analysis, local law enforcement and judicial processing, correctional supervision
and release, and other governmental functions. A scenario on emergency
response to a national disaster can be found in Appendix A.!

1 Additional sources for operational scenarios include the National Planning Scenarios and the
NIEM pilot scenarios posted on www.NIEM.gov.
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The Role of NIEM in Information Sharing

Rather than nationwide integration of all local, state, tribal, and federal

IE f n ross-domain ¢
databases, NIEM ocuses O cross-doma ! NIEM is a framework to:

information exchanges between communities of :

¢ *+ Bring stakeholders
interest (COls), across all levels of government— : together to identify

whether that is between individual local law : information sharing
enforcement agencies, law enforcement and :  requirementsin day-
2 to-day operational

emergency service agencies and other domains, or
between local, state, tribal, regional, and federal
agencies. As a consequence, not all data needs to be
NIEM-compliant, only that data that is being shared

across domains. and an online
repository of

g information exchange

NIEM was launched on February 28, 2005, through a package documents
partnership agreement between the U.S. Department : (IEPDs) to support
of Justice (DOJ) and the U.S. Department of
Homeland Security (DHS) Chief Information Officers
(CIO). It leverages the data exchange standards
efforts successfully implemented by DOJ’s Global discovery,
Justice Information Sharing Initiative (Global) and dissemination, and
extends the Global Justice XML Data Model (Global : reuse of IEPDs.
JXDM) to facilitate timely, secure information sharing : * Provide training,

across the whole of the justice, public safety, : teChr,ucal aSSIStan,Ce’
and implementation

and emergency

situations.
+ Develop standards, a
common vocabulary,

information sharing.
+ Provide technical

tools to support

development,

emergency and disaster management, intelligence, : support services for

and homeland security enterprise. enterprise-wide
information exchange.
NIEM complies with the Homeland Security ...ccceciiieviiieiiiiniinnass

Presidential Directive (HSPD-5), which assigns the Secretary of DHS the role of
principal federal official for domestic incident management. The Homeland
Security Act of 2002 charges the Secretary with the responsibility for
coordinating federal operations within the United States to prepare for, respond
to, and recover from terrorist attacks, major disasters, and other emergencies.
Building on this are a series of executive orders, which direct U.S. Government
organizations to strengthen the sharing of terrorism information through the
interchange of terrorism information between organizations and appropriate
authorities of local and state governments and the protection of the ability of
organizations to acquire this additional information.
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NIEM complies with Section 1016 of the Intelligence Reform and Terrorism
Prevention Act (IRTPA) of 2004. Based on this act, the President established the
Information Sharing Environment (ISE) to facilitate the sharing of terrorism
information. The ISE must to the extent possible, be supported by common
standards that maximize the acquisition, access, retention, production, use,
management, and sharing of terrorism information within the ISE, consistent
with the protection of intelligence, law enforcement, military sources, methods,
and activities. NIEM is identified by the ISE as a standards body, which
provides a set of reusable common information standards.

To effectively exchange information across domains, there must be a common
semantic understanding of data among participating agencies, and the data must
be formatted in a semantically consistent manner. For example, two agencies
may each gather information about persons charged with committing a crime. If
the agencies share information regarding these persons, there must be a common
understanding of the terminology each agency uses. One agency, for example,
may refer to the person as the “offender,” while another refers to them as the
“defendant.”  Agencies do not necessarily need to entirely retool their
information systems or adopt standards and coding schemes that impose an
artificial uniformity in data collection that fails to meet their operational business
needs, but there must be common understanding and semantic consistency in the
structure of the data that crosses agency lines if it is to be successfully shared.

Information that is exchanged between agencies can be broken down into
individual components—for example, information about people, places, material
things, and events. Data components within an information exchange commonly
shared and understood among all domains are identified as wuniversal
components (e.g., person, address, and organization), while components used in
exchanges between multiple domains, but not universally shared, are identified
as common components (e.g., offense, sentence, and disposition). Components
managed by a specific COI (e.g., appellate case decision and arrest agency) are
considered domain specific. Figure 1: NIEM Component Architecture shows the
relationships between universal, common, and domain-specific data
components, as well as the current scope of the NIEM domains.
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Figure 1: NIEM Component Architecture

A data component, such as a “person,” represents a composite of attributes
which describe something of interest—in this case, a person. The component may
include such attributes as the person’s name, date of birth, sex, race, ethnicity,
height, weight, eye color, hair color, body type, etc. The person component is

...................................................

used in nearly all of the relevant agency or domain

information systems that are today or may [T

possibly be affiliated with NIEM, e.g., police :

information systems (where the person may be a / \ Date of
suspect, an arrestee, a witness, or a victim), court : Birth
case management systems (where the person may : LS

be a defendant, a plaintiff, a witness, an attorney, Sex

or a juror), health care systems (where the person . ...
may be a patient, doctor, or health care worker), transportation systems (where
the person may be a passenger, a flight attendant, or other transportation

worker).
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Given this fact, person was chosen for classification as a universal component for
purposes of NIEM. Once the person component has been defined and validated
in operational use, it can be stored in NIEM and made readily available for
discovery and reuse by other interested COls. As a consequence, COIs need not
spend the time and effort ordinarily required to construct a component from
scratch, and it facilitates greater information sharing, making connections more
expansive and expedient.

IEPDs include:

* Exchange specifications,
such as schemas, wantlists,
and style sheets.
Documentation, such as
business requirements,
memorandums of

understanding, domain

The full collection of information exchanged
between agencies can be captured in an
information  exchange. For example,
information regarding the arrest of a person will

.

include not only descriptive and personal
identification data regarding the individual —the
person component described above—but also

information about their alleged offense, the models, use-case models,
and business rules.

IEPD specifications,
including the manifest (list
of artifacts in the IEPD) and
the metadata registered with

the IEPD.
Of Information Exchange Package ------------------------------------

location of the offense, arresting officer, etc. An

.

information exchange supports a specific set of
business requirements in an operational setting.
Additional information regarding this specific
exchange can be further documented in the form

Documentation (IEPD), with data describing the structure, content, and other
artifacts of the information exchange.

COlIs will continue to develop information exchange standards particular to their
individual domains, and these standards will likely identify additional
candidates for common and universal data components for NIEM.

Moreover, NIEM encourages and pursues participation of additional relevant
COIs, such as health care and transportation. Through communication,
outreach, and governance, stakeholders will be brought together to elaborate
information exchange scenarios; map and model information exchange
requirements; and will be provided with the operational methods, tools, and
support services for development of their domain-specific components.
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Understanding the Value of NIEM

Operational stakeholders and practitioners from all levels and branches of
government are directly involved in NIEM, as are private sector solution
providers, in designing these enterprise-wide information sharing capabilities.

NIEM’s primary value propositions include:

Improving public safety and homeland security by enabling real-time and
precise information exchange between COls at all levels of government. Because
NIEM models, builds, and documents reusable tools for enterprise-wide
information sharing, operational agencies will be better informed and more
capable of making decisions that can translate into direct improvement in public
safety and homeland security.

Enhancing the quality of justice and decision making by providing
accurate, timely, complete, and relevant information to decision makers
across the broad spectrum of NIEM COls.

Achieving greater efficiency, effectiveness, and return on investment
(RQJ) in operations and decision making by providing users with a set of
reusable data components, as well as the tools needed for discovering and
developing common and universal data components for -effective
information exchange. NIEM will provide significant ROI to practitioners
by accelerating information exchange design and development through
effective discovery and reuse of existing standards operationally validated
in relevant COls. Moreover, additional improvement in efficiency and
effectiveness can be achieved through the application of standard
methodologies for scenario-based planning, information exchange
mapping and modeling, and standards development.

Reducing the design and development time needed to build and
implement robust, agile information sharing capabilities using NIEM'’s
common standards, vocabulary, reusable data components, and tools.
Additionally, NIEM will supply a data repository to host IEPDs and
ensure interoperability between systems. NIEM will provide significant
ROI to commercial solution providers by accelerating information
exchange design and development through effective discovery and reuse
of operationally validated standards.

Facilitating business transformation by identifying and documenting
information exchange requirements among diverse COlIs, building
information sharing standards, and enabling reengineering of key
operations, where effective.
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. Providing a valuable framework, infrastructure and governance that is
scaleable beyond the current domains for other cross-government
information exchange challenges.

A comprehensive Performance Management Plan will include the requirements
and processes for regularly documenting and measuring the core business value
of NIEM in building information sharing capabilities in each of the dimensions
noted above. It will include specific, objective, quantifiable metrics associated
with the NIEM value propositions, as well as metrics associated with the number
of agencies using NIEM and the number of IEPDs registered and adopted by
more than one agency. Reports will be used to document the outcomes (actual
results) of these measures by the appropriate governance bodies that oversee
program resources to ensure they provide value.
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NIEM Processes

There are three sets of processes associated with NIEM from the perspective of a
COJ, Practitioner and of IEPD development. The COI processes include how a
new COI joins NIEM, data insertions, external standard adoption, participation
in NIEM governance activities and domain management. The Practitioner
processes include the search, discover and extension of IEPDs, gap analysis, and
the extension of IEPDs. These processes along with other support processes (e.g.,
NIEM Model Updates and Management, Issue Resolution, and Quality
Assurance) are described in the NIEM CONOPS. This section describes the IEPD
development processes, as shown in Figure 2: NIEM IEPD Development.

Conduct Business Analysis and
Requirements Review

«

Garner Feedback Complete Information
and Enhance and Exchange Mapping and
Expand IEPDs Data Modeling
':“b':s" and Build and
mpement Validate IEPDs

IEPDs
<

- /
Conduct Data Harmonization

and Promotion

Figure 2: NIEM IEPD Development

NIEM IEPD development has six steps:

. Conduct Business Analysis and Requirements Review: This step defines the
business requirements associated with an information exchange for which
NIEM is used. It incorporates scenario-based planning, which is the
recommended methodology for elaborating the business context of events,
incidents, or circumstances in which information exchange takes place.

. Complete Information Exchange Mapping and Data Modeling: This uses
established methodologies to map and model operational information
exchanges. Moreover, it describes the process a COI follows to map its
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data sources to NIEM and identify IEPDs available for reuse and/or gaps
between its data source and NIEM. COlIs can use the NIEM repository to
search and discover existing data components to decrease the time needed
to construct IEPDs.

Build and Validate IEPDs: This step addresses the importance of using
common documentation standards, such as IEPDs, to ensure there is
consistency in the way information is captured, stored, and exchanged
and that uniform methodologies exist to support the generation of the
IEPDs. Once the COI validates its IEPD, it may submit the IEPD to its
domain specific area (proceed to Step 5) or nominate data components for
inclusion into universal or common (proceed to Step 4).

Data Harmonization and Promotion: The appropriate NIEM governance
stakeholders form a team to review an IEPD submission and determine
whether any of the data components should be included in universal or
common. The team evaluates the submission and makes a
recommendation regarding which, why, how, and when to integrate the
proposed changes into NIEM.

Publish and Implement IEPDs: Once an IEPD is approved, it is stored in the
NIEM repository. Other stakeholders or COIs can then search and
discover published IEPDs for reuse or extend for a specific instance of the
information exchange.

Garner Feedback and Enhance and Expand IEPDs: This step describes how
the COIs work with the NIEM Program Management Office (PMO) to
ensure existing IEPDs remain up to date and compliant with NIEM.
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How NIEM Functions

NIEM includes a set of operational processes and procedures, standards,
documentation, tools, training, and technical assistance which support each step
in the NIEM IEPD life cycle (see Figure 3: NIEM Overview).

y Documentation includes the NIEM Concept of Operations (CONOPS), User
Guide, and NIEM Naming and Design Rules (NDR).

Standards include IEPDs and other process standards identified in
supporting documentation.

y Training and Technical Assistance is facilitated by the NIEM Web site,
training materials, in person instruction, executive materials, as well as a

help desk.

Tools include those used for activities such as scenario-based planning,
information exchange mapping and modeling, and IEPD generation.

Governance and Processes include the structure to manage and maintain
NIEM and the processes and procedures behind its operations.

Technical
Documentation m Q Ass_ls_tance and
S Training
E/‘\>

NIEM
Standards

|
e e =

Figure 3: NIEM Overview

NIEM documentation and standards include a data dictionary, data model, and
IEPDs. The data dictionary is a well-defined vocabulary of data names and
structures. The data model is the body of concepts and rules that underlie the
structure of the data dictionary, including data components arranged by domain,
the type of data being represented (date, integer, Boolean, string, etc.), and a
semantically precise, context-rich definition of each component. Together the
data dictionary and model become a database, from which XML schemas are
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generated. These schemas contain the data components that are reused to
construct the IEPDs.

NIEM standardizes the artifacts necessary for interagency information exchange
into an IEPD. NIEM makes available reusable IEPD content used in data
exchanges; creates and disseminates tools to support rapid IEPD development
and deployment; and provides managed processes for the creation, support,
dissemination, and implementation of information exchanges. In order to
support these exchanges, NIEM provides a:

Central place that allows for the registration and discovery of IEPDs

Means to ensure IEPDs are developed using an established, conventional
method that results in machine readable, easy-to-understand artifacts

Place where IEPDs, certified by authoritative sources, can be highlighted
and disseminated

NIEM’s operations are dependent upon its stakeholders. NIEM is leveraging the
work already started by its stakeholder, such as the Global JXDM. It functions to
bring stakeholders of relevant communities together to define information
exchanges and provide them the necessary tools and support mechanisms to
facilitate adoption of common standards for enterprise-wide information
exchange. NIEM stakeholders include those who are involved via the
governance of the NIEM program. These include the executive steering
committee (ESC), policy advisory panel, NIEM program management office
(PMO), and stakeholder committee. More information on the NIEM governance
structure can be found in the NIEM CONOPS.

Other stakeholders include executives, practitioners, program managers, subject-
matter experts, technologists, product developers, academia, standards bodies,
sponsors, media, and private industry —each of whom bring unique perspectives
and contribute important content to the NIEM development efforts. These
stakeholders comprise the COls responsible for developing, harmonizing, and
managing the data components found in NIEM.

Broad-based participation is critical to provide needed vision and effective
decision-making direction for NIEM. Representatives from all relevant COls,

spanning all levels of government, can participate in NIEM.

As shown in Figure 4: COI Interaction With NIEM Governance Structure, COls
primarily interact with the NIEM Business Architecture Committee (NBAC),
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which has the responsibility to represent the business interests of related COI
disciplines, identify business scenarios and information exchanges, and
recommend data components such as universal and common. The NIEM PMO
and ESC provide oversight through this process. Several COls, such as the
Global Justice Information Sharing Initiative (Global) and the Homeland Security
Operations Center (HSOC) have been identified under the Federal Advisory
Committee Act (FACA) as the authoritative bodies to provide guidance related
to specific business areas and across jurisdictions. HSOC, for example,
represents over 35 agencies, ranging from local and state law enforcement to
federal intelligence agencies, and acts as the nation’s nerve center for information
sharing and domestic incident management—dramatically increasing the vertical
coordination between local, state, tribal, territorial, federal, and the private sector
partners. These COls, established by FACA, provide specific advisory services to
the ESC. Finally, representatives from the COlIs technical team may work with
the NIEM Technical Architecture Committee (NTAC), as needed, to resolve
technical issues. @~ The NTAC is primarily responsible for coordinating
architecture with COI partners, working with external standards bodies,
overseeing parallel information exchange efforts, and managing technical issues
that arise.

Executive
Authoritative Bodies Steering
Representing Committee
COls
. . NIEM Program
Policy Adiisory I Management Stakeholder
Panel St Paiial
I
[ [ 1
i NIEM Technical
| MY Busmess Communications N
Architecture rchitecture
Cormae and Outreach G o -
Communities of

Interest

Figure 4: COI Interaction with NIEM Governance Structure

NIEM recognizes that the development of successful solutions to improve critical
information exchange requires a focus on user needs and requirements. This
means ensuring the appropriate input of both practitioners and policymakers
across disciplines, jurisdictions, and levels of government, who are able to
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represent their own needs and to strategically approach the greater needs of their
respective communities.
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NIEM Near-Term Goals

NIEM development is an iterative process.  The processes, standards,
documentation, and tools that are part of NIEM will continue to be reviewed and
updated as NIEM grows in scope and scale. Moving forward, NIEM efforts will
concentrate on:

° Core Capability Development and Maintenance: This effort focuses on
delivering NIEM 1.0 and subsequent releases; fully implementing NIEM
governance; representing the critical mass of justice, homeland security,
and intelligence information exchanges in their associated domains;
developing a tools road map based on user requirements and delivering
the tools into operation; and launching outreach activities (including the
Web site), conference presentations, and training.

° Information Exchange Standard Development:  This effort focuses on
developing families of IEPDs, representing core, priority business areas at
the national level. The initial focus areas will include incident reporting,
people screening, suspicious activities, cargo screening, emergency and
disaster management, and case management. Policies and processes will
be developed to support creating, modifying, and implementing these
standards. Nothing in this statement precludes COlIs from championing
and developing information exchange standards within their domains or
for multiple COlIs to do so cooperatively, with direct sponsorship from the
NIEM PMO. They will follow the NIEM IEPD development process.

¢ Outreach and Implementation: This effort focuses on identifying additional
pilots at the local, state, and tribal levels, targeting the emerging
information exchange standards mentioned above, and implementing the
infrastructure needed for training and technical assistance, including a
help desk.
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Conclusion

This introduction to NIEM is designed to provide a general description of the
core capabilities of NIEM, the need for and value of NIEM as an information
sharing enabler, brief descriptions on how NIEM operates and is governed, and
the near-term goals of NIEM. The Introduction to NIEM is the first in a series of
three documents providing stakeholders the information they need to participate
in NIEM. The NIEM CONOPS and User Guide will follow and are recommended
for further review. Figure 5: NIEM Reading Road Map describes the nature and
scope of each of these documents.

NIEM Introduction

The document This document provides a background on NIEM, and a high level
you just finished overview of NIEM, focusing on the business needs and value
reading. propositions to the key stakeholders. It describes how NIEM aids
information sharing in a real-life scenario such as a terrorist attack or
II natural disaster. The NIEM Introduction answers the following
questions:
—What is NIEM?
—What is the value of NIEM?
—Who is using NIEM?
—How does NIEM relate to information sharing today?

NIEM Concept of Operations (CONOPS)

The document describes the NIEM development approach, the
management and governance structure, and the operational
processes and procedures related to NIEM. The CONOPS answers
the following questions:

—Do you want to participate in NIEM?

—How do you participate in NIEM?

—How would you interact with NIEM processes and procedures?

—Where can you find more information on NIEM?

NIEM User Guide

This document serves as a set of tutorials on how to use NIEM. It
provides more detail on how stakeholders participate in the NIEM
processes and procedures as well as more detail on the NIEM
technical architecture. The User Guide answers the following
questions:
—Where can you find more information related to specific topics?
—Who are the key points of contact?

—How to complete specific tasks (e.g., how to create an information
exchange package)?

Figure 5: NIEM Reading Road Map
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Appendix A: Emergency Response Scenario

The 911 Emergency Operations Center (EOC) of a mid-sized urban jurisdiction
begins receiving telephone calls from residents regarding what is variously
described as a fire, an explosion, and a partial building collapse of a 25-story
building in city center. The calls quickly escalate in number and urgency and are
received from residents of the affected office building, local residents of other
nearby buildings, and cellular telephone calls from pedestrians and passing
motorists.

The EOC dispatches police, fire units, and emergency medical personnel. The
cause of the damage and the fire, as well as the extent of the damage and scope
of the emergency, takes time to establish. First responders arriving on scene
begin reporting back to the EOC on the nature and scope of the damage, which is
extensive and may well result in a catastrophic collapse of the entire building
and potentially extensive damage to surrounding buildings. Initial on-scene
units find the aftermath of a significant explosion with several ongoing fires and
many “walking wounded” wandering throughout the incident scene.

Establishing lines of communication and sharing information with relevant local,
state, and federal agencies are crucial. First responders must coordinate their
actions to secure the scene and ensure the safety of residents and responding
units to: rescue, treat, and transport victims for medical treatment; extinguish
tires and stabilize the site; share information with local government and state
and federal officials; marshal resources; share relevant data with local hospitals,
civil defense, environmental authorities, the media, and federal agencies; recover
bodies and evidence; and begin investigations to apprehend and detain suspects
(if necessary).

Police and fire initiate a command post across the street from the incident
location. Police units establish a critical perimeter for public safety entry only
and begin initiation of a secondary perimeter using Geographic Information
Systems (GIS) mapping. Emergency Medical Services (EMS) set up an initial
triage contiguous to the police and fire command post. Initial injured are
assessed, and information is forwarded to area hospitals via devices that are
tracking hospital capacities, services available, and patient transports.

Real-time video feeds are transmitted from the scene to the command post.

Personnel location technology is in use providing 2D/3D location and
biotelemetry of fire and police personnel to their command staffs, as well as
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monitoring of immediate air quality in proximity to the explosion site. Upon
completion of the first search, the scene is declared unsafe and messages are sent
to all on-scene personnel to remain outside of the critical perimeter until the
scene is cleared by the bomb squad. The media is kept informed of progress, as
appropriate.

The EOC uses a combination of networks to disseminate critical information to
police, fire, and emergency personnel, as well as health and human service
agencies, transportation authorities, border enforcement agencies, and civil
defense units, including a) indications and warnings, b) incident notifications,
and c) public communications. Notifications are made to appropriate local, state,
and federal jurisdictional levels and to private sector and nongovernmental
organizations through mechanisms defined in emergency operations and
incident action plans at all levels of government. Geospatial information is used
to integrate assessments, situation reports, and incident notifications into a
coherent common operating picture.?

2 Note: Portions of this scenario have been adapted from NIMS Basic Communication and

Information Management, FEMA 501-5, March 29, 2006, Revision D, and MESA TS 70.001 v. 3.1.2

(2005-01), Project MESA; Service Specification Group— Services and Applications; Statement of

Requirement, Annex C and Annex D, at http://www.projectmesa.org/ftp/Specifications/MESA
70.001_V3.1.2 SoR.doc.
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Appendix B: Glossary

The following list is a subset of key terms and their definitions, which are
necessary to understand the core concepts discussed in this document. The
complete NIEM Glossary can be found on www.NIEM.gov.

Common Component: A component that meets technical standards, complies
with NIEM requirements, is common across one or more (but not all)
participating domains, and is reusable.

Community of Interest (COI):  Authoritative sources responsible for
developing, harmonizing, and managing the data components (vocabularies)
found in interdomain exchanges.

Component: An object, meant to interact with other objects, encapsulating
certain functionality. For NIEM, component is normally used to reference
data components contained in the NIEM data model and reused to construct
IEPDs.

Data: Facts represented in a readable language, such as numbers, characters,
images, or other methods of recording, on a durable medium. Data on its
own carries no meaning. Empirical data are facts originating in or based on
observations or experiences. A database is a store of data concerning a
particular domain. Data in a database may be less structured or have weaker
semantics (built-in meaning) than knowledge in a knowledge base. Compare
Data with Information.

Data Dictionary: A set of metadata that contains definitions and
representations of data elements.

Data Model: A graphical and/or lexical representation of data, specifying their
properties, structure, and interrelationships.

Data Repository: Provides a discovery mechanism for a data dictionary and/or
IEPD information. It includes descriptions of data structures (i.e., entities and
elements) and may also include metadata of interest to the enterprise, data
screens, reports, programs, and systems. Typically it includes an internal set
of software tools, a database management system, metadata, and loading and
retrieval software for accessing repository data.

Discovery: The act of locating a machine-processable description of a Web
service-related resource that may have been previously unknown and that
meets certain functional criteria. It involves matching a set of functional and
other criteria with a set of resource descriptions. For NIEM, discovery
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normally refers to the search of IEPDs within a repository to identify data
components that can be reused in IEPD development.

Domain: A group that has the business requirement, desire, and capability to
harmonize semantics (including structure) for the exchange of data.

Domain-Specific Components: A component that meets technical standards,
complies with NIEM requirements, and is specific to only one domain, which
is managed and harmonized by a COL

Extensible Markup Language (XML): XML is a structured language for
describing information being sent electronically by one entity to another.
XML Schema defines the rules and constraints for the characteristics of the
data, such as structure, relationships, allowable values, and data types.
NIEM does not use document type definition (DTD); it only uses XML
schemas.

Framework: A specific implementation of a component architecture.
Governance: The system and manner of providing authority and control.
Information: Contextual meaning associated with, or derived from, data.

Information Exchange Package (IEP): A set of data elements used to support the
sharing of data within a particular business context. An actual set of data that
is requested or produced from one unit of work to another.

Information Exchange Package Documentation (IEPD): A collection of artifacts
that define and describe the structure and content of an IEP.

Message:  The basic unit of communication between a requester and a
provider and should encompass IEPDs relevant to the message exchange.

Naming and Design Rules (NDR): The NDR specifies an information sharing
framework. These rules and principles are intended to establish and, more
importantly, enforce a degree of standardization at the national level.

Repository: An information system used to store and access architectural
information, relationships among the information elements, and work
products. For NIEM, the repository includes the data dictionary, data model,
IEPDs, and the data components that comprise them.

Stakeholder: A person or organization that has a legitimate interest in a project
or entity; anyone with an interest (or "stake") in what the entity does.
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Universal Component: A component that meets technical standards, complies
with NIEM requirements, is defined in universally acceptable terms across all
participating domains, and is reusable.
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.  Instructions for Travel Expense Report


Lodging expenses, if not paid directly by the Integrated Justice Information Systems (IJIS) Institute will be reimbursed on an actual cost basis up to the Federal lodging rate.  An original receipt is required for all lodging expenses.  Travelers who plan on spending additional time at the meeting destination, will be required to pay for those hotel/motel accommodations, unless significant savings in airfare or other transportation costs results from the additional stay.  Such an additional stay must be pre-approved by the IJIS Institute Executive Director or Deputy Executive Director, and documentation of the cost savings must be included with the expense report.


Commercial transportation (i.e., plane, train, bus, etc.), if not directly arranged by IJIS Institute, will be reimbursed on an actual cost basis, provided that the travel is done by the most direct route resulting in the lowest cost.  An original receipt/ticket is required for reimbursement of commercial transportation costs.


Ground transportation costs incurred traveling to and from the departure airport and to and from the meeting destination will be reimbursed.  Ground transportation includes taxi fare, shuttle services, public transportation (subway, bus), or parking and mileage at the departure airport.  The traveler will be expected to make use of the most cost-effective form of ground transportation.  The cost of rental cars and gasoline are not reimbursable.


Privately owned vehicle travel, in lieu of commercial transportation, will be reimbursed for mileage (at $0.485 per mile effective 9/1/2005), tolls, and parking at the hotel up to the amount of the most economical airfare from the traveler’s home city to the meeting destination.  Mileage reimbursement is based on the Federal government rate and may change without advance notice.  The number of miles traveled should be noted on the reimbursement form.  Tolls and parking expenses should be recorded in the other expenses section of the form.


Expenses for meals that are not provided as part of the meeting program will be reimbursed according to Federal government per diem rate.  The break down of meal and incidental expenses (M&IE) per diem rates is as follows:


		Table contains meals and incidentals totals and their breakdown



		M&IE

		$39

		$44

		$49

		$54

		$59

		$64



		 Breakfast............................

		7

		8

		9

		10

		11

		12



		Lunch................................

		11

		12

		13

		15

		16

		18



		Dinner...............................

		18

		21

		24

		26

		29

		31



		Incidentals..........................

		3

		3

		3

		3

		3

		3





The traveler will receive 75% of the Federal rate for the days of departure and return and 100% for the full days in between, less deductions for meals provided.  If not already blocked out on the form, indicate any meals provided as part of the meeting.  A meal provided by a common carrier or a complimentary meal provided by a hotel/motel and light refreshments such as a continental breakfast and break snacks in conjunction with the meeting do not affect the per diem rate.


Original receipts are required for all allowable expenses in excess of $25 (with the exception of meals which are within the per diem allowance – i.e., dinner in the highest per diem area).


Non-reimbursable expenses include telephone calls, laundry/dry cleaning services, entertainment, alcoholic beverages, and business center services.


Family members or acquaintances.  Additional costs incurred as a result of the traveler’s family or other individuals who are not meeting participants will not be reimbursed.  If billed lodging costs include lodging for other individuals not on official meeting business, the traveler will be reimbursed only up to the amount the hotel/motel would have charged had the traveler been alone.


Reimbursement will be made directly to the individual/organization incurring the costs.  Space is provided on the form for the traveler to designate partial payment to a second party, such as the traveler’s employer or travel agency.


Completed reimbursement forms with any necessary original receipts should be submitted as soon as possible after a trip and sent to:


IJIS Institute


Attn: Accounts Payable


44983 Knoll Square 


Ashburn, VA 20147

N.B.  IJIS Institute will not be responsible for payment of any travel expenses that are not submitted within 60 days of when the travel was completed


Member Travel Expense Report


Name (Individual’s)


Organization / Company


Address


City/State/Zip


Telephone                                                                                           Fax


E-mail


Travel Destination :  

Purpose of Travel / Name of Committee:  

		Departure (



		Date




		Time

		Return (



		Date

		Time





      * Mileage is reimbursed at the current federal rate


		Date

		Day

		Commercial Trans-


portation

		Ground Trans-portation

		Private Vehicle Mileage*

		Lodging

		Meals

		IJIS USE ONLY






		

		

		

		

		

		

		Breakfast

		Lunch

		Dinner

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		SUBTOTAL

		

		

		

		

		

		

		

		



		Transportation/Lodging/Meals Total

		

		





		OTHER EXPENSES



		Date

		Nature of Expense

		Amount



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		Total Expenses Incurred

		





Name for Payment (Print)*                                                                                                                       Amount


Address for Payment (Print)*                                                                                                                       


(*If different from individual’s name at top of form)      

Signature                                                                                                                                                  Date


IJIS Institute Approval                                                                                                                               Date

Remarks ___________________________________________________________________________________________________________________________________________________________________________________________________________
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1 Introduction

As the focal point of interoperability, the concept of Information Exchange Package
Documentation (IEPD) is fundamental to the National Information Exchange Model
(NIEM) reference architecture. We anticipate that using NIEM components, many
IEPDs will be built for a variety of business exchanges. Because they will be composed
of multiple files (hereafter referred to as IEPD artifacts), to ensure maximum
consistency, all IEPDs must be defined by a simple, flexible template or specification.

An IEPD itself is a specification for a data exchange and defines a particular data
exchange. For example, there is an IEPD that defines the information content and
structure for an Amber Alert, a bulletin or message sent by law enforcement agencies to
announce the suspected abduction of a child. When we refer to an /EPD specification in
this paper, we do not mean a particular IEPD; instead, we mean a prescribed template for
all IEPDs that defines content, structure, format, and packaging.

This document identifies baseline business requirements for IEPDs, justifies the need for
an open standard to specify IEPD format, and outlines artifacts and metadata that should
be included to satisfy the business requirements. This document does not formally
specify an IEPD. However, it does provide a basis for a common specification, and it
suggests aspects of that specification.

This document is meant for review by the NIEM Program Management Office (PMO)
staff and potential IEPD developers who will share, adapt, and register IEPDs under
NIEM.

2 Business Requirements

An IEPD is a complete definition of an Information Exchange Package (IEP). It is
generally composed of schemas (for data exchange) and documentation (for
understanding the business context and usage). The following business requirements
were identified primarily to facilitate standardization, easy sharing, and use of IEPDs.

2.1 Reuse IEPDs within and across domains

Since IEPDs are data exchange specifications, they must be built to share and reuse
easily. The IEPD specification must be designed to allow IEPDs to be registered, stored,
searched, discovered, and retrieved. A core set of IEPD artifacts must be applied
consistently by all NIEM users to facilitate discovery and reuse both within and across
domains. The artifacts required in an IEPD must be sufficient to enable reuse by other
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organizations without forcing the IEPD author to draft documentation or artifacts that
may be unnecessary.

There are two basic intentions to balance: (1) encourage authors to share IEPDs by
making them relatively easy to assemble and register, and (2) encourage potential users to
reuse or adapt IEPDs by making it relatively easy to search and discover them.

2.2 Semi automate IEPD creation, processing, and registration

The IEPD specification must be simple enough and structured to allow automated or semi
automated assistance in building NIEM-conformant IEPDs and associated artifacts in
accordance with the NIEM Naming and Design Rules (NDR). IEPD artifacts must be
easily imported for processing by tools and for registration. The specification for the
template that defines IEPDs in general must be based upon open standards. Furthermore,
the IEPD specification itself must be an open standard.

2.3 Enhance IEPD consistency and readability communitywide

An IEPD must be human-readable as well as machine-readable so that it can be parsed
easily for automatic processing tasks such as registration, content assembly/disassembly,
search and navigation, etc. The IEPD specification must provide a consistent format for
identifying and defining each artifact contained in an IEPD. Furthermore, an IEPD may
have mandatory, conditionally mandatory, or optional artifacts to support various
business contexts for which it was designed.

2.4 Facilitate IEPD interoperability and portability

To maximize IEPD utility, the IEPD specification must enhance sharing and reuse. An
IEPD must be portable, self-contained, and self-documented. It must contain its own
documentation to explain specifically how it is to be used and its own metadata to enable
it to be easily registered anywhere. It must be packaged in a common, open-standard
format, and each artifact should be easy to identify, examine, understand, and use. An
IEPD and the artifacts it contains should be independent of specific tools, applications, or
systems to the maximum practical extent.

2.5 IEPDs capture business context

Business context is used for search, discovery, and navigation in a repository of IEPDs
and to understand how and which IEPDs can be used in particular business exchanges.
Examples of business context include purpose, business requirements, who uses, when to
use, how to use, use cases, special procedures, how developed, tools and methods used to
develop, who developed, and memorandums of understanding (MOU) between
participating agencies. The IEPD specification must record key business context
metadata and documentation about an IEPD in order to facilitate such capabilities.
Furthermore, metadata enables harvesting or derivation of metrics for management,
process, and quality control purposes.
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2.6 Facilitate IEPD life-cycle management

Each IEPD is built to a particular NIEM release. Therefore, a new NIEM release does
not immediately impact the ability to use and reuse IEPDs based on earlier releases.
Obviously, the sender and receiver must use the same NIEM version. However, IEPD
authors may want to take advantage of new features in subsequent NIEM releases by
migrating to newer versions of NIEM. To the extent practical, the IEPD specification
should be structured to help facilitate impact analysis and reporting of new NIEM
releases on current IEPDs. Incorporation of mapping artifacts can assist with automated
impact analyses. Mapping artifacts can also be used for analysis and reporting of cross-
IEPD impacts (differences between IEPD versions) and validation. The e-mail address of
the authoritative source’s point of contact (POC) enables direct reporting of results to the
authoritative source. The POC for the authoritative source must take action to notify all
users of the IEPD or post these results in commonly known locations.

2.7 Capture requirements for new or modification to existing
NIEM content

The Component Mapping Tool (CMT), a data mapping spreadsheet, was designed to map
domain data requirements to corresponding NIEM components and to identify domain
data requirements for which no NIEM components exist or for which only a partial
mapping exists. This has been used as the primary means for identifying data
requirements from established domains in order to insert the initial NIEM content.
However, the CMT does not define an actual exchange. As a new content collection
method, the IEPD specification improves on the CMT because it defines an actual
exchange and also must identify both its reuse of existing NIEM components as well as
its extensions. By incorporating the CMT as its mapping artifact, the IEPD specification
provides the same ability to capture and identify potential additions to NIEM. However,
the IEPD specification will also ensure that requests for new content are based upon
actual exchange data requirements.

2.8 Support for capture and/or derivation of metrics

Metrics can assist the NIEM PMO with IEPD process management and quality control.
Metrics may be captured directly as metadata or derived from metadata. Typical metrics
are based on questions about usage patterns, exchange coverage, quality control, etc. For
example, How many organizations use this [IEPD? How many different domains use this
IEPD? How many times has this IEPD been updated? How many universal components
are used by this IEPD?

This document does not address the specific metrics that may be required by the NIEM
PMO.
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2.9 IEPD maturity and documentation guidelines

When an IEPD in development has reached a state whereby it has the minimum required
artifacts and metadata to fill an IEPD specification, passes XML validation, and can be
used to execute an exchange, even if only within in a tightly controlled experimental
environment, it is registration-worthy. This does not mean that the work on it is finished
or that the IEPD has been endorsed for operational use. However, at this stage, it is a
useful example that can be reviewed and critiqued if its authors are prepared to share it.

Nonetheless, the IEPD specification must ensure that completed, tested, endorsed IEPDs
are distinguishable from those that are not. A simple system of maturity level is required.
IEPD maturity should be determined by development stage and available documentation.
The proposed levels are:

1 Entry level—under development and has minimum documentation (see
Artifacts)

2 Complete—being tested, is in limited use, and has draft documentation

3 In production—fully documented and endorsed for use in official exchanges

Note that this document does not address how these levels will be judged or certified for
a given IEPD. This could be done by trusting authoritative sources or by instituting a
formal certification process. This is a NIEM PMO decision.

Required documentation will likely vary with IEPD life cycle and business context.
Therefore, it may eventually be necessary to develop a matrix to identify required
documentation against IEPD life cycle and context. This matrix would determine what
specific [IEPD documentation is mandatory, conditionally mandatory, or optional at each
level dependent on context and life cycle stage.

IEPD efforts being planned, under consideration, or in very early stages of development
are outside the scope of the IEPD specification. An IEPD effort that cannot complete the
minimum required items of the specification is NOT an IEPD. This rule ensures that
each registered IEPD records and defines a meaningful, viewable IEPD, not simply a
near empty shell. This does not preclude the registration or announcement of planned or
early efforts within registries or at other Web sites. In fact, the announcement of such
efforts is strongly encouraged. However, the scope of the specification must distinguish
IEPDs that actually exist from those that do not.

2.10 Artifacts and metadata should be optional and over-
inclusive

The IEPD specification should be optional and over-inclusive within reason. It should
include all meaningful, but only meaningful, artifacts and metadata. Only a minimal set
should be mandatory or conditionally mandatory. Artifacts are not limited to those listed
in artifacts tab. For example, more documentation is usually better and welcome.
However, artifacts should be useful and add to the utility and understanding of the IEPD.
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Material that constitutes a user manual for a specific methodology or large volumes of
testing data that are of little utility in understanding how to use an IEPD should be
excluded. If such material is important to the IEPD, it can be cited by URL or as a
reference within the documentation.

Only a few select artifacts are required for a minimal IEPD because IEPDs may span a
wide range of complexity. A given IEPD may use only one or two NIEM components
directly without extension. In such cases, there is no need for an extension schema.
Furthermore, if the purpose of the IEPD or the source of requirements is derived directly
from NIEM, the author may determine that there is no need for a mapping. The intent of
the specification is both to record the minimum essential artifacts to understand the IEPD
and to encourage registration and sharing.

3 IEPD Artifacts

An IEPD is a set of artifacts consisting of normative exchange specifications, examples,
metadata, and documentation encapsulated by a catalog that describes each artifact. The
entire package is archived as a single compressed file. When uncompressed, the catalog
is a hyperlinked index into the IEPD and can be opened in a standard browser. The user
may use the catalog to overview the IEPD contents or to open each individual artifact,
provided the appropriate software required to open a given artifact is installed.

The artifacts in the NIEM IEPD specification are an extension of the work on IEPD
guidelines done for the Global Justice XML Data Model, specifically Information
Exchange Package Documentation Guidelines. Table 1 summarizes each IEPD artifact,
while the sections below describe the three major types of artifacts.

3.1 Exchange Files

The exchange definitions are schemas that define the exchange instances this IEPD
validates. These schemas constitute the normative specification for the IEPD. Sample
instances and stylesheets for displaying instances may optionally be included.

3.2 Documentation

Documentation artifacts may contain a variety of information in many forms and formats.
Textual documentation may be combined into a single file or logically sectioned into
multiple files. Other forms of documentation that may be usable models, graphics, or
outputs from development tools should, of course, be maintained as separate files.
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3.3 Catalog Files

In accordance with business requirements, the IEPD should be portable, self-contained,
self-documenting, and able to be registered anywhere. [EPD specification artifacts (the
catalog and the metadata) are the key to these requirements. As previously described, the

catalog is a hyperlinked index to the IEPD artifacts.

This self-describing capability

provides both XML for machine parsing of IEPD content and HTML for display for
human review. The metadata artifact is described in more detail in Section 4.

Table 1. IEPD Artifacts

IEPD Artifact

Description

File Type
Examples

Req /
Option

3.1 Exchange Files (normat

ive XML)

Subset schema

Subset of the full NIEM schema—a compressed
directory of schemas to distinguish from other
schema sets.

xsd

Wantlist

User requirements—distinguishes user data
components required by the user from
components that they depend on for
conformance. Generated by and uploaded to the
Schema Subset Generation Tool (SSGT). This is
an open specification and the SSGT is not
required to create a wantlist, though it is easier.

xml

Exchange schema

Base document schema that defines the XML root
element and is generally named after the IEPD
itself. Also known as the document schema,
reference schema, or root schema.

xsd

Constraint schema

Constraints for separate constraint validation
path—a compressed directory of schemas to
distinguish from other schema sets.

xsd

Extension schema

Specification for extended components—separate
local namespace of components not contained in
NIEM.

xsd

Sample XML instance

Example instance—may be multiple and may
reference optional stylesheet.

xml

Sample stylesheet

Example stylesheet for display of instances,
which may be multiple.

xsl

3.2 Documentation

Master documentation

May include purpose, business requirements,
what, when, why, how to, etc. Guidelines are
needed for master documentation content, and
the following indented items are possible
documents that can be contained within the
master documentation or broken out as individual
files.

txt, doc

Business requirements

Itemized descriptions that may also contain
business rules.

txt, doc
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MOUs Memorandums of understanding among txt, doc
participating agencies.

Endorsement letters Documentation from professional or governmental txt, doc
organizations that confirm support. Refer to
Endorsement in metadata.

Methodology and tools Used to build IEPD and may contain URLs or txt, doc
references to tools, methodology, or
documentation.

Testing and conformance | Description and results of validation and txt, doc
conformance testing performed—may include
testing output or products.

Domain model Domain model in standard open format (xmi, vsd, vsd, xmi,
zargo) and standard open graphic (jpg, pdf, etc.) zargo, jpg,
that is likely a Unified Modeling Language (UML) pdf, etc.
model.

Use case model Use case diagram in standard open format and vsd, xmi,
standard graphic, likely UML. zargo, jpg,

pdf, etc.

Business rules May be (1) plain or structured English, (2) written xml, txt,
into master documentation, (3) Schematron or doc
other formal business rule language, or (4)
generated by a development tool.

Mapping (to NIEM Mapping of domain components to NIEM xls, csv

components) components; tagged with constraints (i.e.,
cardinality, etc.); prefer Component Mapping Tool
(CMT).

Extended components Components created because they were not in xml, xIs,
NIEM—may be part of mapping spreadsheet and csv
include structure and definitions of new
components. Prefer CMT.

Change log Record of cumulative changes from previous xml, txt,
IEPD versions. The initial IEPD simply records its doc
creation date.

3.3 Catalog Files

Catalog List of artifacts in the IEPD that is machine- xml, xhtml
readable; in an open, portable format; and
browser-displayable.

Metadata All metadata registered with the IEPD. xml, xhtml

4 |EPD Metadata

The metadata artifact contains all metadata that the authoritative source wishes to register
with an IEPD. This metadata should be specified by an XML schema so that an instance
for a given IEPD can be parsed; loaded into a registry; and used to search, discover, and

harvest business context and metrics on IEPDs and their artifacts.
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The NIEM IEPD metadata identified in this document was seeded with the metadata
vetted and used for IEPD work with the Global Justice XML Data Model
(Global JXDM). Some of the business requirements for NIEM IEPDs differ from the
Global JXDM requirements. For example, NIEM only provides a specification for
IEPDs that are already in late stages of development and have the minimal artifacts
sufficient to actually exercise an exchange, though perhaps under extremely controlled
conditions, such as a laboratory provides. Planned IEPDs are outside the scope of the
NIEM IEPD specification.

To meet requirements, we suggest a minimal set of mandatory metadata. Table 2
summarizes I[EPD metadata described below.

4.1 Descriptive

These metadata items are fundamental to most catalogs of resources. The Summary is a
brief, limited-length description for display purposes, whereas the Description provides a
longer field for a more thorough description of the IEPD.

Any registry of IEPDs will track its holdings with a local, unique identifier, such as a
database key. However, for the purposes of external cross-referencing and absolute
identification, each IEPD should be addressable by a globally unique identifier—a URI,
URN, or URL. Because many authoritative sources will likely have their own strategy
for URIs, a mandatory one is not defined, although having a URI is mandatory metadata.
Optional guidelines for devising URIs should be provided for those sources that may not
have a plan for such.

4.2 Change Log

These items are dates and version numbers that track change events and identify
compatibility. Some of these items will duplicate information in the change log artifact
and should therefore be consistent with it.

4.3 Status

Status metadata provides a snapshot of the current state of an IEPD in terms of its life
cycle. Maturity provides a quick understanding of an IEPD’s development stage.
Level 3 is the highest and most mature state. At this level, an IEPD must be endorsed or
certified by at least one professional or governmental organization for the domain. The
endorsements item identifies endorsing organizations. Level 1 is the lowest and least
mature state. Level 1 IEPDs must be able to identify and include the minimally required
mandatory artifacts and metadata for the IEPD specification.

4.4 Navigation

This set of metadata relates IEPDs through explicitly declared links or keywords that may
or may not carry any particular business context or other means of making an association.
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4.5 Business Context

The business context metadata is also important for navigation and discovery of IEPDs
based on a number of usage factors. This set of metadata allows us to answer questions
such as, Who is using this IEPD? and What IEPDs are used to do X business? All
metadata in this category is optional except for Domains and Purpose. Therefore,
communities or domains that have useful information to register in other items may use
them; others may choose to ignore them. For example, the Justice domain will use and
benefit from such metadata as Process, Triggering Event, and Conditions because this
information is important to and collected extensively within that community.

4.6 Authoritative Source

Each IEPD must be sponsored by an authoritative source, an organization or professional
group that takes responsibility for maintaining the IEPD in the format of the specification
throughout its life cycle. The authoritative source may or may not be the authoring
entity. However, it must have the responsibility to effect changes and apply updates to
the specification when necessary. The authoritative source should also designate a point
of contact (POC) in its behalf who can receive questions and issue replies about the
IEPD.

Table 2. IEPD Metadata

. L. Req /

Metadata item Description Option

Descriptive

URI Universal Identifier—each IEPD version will have a R
distinct URI. NIEM will provide a suggested strategy for
URIs, but use of strategy is NOT mandatory.

Name Title of this IEPD (e.g., Amber Alert, Prosecutor Arrest R
Warrant).

Summary Brief summary of this IEPD for short display purposes— R
maximum of 160 characters including spaces.

Description Narrative description of this IEPD—may contain as much 0]
detail as you think useful to those with a potential interest
in this IEPD.

Web site URL of Web site where this IEPD and related artifacts 0]
(e.g., XML schema, documentation, mapping
spreadsheets) are posted.

Security Security label to indicate treatment/distribution of this R
IEPD; e.g., For Official Use Only (FOUQ), classified,
sensitive but unclassified (SBU), public. The default is
public, unless otherwise noted.

Change log data (must be consistent with change log artifact)

Creation date Project start date—YYYY-MM that planning or work on R
this IEPD started. Do NOT confuse with date you
submitted this IEPD information.

Version Version of this IEPD. R

NIEM version NIEM version used for this IEPD. R
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Last revision date Year and month (YYYY-MM) this IEPD information was 0]
last revised. Do NOT confuse with the date the IEPD
itself was last revised, generating a new IEPD version.
Next revision date Year and month (YYYY-MM) this IEPD information is O
expected to be revised.
Status
Maturity State of development: R
1. Entry level; under development with minimum
documentation (see artifacts).
2. Complete; being tested and in limited use with
draft documentation.
3. In production; fully documented and endorsed for
use in official exchanges.
Status Description or additional information related to current 0
state of this IEPD.
Schedule Information about the development schedule for this 0
IEPD; e.g., “Development started YYYY-MM; draft
planned YYYY-MM; completion planned YYYY-MM.”
Endorsements Names and acronyms of professional or governmental 0]
organizations that support this IEPD as an official
business information exchange package.
Sponsors Name of organization(s) that sponsored, contributed, or 0]
participated in the development of the IEPD.
Navigation
Lineage IEPDs that this IEPD was derived or built from/with, O
identified by URI. This is not normal version control.
Relationships URIs of other IEPDs and their relationship to this IEPD; 0]
should not duplicate other attributes such as Lineage,
LoB, Organization, etc.
Keywords Search terms that would not otherwise be in other O
metadata attributes (e.g., Georgia's Levi's Call for an
Amber Alert).
Business Context
Domains Primary domains or line(s) of business (LoB) that this R
IEPD covers.
Purpose A short description of the business reason for using this R
IEPD; may include brief statement of scope.
Message exchange patterns Category of transaction this IEPD is designed and used 0]
for: query/response, message, publish/subscribe,
document, etc.
Communications environment Description of the primary communications 0]
environment(s) for which this IEPD was designed; for
example, wireless, satellite, broadband, T1.
Exchange partner categories Types of organizations that would use this IEPD. 0]
Exchange partners Names of the organizations that are using this IEPD. 0]
Process Business process(es) during which this IEPD is 0]
exchanged.
Triggering event Event(s) that cause this IEPD to be exchanged. O
Conditions Condition(s) under which this IEPD is exchanged. O
Authoritative Source
Authoritative source organization Self-explanatory; include both full name and acronym, as R
name appropriate, to enhance discovery.
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Authoritative source organization URL of the Web site of the authoritative source. O
Web site
Authoritative source address 1 Self-explanatory. 0]
Authoritative source address 2 Self-explanatory. 0]
Authoritative source city Self-explanatory. 0]
Authoritative source state Self-explanatory. 0]
Authoritative source zip Self-explanatory. 0]
Authoritative source country Self-explanatory. 0]
Authoritative source category Category of authority to create IEPD (statutory) versus to 0]
conduct the business the IEPD involves (policy) or both
or none.
Authoritative source POC name Person designated as the POC for the authoritative R
source and who can provide information, effect change,
etc.
Authoritative source POC e-mail Self-explanatory. R
Authoritative source POC Self-explanatory; include both full name and acronym (as 0]
organization name appropriate) to enhance discovery.
Authoritative source POC Self-explanatory. 0]
address 1
Authoritative source POC Self-explanatory. 0]
address 2
Authoritative source POC city Self-explanatory. 0]
Authoritative source POC state Self-explanatory. 0]
Authoritative source POC zip Self-explanatory. 0]
Authoritative source POC country Self-explanatory. 0]
Authoritative source POC phone Self-explanatory. R
Authoritative source POC fax Self-explanatory. 0]
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AGREEMENT

This agreement, made this         day of                       , YYYY, by and between the IJIS Institute, Inc., a Delaware non-profit corporation, with principal offices at 44983 Knoll Square, Ashburn, Virginia 20147 (referred to herein as “IJIS Institute” or “IJIS”), and                                                   , with principal offices at ______________________  


                                (referred to herein as “_______” or “Contractor”) (each a “Party” and together the “Parties”).  Intending to be legally bound, the Parties hereby agree as follows:

1. STATEMENT OF WORK 


Contractor and the IJIS Institute desire for Contractor to render certain services (the “Services”) under the terms of this Agreement to the IJIS Institute.  Such Services, and the price and payment terms associated therewith, shall be as set forth in one or more individual mutually agreed written Task Orders issued hereunder. All such Task Orders shall be in a form substantially as set forth in Exhibit A hereto. 


Only Contractor’s Designated Representative or Alternate, as set forth in Section 21, is authorized to sign this Agreement or amendments to it. Only Contractor’s Designated Representative or Alternate, or such other person as set forth in a Task Order together with a statement warranting authority, is authorized to sign a Task Order or a change to it.  Only the IJIS Designated Representatives, as set forth in a Task Order, are authorized to accept changes to Task Orders.

Contractor has the right, at its sole discretion, to decline to accept specific Task Orders or to propose services in response to a request for services.  


2.  PAYMENT TERMS

Unless specifically stated otherwise in a writing signed by both Parties, Contractor shall invoice IJIS on a monthly basis for Services rendered and any reasonable travel and out-of-pocket expenses pre-approved by IJIS in a Task Order and incurred in connection with the Services.  Travel expenses will be paid in accordance with the IJIS Institute travel and expense policies, receipt of which are acknowledged and agreed to by Contractor.  The undisputed portion of each such invoice shall be payable within forty-five (45) days of receipt unless otherwise specified in a Task Order.  

3. TASK ORDERS


(a) All Task Orders issued hereunder are subject to the terms and conditions of this Agreement.  


(b) In addition to any other data that may be called for in the Agreement, the following information shall be specified in each Task Order, as applicable:


• Date of order


• Task order number


• Statement of Work


• Period of performance 


• Place of performance 


• Acceptance criteria


• IJIS furnished materials/equipment


• Estimated labor categories and hours


• Not-To-Exceed Price 


(c) Task Orders may be modified by written agreement between IJIS and the Contractor. Modifications to task orders shall include the information set forth in paragraph (b) above, as applicable. Contractor and IJIS, in emergency circumstances, may modify task orders orally.  Oral modifications must be agreed to by the Authorized Representatives of each party, shall be confirmed by issuance of an e-mail as soon as possible following the oral agreement and formally confirmed by a written modification within ten (10) working days from the time of the oral communication modifying the order.  


(d) In the event that IJIS desires to obtain services from the Contractor, IJIS will provide Contractor with a description of the services being requested.  Contractor will respond to such by providing a proposal that will include the resources and estimated price for the proposed Task Order.  IJIS will then issue a Task Order containing the information listed in (b) above.  Upon mutual satisfaction of the parties, the Task Order shall be executed by Authorized Representatives of the Parties.  No Task Order is binding until executed by both parties.


4. CHANGES


IJIS may, by written notice to Contractor at any time before completion of this subcontract or any Task Order hereunder, make changes within the general scope of this subcontract or Task Order in any one of the following:  (a) drawings, designs, or specifications; (b) quantity; (c) delivery; (d) method of shipment or routing; and (e) make changes in the amount of IJIS furnished property.  Any such change will be in accordance with section 3 (c) above.  In the event that, following each party’s good faith negotiations, the parties can not agree to a corresponding Task Order change then IJIS shall be entitled to immediately terminate the corresponding Task Order. 


5. DELIVERABLE REVIEW AND COMPLETION ACCEPTANCE

In the event a deliverable(s) is specified under a Task Order, upon Contractor completion and delivery of each such deliverable to IJIS, IJIS shall have five (5) calendar days to review and accept as complete or reject as incomplete or unacceptable each such deliverable in accordance with the acceptance criteria set forth in the applicable Task Order (“Acceptance Criteria”). In the event IJIS elects to reject any such deliverable, IJIS shall notify Contractor in writing, itemizing each instance in which that deliverable fails to meet the applicable Acceptance Criteria (“Failure”). Contractor shall use commercially reasonable efforts to promptly diagnose and correct all identified Failures and to provide IJIS with a modified deliverable for review and acceptance.  Contractor efforts to correct Failures caused by Contractor shall be at no additional cost to IJIS. IJIS shall have five (5) calendar days to verify that all identified Failures have been corrected and to accept or reject the modified deliverable. The failure of IJIS to notify Contractor of a Failure within the five (5) calendar day acceptance period shall be deemed automatic and final acceptance of the deliverable. In the event the nature of a deliverable(s) hereunder warrants a change in the acceptance periods as set forth above, the Parties may agree to alternate acceptance period(s) in the applicable Task Order and such acceptance period(s) shall prevail.


6. CONTRACTOR AND IJIS REPRESENTATIONS

Contractor represents, warrants and covenants that Contractor shall perform Services in a manner conforming to generally accepted industry standards and practices and by Contractor personnel having a level of skill commensurate with the requirements of the Services. 

Contractor warrants that any software developed by Contractor under any Task Order shall be free from any disabling device, “time bomb”, or remote control mechanism that might, or might be utilized to, intentionally impede the operation of such software or damage IJIS or IJIS customers’ computer systems environment or software in any respect, or compromise the integrity of any of IJIS or IJIS customers’ files or data.  Notwithstanding anything herein, the foregoing warranty is limited to the specific system and software built by Contractor, and does not extend to IJIS or IJIS customers’ and any third party systems, hardware and software.  

Except as otherwise expressly set forth in any Task Order issued hereunder, no other warranties, express or implied, are made with respect to the Services to be supplied by Contractor hereunder, including, without limitation, any express or implied standards, guarantees, or warranties, including implied warranty of merchantability or fitness for a particular purpose or non-infringement, and any warranties that may be alleged to arise as a result of custom or usage, any warranty of error-free performance, or any warranty of third party products, or functionality of the IJIS or IJIS customers’ hardware, software, firmware, or computer systems.  

Contractor acknowledges and agrees that its employees and representatives working on-site at the facilities of IJIS and/or its Affiliates or customers shall be subject to, and shall comply with, their respective security procedures and other policies and procedures for workplace conduct, including sign-in and visitor identification procedures as such are communicated to Contractor and/or its employees and representatives.


IJIS represents and warrants to Contractor that IJIS has the right to use, disclose and disseminate the information, specifications and data that it has provided or will provide to Contractor in order for Contractor to perform the Services and to create the deliverables, if any, identified in Task Orders incorporated into Exhibit A.  IJIS further represents and warrants that possession and use of that information, specifications and data by Contractor under the terms and conditions of this Agreement will not constitute an infringement upon any patent, copyright, trade secret, or other intellectual property right of any third party.


7. ASSIGNMENT

Contractor may not assign its rights under this Agreement and may not subcontract its obligations hereunder to others without the advance written consent of IJIS, which shall be unreasonably withheld.

8. COORDINATED EFFORTS

Contractor shall advise IJIS of the individuals available for placement and IJIS shall have the right to accept or reject any individual presented for placement.  IJIS and Contractor shall develop appropriate procedures to assure timely and appropriate coordination of the Services.  IJIS shall provide such information and assistance as is reasonably required to permit Contractor to perform the Services.


9.  TERM OF AGREEMENT AND TERMINATION

This Agreement shall commence on its Effective Date and shall remain in effect for one calendar year unless terminated in accordance with this Section 9.  

In the event that an IJIS customer terminates its order for service with IJIS and Contractor is providing Services for such customer pursuant to a Task Order, then IJIS may terminate such Task Order with Contractor effective as of the date of termination by the corresponding IJIS customer.   

In the event that IJIS reasonably determines that personnel providing Services hereunder are not able to provide such Service in a satisfactory manner then IJIS will notify Contractor and Contractor will immediately replace such personnel with qualified individual(s) acceptable to IJIS.  In the event that Contractor can not supply an acceptable replacement within a reasonable time frame of such notice from IJIS then IJIS may, at its option, notify Contractor that the corresponding Service is no longer requested and the Task Order will be modified to remove the corresponding Services and  applicable funding.   

Either Party may terminate this Agreement or any Task Order if the other Party is in material breach of its obligations under this Agreement or Task Order and has not cured the breach within thirty (30) days written notice specifying the breach. Consent to extend the cure period shall not be unreasonably withheld, so long as the breaching Party has commenced cure during the thirty (30) day notice period, pursues cure of the breach in good faith, and cure appears likely. Either party may terminate this Agreement immediately by written notice to the other party upon:


a. the other party becoming insolvent;


b. the other Party’s initiation of any proceeding under Federal bankruptcy or state insolvency law regarding its own bankruptcy, reorganization, or insolvency;


c. the initiation of any proceeding under Federal bankruptcy or state insolvency laws against the other party which is not dismissed within thirty (30) days;


d. the appointment of a receiver or a similar officer for the other party or for a substantial part of the other party’s property; or


e. the other party making an assignment for the benefit of creditors or otherwise being reorganized for the benefit of creditors.


Termination will not affect payment obligations incurred under this Agreement for Services performed in an acceptable manner or for any pre-approved non-labor costs or non-labor obligations incurred by Contractor prior to the effective date of termination.


Termination of this Agreement shall not limit either Party from pursuing any other remedies available to it, including injunctive relief. Upon request, the Parties shall return to the other any identified data, records, or other materials provided under the provisions of Article 15, Confidential or Proprietary Information.


Each party must notify the other of sale or divestiture within 30 days of occurrence.  Should the parent company of either party sell or divest itself of the subsidiary, the other party has the right to terminate the contract within 30 days of notification with no recourse/liability for doing so.


10.  INFRINGEMENT

Each Party (“Provider”) will defend and indemnify the other Party (“Recipient”) against a claim that any information, design, specification, instruction, software, data, or material furnished by the Provider (“Material”) and used by the Recipient in connection with either the provision or the receipt of the Services infringes a copyright or patent provided that: (a) the Recipient notifies the Provider in writing within thirty (30) calendar days of the claim; (b) the Provider has sole control of the defense and all related settlement negotiations; and (c) the Recipient provides the Provider with the assistance, information, and authority reasonably necessary to perform the above; reasonable out-of-pocket expenses incurred by the Recipient in providing such assistance will be reimbursed by the Provider.  

The Provider shall have no liability for any claim of infringement resulting from: (i) the Recipient’s use of a superseded or altered release of some or all of the material if infringement would have been avoided by the use of a subsequent unaltered release of the material which is provided to the Recipient; or (ii) any information, design, specification, instruction, software, data, or material not furnished by the Provider. 


In the event that some or all of the Material is held or is believed by the Provider to infringe, the Provider shall have the option, at its expense, (a) to modify the Material to be non-infringing; (b) to obtain for the Recipient a license to continue using the Material; or (c) to require return of the infringing Material and all rights thereto from the Recipient.  If Contractor is the Provider and such return materially affects Contractor’s ability to meet its obligations under a Task Order, then IJIS may, at its option and upon thirty (30) calendar days prior written notice to Contractor, terminate the Task Order and shall be entitled to recover the fees paid by IJIS for that portion of the Material and for those Services provided to develop the Material which IJIS cannot reasonably use as a consequence of Contractor’s provision of infringing Material.  

If IJIS is the Provider and such return materially affects Contractor’s ability to meet its obligations under a Task Order, then Contractor may, at its option and upon thirty (30) days prior written notice to IJIS, terminate the Task Order Agreement and IJIS shall pay Contractor for the Services rendered and non-labor costs or non-labor obligations incurred through the date of termination.  This section states the Parties’ entire liability and exclusive remedy for infringement. 


11.  LIMITATION ON LIABILITY


Neither Party shall be liable to the other Party for any indirect, incidental, special or consequential damages arising in connection with this Agreement, including, without limitation, lost profits or loss or damage to data, whether in an action in contract, tort, strict liability or negligence, even if advised of the possibility of such damages.  Except as provided in this paragraph, in no event shall either Party’s liability arising out of this Agreement, whether in contract, tort or otherwise, exceed the amount paid to Contractor by IJIS hereunder. The limitations of liability set forth in this paragraph shall not limit either Party’s liability to the other Party for direct damages resulting from: death or bodily injury, damage to real property or to tangible personal property, breach of confidentiality, claims for indemnification pursuant to Section 10 based on third party claims of infringement of intellectual property.

Contractor specifically agrees to indemnify and hold harmless IJIS from any claim of a customer or third-party injury alleged to have occurred as a result of any breach of warranty, Contractor negligence, or the creation, installation, or testing of any software created by Contractor.

12.  DISPUTES


(a) IJIS and Contractor agree to enter into Negotiation to resolve any dispute.  Both parties agree to negotiate in good faith to reach a mutually agreeable settlement within a reasonable amount of time. 


(b) If negotiation is unsuccessful, the IJIS and Contractor waive any and all recourse to the courts for any perceived violation or nonperformance of this Agreement.  Any dispute hereunder shall be resolved by arbitration under the rules of the American Arbitration Association. In the case of arbitration, the costs of arbitration shall be borne by the non-prevailing party to the arbitration, unless ruled otherwise by the Arbitrator. The laws of the Commonwealth of Virginia shall govern this Agreement and any interpretation hereunder.


Pending any decision, appeal or judgment referred to in this provision or the settlement of any dispute arising under this Subcontract, Contractor shall proceed diligently with the performance of this Subcontract.


13.  PAYMENT OF TAXES AND PROVISION OF BENEFITS


Contractor shall bear sole responsibility for payment of compensation to, and taxes for, its personnel performing services hereunder.  Contractor shall pay and report, for all personnel assigned to IJIS, federal and state income tax withholding, social security taxes, and unemployment insurance applicable to all employees of Contractor.  Contractor shall provide to its employees/agents whatever benefits they are legally entitled to receive.  Contractor agrees to defend, indemnify, and hold harmless IJIS, IJIS’s officers, directors, employees, and agents, and the administrators of IJIS’s benefit plans from and against any claims, liabilities, or expenses relating to such compensation, tax, insurance, or benefit matters.


14. INTELLECTUAL PROPERTY


Ownership of all intellectual property including, but not limited to, written documents, illustrations and computer source code developed under this agreement will be retained by IJIS and may be used by IJIS at any time in the future without further compensation. Contractor may not reuse these documents without the express written permission of IJIS.

15. CONFIDENTIAL OR PROPRIETARY INFORMATION

By virtue of the Services provided under this Agreement, either Party and/or their respective employees/agents may receive access to information that is confidential to the other Party and/or the other Parties’ clients (“Confidential Information”).  Confidential Information shall include any program licenses and all information that would reasonably be considered confidential, including but not limited to the employees, organization, activities, policies, or products of the Parties and their clients.  Such Confidential Information shall also include any written reports, findings, conclusions, recommendations, or reporting data and analysis prepared by either Party and provided to its clients.  

It is the express intent of this Agreement that the Parties and their respective employees/agents not disclose to any third party Confidential Information learned in the performance of Services hereunder concerning the business of the Parties or their clients.  Confidential Information shall not include information that (a) is or becomes a part of the public domain through no act or omission of the other Party; or (b) was in the other Party’s lawful possession prior to the disclosure and had not been obtained by the other Party either directly from the disclosing Party; or (c) is lawfully disclosed to the other Party by a third party without restriction on disclosure; (d) is independently developed by the other Party; or (e) is lawfully required to be disclosed to any governmental agency or is otherwise required to be disclosed by law; provided, however that before making such disclosure, the Receiving Party shall give the Disclosing Party an adequate opportunity to interpose an objection and/or take action to assure confidential handling of such information.  

The Parties agree not to make any Confidential Information available in any form to any third party or to use Confidential Information for any purpose other than the implementation Services provided under this Agreement.  The Parties agree to use the same degree of care that it uses to protect its own confidential information of a similar nature and value, but in no event less than a reasonable standard of care, to ensure that Confidential Information is not disclosed or distributed by its employees or agents in violation of the provisions of this Agreement.  The Parties represent that they have, with each of their employees/agents who may receive access to any Confidential Information, an appropriate written agreement sufficient to enable them to comply with all of the confidentiality provisions of this Agreement.


16. GOVERNING LAW AND OTHER COMPLIANCE

This Agreement shall be governed and construed in all respects in accordance with the laws of the Commonwealth of Virginia without regard to its conflict of laws rules.  Contractor shall establish and maintain affirmative action policies that guaranty equal employment opportunity for all persons and policies that prohibit any form of discrimination on the basis of race, age, color, gender, religion, physical handicap or national origin. Contractor will maintain a drug free workplace.  Contractor warrants that all personnel providing Service hereunder are United States citizens or are full authorized to work in the United States.  IJIS may conduct independent investigations to confirm Contractor compliance with the foregoing.  Contractor’s failure to comply with the foregoing is grounds for immediate termination of this Agreement by IJIS.

As a subcontractor on one or more federal grants, Contractor warrants that it is aware of and in compliance with all applicable federal requirements, including but not limited to provisions governing Equal Employment Opportunity, Drug Free Workplace, Non-procurement Suspension and Debarment, and Anti-Lobbying provisions, and maintains records establishing such compliance. Should IJIS or its Grantor desire, proof of such compliance will be furnished. 


17.  NATURE OF RELATIONSHIP

The Parties are and shall be independent contractors to one another, and nothing herein shall be deemed to create an agency, partnership, or joint venture between the Parties.  Nothing in this Agreement shall be interpreted or construed as creating or establishing the relationship of employer and employee between IJIS and either Contractor or any employee or agent of Contractor.  Because of the independent status of Contractor, Contractor is solely and completely accountable for the services it provides to IJIS or to IJIS’s clients, and neither IJIS, nor its clients, shall have any liability whatsoever to any party for such services provided by Contractor or its personnel.  Other than (i) as expressly stated in Section 10, above, for infringement indemnity or (ii) for a breach of section 15 Confidential or Proprietary Information, or (iii) for claims for tangible property damage, personal injury or death caused by a party’s negligence or willful misconduct, neither party shall indemnify the other party for any liability incurred by that party, its agents or employees.


18.  NOTICES


All notices to be given by the Parties hereto shall be in writing unless otherwise stated and shall be properly given when personally delivered to the specified address and left with a responsible person or when sent by registered or certified mail or by an overnight delivery service providing a receipt of delivery addressed to the parties at their respective addresses as specified in the first paragraph of this Agreement and to the attention of the individual (by name and title) who has executed this Agreement , or to such other address and/or contact name as either Party shall have notified the other, in like manner, to be its proper business address or contact name.  The date of notice shall be deemed to be the date of receipt, except that when notice is mailed it shall be deemed to be the date of mailing so long as the Postal Service certifies actual delivery; a refusal of a registered or certified notice shall be deemed to constitute actual delivery hereunder.


19. IJIS PROPERTY

In the event that IJIS provides Contractor with any hardware or software or network/telephone access privileges (“IJIS Property”) that are necessary for Contractor to perform Service hereunder, Contractor acknowledges and agrees that all such items are and remain the property of IJIS or its customers or suppliers.  Contractor will use IJIS Property only in accordance with its intended purpose and only to provide Service hereunder and for no other reason.  Contractor shall protect all IJIS Property from any loss, damage or misuse. Upon completion of Services or at any time on the request of IJIS, Contractor shall immediately cease all use of and return all IJIS Property in the same condition that it was provided in.  Contractor shall be liable for any loss or damage to or misuse of IJIS Property.   


20. AUDIT RIGHTS

In the event that the Bureau of Justice Assistance (“Customer”) for which Contractor has provided service hereunder, requires the right to audit all records related to services that such customer has purchased from IJIS, then the Customer shall have the right no more than one (1) time in any six month period, at its sole cost and expense and upon reasonable prior written notice, itself or through an independent third party, to inspect the books and records of Contractor, that are related to Services provided to Customer, at Contractor’s location to determine if Contractor is performing its obligations in accordance with the terms of this Agreement.  If it is determined by the inspection that there was an overpayment of an amount due to Contractor by IJIS, Contractor shall promptly pay the difference to IJIS.  In no event shall IJIS’s failure to enforce its rights upon learning of a default be deemed to be a waiver of such default.  


21.  Authorized Representatives

The names and telephone numbers of Contractor’s authorized contract representatives for the purposes of notices and contract administration are:


Designated Representative

_[name]__________________

_[title]___________________

__[work phone]____________

22.  ENTIRE AGREEMENT

This Agreement and any attachments hereto constitute the entire agreement of the Parties relating to the Services hereunder and supersede all prior representations, proposals, discussions, and communications, whether oral or in writing.  Except where an exception to this Agreement under a Task Order is permitted herein, in the case of any conflict between the terms of this Agreement and the terms of a Task Order, the terms of this Agreement shall control.  This Agreement may only be modified in a writing duly signed by authorized representatives of the Parties.


__________________________
       ____________________________


Agreed: IJIS Institute, Inc.

      Agreed: ____________________

Paul K. Wormeli



________________________

Executive Director


________________________

IJIS Institute, Inc.



________________________

44983 Knoll Square


________________________

Ashburn, VA 20147


________________________

Paul.wormeli@ijis.org


Tax ID Number: <Tax ID #>

EXHIBIT A


TASK ORDER 

Task Order No: 1

Task Order Date: _______________________

This Task Order is agreed by and between the IJIS Institute and ____________________ (“Contractor”) under and in accordance with the Subcontract Agreement dated November 10, 2006 (the “Agreement”) as follows:


1.
Period of Performance: The period of performance of this Task Order shall be _____________ through _________________.

2.
Statement of Work: Contractor shall perform the Services set forth in Exhibit B, which is attached hereto and incorporated herein, in relation to ______________________________________________________________________________________________________________________________________________________________________________________________________

3.
Approved Staffing and Rates: The approved staffing and hourly billing rates applicable to this Time and Materials Task Order are outlined in Exhibit B attached hereto.


4.
Not To Exceed Price: The approved maximum total billing for this task order is not to exceed: $_____________, exclusive of reimbursement for travel required under this contract.

5.
Special Provisions: (Task Order specific terms if any.)


a. Expense Receipts – A copy of any expense receipt must be provided for all pre-approved expenses in excess of $25.00.


b. Task Reports – _____________ will provide task reports and monthly invoices as outlined in Exhibit B, attached hereto.

5.
No modification or change to this Task Order will be binding on either Party unless acknowledged in writing by a duly authorized representative of each Party hereto.


IJIS Institute, Inc.



______________________

By:
_______________________

By: 
_____________________________


Name:
_______________________

Name: 
_____________________________


Title: 
_______________________

Title: 
_____________________________
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