FIPS 140-2 Analysis/Testing

Summary of FIPS 140-2 Analysis Services
The Contractor shall provide an examination of a .NET software product (Software Product) cryptographic processes and determine produced readiness for testing. The Contractor will generate a report detailing gaps and readiness for FIPS 140-2 testing.
Statement of Work
· COE will provide any technical documentation detailing what cryptographic processes currently being used by the Software Product.
· COE will provide a representative knowledgeable about the cryptographic processes currently being used by the Software Product.
· The Contractor shall review the documentation and interview the representative about the cryptographic processes currently being used by the Software Product.
· The Contractor shall examine the cryptographic source code used by the Software Product.
· The Contractor shall generate a report detailing gaps and readiness for FIPS 140-2 testing.
Deliverables
COE
· Representative knowledgeable about the cryptographic processes
· Technical documentation detailing what cryptographic processes
Contractor
· Report detailing gaps and readiness for FIPS 140-2 testing

Cost Estimate
Milestone Projected Completion Cost
	Task
	Hours
	Duration
 (in Weeks)
	Cost

	Product and Source Code Review
	 
	 
	 

	Report Generation
	 
	 
	 

	Total cost estimate:
	 
	 
	 




Summary of FIPS 140-2 Testing Services
[bookmark: _GoBack]The Contractor shall provide FIPS 140-2 Level 1 testing of the cryptographic module contained in the Software Product under the United States National Institute of Standards and Technology (NIST) Cryptographic Module Validation Program (CMVP) (csrc.nist.gov/groups/STM/cmvp/index.html). The Contractor will test the Software Product cryptographic module and required FIPS 140-2 submittal documentation for the Software Product cryptographic module. CMVP will validate the test results and if determined the Software Product cryptographic module meets appropriate FIPS 140-2 assertions provide a validation certificate to COE.
Statement of Work
· COE will submit to the Contractor an instance of the Software Product cryptographic module for testing.
· COE will submit to the Contractor a compliant FIPS 140-2 Security Policy, Vendor Evidence Document, Configuration Management Plan, High-Level Design Specification, and Finite State Model.
· The Contractor will review and test all submitted documentation for conformance to FIPS 140-2 Standard.
· The Contractor will review the Software Product cryptographic module source code to demonstrate conformance to FIPS 140-2 Standard.
· The Contractor will provide algorithm test vectors to COE based on COE identified algorithms used by the Software Product cryptographic module.
· COE will test and generate algorithm test vector response and send back the response to the Contractor.
· The Contractor will input algorithm test vector response into the NIST Cryptographic Algorithm Validation Program (CAVP) supplied test tool and submit the algorithms test letter and data to CAVP.
· CAVP will produce algorithm certificate numbers for the specified algorithms.
· The Contractor will submit to CMVP one (1) FIPS 140-2 validation test report for the Software Product cryptographic module.
· CMVP will review FIPS 140-2 validation test report and if necessary produce comments regarding the test report.
· The Contractor and COE will update appropriate documentation based on CMVP comments.
· The Contractor will resubmit to CMVP the FIPS 140-2 validation test report for the Software Product cryptographic module.
· CMVP will upon successful review produce a validation certificate for the Software Product cryptographic module
Deliverables
COE
· The Software Product either at COE facilities or the Contractor’s facilities.
· The Software Product source code either at COE facilities or the Contractor’s facilities.
· Security Policy for the product, which is a public document that contains a description of the security functionality of the cryptographic module under test.
· Vendor Evidence Document, which enables the vendor to answer all related DTR assertions required by FIPS 140-2 testing. This document provides the best means to facilitate testing and link all supporting documentation together.
· Configuration Management Plan, which includes a description of the control mechanisms in place to ensure that the documents and modules are version controlled.
· High Level Design Specification, which is a diagram that shows the relationships and information flow between subcomponents of the cryptographic module.
· Finite State Model, which is a diagram that shows the relationships between the major states of the cryptographic module.
Contractor
· Comments and deficiency reports on the Security Policy, Source Code, Vendor Evidence Document, High-Level Design Specification, and Finite State Model.
· Algorithm Test Letter to CAVP specifying successful algorithm testing
· FIPS 140-2 validation test report to CMVP specifying successful Software Product cryptographic module testing

Cost Estimate
Milestone Projected Completion Cost
	Task
	Hours
	Duration
 (in Weeks)
	Cost

	Initial Documentation Review
	 
	 
	 

	Algorithm Testing
	 
	 
	 

	Initial Source Code Review
	 
	 
	 

	Initial Physical Testing
	 
	 
	 

	FIPS 140-2 Validation Test Report submission to CMVP
	 
	 
	 

	Total cost estimate:
	 
	 
	 



	Task
	Hours
	Duration
 (in Weeks)
	Cost

	FIPS 140-2 Analysis Total
	 
	 
	 

	FIPS 140-2 Testing Total
	 
	 
	 



General Information
· Any documentation needed for document creation, update, and testing will be made available to the Contractor Lab Team in a timely fashion and that the Point of Contact (POC) for COE and other COE personnel will be available for the requisite interviews and for transfer of knowledge concerning the system’s function and security features.
· The response to this proposal does not constitute a contract. Depending on testing options chosen an appropriate contract will be generated with the options included in the contract.
