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Bid Q38834
External Vulnerability Scan & Web Application Vulnerability 

Scanning Services

Bid Number   Q38834 

Bid Title   External Vulnerability Scan & Web Application Vulnerability Scanning Services 

 

Bid Start Date Mar 16, 2011 11:21:19 AM MDT

Bid End Date Mar 29, 2011 2:00:00 PM MDT

Question & Answer 
End Date

Mar 23, 2011 2:00:00 PM MDT

 

Bid Contact   Ryan Bouwhuis 

 rbouwhuis@weber.edu 

 

Contract Duration   3 years 

Contract Renewal   2 annual renewals   

Prices Good for   60 days 

 

Bid Comments Bid is for a three-year agreement with two (2) one-year options solely at the 
university's discretion. 

Include any applicable multi-year discounts when providing costs. 

Note: Firms may submit bids for both types or either type of scanning.

Item Response Form
 

Item    Q38834-1-01 - PCI Scan:

Quantity   4 quart

Unit Price   

Delivery Location         Weber State University  

 Weber State University
1013 University Circle
Ogden UT  84408-1013

 Qty 4 

Description
Provide quarterly cost based on the following specifications: 

Scope: 
- Quarterly external network scans for PCI compliance. 
- The scan will be comprised of 12 externally-facing system components (servers, routers, etc) 

Minimum Requirements: 
-They must be a PCI Approved Scanning Vendor (ASV) 
- Have the ability to run quarterly external Network scans for PCI compliance as referenced in the PCI DSS, v1.2 ASV 
Program Guide Reference, v1.0. 
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Item    Q38834-1-02 - External/Web Applications Scan:

Quantity   4 quart

Unit Price   

Delivery Location         Weber State University  

 Weber State University
1013 University Circle
Ogden UT  84408-1013

 Qty 4 

Description
Provide quarterly cost based on the following specifications: 

Scope: 
- Quarterly external network scans of a class B network. 
- Quarterly web application scans of approximately 145 IP addresses. 

Minimum Requirements: 
- Ability to run safe scans and web application vulnerability scans on given IP addresses and ranges. 
- Ability to export results to a spreadsheet. Table must contain: IP address, port, Vulnerability ID (can be Nessus plug-
in ID, CSV, etc), severity, and description 

- Will run quarterly vulnerability scans and web application vulnerability scans. 
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Invitation to Bid/RFP
 
 
 

 

Send Orders To:

Business Name: 

Address: 

Address 2: 

City: 

State :  Zip: 
 
Remittance Address: 
(If different from above)

City: 

State:  Zip: 

 

Contact Name: 

Phone:   Fax  

Email Address: 
 

Price Guarantee Period:  

(Minimum 60 Days)
 

FOB: 

Payment Terms:   

Estimated Delivery ARO 

 
Does your company accept Mastercard credit cards?

Yes  

No
 
Is your company Minority Business Enterprise? 

Yes  

No

 
Company’s Internet Web Address:
 

 
Substitute W-9 Information:  

Quote No:
Q38834

Due Date & Time:
Mar 29, 2011
2:00:00 PM MDT

gfedc

gfedc

gfedc

gfedc
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Business, Trade, or DBA (doing business as): 

(If different from above)  
 

 
 
Certification: Under penalties of perjury, I certify that:
(1) The number(s) shown on this form is my correct taxpayer identification number(s) (or I am waiting for a number to be issued to me), and
(2) The organization entity and all other information provided is accurate, and (3) I am not subject to backup withholding either because I 
have not been notified that I am subject to backup withholding as a result of a failure to report all interest or dividends, or the Internal 
Revenue Service has notified me that I am no longer subject to backup withholding.
You must cross out item (3) above if you have been notified by IRS that you are currently subject to backup withholding because of
under reporting interest or dividends on your tax return.

 

 

Check the box which describes the your type of business and provide the corresponding 
required information:

 Individual or Sole Proprietorshipgfedc  
Name of owner as known To Social Security 
Administration: 

 
 
SSN (Social Security Number) of owner: 

 

 Limited Liability Company (LLC)  

 Partnership  
 Incorporated Legal Service 

 Incorporated Med Service 
 Corporation 

  Incorporated Trust/Estate 
 Federal Governmental Entity

 Local or State Government Entity 
 Nonprofit Organization

 Sub chapter S Corporation

gfedc

gfedc

gfedc

gfedc

gfedc

gfedc

gfedc

gfedc

gfedc

gfedc

 
 
Name of Business as entered on charter or 
document creating the legal entity: 

 
 
TIN, EIN or FED ID: 

 (Taxpayer 
Identification Number)
 

Authorized Signature Title Date

 
Typed Name Phone Number  
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INSTRUCTIONS AND GENERAL PROVISIONS
 

1.  Preparation of Bids:
a)  Failure to examine any drawings, specifications and instructions will be at bidder’s risk.
b)  Price each item separately. Unit price shall be shown and a total price shall be entered for each item bid.
c)  Time of delivery is a part of the bid/proposal and must be adhered to.
d)  Prices quoted are firm for complete delivery of quantities specified.
e)  In case of error in extension, unit price will govern.
f)  Brand names and model numbers are given for reference and description, and are not intended to be 

restrictive. Brands and models of equal quality will be considered. 
g)  All products must be in new, unused condition unless otherwise requested in this solicitation.
 

2.  Failure to respond: Failure to submit a bid or to advise the University Purchasing Department that future 
invitations for bids are desired, may result in the removal of your name from the bidder’s list.

 
3.  Submission of Bids:  Electronic bids may be submitted through a secure mailbox at RFP Depot, LLC 

(www.bidsync.com) until the date and time as indicated on the document.  It is the sole responsibility of the 
supplier to ensure their bid reaches BidSync before the closing date and time. There is no cost to the 
supplier to submit electronic bids via BidSync. If the supplier chooses to submit the bid directly to WSU in 
writing, the bid must be signed in ink, sealed in a properly addressed envelope, and delivered to the Weber 
State University Purchasing Department, 1013 University Circle, Ogden, UT  84408-1013, by the “Due Date 
and Time.”  
a)  Bids must be signed and sealed with the “Bid/Proposal Number” and bid opening date on the outside of 

envelope.
b)  Bids and modifications or corrections thereof received after the closing time specified will NOT be 

handled, in accordance with the Utah Procurement Rules, Section R33-3-109.
c)  IAll prices and notations must be printed in ink or typewritten. No erasures permitted. Errors may be 

crossed out and corrections printed in ink or typewritten adjacent and must be initialed, in ink, by person 
signing bid/proposal.

d)  No charge for delivery, drayage, express, parcel post, packing, cartage, insurance, license fees, permits, 
cost of bonds, or for any other purpose will be paid by the University unless expressly included and 
itemized in the bid/proposal. 

 
4.  Bonds: The University reserves the right to require a bid bond, a supply contract bond, or a faithful 

performance bond from the vendor in an amount not to exceed the amount of the contract. 
 
5.  Award of Contract: 

a)  Contracts and purchases will be made or entered into with the responsible bidder making the lowest and 
best bid/proposal that meets the specifications pursuant to Chapter 63-2-29 U.C.A. 1961.

b)  Unless the bidder specified otherwise in his bid/proposal, the University may accept any item or group of 
items of any kind. The University reserves the right to cancel its invitation for bids/proposals. 

c)  The University reserves the right to reject any and all bids/proposals and waive any informality or 
technicality in bids/proposals received, if it is in the interest of the University.

d)  A written Purchase Order mailed, or otherwise furnished to the successful bidder, within the time for 
acceptance specified in the bid/proposal, results in a binding contract without action by either party. The 
contract shall be interpreted, construed and given effect in all respects according to the laws of the State 
of Utah. The contract shall NOT be assignable by the vendor in whole or part without the written consent 
of the University.  

 
6.  Samples: Samples of items, when required, must be furnished, free of expense, to the University. If not 

destroyed by tests, the sample may, upon request be made at the time the sample is furnished, be returned 
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at the bidders expense. 
 
7.  Warranty: Seller warrants that the merchandise will conform to its description and any applicable 

specifications, shall be good merchantable quality and fit for the known purpose for which it is sold. This 
warranty is in addition to any standard warranty or service guarantee given by Seller to Purchaser. 

 
8.  Energy Conservation and Recycled Products:  The contractor is encouraged to offer Energy Star certified 

products or products that meet FEMP standards for energy consumption.  WSU also encourages contractors 
to offer products that are produced with recycled materials, where appropriate, unless otherwise requested in 
this solicitation.

 
9.  Debarment. The contractor certifies that neither it nor its principals are presently debarred, suspended, 

proposed for debarment, declared ineligible, or voluntarily excluded from participation in the transaction 
(contract), by any governmental department or agency.  If the contractor cannot certify this statement, submit 
a written explanation for review by WSU.

 
10.  Security Standards:  The contractor shall comply with all Security Standards issued by the University, 

including Payment Card Industry and Data Privacy Standards.
 
11.  The University is required to comply with provisions of the Utah governmental Immunity Act, Utah code Ann. 

Sec. 63-30d-101 et seq. and any other requirements mandated by the Utah Attorney General’s Office 
regarding indemnification, attorney’s fees, governing law provisions and insurance provisions.  Any contract 
created under this bid must include such terms and conditions regarding such as set forth by the University.

 
12.  Bidder agrees that no contract rights or subcontract rights may be assigned, sold, or transferred, or 

responsibilities delegated, in whole or in part, under any contract formed upon acceptance of the bidder 
without prior written approval of the University.

 
13.  Bidder agrees that the terms and conditions herein supersede any inconsistent terms and conditions 

submitted by the Bidder in a preprinted form contract.
 
14.  Non-appropriation of Funds:  The Contractor acknowledges that WSU cannot contract for the payment of 

funds not yet appropriated by the Utah State Legislature.  If funding to the State is reduced due to an order 
by the Legislature or the governor, or is required by State Law, or if federal funding (when applicable) is not 
provided, WSU may terminate this contract or proportionately reduce the services and purchase obligations 
from WSU upon 30 days written notice.  In the case that funds are not appropriated or are reduced, WSU will 
reimburse the contractor for products delivered or services performed through the date of cancellation or 
reduction, and the State will not be liable for any future commitments, penalties, or liquidated damages.

 
15.  Contract Jurisdiction, Choice of Law, and Venue:  The provisions of this contract shall be governed by 

laws of the State of Utah.  The parties will submit to the jurisdiction of the courts of the State of Utah for any 
dispute arising out of this Contract or the breach thereof.  

 
16.  Laws and Regulations:  The Contractor and any and all supplies, services, equipment, and construction 

proposed and furnished under this contract will comply fully with all applicable Federal and State laws and 
regulations.
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Question and Answers for Bid #Q38834 - External Vulnerability Scan & Web 
Application Vulnerability Scanning Services 

 

OVERALL BID QUESTIONS

Question 1

Does the External/Web Application Scans have anything to do with the PCI part of the RFP? I am just checking because 

my boss believes that we could not do the External/Web Application Scans per web-apps are part of what is required for the 
PCI. (Submitted: Mar 17, 2011 9:10:55 AM MDT)

Answer

- The External/Web Application scan is separate from the PCI part of the RFB. The Web Applications and External Scans are 

so we can identify vulnerabilities across all of our external facing network, not just the areas where PCI compliance is 
necessary. (Answered: Mar 17, 2011 2:12:17 PM MDT)

Question 2

Does the Weber State University system recognize, or provide any bid preferences/incentives to Service Disabled Veteran 

Owned Small Businesses? (Submitted: Mar 18, 2011 11:29:49 AM MDT)

Answer

- The funding source for this particular request is not tied to a grant specifying such a preference/incentive. The university 

does welcome any and all interested parties to submit a bid. (Answered: Mar 21, 2011 2:36:48 PM MDT)

Question 3
If the Ext/Web App scan package is a separate biddable item from the PCI scans, is it acceptable to bid only one of the 

two items? In other words, is the university willing to allow two different scanning vendors to work on this two-part project? 

(Submitted: Mar 18, 2011 12:10:27 PM MDT)

Answer

- Yes, you can bid on only one part of the project. (Answered: Mar 22, 2011 8:34:00 AM MDT)

Question 4

Regarding the Web Application scanning component: 
1) Can you please specify which OWASP risks (A1-A10) that you would like to be satisfied by this engagement? Ref -

http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project (Submitted: Mar 18, 2011 4:27:42 PM MDT)

Answer

- We feel that all of the risks in the list are important to scan for, but if we had to choose particular ones, we would like to 

focus on A1-A6. (Answered: Mar 22, 2011 8:34:32 AM MDT)

 

Question Deadline: Mar 23, 2011 2:00:00 PM MDT 

Q38834-1-02 - EXTERNAL/WEB APPLICATIONS SCAN:

Question 1

For Q38834-1-02 External/Web Applications Scan, what operating systems and applications are currently running on the 

subject network? (Submitted: Mar 21, 2011 1:50:35 PM MDT)

Answer

- OS's we are running: Linux, Unix, Windows 

Applications: IIS, Apache, others (Answered: Mar 22, 2011 8:35:10 AM MDT)

 
Question Deadline: Mar 23, 2011 2:00:00 PM MDT 
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