ADDENDUM 01

STATE OF MISSOURI
DEPARTMENT OF CONSERVATION (MDC)
INVITATION FOR BID (IFB)

ADDENDUM 01: (February 10, 2014)

IFB NO.: 14ZM022514 MDC REPRSENTATIVE: Chris Cloyd
RFB TITLE: DRUPAL WEB HOSTING SERVICES ISSUE DATE: 02/3/14
PHONE NO.: (573) 522-4115 x-3737 E-MAIL: chris.cloyd@mdc.mo.gov

RETURN BID NO LATER THAN: 02/25/14, 2:00 PM CST

MAILING INSTRUCTIONS: Print or typelFB Number and Return Due Date on the lower left hand corner of the
envelope or package. Delivered sealed bids musnldDC office (230 Commerce Dr,
Jefferson City, MO, 56102) by the return date amcbt

(U.S. Mail) (Courier Service)

RETURN BID TO: MDC-O&E Division or MDC-O&E Division
PO BOX 180 2901 WEST TRUMAN BOULEVARD
JEFFERSON CITY MO 65102-0180 JEFFERSON CITY MO 65109

CONTRACT PERIOD: DATE OF AWARD THROUGH ONE YEAR FR OM FINAL IMPLEMENTATION
DELIVER SUPPLIES/SERVICES FOB (Free On Board) DESTINATION TO THE FOLLOWING ADDRESS:

MISSOURI DEPARTMENT OF CONSERVATION
2901 WEST TRUMAN BOULEVARD
JEFFERSON CITY, MO 65109

The bidder hereby declares understanding, agreesmentertification of compliance to provide thenigeand/or services, at the prices quoted, in
accordance with all requirements and specificatiomstained herein and the Terms and Conditiongdtion for Bid (4ZM022514). The
bidder further agrees that the language of this $RBIl govern in the event of a conflict with hisftbid. The bidder further agrees that upon
receipt of an authorized purchase order from thesbliri Department of Conservation or when a NaticAward is signed and issued by an
authorized official of the State of Missouri, a diimy contract shall exist between the bidder aed3tate of Missouri.

SIGNATURE REQUIRED FOR ADDENDUM 01

DOING BUSINESS AS (DBA) NAME LEGAL NAME OF ENTITY/INDIVIDUAL FILED WITH IRS FOR  THIS TAX ID NO.
MAILING ADDRESS IRS FORM 1099 MAILING ADDRESS
CITY, STATE, ZIP CODE CITY, STATE, ZIP CODE
CONTACT PERSON EMAIL ADDRESS
PHONE NUMBER FAX NUMBER
TAXPAYER ID NUMBER (TIN) TAXPAYER ID (TIN) TYPE (CHECK ONE) VENDOR NUMBER (IF KNOWN)
FEIN SSN
VENDOR TAX FILING TYPE WITH IRS (CHECK ONE)
Corporation Individual State/Local Government Partnership Sole Proprietor IRS-Erempt
AUTHORIZED SIGNATURE DATE
PRINTED NAME TITLE
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INTRODUCTION AND GENERAL INFORMATION

This section of the IFB includes a brief introduction and background information about the intended acquisition for which
the requirements herein are written. The contents of this section are intended for informational purposes and do not
require a response.

1.1 Purpose:

1.1.1 This document constitutes a request for sealed foata prospective bidders for the purchase of Drifyab
Hosting services and related services for the Misddepartment of Conservation, also referred td/&C, state
or state agency, located in Jefferson City, Misisdaraccordance with the requirements and prowisistated
herein.

1.2 Organization:
1.2.1 This document, referred to as an Invitation for BieB), is divided into the following parts:

1) Introduction and General Information
2) Contractual Requirements

3) Technical Specifications

4) Performance Requirements

5) Bidder’s Instructions

6) Exhibit A: Pricing Page(s)

7) Exhibit B: Technical Capabilities and Documentatio

8) Exhibit C: Proposed Method of Performance and Smiutunctionality

9) Exhibit D: Experience/Reliability of Organizatioand Expertise of Personnel

10) Exhibit E: Miscellaneous Information

11) Exhibit F: Participation by Other Organizationsgddmentation of Intent to Participate
12) Exhibit G: Business Entity Certification, Enrollmebocumentation and Affidavit of Work

Authorization

1.3 Background Information:

1.3.1 The Missouri Department of Conservation (MDC) harission to protect and manage the fish, forestvaiidlife
resources of Missouri; to serve the public andifate their participation in resource managemetitvaies; and to
provide for all citizens to use, enjoy and learowtfish, forest and wildlife resources.

1.3.2 Today, the Department has multiple hosting servioesarious websites. The MDC public website, maz.gov,
and Department’s children website, xplor.mdc.mo,goe powered by one Drupal build hosted by Interide
Department’s fishing report website, fishing.mdc.gaw, is hosted by Pantheon. While a small Drupadeth
website, nomoretrash.org and a non-Drupal websitea.mdc.mo.gov, are hosted by MoreNet. The perjpdshis
IFB is to consolidated and outsource the hostinglloéxisting and future Drupal-driven MDC websitesd secure
related services, such as server administratiofprpeance tuning, and environment management.

1.3.3 The largest and most resource intensive Drupalisitee Department’s public website, mdc.mo.govs kurrently
hosted by Internap on a load-balanced dedicatedseeler solution.

General statistics for the MDC website , mdc.mo.goand xplor.mdc.mo.gov (same Drupal 6 build)
17.5 — 18.5 million page views annually

3.4 million unique visitors annually

240 GB of data transfer per month

14 GB of web files

676 MB MySQL database

4 IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST



134

135

1.4

14.1

1.4.2

General statistics for the fishing report websitefishing.mdc.mo.gov (Drupal 7 build)
600,000 page views annually

82,000 unique visitors annually

15 GB of data transfer per month

70 MB of web files

15 MB MySQL database

General statistics for the No More Trash website, omoretrash.org (Drupal 6 build)
150,000 page views annually

Unknown unique visitors annually

2.5 GB data transfer per month

298 MB of web files

80 MB MySQL database

The Department currently uses, and plans to coatiowse, the State of Missouri’'s Google SearchliAppe to
provide search results on all MDC public websifesuture solution may include Apache Solr, but Bepartment
does not plan to use it at this time.

The Department is currently in the planning and eltgwment of a redesign for the main public website,
mdc.mo.gov. This redesign will include the upgréaen Drupal 6 to Drupal 7 and break the site frone @ode
base to multiple smaller builds.

IFP Questions:

Questions and issues relating to the IFB must extid to Chris Cloyd. It is preferred that questiare e-mailed
to chris.cloyd@mdc.mo.goand all questions should include an IFB parag@pdection reference.

Questions and issues necessitating requiremengebaor clarifications will result in an amendmemttite IFB.

As a result, some questions and issues may ndt resudirect response to the inquiring vendan. résponse to
questions/issues that, at the sole discretion ebihyer, donot necessitate requirement changes or clarifications,
the buyer may only respond to the asking party.

All questions and issues should be submitted rey thian end of day February 14, 2014. If not neiprior to
five business days before the bid due date, thesddis Department of Conservation may not be abléully
research and consider the respective questiossoes.

CONTRACTUAL REQUIREMENTS

2.1

211

21.2

2.1.3

214

Contract:
The awarded bidder will be required to sign a Depant Agreement (contract) upon award.

A binding contract shall consist of: (1) the IFBdaany amendments thereto, (2) the contractor’soresp (bid) to
the IFB, (3) clarification of the bid, if any, arfd) the Department of Conservation’s acceptanctefresponse
(bid) by “notice of award”. All Exhibits and Attaments included in the IFB shall be incorporateiw ithe

contract by reference.

A notice of award issued by the State of Missomeginot constitute an authorization for shipmergafipment
or supplies or a directive to proceed with servicBefore providing equipment, supplies and/or isex for the
State of Missouri, the contractor must receive@perly authorized purchase order or other formutharization
given to the contractor at the discretion of tlaesagency.

The contract expresses the complete agreemenegbatiies and performance shall be governed solelthe
specifications and requirements contained therein.
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Any change to the contract, whether by modificatonl/or supplementation, must be accomplished toyraal

contract amendment signed and approved by and éetthe duly authorized representative of the cotdraand
the Department of Conservation prior to the effectilate of such modification. The contractor egghe and
explicitly understands and agrees that no othehaoteaind/or no other document, including correspooeleacts,
and oral communications by or from any person,ldl@lused or construed as an amendment or modlifictd

the contract.

2.2 Contract Period:

2.2.1 The Department of Conservation reserves the riglacdition to the above, to renew those portidth@ contract
necessary to provide parts and optional maintenaaoéace for the equipment for fog4) additional one-year
periods, or a portion thereof. In the event thed&anent of Conservation exercises such righpthkr terms and
conditions, requirements and specifications ofcinatract applicable to the above-referenced ses\gball remain
the same and apply during the extension periodif) thhe exception of price. Prices shall be muyuagreed
upon in writing by both the contractor and the Dépant of Conservation at the time the option isrelsed and
prior to the performance of any service under thi#oa.

2.3 Renewal Periods (Price):

2.3.1 If the option for renewal is exercised by the Démpaint of Conservation, the contractor shall aghae¢ the prices
for the renewal period shall not exceed the maxinpuice for the applicable renewal period statedhenPricing
Page of the contract.

2.3.2 If renewal prices are not provided, then pricesrdurenewal periods shall be the same as duringtiggnal
contract period.

2.3.3 The Department of Conservation does not automatieakrcise its option for renewal based upon tleimum
price and reserves the right to offer or to requesewal of the contract at a price less than thgimum price
stated.

2.4 Price:

2.4.1 All prices shall be as indicated on the Pricingd?adhe state shall not pay nor be liable for atgoadditional
costs including but not limited to taxes, shippiitarges, insurance, interest, penalties, termimgi@myments,
attorney fees, liquidated damages, etc.

2.5 Prices Must Be Lowest:

2.5.1 The contractor's prices must be the lowest offéoeginy governmental or commercial consumer, urtieisame
terms and conditions.

2.6 Compliance with Policies and Standards:

2.6.1 Privacy, Confidentiality and Ownership of Informati The contractor shall understand and agree ttiat
Missouri Department of Conservatignthe designated owner of all data and shall agpedl access to that data.
The contractor shall ndtave ownership of Missouri’s data at any time e Thntractor shall be in compliance with
privacy policies established by governmental agenor by state or federal law. Privacy policyestaénts may be
developed and amended from time to time by theeStBMissouri and will be appropriately displayadtbe State
of Missouri portal (MO.gov). The contractor shatbvide sufficient security to protect the Statdvb$souri and
the Missouri Department of Conservation’s datadgtwork transit, storage, and cache.

2.7 Contractor Liability:

2.7.1 The contractor shall be responsible for any angeiéonal injury (including death) or property dgeas a result
of the contractor's negligence involving any equepinor service provided under the terms and cadifi
requirements and specifications of the contragtaddition, the contractor assumes the obligatosave the State
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of Missouri, including its agencies, employees, assignees, from every expense, liability, or paynagising out
of such negligent act. The contractor also agreéwld the State of Missouri, including its ag@sciemployees,
and assignees, harmless for any negligent act ass@mn committed by any subcontractor or other qers
employed by or under the supervision of the cotdraender the terms of the contract.

2.7.2 The contractor shall not be responsible for anurinjor damage occurring as a result of any negtigen or
omission committed by the State of Missouri, inahggdts agencies, employees, and assignees.

2.7.3 Under no circumstances shall the contractor bdelifdr any of the following: (1) third party clagragainst the
state for losses or damages (other than thosd kdieve); (2) loss of, or damage to, the state&erds or data; or
(3) economic consequential damages (including posfits or savings) or incidental damages, everthé#
contractor is informed of their possibility.

2.8 Liguidated Damages

2.8.1 The contractor shall agree and understand thatwtblesite(s) functionality and operational perfornaris
considered critical to the efficient operations thie Missouri Department of Conservation. Howewsance the
amount of actual damages would be difficult to lelsth in the event the contractor fails to complithwthe
requirements, the contractor shall agree and utaatetshat the amount identified below as liquidatethages
shall be reasonable and fair under the circumsgance

2.8.2 Website Daily Operational Performanc&he contractor acknowledges and agrees thaténefsdill be subject to
damages in the amount of $5 per minute, not toaxkeetotal of $5,000, for every minute that the \witb is not
operational in excess of the maximum allowable wid downtime of five (5) minutes in any thirty-dpgriod.
The onset of this performance measurement willrbegi the first day of the second month of systerthergo-
live operation date.

a.In addition to the above, in the event of a losDaifipal Hosting Services service which resultshe t
MDC'’s website downtime the loss of service fee Isbal$500.00 per day for every day the Drupal Hhaosti
Services is not operational, up to an aggregatéarman fee of $2,000.00 for any one (1) calendar fmont
The contractor’'s scheduled maintenance of the gystell not be deemed to be a failure of the cotdra
to provide Drupal Hosting Services.

2.8.3 MDC Must Request Liguidated Damage3o receive any of the liquidated damages amodasribed in this
section, the MDC must notify the contractor withien (10) business days from the time the MDC besome
eligible to claim such liquidated damages. Faitlaoreomply with this requirement will forfeit the IMC’s right to
receive the claimed amount. “Receipt of Notice’lsba when confirmed delivery receipt by either diaaile,
email, or mail service has been received indicatiad the notice was successfully delivered.

2.8.4 Termination Option for Chronic Problemdf, in any single (1) calendar month, three 8more events for which
loss of service fees are applicable, then the MDYy tarminate this agreement for cause and witheoaly by
notifying the contractor within five (5) days. 3utermination will be effective immediately uporcegt of such
notice by the contractor. “Receipt of Notice” sz when confirmed delivery receipt by either fagke, email,
or mail service has been received indicating thatotice was successfully delivered.

2.8.5 The contractor shall also agree and understandstiet liquidated damages shall either be deducted the
contractor’s invoices pursuant to the contractaid by the contractor as a direct payment to thstgency at the
sole discretion of the state agency.

2.8.6 The contractor shall understand that the liquiddimtiages described herein shall not be construagesalty.

2.8.7 The contractor shall agree and understand thasa#tissments of liquidated damages shall be whkiniscretion
of the Missouri Department of Conservation and Idhalin addition to, not in lieu of, the rights thfe Missouri
Department of Conservation to pursue other appagremedies.

2.9 Force Majeure:

7 IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST



291

2.10

2.10.1

2.11

2111

2.12

2121

2.13

2.131

2.14

2141

2.15

2.151

The contractor shall not be liable for any excesst<for delayed delivery of goods or servicesh $tate of
Missouri, if the failure to perform the contractsas out of causes beyond the control of, and witkiwe fault or
negligence of the contractor. Such causes maydeclhowever are not restricted to: acts of Gadsfifloods,
epidemics, quarantine restrictions, strikes, amigfit embargoes. In all cases, the failure togoerfmust be
beyond the control of, and without the fault or ligegnce of, either the contractor or any subcomdrgs). The
contractor shall take all possible steps to recéneen any such occurrences.

Independent Contractor:

The contractor is an independent contractor antll sbrepresent the contractor or the contracternigployees to
be employees of the State of Missouri or an ageiftle State of Missouri. The contractor shaluass all legal
and financial responsibility for salaries, taxek;A&, employee fringe benefits, workers compensatamployee
insurance, minimum wage requirements, overtime,, @ted agrees to indemnify, save, and hold thee Stt
Missouri, its officers, agents, and employees, hegsmfrom and against, any and all loss; costyding attorney
fees); and damage of any kind related to such nsatte

Coordination:

The contractor shall fully coordinate all contractivities with those activities of the state agenés the work of
the contractor progresses, advice and informatiomatters covered by the contract shall be madiabiaby the
contractor to the Missouri Department of Conseorathroughout the effective period of the contract.

Estimated Quantities:

The quantities indicated in this Invitation for Bade estimates that pertain to the total aggregasatities that
may be ordered throughout the stated contract gheriiche estimates do not indicate single order antsounless
otherwise stated. The State of Missouri makesuavantees about single order quantities or totglezgte order
guantities.

Insurance:

The contractor shall understand and agree thatSthge of Missouri cannot save and hold harmlesgoand
indemnify the contractor or employees against &alyility incurred or arising as a result of anyiaty of the
contractor or any activity of the contractor's eoygles related to the contractor's performance uihgecontract.
Therefore, the contractor must acquire and mainsgiequate liability insurance in the form(s) andoanti(s)
sufficient to protect the State of Missouri, it®eagies, its employees, its clients, and the gemperalic against any
such loss, damage and/or expense related to hip#r@rmance under the contract. General and atbar
professional liability insurance shall include amdersement that adds the State of Missouri as diti@uhl
insured. Self-insurance coverage or another ativen risk financing mechanism may be utilized pded that
such coverage is verifiable and irrevocably rebadnhd the State of Missouri is protected as artiaddl insured.

Termination:

The Department of Conservation reserves the rigteriminate the contract at any time, for the coresce of the
State of Missouri, without penalty or recourse, diying written notice to the contractor at leasirtth (30)
calendar days prior to the effective date of suelmination. The contractor shall be entitled tceree
compensation for services and/or supplies delivéoednd accepted by the State of Missouri purst@rthe
contract prior to the effective date of termination

Payment Terms:

The contractor shall understand and agree the rageves the right to make contract paymentseatimtractor
through electronic funds transfer (EFT). Therefqneéor to any payments becoming due under theraontthe
contractor must return a completed state Vendor AKEH Application, which is downloadable from thender
Services Portal at: https://www.vendorservices.mo.gov/vendorservicesg#¥Default.aspx Each contractor
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2.15.2

2.16

2.16.1

2.16.2

2.16.3

2.16.4

2.16.5

2.17

2171

2.17.2

invoice must be on the contractor’s original dgsore business invoice form and must contain a umigpvoice
number. The invoice number will be listed on thatess EFT addendum record to enable the contréotor
properly apply state payments to invoices. Thetraotor must comply with all other invoicing recgrinents
stated in the IFB.

All payment should be net 30 days unless othergigeed in the IFB. No late charges shall be agplibich are
not in compliance with Chapter 34.055 RSMo. Thistattdke may be found at
http://www.moga.mo.gov/ISTATUTES/STATUTES.HTM

Participation by Other Organizations:

The contractor must comply with any Organizatiom foe Blind/Sheltered Workshop and Service-Disabled
Veteran Business Enterprise (SDVE) participatiole committed to in the contractor's awarded bid.

The contractor shall prepare and submit to the Bejemt of Conservation a report detailing all pagtsemade by
the contractor to Organizations for the Blind/Séwdtd Workshops and SDVEs patrticipating in the reattfor the
reporting period. The contractor must submit thygort on a monthly basis, unless otherwise detenby the
Division of Purchasing and Materials Management.

The Department of Conservation will monitor the ttaaotor's compliance in meeting the Organizationisthe

Blind/Sheltered Workshop and SDVE participationelsvcommitted to in the contractor’'s awarded bidthe

contractor's payments to the participating entities less than the amount committed, the state aaagel the
contract and/or suspend or debar the contractar frarticipating in future state procurements, tairepayments
to the contractor in an amount equal to the vafubeparticipation commitment less actual paymemsle by the
contractor to the participating entity. If the ®taf Missouri determines that the contractor bez®rompliant
with the commitment, any funds retained as stabede, will be released.

If a participating entity fails to retain the rerpd certification or is unable to satisfactorilyfoem, the contractor
must obtain other organizations for the blind/sdreli workshops or other SDVEs to fulfill the padpation
requirements committed to in the contractor’'s awerblid.

a. The contractor must obtain the written approvathef Department of Conservation for any new entiti€his
approval shall not be arbitrarily withheld.

b. If the contractor cannot obtain a replacement gntite contractor must submit documentation to the
Department of Conservation detailing all efforts dmato secure a replacement. The Department of
Conservation shall have sole discretion in deteimgiif the actions taken by the contractor consgita good
faith effort to secure the required participationd avhether the contract will be amended to chamge t
contractor’s participation commitment.

Within thirty days of the end of the original caadt period, the contractor must submit an affidaweitthe
Department of Conservation. The affidavit must digned by the director or manager of the partiangat
Organizations for the Blind/Sheltered Workshop fyémg provision of products and/or services and pbamce of
all contractor payments made to the Organizationstfe Blind/Sheltered Workshops. The contactoy oee the
affidavit available on the Division of Purchasingnda Materials Management's website at
http://oa.mo.gov/purch/vendor.htmi another affidavit providing the same informatio

Contractor’s Personnel:

The contractor shall only employ personnel autleatito work in the United States in accordance wafthlicable
federal and state laws. This includes but is moitéd to the lllegal Immigration Reform and Immegit
Responsibility Act (IIRIRA) and INA Section 274A.

If the contractor is found to be in violation ofgtrequirement or the applicable state, federal laodl laws and
regulations, and if the State of Missouri has reabte cause to believe that the contractor has kb
employed individuals who are not eligible to workthe United States, the state shall have the tighaincel the
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2.17.3

2174

2.175

2.18

2.18.1

2.18.2

2.19

10

contract immediately without penalty or recoursd aunspend or debar the contractor from doing besingth the
state. The state may also withhold up to twentg-fiercent of the total amount due to the contracto

The contractor shall agree to fully cooperate vatty audit or investigation from federal, state,lazal law
enforcement agencies.

If the contractor meets the definition of a busmesitity as defined in section 285.525, RSMo, pdrtg to

section 285.530, RSMo, the contractor shall mamgirollment and participation in the E-Verify fealework

authorization program with respect to the employiesd after enrollment in the program who are psmd to
work in connection with the contracted servicesuded herein. If the contractor’s business stah@nges during
the life of the contract to become a businessyeast defined in section 285.525, RSMo, pertainmgéction
285.530, RSMo, then the contractor shall, priothi performance of any services as a businesy emtiter the
contract:

Q) Enroll and participate in the E-Verify fedemabrk authorization program with respect to the Eypes
hired after enroliment in the program who are pegabto work in connection with the services reqlire
herein; AND

(2) Provide to the Missouri Department of Constovehe documentation required in the exhibit ttle
Business Entity Certification, Enroliment Documediata, and Affidavit of Work Authorizatioraffirming
said company’s/individual's enrollment and partitipn in the E-Verify federal work authorization
program; AND

3) Submit to the Missouri Department of Consdorata completed, notarized Affidavit of Work
Authorization provided in the exhibit titled, Busiss Entity Certification, Enrollment Documentatiangd
Affidavit of Work Authorization

In accordance with subsection 2 of section 285.8%Mo, the contractor should renew their AffidasitWork
Authorization annually. A valid Affidavit of WorRuthorization is necessary to award any new cotgrac

Subcontractors:

Any subcontracts for the products/services desdrlimrein must include appropriate provisions anctregtual

obligations to ensure the successful fulfillmentatifcontractual obligations agreed to by the caettsr and the
State of Missouri and to ensure that the State wisri is indemnified, saved, and held harmlessnfiand

against any and all claims of damage, loss, and(rwduding attorney fees) of any kind relatecateubcontract in
those matters described in the contract betweerSthe of Missouri and the contractor. The comtrashall

expressly understand and agree that he/she sisalinasand be solely responsible for all legal andrtial

responsibilities related to the execution of a sul@ct. The contractor shall agree and understaatdutilization

of a subcontractor to provide any of the produetsises in the contract shall in no way relieve tbetractor of

the responsibility for providing the products/sees as described and set forth herein. The caotramist obtain
the approval of the State of Missouri prior to blthing any new subcontracting arrangements aridrde
changing any subcontractors. The approval shabaarbitrarily withheld.

Pursuant to subsection 1 of section 285.530, RSiMa;ontractor or subcontractor shall knowingly emgplhire
for employment, or continue to employ an unautteatialien to perform work within the state of Misgouln
accordance with sections 285.525 to 285.550, R@Mygneral contractor or subcontractor of any tratl ot be
liable when such contractor or subcontractor catdravith its direct subcontractor who violates fdh®n 1 of
section 285.530, RSMo, if the contract bindingdbatractor and subcontractor affirmatively stakex t

a. the direct subcontractor is not knowingly in viatat of subsection 1 of section 285.530, RSMo, and

b. shall not henceforth be in such violation and

C. the contractor or subcontractor receives a swdrdeait under the penalty of perjury attesting e fact that
the direct subcontractor’'s employees are lawfutBspnt in the United States.

Prohibitive Hiring:
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2.19.1 The contractor shall not hire any current inforrmatitechnology employee of the State of Missouri,any
individual who is an information technology empleyef any agency of the State of Missouri, includthg
University of Missouri or the regional collegest, feork on the project identified in the IFB for annd of not less
than six (6) months prior to their date of employtneith the contractor (unless the individual hesired in
accordance with the State of Missouri's retirenmngram or has experienced a cessation of emplaycthento
layoff from their State of Missouri department,atherwise dismissed), without the prior written agyal of the
Director of the Information Technology Services Bign or other designated official. It is agreezivbeen the
parties that the contractor shall obtain the remliapproval before contacting any described inftiona
technology employee for the purposes of possiblel@ment.

2.18 Compliance

2.18.1 Business Compliance: The offeror must beoimpliance with the laws regarding conducting bess in the State
of Missouri. The offeror certifies by signing tsenature page of this original document and angratment
signature page(s) that the offeror and any propssédontractors either are presently in compliamith such
laws or shall be in compliance with such laws ptmrany resulting contract award. The offeror kpabvide
documentation of compliance upon request by thesion of Purchasing and Materials Management. The
compliance to conduct business in the state sidlide but may not be limited to:

» Registration of business name (if applicable)

» Certificate of authority to transact business/&egte of good standing (if applicable)
» Taxes (e.g., city/county/state/federal)

» State and local certifications (e.g., professioc@ipations/activities)

» Licenses and permits (e.qg., city/county licensksspermits)

* Insurance (e.g., worker’'s compensation/unemployroentpensation)

2.18.2 Foreign Vendors:

a. If you are a foreign company and do not have an |&yap Identification Number assigned by the United
States Internal Revenue Service (IRS), you willdieel) complete the appropriate IRS W-8 form (idwm
thewww.irs.govwebsite), 2) complete a State of Missouri Venagut Form located atww.oa.mo.gov/acct/
and 3) fax these documents along with a coverrl¢itat states that you wish to register on theeStdt
Missouri On-Line Bidding/Vendor Registration Systevabsite to the fax number listed in the Vendomuinp
Form instructions. The cover letter must include te-mail address of the individual submitting the
documentation. The documentation must be procdsgdke State of Missouri prior to conducting besis
with the state. Once the information has beengs®ed, your company will be provided, via e-maiiuanber
that may be used to register as a State of Miss@mdlor through this On-Line Bidding/Vendor Regisiin
System websitehftps://www.moolb.mo.gov

b. If your company is a foreign company and you hav&mployer Identification Number assigned by th& IR
completing an IRS W-8 form will not be necessargt gou may register as a vendor with the State sisbliri
through the On-Line Bidding/Vendor Registration teys website by using the Employer Identification
Number assigned to your company by the IRS.

c. When submitting your bid/proposal, attach a noteht front page advising DPMM whether you have (1)
submitted a W-8 prior to submission of the bid/reg, (2) included the completed W-8 form with your
bid/proposal, or (3) registered with the State agdduri through the On-Line Bidding/Vendor Regista
System website using your Employer Identificaticimitber.

2.19 Confidentiality and Security Documents:

2.19.1 If required by the state agency, the cotdraand any required contractor personnel must sjgatific documents
regarding confidentiality, security or other simildocuments upon request. Failure of the contraata any
required personnel to sign such documents shalbheidered a breach of contract and subject tadheellation
provisions of this document.
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2.20 Property of State:

2.20.1 All documents, data, reports, supplies, equipmemd, accomplishments prepared, furnished, or coetgley the
contractor pursuant to the terms of the contraetl decome the property of the State of Missoulipon
expiration, termination, or cancellation of the want, said items shall become the property of $ttate of
Missouri.

2.20.2 Confidentiality and Proprietary Materials:

a. Pursuant to section 610.021 RSMo, proposals amtleckidocuments shall not be available for pubhgerg
until a contract has been awarded or all propasasejected.

b. The DPMM is a governmental body under Missouri ®ims Law (Chapter 610 RSMo). Section 610.011
RSMo requires that all provisions be “liberally stmued and their exceptions strictly construedpitomote
the public policy that records are open unlessrotise provided by law. Regardless of any claimaboy
offeror as to material being proprietary and nobjsct to copying or distribution, or how an offeror
characterizes any information provided in its prsdp all material submitted by the offeror in cawjtion
with the IFB is subject to release after the awaird contract in relation to a request for pubécaords under
the Missouri Sunshine Law (see Chapter 610 RSMOhly information expressly permitted to be closed
pursuant to the strictly construed provisions oésdiuri's Sunshine Law will be treated as a closednd by
the DPMM and withheld from any public request subedi to DPMM after award. Offerors should presume
information provided to DPMM in a proposal will hmublic following the award of the contract or after
rejection of all proposals and made available uggpiest in accordance with the provisions of dtate

c. In no event will the following be considered comridial or exempt from the Missouri Sunshine Law:
1) Offeror’s entire proposal;
2) Offeror’s pricing;
3) Offeror’'s proposed method of performance includingedule of events and/or deliverables;
4) Offeror’s experience information including custortists or references;
5) Offeror’s product specifications unless specifieasi disclose scientific and technological innovagian
which the owner has a proprietary interest (seese610.021 RSMo. Paragraph 15).

d. In the event that the offeror does submit informmativith their proposal that is allowed by the Misso
Sunshine Law to be exempt from public disclosusehsparts of their proposal must be separated lzaadly
marked as confidential within the offeror’s proplcsang with an explanation of what qualifies thaterial to
be held as confidential pursuant to the provisiohsection 610.021 RSMo. The offeror’s failurefedlow
this instruction shall relieve the state of anyigdition to preserve the confidentiality of the do@nts.

e. The offeror’s sole remedy for the state’s deniabn§ confidentiality request shall be limited tathdrawal
and return of their proposal at the offeror’s exqeen

TECHNICAL SPECIFICATIONS
3.1 General:

3.1.1 The contractor must provide a contractor hostedoBIrMVeb Hosting Services (hereafter often refetceds “the
system” or “Drupal Hosting Services) which meetgxceeds the specifications contained in this decium

3.1.2 The server environment must support satisfactooess from client hardware, software, and commuioicst
most commonly in use at the MDC and in the geniatainet populations, such as Mozilla, Chrome, Bafad
Internet Explorer.

3.1.3 The contractor’'s operation center, to include thBQDrupal Hosting Services and the technical suyipep
desk, shall be housed/located and operated frameadion within the United States of America. Theteyn and
support services shall be provided within the UhiBtates of America, unless otherwise requestethéystate
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3.14

3.1.5

3.1.6

3.1.7

3.1.8

3.1.9

3.2

3.21

3.2.2

13

agency. It is highly desirable that the contract@peration center for MDC'’s Drupal Hosting Sersite located
in the state of Missouri.

All portions, interfaces, components, and moduleshe system solution must integrate and operath @#ach
other in accordance with the requirements desctilee€in.

The Missouri Department of Conservation shall naargntee any minimum or maximum amount of the

contractor’s products/services that may be requiredér the contract.

The contractor must provide Drupal Hosting Serviedsch is generally available; i.e. not in betatest; and
currently in production and in use by a client(s) moposed. Prototypes or items in test produciot not
formally announced for market availability shalltihe accepted. New system development of systenpaoents
shall be considered unacceptable.

The contractor must provide in their response #ievwridisaster recovery plan. The disaster recopkany must be
fully implemented prior to system go-livel he recovery plan musiclude:

a. Daily backup procedures for the system and data
b. High availability failover procedures
c. Detailed procedure scripts that allow for systeoovery to its previous backup

The contractor must provide downloadable documimtaguitable for MDC use describing the adminigbrat
functions of the Drupal Hosting Services. If thare system changes, updates, upgrades, enhanseprengéw
releases to the system then such changes or neam@mhents, etc. must be shown in the downloadgbters
documentation within thirty (30) calendar daysraplementation of these changes or new enhancenetats,

Accessibility Compliance: Section 191.863 of theviRed Statutes of Missouri (RSMo) requires stgenaies to
make information technologies accessible to indiald with disabilities. The State of Missouri’'§drmation

Technology (IT) Accessibility Standardshtifp://www.oa.mo.gov/itsd/cio/standards/ittechngldgm) provide

direction for complying with RSMo 191.863. All procts provided by the contractor shall comply wikie t
applicable accessibility requirements of the Missdl Accessibility Standards, unless the contrestawarded
bid response contains specific disclosure of prodwm-conformance in a Voluntary Product Accestibil
Template (VPAT; http://www.itic.org/index.php?src=gendocsé&ref=vpategory=resources) or other

comparable document (see Exhibit B).

a. The contractor shall promptly respond to any coinplarought to its attention regarding accessiitif the
products provided hereunder, specified in the emtbdr's awarded bid response as compliant produthe
contractor shall resolve such complaints by briggime product into compliance with the applicablisdduri
IT Accessibility Standards at no additional costite Missouri Department of Conservation. The @wtor

shall indemnify and hold harmless the Missouri Dapant of Conservation, the Conservation Commission

and any Missouri government entity purchasing thetractor’'s products from any claim arising outtioé
contractor’s failure to comply with the aforememigal requirements.

Stability and Capacity

The contractor must have the ability to providetable server environment that provides a straigiwdiod and
easy process to create new websites when neededcohtractor’s primary and/or redundant systemst iave,
at a minimum, an individual reliability rate of eity-nine and nine-tenths percé89.9%).

The contractor must maintain backup servers amt¢dehmunications connections and maintain daily bpslof
MDC'’s content on such backup servers. The comdractlisaster recovery and contingency planningjmgent,
software and telecommunications connections muablerthe contractor to provide required redundastyand
from such backup servers within twenty-four (24)ufs of any disruption of services in order to maiimt
redundancy requirements specified in this document.
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3.2.3

3.24

3.25

3.2.6

3.2.7

3.2.8

3.2.9

3.3

3.3.1
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The contractor’s redundant systems must be syna®wiso that a fail-over process can be executddminimal
interruption.

Each of the contractor’'s servers must be connettiedn adequate backup power source, either battery
preferably fueled. The backup power source mustdegjuately tested monthly.

The contractor shall operate and maintain the semwegood working order with access restrictedjt@lified
employees of the contractor and persons specifidasignated by th®IDC. The contractor shall undertake and
perform the measures described herein to ensursethaity, confidentiality and integrity of all $aof Missouri
andthe MDC content and other proprietary informatioansmitted through or stored on the server, indgdi
without limitation: (i) firewall protection; (ii) raintenance of independent archival and backup sopiethe
system and all the MDC content; (iii) protectioonrfr network attacks and other malicious, harmfuldisabling
data, work, code or program; and (iv) maintain\elef operating system and application softwanesisient to
neutralize known threats. The level of protectioonf network attacks and other malicious codes/amgrmust
be secure enough for known virus protection andtrbasupdated periodicallfat a minimum, daily) to protect
from new attacks and virus codes.

MDC understands and agrees that from time to timeweb site services may be inaccessible or inbjefar
various reasons, including (a) equipment malfumstigb) periodic maintenance procedures or repaini;h the
contractor may undertake from time to time; (c) s beyond the control of Web Host or which are not
reasonably foreseeable by the Web Host, includmgriuption or failure of telecommunication or dadi
transmission links, hostile network attacks, exeessetwork congestion or other failures (“downtiine The
contractor shall provide seven (7) days advancieetd the MDC in the event of any scheduled domativhen
such scheduled downtime is known well in advanagive such notice (such as for scheduled routineter@ance
of the system, etc). The contractor shall usebést efforts to minimize any disruption, inaccetisjpband/or
inoperability of the services in connection withaddime, whether scheduled or not. All known poingystem
problems must be investigated immediately and ddeel the corrective action shall occur as soonoasilple.
The contractor shall advise the MDC of what thenested time is to fix/resolve said known problemthi
resolution of the problem is anticipated to disnlgt system for more than one (1) business hour.

The contractor must provide to MDC, in a formatesgt to by the MDC, advanced notice of the following

a.Planned upgrades must be requested a week or adeclasixty-eight (168) hours in advance.

b. Details regarding the planned impact, new or chdrigactionality, rationale, testing, test site, @< to our
content on the test site for regression testinpiwithe same time frame as noted in 3.4.9a.

c. In an emergency scenario notification can be imateti or after the change but within one (1) bussngay
to mdcweb@mdc.mo.gov The notification should justify why this is amergency change and list the
impacts to the MDC and its customers.

The contractor must provide a monitoring methodtfe Drupal Hosting Services website that trackadaction

volume and web site performance via monthly setegs. This monitoring report must include at letst

following information:

a. Percentage of operational uptime and downtime, gfpecific number of minutes or seconds of website
downtime,

b. Summary of Apache access logs detailing the mastssed content. MDC currently uses Google Analytics
is highly desired to have an additional solutioat thlows MDC staff to run an Apache logs analysech as
AWStats, to help capture file downloads.

The contractor must describe the monitoring metfoothe MDC website that provides website statistic
Site Environment Requirements:

The contractor must provide at least a test arel énvironment for each website housed in the Drijueting
Service. The test environment must mimic the limei®nment’'s configuration to ensure developer asdr
experience is consistent across environments.
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3.3.2

3.3.3

The contractor’s solution must have a processaneto request or build a new site environmennstance for a
Drupal-based website. A site environment or ingtam@y be stand-alone or connected to other exisiiieg.
MDC will be breaking the current main site into e smaller instances and will need repeatablegsses to
create and manage new environments.

The Department recognizes there are a variety sfirigp solutions (i.e. dedicated servers, sharegesercloud-
based hosting) that can fulfill the Department’'sbweosting needs. The contractor’'s solution muse tako
account the ability to create new environmentsdiffierent websites based on desired performancs kEwd site
traffic demands:

PARAGRAPH REVISED TO ADD THE FOLLOWING VIA ADDENDUM  #1

3.3.4

3.3.5

3.3.6

3.3.7

3.3.8
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Since there are variations between dedicated sershared servers, and cloud services the Depdarimiuse
Amazon AWS Instances to illustrate levels of parfance. This does not mean a solution must use é&maz
Instances. Rather by using Amazon as an examgd)épartment hopes to provide a baseline for veniopuild
their environment proposals. A high performanceiremwnent could use one 2x-large to 8x-large insgtamcload
balanced combination of x-large/large instancesdiiva performance environments could be x-largeangd
instances. Low performance environments could béiumeor small instances.

a. High Performance Environmerdepending on contractor’s solution, this may mededicated load balanced
web and database servers or a series of connediedl@&ge cloud instances. Both physical hardvsare
cloud solutions need to run Varnish or a comparefil€P accelerator.

b. Medium Performance Environmerthis may mean a combination of a single large wetver and single
database servers or large cloud instances. Botsigatiyhardware and cloud solutions need to run ighrar
a comparable HTTP accelerator.

c. Low Performance Environmerthis may mean a single web/database server oiumésall cloud instance.
Both physical hardware and cloud solutions neeadidvarnish or a comparable HTTP accelerator.

The contractor’s solution must provide MDC the ipito push code changes to the various environsngnom
version control. Currently SVN is being used foupal 6 sites and GIT for Drupal 7 sites. All sitesving to the
Drupal Hosting Service will use GIT. The contraatanst propose a solution that allows for straigttrd code
versioning and deployment.

The Drupal Hosting Service at a minimum must prewiae following performance requirements:

a. APC, Memcache and Varnish (or Varnish-like alteinegt
b. The MDC homepage must download in the web hostiviy@nment in a timely manner. A load time of 3 to
4 seconds is desired for anonymous visitors to M2Bsites.

The contractor must provide SSH access or a comiaadnterface to all site environments, as wallsecure
FTP access to upload any necessary files not vecsiotrolled.

The contractor must propose, implement, and suppecurity for the Drupal Hosting Services. Segurit
provisions must support the integrity and priva€ylb information provided by the MDC or MDC'’s cashers,
including personally identifiable information andyafinancial transactions. The contractor shadleimnify and
hold harmlesghe MDC for any losses arising from the releaseetiwr intentional or unintentional, of such
information described above.

a. The contractor must submit a security plan to tieQWvvithin forty-five (45) days after contract award

The system must provide multiple levels of secufatly limiting access to certain website informatibased on
levels of authorized access linked to an individd&lC user IDs and passwords. The system must aidéor
disable security features within the system basedezurity access. The system must have theyatulicreate
various security classes and assign privilegesstaftito them. The purpose of this requiremeno ismit access
to MDC and Customer information to only those oalifisitors who is an authorized MDC user of theeys
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3.3.9

a. The contractor must provide a security certifiipporting 2048 bit private key encryption to eeaddcure
socket layer (SSL) and secure shell (SSH) commtioicm SSL will be used to secure the above rafaze
security features.

b. SSH will be used to secure the MDC Administrationdtions and website administration.

The system must provide site analysis tools toappropriate MDC staff. Analysis tools, such as JMeir
ApacheBench, must be installed on each environtoesitow MDC staff to run performance and loadgest

PERFORMANCE REQUIREMENTS

4.1

41.1

4.1.2

4.1.3

4.2

42.1

4.2.2

General Requirements

With exception of the customization described ims tdocument, the contractor must provide any system
modifications or additions necessary to enablesystem to operate according to all mandatory teahrand
performance specifications presented herein atddiianal cost to the State of Missouri.

The system must be able to monitor and scale tdladnigh traffic peaks without downtime.
The contractor’s hosting solution should be optadifor the Drupal platform.
Implementation Support

The contractor’s solution must provide a straightfrd process to start new Drupal sites or instsuaseneeded
by the Department.

The contractor must fully implement the Drupal HiogtServices and all components that fulfill thguieements
stated herein. Testing of the website functionadityll be considered successfully completed whérast been
demonstrated that the system executes properlynaactordance with the IFB requirements. The catdrashall
be paid for successful implementation of the systdran the MDC has successfully tested and/or readeayl the
components, functions, features, and document#t@nencompass the scheduled deliverables in amcoedwith
the Implementation Plan and IFB requirements. Ssfaé User Testing shall have occurred when suuk the
system runs as described herein for a period ef(®) consecutive business days without encourteniry system
errors that affect the accuracy of the system.

PARAGRAPH REVISED TO ADD LANGUAGE VIA ADDENDUM #1

The contractor must begin migration of the Drupalstihg Services within five (5) days of award araldn
completion of the new environment within 10 busgdays.

PARAGRAPH REVISED TO READ AS FOLLOWS VIA ADDENDUM # 1

4.2.3

4.3

4.3.1

4.3.2
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The contractor must provide any training necesfarWDC staff to successfullgccess the contractor’s hosting
environment. The contractor must provide instaral materials on how a server environment is pethow
Department staff can request new server envirorsnbat created, and how Department staff can accebs a
interact with each server environment.

Maintenance/Technical Support Requirements:

Technical Support: The contractor must providdidC a contact phone number and website contact foret
mail address which MDC can use to report technstt@ problems. This contact information, if notisect
contact line to the contractor support structuresinprovide 30-minute response by the contractor.

System Maintenance Support Services: The contrawstmt provide system maintenance (e.g. system dpgra
enhancements, new releases, etc.) and technicpbiujor all products/services provided, includinggoing
unlimited telephone technical support problem deteation and resolution. So long as the State cfshliri pays
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the maintenance fees as specified within Exhibitti#e contractor shall provide to the State of Missall
generally publicly available improvements and dddi to the functionality, as well as new function$ the
Drupal Hosting Services and provide the maintenaeceices as specified herein.

a. The hosting and maintenance support price staté&kiivibit A shall be effective the first day of th@onth

following the successful system go-live date (dfgsuccessful go live date is April 15then May 1'is the

start date for billing for hosting and maintenasc@port services). From date of contract award sath

time that the hosting and maintenance billing tag#sct, all technical and maintenance supportisesv
described herein shall be provided to the agenoyp &bst.

PARAGRAPH REVISED TO READ AS FOLLOWS VIA ADDENDUM # 1

b. The contractor shall maintaiheir server environment that host the Departmddrtigpal Hosting Services so

that it operates in conformity with all descriptsoand specifications herein or as otherwise praviuethe
contractor.

Maintenance services shall include, at a minimura,detection and correction of software errors atng

to the specifications described herein and in tbatractor's documentation of the software and the
implementation of all program changes, system gondition, new releases/updates, upgrades, enhanteme
new versions and implementation of additional paogg provided under this contract discovered byStiage

of Missouri or otherwise made known to the contactThe contractor agrees to respond to the Stfate
Missouri's inquiries regarding the use and functiity of the solution as issues are encounteredylsyem
users.

PARAGRAPH REVISED TO READ AS FOLLOWS VIA ADDENDUM # 1

d. System Database maintenandéie contractor is required to install, configuredamaintain the server

environment, such as: PHP, MySQL, Apache, Varrshgd balancergjata warehousing, data mining, data
cleansing, data integrity, data protection, datadrts/export functionality.

System Maintenance shall also include all servieesessary to maintain the ninety-nine and ninditent
percent (99.9%) system operational uptime, intessgvices, system back ups, redundancy, and disaste
recovery services. This includes all system camfijons, troubleshooting, resolution of systenowesr
malfunctions, and system restoration.

For any customization of the system to meet mamgaémuirements of the IFB and for any customizatd
the system as a result of a Project Assessmena@Quo(PAQ) [refer to IFB section 4.6], the contmacshall
be required to provide system technical suppotho$e customizations through out the life of thatcact.
Any new versions or new releases of the systemniagtiginh acquired by or provided to the agency panstio
the contract must include the customizations oftfstem required herein or through a PAQ.

4.3.3 The contractor shall be responsive and timely tomteaance/technical support calls/inquiries.

a. The list of MDC personnel authorized to call thépheesk will be provided to the contractor aftentact

award. With prior notice to the contractor, the ®IBhall be allowed to change who within MDC is
authorized to contact the help desk / technicapstp The contractor must not limit the numbeicalis or
the duration of talk time that the MDC staff cankaao the help desk/technical support.

4.3.4 Routine system maintenance must be scheduled atimum seven (7) days in advance and performed degiw

17

12:00 AM and 5:00 AM Central Time (CT). The schiedand specific notifications must be posted on the
contractor's web page. The MDC will notify the ¢@ctor at least three days in advance of requgstivariance
from any planned maintenance.

a. Routine maintenance must be coordinated with the&CNiDorder to accommodate times when our site danno

be down. These times include but are not limitedur Managed Hunts, Telecheck, Waterfowl drawings.
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4.3.5

4.3.6

4.3.7

4.3.8

4.3.9
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The contractor must provide technical/help deskpetpMonday through Friday, at least eight (8) Isoper day,
excluding state holidays. It is highly desiralilattthe technical support coverage be betweendhbestof 7:00
a.m. and 6:00 p.m. central time.

Non-routine system maintenance (such as a neeattease server capacity, etc.) should be schetliuttty-four
(24) hours in advance, and performed between 12M0and 5:00 AM Central Time (CT). The schedule and
specific notifications must be posted on the catiniés web page Such non-routine maintenance must not
happen without notifying the MDC except during ameegency situation (i.e., such as scaling serveesta traffic
spikes, disasters, terrorism attacks, Acts of Gaid). After any non-routine maintenance, the cabdramust
notify the MDC and provide details of the maintecathat was completed. This notification must rpooate the
provisions of Section 3.4.9c.

Unexpected outages must be immediately reportetiespecified MDC contact. The outage report nalsb
include the name and phone number of the contractatact. Termination of the system service outagst also
be reported immediately to MDC.

The contractor’'sechnical support personnel must be knowledgeade technically trained to answer/resolve
system technical support problems. The contractoelp desk staff should be able to answer “how tgget
guestions about the system as well as questiong Abadware and internet setting configurations.

a. When the MDC staff calls the help desk/technica@lpsut, the contractor’s technical support staffudionot
place the MDC caller on hold for more than five f&hutes. If unable to connect the MDC caller & ta an
actual help desk/technical support person thatsaist them with their problem(s) within the afoestioned
five (5) minute period, the technical staff shoinfbrm the MDC caller that they will need to cdieim back.
Call back response shall be pursuant to paragraB.4The contractor’s staff merely picking up piene to
indicate for the caller to continue holding or atls@milar type message shall not meet this requergm
Merely answering the phone and assigning a caséewuta a problem shall not meet the technical nespo
time requirements of the IFB.

b. When calling back tehe MDC to report progress or answer help desktgmessand the help desk staff are
unable to reach MDC staff by telephone, the hekdsaff should make at least two (2) additionsdrapts
within the next business hour to respond to the lelsk inquiry/issue. The help desk/technicalf stafy
leave a voice message for the MDC caller but suebsage must indicate the contractor’s staff pesson’
name, time called, and description of how to retbencall to obtain further assistance.

c. If investigation and research is required by techinstaff and the problem cannot be resolved ostipre
answered immediately, then the help desk/techsiggport staff must call back within two (2) housséport
progress on the problem’s resolution. Help deakf shustcontinue, on a daily basis or other basis agreed
upon between the MDC and contractor, to keep theCMHDaff informed on progress of the problem’s
resolution.

The contractor shall keep a log of all maintenaecéhical support calls made to the help desk/ieahsupport
personnel and document the complaints and probiteptsted to the help desk system whether madedéwDC
or by MDC vendors utilizing the website. The ldgad be made available to the MDC as part of mgnthl
reporting as well as any other time upon requesheyMDC. This report(s) shall be delivered to @d® available
to the MDC no later than by the end of busines3((.m. Central Time) on the fifth calendar daywéry month.
The log must at a minimum contain the followingoimhation:

Time of call;

Name of Caller;

Caller’s telephone number and/or email address;

Description of Reported Problem/Complaint;

Indication of whether the problem/compliant wasohesd at time of call;
Description of any follow up investigation/resotrtiplans;

Assigned Case number if resolution not providedrducall; and

Date of and Description of Final Resolution

S@mooo0 Ty
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4.3.11

4.4

44.1

4.4.2

4.5

45.1
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It is highly desirable that the contractor provedectronic support. Electronic support includesability to report
problems to the contractor on-line, the abilitybtowse a database containing problems, technicstiquns, and
the ability to fix problems electronically.

Problem Resolution Response Time: The Missouridtegent of Conservation defines the problem regmiut
response time as the total elapsed time from whercontractor’s qualified service technician hasnbeontacted
by the MDC and the system error/nonconformity sevdatel has been determined until the time whensbee
or problem has been fixed, tested, and verifieb@ing resolved as reasonably determined by the MDC
accordance with the aforementioned severity lek@lipions.

lllicit Code:

The contractor must warrant that unless neceseargrform valid duties under this contract or carverified and
documented as to not cause harm to the state’atipgenvironment and/or utilization of the systemy system
programs developed or provided by the contractdeuthis contract to the Missouri Department of S&mation
shall: (i) contain no hidden files; (ii) not reqdite, transmit, or activate itself without contobla person operating
computing equipment on which it resides; (iii) adter, damage, or erase any data or computer presgvathout
control of a person operating the computing equignoe& which it resides; (iv) contain no virus omgar code
known or unknown to the contractor; (v) containamabled restrictive key, node lock, time-out oreotfunction,
whether implemented by electronic, mechanical, tbelomeans, which limits/hinders the use or actesany
software programs based on residency on a spéeifibware configuration, frequency of duration of,usr other
limiting criteria (the matters described in (i) comprise illicit code).

Provided and to the extent any program has thegéimg attributes described in (i) through (iv) abpand
notwithstanding any other provision of this contriacthe contrary, the contractor shall be congden default of
this contract, and no cure period shall apply ulesntractor can demonstrate that it took reasensiglps to
prevent the presence of lllicit Code in the Liceh§ystem, in which case contractor may receivera pariod of
forty-eight (48) business hours to remove the itlliCode At the request of the Missouri Department of
Conservation, the contractor must remove any diich code from the Licensed System. In addittorany other
remedies available to it under this contract, tHesiguri Department of Conservation reserves tha tig pursue
any civil and/or criminal penalties available t@a@ainst the contractor. The contractor agreestder to protect
the Missouri Department of Conservation, the Corsgean Commission and the State of Missouri frorméges
which may be intentionally or unintentionally cadsey the introduction of such illicit code to theidgouri
Department of Conservation’s computer network, ofimsare, plug-in, or other electronic file shall mstalled,
executed, or copied on the Missouri Departmentaig@rvation’s equipment without the express approivthe
MDC Program Manager.

Project Assessment Quotation (PAQ):

Project Assessment Quotations: For customizatiaimefystem not described in the IFB (outside efdbntract
requirements included herein and/or for undefineds of scope of work requests), the contractdt shderstand
and agree the state agency shall utilize the Rréjesessment Quotation (PAQ) as a means (1) tdiigehe
specific tasks to be performed and (2) to mutuatiyee upon the total price to be paid to the cotdraupon
completion of the specified tasks. The PAQ procelsall occur in a controlled sequence of proposals a
approvals by the agency’'s designated Project [ireg$ outlined below. The contractor shall underdtand
agree that the general protocol for PAQ workflowlshe as described below:

STEP 1: PAQ REQUEST

The agency’s designated Project Director will pnésg written request for each PAQ to the contradtora
standard format. The agency’s request must exfit@rscope of the project and the tasks the ageesiyes the
contractor to perform, including applicable busiand technical specifications.

STEP 2: DRAFT PAQ
The contractor must respond (within a prescribedber of days mutually agreed upon by the state@gand the
contractor) to each such PAQ request from the agerdesignated Project Director with a draft PAQieth
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provides a statement of cost (based upon the hdaily rates specified on the pricing pages) anetitechnical
and strategic alternatives, and solution recommtioma

STEP 3: APPROVAL OF DRAFT PAQ
If the draft PAQ is approved by the agency’s desigd Project Director, the contractor must thempare a final
PAQ for resubmission to the agency’s designategeBr®irector for final approval.

d. STEP 4: FINAL PAQ

The contractor’s final PAQ must include:

contract number

state agency name/address

state agency designated project director name laoepnumber

contractor contact name and phone number

brief title of specific PAQ

final PAQ issue date

a detailed itemization and description of all of froject tasks which shall be completed by thdractor

(i.e. project work), including requirements for asykcified frequency of any required status repaoints

specified project tasks and deliverables must barlyl stated and must be quantifiable;

8. the firm, fixed total number of project hours fantractor personnel and the firm, fixed cost (bageoh
the hourly/daily rates specified on the pricing g=)g

9. detailed completion schedule for each task/comptooiethe project work;

10. mutually agreed upon turnaround times for the agengesignated Project Director to review, approve
and formally accept or reject the components of dbmetractor's project work in accordance with the
approved final PAQ;

11. mutually agreed upon milestones for compensatioprofect costs for the contractor's project work,
including any mutually agreed upon holdbacks fac#ied deliverables and holdback release time ésmm
for specified deliverable completion;

12. identification of the specific tasks within eachhgmonent of the PAQ which must be completed by state
agency personnel;

13. signature and date lines for both the contractar the agency’s designated Project Director to §jgni
approval.

14. the contractor’'s final PAQ must also include adlviel-related expenses if services are requestdxt to
provided on-site; however, travel time from the sudtant’s office or residence to the state ageacilify
and travel time from the state agency facilitylte tonsultant’s office or residence shall not hesatered
billable time and shall not be included in the caator’s firm, fixed total number of project houiw
contractor personnel stated in the contractoral fiRAQ.

NouaswdhE

e. STEP 5: APPROVAL OF FINAL PAQ

The contractor and the agency’s designated PrBjieettor must indicate mutual acceptance of thal fPAQ by
signing and dating the final PAQ. The agency'sgtested Project Director (1) must retain one sigoeply; (2)
must forward a copy to the Missouri Department ohg&ervation for inclusion in the contract file af® must
send one copy to the contractor.

STEP 6: AUTHORIZATION TO PROCEED/ PAQ PROJECT WORK

An approved final PAQ alone does not constitute aamhorization to proceed with project work. Before
proceeding with project work, the contractor musteive a properly authorized Missouri Department of
Conservation Contract and Purchase Order excepsttite agency may authorize an obligation of léss t
$25,000 pursuant to the terms of the contract withtbe official encumbrance of funds. Project wahall
include the contractor’'s completion of the taslentified in the final PAQ.

STEP 7: FORMAL ACCEPTANCE

Upon the completion of all project work of a giv@AQ, the contractor must notify the agency’'s desigd
Project Director in writing and shall submit an @se in accordance with the PAQ approved by thenege
designated Project Director. The agency’s desggh&roject Director shall review, approve and fdlynaccept
or reject the components of the PAQ project worladcordance with the turnaround time outlined & BAQ.
Formal acceptance shall not be unreasonable detayeithheld by the state.
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h. STEP 8: COST RECOVERY FOR CONTRACTOR
Project costs for the PAQ project work shall bentairsable upon formal acceptance by the agencgigmizted
Project Director in accordance with the milestofoesompensation outlined in the PAQ.

i. GENERAL REQUIREMENTS

1)The contractor shall submit draft and final PAQsitimely manner. The state agency and the cdotrac
shall mutually agree upon the prescribed numbeatagt for the contractor to submit the draft andalfin
PAQs.

2)The agency’s designated Project Director, resethiesright to reject any contractor-submitted PAQ,
and/or request the contractor to submit a revisA@ Rvith adjustments (revised cost, length of time,
solution recommendation, etc).

3)The contractor shall not be paid for the prepamatibthe PAQ.

4)The contractor should provide a percentage discturie applied to the contractor’s hourly rates for
projects/tasks that are of a three-month or grehteation.

5)A PAQ request, the draft and final PAQs, and thatre@tor’s project work must be within the scopéhef
performance requirements identified in the contnabich the contractor was awarded and must not
change any provision of the contract.

6)Any changes to the PAQ must be formalized in wgitas an official revision to the final PAQ. The
format of PAQ revisions shall be consistent with fhrmat of the final PAQ as outlined above, inahgd
the distribution of the original to the Missouri j@Etment of Conservation, a copy to the contraatat
retaining a copy for the agency’s designated Ptdpeector. The contractor shall agree and undecbt
the firm, fixed cost stated in the final PAQ shafit be increased unless the state agency requests a
corresponding increase in the scope of work ungerAQ. If the scope of work does not increase, th
contractor shall complete all work agreed uporhanRAQ at the firm, fixed cost stated in the PAQ.

7)The agency’s designated Project Director shall ltheeright to terminate the PAQ at any time, fog th
convenience of the agency, without penalty or resmuby giving written notice to the contractoesst
five (5) working days prior to the effective datesoch termination. In the event of terminatiomguant
to this paragraph, all documents, data, reporis,aemeomplishments prepared, furnished or compleyed
the contractor pursuant to the terms of the conshall, at the option of the agency’s designatesjelet
Director become the property of the State of Missolihe contractor shall be entitled to receivst jand
equitable compensation for that work completed yoams to the PAQ prior to the effective date of
termination.

8)The duration of any PAQ must not exceed the effeatbntract period.
4.6 Optional Services:

4.6.1 The contractor may include additional services tirat not requirements for this IFB that they fedl e of
interest to the MDC. Such optional services contdude but are not limited to such items as Drupateloper
Support, Site Performance Audits, and premium teehrsupport. These optional services must be reedliand
priced in Exhibit A.3.

4.7 Delivery Performance:

4.7.1 The contractor and/or the contractor's subcontrégtshall deliver products in accordance with tioatracted
delivery times stated herein to the state agenoy upceipt of an authorized purchase order or B-tansaction
notice. Delivery shall include unloading shipmeatshe state agency's dock or other designatexhdinlg site as
requested by the state agency. All orders musthipgped F.O.B. Destination, Freight Prepaid andwdd. All
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orders received on the last day of the contractstrbe shipped at the contract price. All deliverraust be
coordinated with the state agency.

4.8 Contractor Sample Assurance:

4.8.1 The contractor shall agree that product providedeurcontract shall conform to all mandatory speatibns,
terms, conditions and requirements stated her&uarthermore, if the product has been sample-tedtes,
contractor shall agree that the same product stduirfior sample-testing and which passed samplexeshall be
provided to the state agency for the duration efdbntract. No substitutions of product shall rewwithout the
prior written approval of the Missouri DepartmefitGonservation. Only substitutes that are equivate better
than the product(s) originally contracted for, agghal to or less in price, shall be considereagfiproval.

BID SUBMISSION INFORMATION

51 On-Line Bid:

5.1.1 This bid is being posted through the use of OffiéeAdministration’s Division of Purchasing and Matds
Management (DPMM’s); however, bids will nbe accepted through the use of DPMM’s electromdirme

bidding. All bids must be submitted in a ‘sealedvelope to the Missouri Department of Conservasististed
on Page 1 of this document.

5.2 Mail Bid:

5.2.1 If the bidder is responding through the mail, aisbshould be double sided and should minimizeliorirate the
use of non-recyclable materials such as plastiertevers, plastic dividers, vinyl sleeves, anading.

5.2.2 The bidder should include completed copies of dadhibit and any other requested or required infdionawith
the mailed response. In addition, the bid shoelgpége numbered.

5.2.3 To facilitate the evaluation process, the biddeensouraged to organize their bid into distinctbeetions that
correspond with the individual evaluation categodescribed herein.

5.2.4 Each distinctive section should be titled with eautividual evaluation category and all materidhted to that
category should be included therein.

5.2.5 The signed page one from the original IFB andighed amendments should be placed at the begimfiting bid.

a. The bidder is cautioned that it is the bidder’ss@lsponsibility to submit information related e evaluation
categories whether the bid is submitted electrdiyicat by mail. The Department of Conservatiomigler no
obligation to solicit such information if it is ndncluded with the bid. The bidder’s failure tobsoit such
information may cause an adverse impact on theuatiah of the bid.

5.2.6 To facilitate the evaluation process, thadéidis encouraged to organize their bid into disie sections that
correspond with the individual evaluation categeréescribed herein. The bidder is cautioned th& the
bidder’s sole responsibility to submit informatimiated to the evaluation categories and that tate $f Missouri
is under no obligation to solicit such informatiibrit is not included with the bid. The bidderailure to submit
such information may cause an adverse impact oavhkiation of the bid.

1. Each distinctive section should be titled with eauffividual evaluation category and all materidhted to
that category should be included therein.

2. The bid should be page numbered.

3. The signed page one from the original IFB and iglhesd amendments should be placed at the begimiing
the bid.

53 Evaluation and Award Process:
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5.3.1 Evaluation: After determining that a bid sfi¢is the mandatory requirements stated in thddtion for Bid, the
evaluator(s) shall use both objective analysis suigective judgment in conducting a comparativesssent of
the bid in accordance with the evaluation critstaed below:

Evaluation Criteria Scoring Category Maximum Points
Cost of Hosting Services 100
Technical Capabilities and Documentation 35
Method of Performance 35
Experience and Reliability 30
TOTAL 200

5.3.1 The award shall be made on an all or none basis.
5.4 Evaluation of Cost:
5.4.1 The bidder shall submit firm fixed pricestbe Pricing Page of the IFB. All pricing shall bensidered firm for

the duration of the contract period indicated am Nwotice of Award page of the contract. All pricisigall be quoted FOB
Destination, Freight Prepaid and Allowed.

5.4.1 The evaluation shall cover the original contraagiqukplus renewal periods. The cost evaluationl shelude all
mandatory requirements, including installation andintenance. However, the Department of Consenvati
reserves the right to evaluate optional itemsedrded necessary.

5.4.2 Cost points shall be calculated based on the soim fine above calculation using the following forenul

Lowest Responsive Bidder’s Price
Compared Bidder’s Price

X 100 = Cost evaluation points

5.5 Evaluation of Bidder's Technical Capabilities and bcumentation

5.5.1 The evaluation of the Functional / Technical Calitas shall be subjective based on fact. Infoioraprovided
by the offeror in response Exhibit B of this IFB, as well as information gained fronyanther source during the
evaluation process, may be used in the subjectigiation. The Missouri Department of Conservatieserves
the right to subjectively evaluate the offeror'sposed optional products and prices within thewatsdn category
of Functional / Technical Capabilities.

5.5.2 The bidder should list any additional functionalitgquirements that their software offers that i$ covered
throughout (Section 3. Technical Requiremen¢édded this section)

5.6 Evaluation of Bidder’'s Method of Performance

5.6.1 The evaluation of the Method of Performance shallshbjective based on fact. Information providgdthe
offeror in response t&xhibit C of this IFB, as well as information gained fromyamther source during the
evaluation process, may be used in the subjectiakiation.

5.6.2 The bidder should present information which demaitas the method or manner in which the bidder gsep to

satisfy the requirements of the IFB. The langualgth® narrative should be straightforward and ledito facts,
solutions to problems, and plans of actions.

5.7 Evaluation of Bidder's Experience and Reliability:

23 IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST



5.7.1 Experience and reliability of the bidder’s orgatia@a will be considered subjectively in the evalaatprocess.
Therefore, the bidder is advised to submit anyrimfition which documents successful and reliableggpce in
past performances, especially those performantaedeo the requirements of this IFB.

5.7.2 The bidder should provide the following informaticglated to previous and current contracts perfdrime the
bidder’'s organization and any proposed subcontrawttnich are similar to the requirements of thiB.IFThe
information should be related to the informatiorisied onExhibit D to this IFB or in a similar manner.

5.7.2.1 Name, address, and telephone number of client&cting agency and a representative of that
client/agency who may be contacted for verificatiball information submitted;

5.7.2.2 Dates of the service/contract; and

5.7.2.3 A brief, written description of the specific priservices performed and requirements thereof.

5.7.3 The bidder must be in compliance with the laws reéigg conducting business in the State of Missourhe
bidder certifies by signing the signature pagehef briginal document and any amendment signatage(s) or by
submitting an on-line bid that the bidder and argppsed subcontractors either are presently in Gange with
such laws or shall be in compliance with such lavigr to any resulting contract award. The bidsleall provide
documentation of compliance upon request by thesion of Purchasing and Materials Management. The
compliance to conduct business in the state sidlide but may not be limited to:

* Registration of business name (if applicable)

»  Certificate of authority to transact business/fiegte of good standing (if applicable)
» Taxes (e.g., city/county/state/federal)

e  State and local certifications (e.g., professiotipations/activities)

e Licenses and permits (e.g., city/county licenskesspermits)

* Insurance (e.g., worker’'s compensation/unemployroemntpensation)

5.8 Contact:

5.8.1 Any and all communication from bidders regardingafications, requirements, competitive bid process.
related to the bid document must be referred tdBilnger of Record identified on the first page dstdocument.
Such communication should be received at leastakmdar days prior to the official bid openingedat

5.9 Unit of Measure:

5.9.1 If the unit of measure specified on the attachadimy pages is different than the manner in whicé bidder
offers that item, then the unit of measure beingppsed by the bidder must be clearly identifiectia pricing
page. All mathematical conversions should be shbwthe bidder, and must be provided upon spersiiest
from the Buyer.

5.9.2 In the cost evaluation, a unit price conversion gl done to fairly evaluate bid prices. However,any resulting
contract, the unit of measure bid will be the whimeasure awarded. Bidders are encouraged taciahe Buyer
prior to submission of their bid to discuss anticipatedt umodifications. The bidder is cautioned that the
Department of Conservation reserves the right aofglthe unit of measure modification or to dislijiyathe bid
for that line item if the unit of measure modificat is not deemed appropriate or in the best isteref the
Department.

5.10Description of Product:

5.10.1 The bidder should present a detailed descriptiomlioproducts and services proposed in the resptmghis
Invitation for Bid. It is the bidder's responsityilto make sure all products proposed are adelyudéscribed in
order to conduct an evaluation of the bid to instsecompliance with mandatory technical specifmad. It
should not be assumed that the evaluator has &pkedwledge of the products proposed; however gtraduator
does have sufficient technical background to condae@valuation when presented complete information

5.10.2 The bidder may submit preprinted marketing matenaith the bid. However, the bidder is advised tach
brochures normally do not address the needs afvhriators with respect to the technical evalugbimtess and
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the specific responses which have been requesttet dfidder. The bidder is strongly discourageanfirelying
on such materials in presenting products and ses\fir consideration by the state.

5.11 American Made:

5.11.1 In accordance with the Domestic Product Procurerent(hereinafter referred to as the Buy Americact)A
sections 34.350 to 34.359, RSMo, the bidder issatlvthat any goods purchased or leased by anycpadgincy
shall be manufactured or produced in the UniteteSta

5.11.2 Bidders who can certify that goods or commodities be provided in accordance with the contract are
manufactured or produced in the United States pomed in accordance with a qualifying treaty, lagreement,
or regulation shall be entitled to a ten percef®4} preference over bidders whose products do unifg.

5.11.3 The requirements of the Buy American Act shall apply if other exceptions to the Buy American maada
section 34.353, RSMo, are met.

5.11.4 If the bidder claims there is only one line of tieeod manufactured or produced in the United Statdssection 2
of section 34.353, RSMo, or that one of the exoagtiof subsection 3 of section 34.353, RSMo, appliee
Executive Head of the Agency bears the burdentification as required prior to the award of a want.

5.11.5 In accordance with the Buy American Act, the biddasst provide proof of compliance with section 583
RSMo. Therefore the bidder should complete angrmeExhibit H, certification regarding proof of cpiance,
with the bid. This document must be satisfactardynpleted prior to an award of a contract.

5.11.6 If any products and/or services offered under KRB are being manufactured or performed at sitdsidel the
United States, the offeror MUST disclose such &t provide details with the proposal.

5.12Bid Detail Requirements and Deviations:

5.12.1 It is the bidder’s responsibility to submit a bltht meets all mandatory specifications stated her&he bidder
should clearly identify any and all deviations frdooth the mandatory and desirable specificatioatedtin the
IFB. Any deviation from a mandatory requirementynmmander the bid non-responsive. Any deviatiomfra
desirable specification may be reviewed by theestatto its acceptability and impact on competition

5.12.2 Bidders should note A descriptive brochure of the model bid may netdtceptable as clear identification of
deviations from the written specification.

5.130pen Competition:

5.13.1 Any manufacturer's name, trade names, brand namfesmation and/or catalog numbers listed in a gmation
and/or requirement are for informational purposay and are not intended to limit competition.

5.13.2 The bidder may offer any brand of product that meetexceeds the specifications. In addition eniifying the
manufacturer’s name and model number, the biddet explain in detail how their product meets oremd the
specifications. Bids, which do not comply with trexjuirement and the specifications, are subjecgjection
without clarification.

5.14Compliance with Terms and Conditions:

5.14.1 The bidder is cautioned when submitting pre-pririegchs and conditions or other type material to ensikre such
documents do not contain other terms and conditwmsh conflict with those of the IFB and its caadtual
requirements. The bidder agrees that in the esfecdnflict between any of the bidder's terms aonditions and
those contained in the IFB, that the IFB shall goveTaking exception to the State's terms and itiond may
render a bidder's bid non-responsive and remdverrt consideration for award.

25 IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST



5.15Preference for Organizations for the Blind and Shekred Workshops/Service-Disabled Veteran Business
Enterprises (SDVES):

Organizations for the Blind and Sheltered Workshops

5.15.1 Pursuant to section 34.165, RSMo, and 1 CSR 4091.83en (10) bonus point preference shall be gdatd
bidders including products and/or services manufad, produced or assembled by a qualified nortprofi
organization for the blind established pursuant1dJ.S.C. sections 46 to 48c or a sheltered wogkstudding a
certificate of approval from the Department of Eésmtary and Secondary Education pursuant to set#8rb20,
RSMo.

5.15.1.1n order to qualify for the ten bonus points, tledldwing conditions must be met and the following
evidence must be provided:

5.15.1.1.1 The bidder must either be an organization for tivedlor sheltered workshop or must be proposingtiiive
an organization for the blind/sheltered workshopaasubcontractor and/or supplier in an amount nnast
equal the greater of $5,000 or 2% of the totalatolalue of the contract for purchases not excee#itD
million.

5.15.1.1.2 The services performed or the products providethbyorganization for the blind or sheltered workshaust
provide a commercially useful function related e tlelivery of the contractually-required servicetfuct in
a manner that will constitute an added value tocth@ract and shall be performed/provided exclusivéhe
performance of the contract. Therefore, if thevises performed or the products provided by thewpization
for the blind or sheltered workshop is utilizedatny extent, in the bidder’'s obligations outsidehaf contract,
it shall not be considered a valid added valu&eocbntract and shall not qualify as participatroaccordance
with this clause.

5.15.1.1.3 If the bidder is proposing participation by an argation for the blind or sheltered workshop, irder to
receive evaluation consideration for participatipnthe organization for the blind or sheltered vebrdp, the
bidder musprovide the following information with the bid:

= Participation Commitment - The bidder must compEshibit F, Participation Commitment, by
identifying the organization for the blind or ske#d workshop and the commercially useful
products/services to be provided by the listed mizgdion for the blind or sheltered workshop. If
the bidder submitting the bid is an organizationtfee blind or sheltered workshop, the bidder must
be listed in the appropriate table on the ParttmpaCommitment Form.

= Documentation of Intent to Participate — The biddaust either provide a properly completed
Exhibit F, Documentation of Intent to Participate Form, sigrand dated no earlier than the IFB
issuance date by the organization for the blindmltered workshop proposed or must provide a
recently dated letter of intent signed and datedemdier than the IFB issuance date by the
organization for the blind or sheltered workshogalth(1) must describe the products/services the
organization for the blind/sheltered workshop waitbvide and (2) should include evidence of the
organization for the blind/sheltered workshop digdtions (e.g. copy of certificate or Certificate
Number for Missouri Sheltered Workshop).

NOTE: If the bidder submitting the bid is an orgation for the blind or sheltered workshop, the
bidder is not required to completexhibit F, Documentation of Intent to Participate Form or
provide a recently dated letter of intent.

5.15.1. 2 list of Missouri sheltered workshops can be foahthe following internet address:
http://www.dese.mo.gov/se/sw/se-sw-directories.html
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5.15.1.3 he websites for the Missouri Lighthouse for thenBland the Alphapointe Association for the Blirahc
be found at the following Internet addresses:
http://www.lhbindustries.com
http://www.alphapointe.org

d. Commitment — If the bidder's bid is awarded, theganization for the blind or sheltered workshop
participation committed to by the bidder Bmxhibit F, Participation Commitment, shall be interpretechas
contractual requirement

Service-Disabled Veteran Business Enterprises (S)VE

5.15.2 Pursuant to section 34.074, RSMo, and 1 CSR 4®1.8%hree (3) point bonus preference shall betgdato
bidders including products and/or services manufadt, produced or assembled by a qualified SDVE.

a. In order to qualify for the three bonus points, flielowing conditions must be met and the following
evidence must be provided:

5.15.2.1.1 The bidder must either be a SDVE or must be progo® utilize a SDVE as a subcontractor and/or Bepp
that provides at least three percent (3%) of tked tmntract value.

5.15.2.1.2 The services performed or the products providedhbySDVE must provide a commercially useful furrtio
related to the delivery of the contractually-reqdirservice/product in a manner that will constitameadded
value to the contract and shall be performed/pexvieixclusive to the performance of the contradter&fore,
if the services performed or the products provitdgdthe SDVE is utilized, to any extent, in the hedd
obligations outside of the contract, it shall netdonsidered a valid added value to the contragttshall not
gualify as participation in accordance with thigude.

5.15.2.1.3 If the bidder is proposing participation by a SDViA, order to receive evaluation consideration for
participation by the SDVE, the bidder mysbvide the following information with the bid:

= Participation Commitment - The bidder must compEhibit F, Participation Commitment, by
identifying each proposed SDVE, the committed petiage of participation for each SDVE, and the
commercially useful products/services to be praditdg the listed SDVE. If the bidder submitting
the bid is a qualified SDVE, the bidder must béetisin the appropriate table on the Participation
Commitment Form.

= Documentation of Intent to Participate — The biddaust either provide a properly completed
Exhibit F, Documentation of Intent to Participate Form, sigrand dated no earlier than the IFB
issuance date by each SDVE or must provide a rgceated letter of intent signed and dated no
earlier than the IFB issuance date by the SDVE Wwhit) must describe the products/services the
SDVE will provide and (2) should include evidenbattthe SDVE is qualified, as defined herein.

NOTE:

a) If the bidder submitting the bid is a qualified BB, the bidder is not required to complete
Exhibit F, Documentation of Intent to Participate Form oovide a recently dated letter of
intent.

b) If the SDVE is listed on the following Internet adds, the SDVE is not required to provide a
copy of the SDV’s (service-disabled veteran) awetter from the Department of Veterans
Affairs or a copy of the SDV’'s discharge paper [orm 214, Certificate of Release or
Discharge from Active Duty], and a copy of the SB\documentation certifying disability by
the appropriate federal agency responsible foathministration of veterans’ affairs.

www.oa.mo.gov/purch/vendorinfo/sdve.html
b. Commitment — If the bidder’s bid is awarded, theV&participation committed to by the bidder Brhibit
F, Participation Commitment, shall be interpreted a®ntractual requirement

5.15.3 Qualified SDVE:
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a. SDVE is doing business as a Missouri firm, corgorgtor individual or maintaining a Missouri offiaa
place of business, not including an office of dastged agent;

b. SDVE has not less than fifty-one percent (51%)hef business owned by one (1) or more service-agidabl
veterans (SDVs) or, in the case of any publicly-ed/business, not less than fifty-one percent (5dPthe
stock of which is owned by one (1) or more SDVSs;

c. SDVE has the management and daily business opasatantrolled by one (1) or more SDVs;

d. SDVE has a copy of the SDV’s award letter from Erepartment of Veterans Affairs or a copy of the IOV
discharge paper (DD Form 214, Certificate of Readeais Discharge from Active Duty), and a copy of the
SDV’'s documentation certifying disability by the pappriate federal agency responsible for the
administration of veterans’ affairs; and

e. SDVE possesses the power to make day-to-day asawetlajor decisions on matters of management,ypolic
and operation.

5.16 Affidavit of Work Authorization and Documentation:

5.16.1 Pursuant to section 285.530, RSMo, if the biddeet¢he section 285.525, RSMo, definition of a fhass
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entity” (http://www.moga.mo.gov/statutes/C200-299/2850000927M), the bidder must affirm the bidder’s
enrollment and participation in the E-Verify fedeweork authorization program with respect to thepéyees
hired after enrollment in the program who are pemuabto work in connection with the services reqab$terein.
The bidder should complete applicable portions Eothibit G, Business Entity Certification, Enrollment
Documentation, and Affidavit of Work AuthorizationThe applicable portions dxhibit G must be submitted
prior to an award of a contract.

IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST



EXHIBIT A
PRICING PAGE

The offeror shall complete the following requirembstpricing tables (or in a form similar to theqgimg tables) and provide
firm, fixed pricing necessary to meet the requirata®f the IFB for the initial contract period.

The number of users listed below is based on cupapulation details. The offeror must provideailed explanation of
all charges and how said charges are determined.

PRICING TABLE
One-Time Implementation Cost

Item Description Unit of Measure Costs
01 | Initial Environment Setup — High Performance imment Per Site $
02 | Initial Environment Setup — Medium PerformancwiEbnment Per Site $
03 | Initial Environment Setup — Low Performance Eonment Per Site $
One-Time Implementation Cost TOTAL $

PRICING TABLE
On-Going Cost

Unit of
Item Description Measure Costs
High Performance Environment - Web Hosting and @ydtlaintenance/Technical
Month | $
04 | Support*
Medium Performance Environment - Web Hosting anst&y Maintenance/Technical
R Month | $
05 | Support
Low Performance Environment - Web Hosting and Syd#aintenance/Technical
Month | $
06 | Support*
On-Going Costs TOTAL | $

* This monthly fee includes the necessary costfulnl the hosting, database maintenance, systeamntanance and
technical support requirements specified in the &R the hosting support provisions specified leyttidder in Exhibits B
and C.

Pricing shall not include travel expenses If travel expenses are deemed necessary, swsthshall be reimbursed
according to the state’s travel expense policy @odeduresittp://oa.mo.gov/acct/MealPerDiemNovJune2011.htriihe
offeror shall submit estimated travel costs todfency prior to incurring expenses.

A.2 OTHER REQUIRED PRICING

The offeror must state below all applicable costsassary to satisfy the requirements of the IFBle&s stated in Exhibit
A, the state shall assume that absolutely no dées or charges, including upgrade fees, will lsessed to the state
whatsoever in to satisfy the IFB requirements. TEstimated Consulting Hours” outlined below are thenber of hours

projected for consulting services outside the imq@etation and subscription fees outlined in secfidn

FIRM, FIXED
UNIT OF ESTIMATED !
DESCRIPTION/COMMENTS MEASURE QUANTITY PRICE PER
HOUR
PAQ / Custom programming services (Refer to Sectiéh Hourly 10
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A.3 OPTIONAL PRICING

The bidder may provide firm, fixed pricing for omtial features, expansion options and/or enhancenmentspecifically

required within the IFB. If additional space isded, attach a sheet of paper titled ‘Exhibit A3 Aontinued'.

The evaluation of the Functional / Technical Calittds and Method of Performance shall be subjechiased on fact.
Information provided by the bidder in response xhigits B and C of this IFB, as well as informatigained from any
other source during the evaluation process, maysbd in the subjective evaluation. The Missoump&enent of

Conservation reserves the right to subjectiveljuata the bidder's proposed optional products argkg within the
evaluation category of Functional/Technical Captdd and Method of Performance.

UNIT

DESCRIPTION MEASURE

OF |FIRM FIXED
UNIT PRICE

EXPLANATION/
COMMENTS

A.4 RENEWAL OPTIONS:

The Missouri Department of Conservation shall hédneesole option to renew the contract for fourdddlitional one-year

periods, or any portion thereof, for further apalions and maintenance.

The offeror must indicate below the maximum alloleatpst.

13! 2nd 3rd 4th
Renewal | Renewal | Renewal | Renewal
Period Period Period Period
Firm, Firm, Firm, Firm,
Fixed Fixed Fixed Fixed
ltem Description Price Price Price Price
Initial Environment Setup — High Performance
07 | Environment
Initial Environment Setup — Medium Performance
08 | Environment
Initial Environment Setup — Low Performance
09 | Environment
High Performance Environment - Web Hosting and
10 | System Maintenance/Technical Support
Medium Performance Environment - Web Hosting and
11 | System Maintenance/Technical Support
Low Performance Environment - Web Hosting and Syste
12 | Maintenance/Technical Support
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EXHIBIT B

TECHNICAL CAPABILITIES AND DOCUMENTATION

The evaluation of the technical capabilities anduthoentation of the products offered shall be subjedased on the
specifications and requirements stated herein. refbwe, the bidder should present detailed desoriptof all products
proposed. The following information should be pded by the bidder in order to verify the technicapabilities and
documentation of the proposed system. The starcggeserves the right to use this informationluding information
gained from any other source, in the evaluatiorcgss.

NOTE: FAILURE TO PROVIDE ADEQUATE INFORMATION TO OMPLETELY ADDRESS THE SPECIFIED
EVALUATION CRITERIA WILL AT LEAST RESULT IN MINIMAL SUBJECTIVE CONSIDERATION AND MAY
RESULT IN REJECTION OF THE BIDDER'’S BID.

B.1 TECHNICAL CAPABILITIES

1) The bidder should describe how the proposed systenid meeteach of the requirements stated in the Technical
Specifications, Section 3 of the IFB. PLEASE USHETSAME PARAGRAPH NUMBERING SCHEME OF THE
IFB WHEN RESPONDING TO EACH TECHNICAL SPECIFICATION

In addition, the bidders should include in their description in responding to IFB Section 3 (Technical Specifimadi
the specific requests for information related tdipalar technical specifications of section 3:

In addition to the above description requeor eact of the IFB requirements of Section the bidder's response
should also include information related to the folbwing:

For the server(s), including backup server(s) andaher server, that will be dedicated or avadafolr utilization
for the Missouri Drupal Hosting Services, the biddshould provide information regarding the dataeent
location(s), whether the bidder’'s solution invohaedicated servers, shared servers or cloud-baséghces, and
the technical specification descriptions of theiluson.

Briefly describe the architecture, software (inéhgdversions/release) utilized for the system aacheof the
modules used in the system and further describergiyhow each of the components interface wittheather.

Describe any other functions your system providk@s tmay be of interest to the MDC, but are not ireguby this
IFB (“exceeding” requirements). The bidder shgoidvide a list, with descriptions, of all featugsd functions in
the Drupal Hosting Services website that could beza part of the MDC'’s website, thave not been specifically
addressed by other requirements within this IFB.

Describe any other functions your system provities tmay be of interest to the MDC, but are not ireguby this
IFB (“exceeding” requirements). The bidder shgoldvide a list, with descriptions, of all featuigsd functions in
the Drupal Hosting Services website that could bexa part of the MDC’s website, tHatve not been specifically
addressed by other requirements within this IFB.

Provide information on the server(s) used for tleat@lized database, including type and sizing tofage,
provisions for server or controller redundancy, amelan time between failures for the processor &eddisk
subsystem.

In non-technical terminology, explain how your gystworks and provide a diagram illustrating theidbagstem
configuration. This description should include theposed system’s organization format, record &rnand
underlying data base management system(s).
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EXHIBIT B — Contiued
Technical Capabilities and Documentation

Describe your current Disaster Recovery Process/f¥rP) to include contingency plans for partiabteyn
failures. Discuss the disaster recovery featurasgphnd how the database and website is restothd &vent of
hardware or software failures, or errors causetiloyan error. Describe the frequency used to hestlisaste
recovery plan as well as the testing methodolodyescribe your procedures for handling the follow,
situations:

a. What happens when the telecommunication lines anad

b. What happens, for example, when a severe ice siocurs?

The bidder should describe how they protect thgstesn environment from viruses. Over the pastetlyears
how frequently have viruses been detected in yoareat environment? Describe steps taken to resiiigse
detected viruses and the impact the viruses haldeosystem.

The bidder should indicate their current websit@@)formance measures for the past calendar yealicate
percentage of operational uptime for each monthtHerpast calendar year. Describe your currenhodebf
monitoring website performance and transactiorieage provide sample web site performance reports.

Explain how the MDC staff is able to import electiodata files to update the websites. List thensoe,
import routines and the standard format. Pleaaphgc diagramming this process.

In non-technical terminology, explain how your systworks and provide a diagram illustrating thedagstem
configuration. This description should include f®posed system’s organization format, record &trrand
underlying data base management system(s).

Describe the administrative capabilities and hgséinvironment prvided through this contra

IFB 14ZM022514 — Drupal Web Hosting Services
Bid Due Date/Time: February 25, 2014, 2:00 PM CST

ng



EXHIBIT C

PROPOSED METHOD OF PERFORMANCE AND SOLUTION FUNCTIO NALITY

The evaluation of the offeror's proposed methopesformance and solution functionality shall bejeative based on the
requirements stated herein. Therefore, the offehould present detailed information regarding gland approaches for
meeting the objectives and tasks specified in B2 | The following information should be provideg the offeror in
order to verify their proposed method of performr&nclhe state reserves the right to use this irdtion, including
information gained from any other source, in thaleation process.

NOTE: FAILURE TO PROVIDE ADEQUATE INFORMATION TO OMPLETELY ADDRESS THE SPECIFIED
EVALUATION CRITERIA WILL AT LEAST RESULT IN MINIMAL SUBJECTIVE CONSIDERATION AND MAY
RESULT IN REJECTION OF THE BIDDER’S BID.

Cl1 METHOD OF PERFORMANCE

1) Response to Performance Requirements: Withinitgelis response to Exhibit C, the bidder shoulhidi@ow they
intend to satisfyeach ofthe requirements outlined in the Performance Reménts Section 4 of the IFB. PLEASE
USE THE SAME PARAGRAPH NUMBERING SCHEME OF THE IFBVHEN RESPONDING TO EACH

TECHNICAL SPECIFICATION

In addition, thebidders should include in their description imesponding to the Section 4 IFB paragraphs, teeifip
requests for information related to particular perfance requirements of Section 4:

In addition to the above description request feact of the IFB requirements of Sectioi4.1 - 4.3, the bidder's
response should also include information related tthe following:

Describe your proposed method of implementing ar&uDrupal site in the proposed solution.

A description of the process MDC staff must useetjuest a new site/server environment be created.
Describe how the resources the bidder has avaital#DC staff to assist in determining the perfonta
level needed for a new site/server environment.

Provide the average amount of time needed to setigw site/server environment once one is requeste
Turnaround times for the state agency to reviest, pprove, and formally accept or reject the camepts
of the work performed.

State the minimum time required for implementatdithe initial system.

Explain specifically what hosting and maintenaresginical support services your proposed maintengnice
(stated in Exhibit A) includes.

What are the procedures to be used to contacttegpeirsonnel? Include hours of support coverage.
What are the procedures for service representstaféng during vacations and holidays?

What type of on-going telephone support and gerenasultation is available?

Explain the implementation and support of a systgygrade. The bidder should describe the upg
procedure for new releases of the system companehits automatic notifications sent to alert thates
agency that new updates to the system are avatlaBlease explain.

rade

With regards to the routine system maintenancedsded downtime, describe the average length of tieeessary
to perform routine maintenance and the time of ttiay this typically occurs. Describe how routinainmtenance is
coordinated and scheduled with the MDC and whatheenvironment is impacted by other clients.

D
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EXHIBIT D

EXPERIENCE/ RELIABILITY OF ORGANIZATION, AND EXPERT ISE OF PERSONNEL

The evaluation of the offeror's experience, expertand reliability shall be subjective based anrgguirements stated
herein. Therefore, the offeror must present dedaiiformation regarding current and/or prior eigreces in providing the

services, expertise of the personnel proposed,relmbility of the organization. The following iofmation must be

provided by the offeror in order to verify theiroposed experience, expertise, and reliability. Jtiage reserves the right
to use this information, including information gaghfrom any other source, in the evaluation pracess

EXPERIENCE OF THE ORGANIZATION

1)

2)
3)

4)

5)

The offeror must describe its organizational qiediions including, but not limited to, the histagd background
of the organization.

The bidder should explain how long the bidder’'samigation has provided Drupal Hosting Services.

The bidder should explain how many customers anaing the proposed system in a live environmerieage
further indicate how many of these customers aldigpsector versus private sector customers

The offeror must provide documentation supportihgt tthe proposed application has proven scalabiiti
customers that have over 2,000 concurrent useassyatem.

The offeror must provide documentation that theyrantly host large government customers on the queg
system.

EXPERTISE OF PERSONNEL

1)

For both the bidder's organization and for any smi@ctors, the bidder should provide an orgarorati chart
showing the staffing and lines of authority for tkey personnel to be used for the state agencgwisy The
relationship of service personnel to management@asdpport personnel should be clearly illustrated

a. The bidder should indicate the number of years ¢éagh person has been in the specified job positicn
staff member has been in the job position for teas one (1) year, then explain what their previposition
was in the company and how many years they hetdptiréicular position.

RELIABILITY OF THE ORGANIZATION

1)

2)

3)

4)
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The offeror should describe the financial and pemsb resources of the organization(s) availablsupport the
subsequent contract.

The offerors financial stability will be considered part of the proposal evaluation. Therefore,affieror must
submit adequate financial information as evidericia® offeror’s financial stability. This may inde but not be
limited to audited financial statements, annuabregp 10Q reports, 10K reports, or other recognizgabrts that
provide information to support the offeror’s fingcstability.

The bidder should indicate whether or not they hlaad any contracts with other governmental andfimate
entities that have been canceled prior to expinatiocontracts not renewed after the initial casitperiod. Please
explain circumstances/reasons for the cancellamfior non-renewal.

The bidder should indicate whether there is culyesmid within the past twelve (12) months any legetions,
suits, or proceedings, pending or threatened agdhes bidder's organization. Please explain. Fay a
subcontractors proposed the same information shmmifarovided for the subcontractor’s organization.
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EXHIBIT D - Continued

BIDDER'S REFERENCES

Company Name:

Contact Name:

Contact's Title:

City:

Telephone Number and Area Code:

State:

E-mail Address:

Description of Equipment/Services Furnished:

Availability status of Reference:

Company Name:

Contact Name:

Contact's Title:

City:

Telephone Number and Area Code:

State:

E-mail Address:

Description of Equipment/Services Furnished:

Availability of Reference:

Company Name:

Contact Name:

Contact's Title:

City:

Telephone Number and Area Code:

State:

E-mail Address:

Description of Equipment Furnished:

Availability of Reference:
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EXHIBIT E

MISCELLANEOUS INFORMATION

Outside United States

If any products and/or services offered under B are being manufactured or performed at sit¢sidmuthe United
States, the offeror MUST disclose such fact andigeodetails in the space below or on an attaclaeg p In providing a
response, the offeror should review Executive Ord&t-09 (provided at the following web site link:
http://oa.mo.gov/purch/vendorinfo/eo04 _09)pdhd provide adequate explanation of any offsiorgside the United
States) product/service provided or performed mhegts or can be justified pursuant to exceptiorditmms described in
Section 4 of the Executive Order.

Are products and/or services being manufactureqeS No
or performed at sites outside the United States?

Describe and provide details:

Employee Bidding/Conflict of Interest

Offerors who are employees of the State of Missaumember of the General Assembly or a statewlieldesl official
must comply with sections 105.450 to 105.458, RSkgarding conflict of interest. If the offerorddar any of the
owners of the offeror's organization are currerdly employee of the State of Missouri, a memberhef General
Assembly or a statewide elected official, pleas®/igle the following information.

Name of State Employee, Gene
Assembly Member, or Statewide Elects
Official:

In what office/agency are they
employed?

9%
o

Employment Title:
Percentage of ownership intst in
offeror’s organization: %

Contact Information :

If different from the information provided on theit page of the IFB, the offeror should providenalcessary contact
information including the IFB Coordinator, Contr&uordinator if awarded a contract, etc.

IFB COORDINATOR CONTACT INFORMATION
i.e. person to be contacted for questions and otbeordination
activities regarding the offeror’s proposal

NAME:
JOB TITLE:
PHONE:
FAX #:
EMAIL:
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CONTRACT COORDINATOR CONTACT INFORMATION
i.e. person to be contacted for questions and otbeordination
activities regarding an awarded contract

NAME:

JOB TITLE:

PHONE:

FAX #:

EMAIL:
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EXHIBIT F

PARTICIPATION COMMITMENT

Organization for the Blind/Sheltered Workshop and/g_Service-Disabled Veteran Business Enterprise (SOB)
Participation Commitment — If the bidder is committing to participation loy if the bidder is a qualified MBE/WBE
and/or organization for the blind/sheltered workshand/or a qualified SDVE, the bidder must provitle required
information in the appropriate table(s) below foe brganization proposed and must submit the cdagpkxhibit with the
bidder’s bid.

Organization for the Blind/Sheltered Workshop Commiment Table

By completing this table, the bidder commits to tise of the organization at the greater of $5,0@6 of the
actual total dollar value of contract.

(The services performed or the products providethbylisted Organization for the Blind/Sheltered M&top must provide
a commercially useful function related to the detivof the contractually-required service/prodacaimanner that will
constitute an added value to the contract and beghlerformed/provided exclusive to the performasfd@ie contract.)

Description of Products/Services to be Provided blyisted

Name of Organization for the Blind or Organization for the Blind/Sheltered Workshop

Sheltered Workshop Proposed The bidder should also include the paragraph number(s) from
the IFB which requires the service the organization for the
blind/sheltered workshop is proposed to perform.

Product/Service(s) proposed:

IFB Paragraph References:

Product/Service(s) proposed:

IFB Paragraph References:

SDVE Participation Commitment Table

(The services performed or the products providethbylisted SDVE must provide a commercially usédmiction related td
the delivery of the contractually-required servyicetuct in a manner that will constitute an addeldie to the contract and
shall be performed/provided exclusive to the penfance of the contract.)

Committed
Percentage of | Description of Products/Services to be Provided b
Name of Each Qualified Service- | Participation Listed SDVE

Disabled Veteran Business for Each SDVE The bidder should also include the paragraph
Enterprise (SDVE) Proposed (% of the Actual | number(s) fromthe IFB which requires the service the

Total Contract DVE is proposed to perform.
Value)

1. Product/Service(s) proposed:

% IFB Paragraph References:

2. Product/Service(s) proposed:

% |IFB Paragraph References:

Tolal SOVE Percentage - |
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EXHIBIT F (Continued)

DOCUMENTATION OF INTENT TO PARTICIPATE

If the bidder is proposing to include the partitipa of an Organization for the Blind/Sheltered \W&irop and/or qualified
Service-Disabled Veteran Business Enterprise (SD¥iBhe provision of the products/services requiredhe IFB, the

bidder must either provide a recently dated letfeintent, signed and dated no earlier than the ilSBiance date, from
each organization documenting the following infotima, or complete and provide this Exhibit with thieder’s bid.

~ Copy This Form For Each Organization Proposed ~
Bidder Name:

This Section To Be Completed by Participating Orgaization:

By completing and signing this form, the undersigned hereby confirms the intent of the named participating organization to provide the products/services identified
herein for the bidder identified above.

Indicate appropriate business classification(s):

Organization for the Blind Sheltered Workshop SDVE

Name of Organization:
(Name of Organization for the Blind, Sheltered Wairtp, or SDVE)

Contact Name: Email:
Address(If SDVE, provide Phone #:
MO Address)
City: Fax #:
State/Zip: Certification #
SDVE’s Website Certification  (or attach copy of certification)
Address: Expiration
Date:
Service-Disabled SDV’s
Veteran’'s (SDV) Name: Signature:

(Please Print)
PRODUCTS/SERVICES PARTICIPATING ORGANIZATION AGREED TO PROVIDE

Describe the products/services y@a the participating organization) have agreed to provide:

Authorized Signature:

Authorized Sgnature of Participating Organization Date
(Organization for the Blind, Sheltered Workshop, or SDVE) (Dated no earlier than
the IFB issuance date)
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EXHIBIT F (continued)

DOCUMENTATION OF INTENT TO PARTICIPATE
SERVICE-DISABLED VETERAN BUSINESS ENTERPRISE (SDVE)

If the participating organization is an SDVE, thbe SDVE must provide the following Service-DisabMeteran (SDV)
documents unless previously submitted within thet fae (5) years to a Missouri state agency ofipumiversity:

» acopy of the SDV’s award letter from the Departtd/eterans Affairs or a copy of the SDV’s disodea
paper (DD Form 214, Certificate of Release or Dasgh from Active Duty); and

» acopy of the SDV’s documentation certifying disiépby the appropriate federal agency respondiehe
administration of veterans’ affairs.

(NOTE: For ease of evaluation, please attach a obflye SDV's award letter or a copy of the SDVisatharge paper, and a copy
of the SDV’s documentation certifying disability tttis Exhibit. The SDV’s award letter, the SDVischarge paper, and the
SDV'’s documentation certifying disability shall bensidered confidential pursuant to subsectionflséction 610.021, RSMo.)

If the SDVE previously submitted copies of the SBYocument$the SDV’s award letter or the SDV’s dischargeeyap
and the SDV’s documentation certifying disabilitg)a Missouri state agency or public universityhwitthe past five (5)
years, the SDVE should provide the information ssged below.

Name of Missouri State Agency or Public University* to Which the SDV’s Documents were Submitted:

(*Public University includes the following five sohls under chapter 34, RSMo: Harris-Stowe Stativéysity — St. Louis; Missouri Southern
State University — Joplin; Missouri Western Statavdrsity — St. Joseph; Northwest Missouri Statéversity — Maryville; Southeast Missouri
State University — Cape Girardeau.)

Date SDV's Documents were Submitted:

PreviousBid/Contract Number for Which the SDV's Documents were Submitted:
(if known)

(NOTE: A qualified SDVE will be added to the SDVHisting maintained on the DPMM website
[www.0a.mo.gov/purch/vendorinfo/sdve.hjrfor up to five (5) years from the date listed abo However, if it has been determined
that the SDVE at any time no longer meets the requénts stated above, the DPMM will remove the SOk the listing.)

FOR STATE USE ONLY

SDV Documents - Verification Completed By:

Buyer Date
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EXHIBIT G

BUSINESS ENTITY CERTIFICATION, ENROLLMENT DOCUMENTA TION,
AND AFFIDAVIT OF WORK AUTHORIZATION

BUSINESS ENTITY CERTIFICATION :
The bidder must certify their current business statis by completing either Box A or Box B or Box C oithis Exhibit.

BOX A: To be completed by a non-business entity as eefoelow.

BOX B: To be completed by a business entity who hageiotompleted and submitted documentation
pertaining to the federal work authorization progras described at
http://www.dhs.gov/files/programs/gc_1185221678%b0n

BOX C: To be completed by a business entity who hagntiwork authorization documentation on file with
a Missouri state agency including Division of Puasing and Materials Management.

Business entity,as defined in section 285.525, RSMo, pertainingsdotion 285.530, RSMo, is any person or group o$@e performing or
engaging in any activity, enterprise, professiampacupation for gain, benefit, advantage, or Ih@bd. The termBusiness entity shall include but
not be limited to self-employed individuals, parsteps, corporations, contractors, and subcontraict®he term Business entity shall include any
business entity that possesses a business peacenitsé, or tax certificate issued by the state,larsiness entity that is exempt by law from obtaini
such a business permit, and any business entityighaperating unlawfully without such a businessmit. The term Business entity shall not
include a self-employed individual with no emplogee entities utilizing the services of direct eedlas defined in subdivision (17) of subsection 12
of section 288.034, RSMo.

Note: Regarding governmental entities, businesisyeincludes Missouri schools, Missouri universgi(other than stated in Box C), out of state
agencies, out of state schools, out of state usities, and political subdivisions. A businessitgrdoes not include Missouri state agencies and
federal government entities.

BOX A — CURRENTLY NOT A BUSINESS ENTITY

| certify that (Company/Intiinal Name)DOES NOT CURRENTLY MEET the
definition of a business entity, as defined in mecP85.525, RSMo pertaining to section 285.530MB%s
stated above, because: (check the applicabledsssiiatus that applies below)

O | am a self-employed individual with no employe@&
O The company that | represent employs the servicdsext sellers as defined in subdivision
(17) of subsection 12 of section 288.034, RSMo.

| certify that | am not an alien unlawfully presemt the United States and if
(Company/Individual Name) is awarded a contract ftre services requested herein under
(IFB/IFB/SFS/Contract Number) ifitite business status changes during the lifdef t
contract to become a business entity as defineskation 285.525, RSMo, pertaining to section 28%.53
RSMo, then, prior to the performance of any sewiceas a business entity,
(Company/Individual Name) agréescomplete Box B, comply with the
requirements stated in Box B and provide the (insert agency name) with all
documentation required in Box B of this exhibit.

Authorized Representative’s Nanidase Print Authorized Representative’s Signature
Company Name (if applicable) Date
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EXHIBIT G, continued

(Complete the following if you DO NOT have the E-Nfg documentation and a current Affidavit of Work
Authorization already on file with the State of Mssuri. If completing Box B, do not complete Box)C.

BOX B — CURRENT BUSINESS ENTITY STATUS

| certify that (Business f£name)MEETS the definition of a business entity as
defined in section 285.525, RSMo, pertaining tdieac285.530.

Authorized Business Entity Representative’s Authorized Business Entity
Name (Please Print) Representative’s Signature
Business Entity Name Date

E-Mail Address

As a business entity, the bidder must perform/m@wach of the following. The bidder should cheakh to
verify completion/submission of all of the follovgn

O Enroll and participate in the E-Verify federal walthorization program (Website:
http://www.dhs.gov/files/programs/gc_1185221678%b0n Phone: 888-464-4218; Emaik-
verify@dhs.goy with respect to the employees hired after enrefitin the program who are
proposed to work in connection with the servicepined herein; AND

O Provide documentation affirming said company’sfiial’s enrollment and participation in the E-
Verify federal work authorization program. Docurtaion shall include EITHER the E-Verify
Employment Eligibility Verification page listing éhbidder’'s name and company ID OR a page
from the E-Verify Memorandum of Understanding (MAIdjing the bidder's name and the MOU
signature page completed and signed, at minimunthdbidder and the Department of Homeland
Security — Verification Division. If the signatupage of the MOU lists the bidder's name and
company ID, then no additional pages of the MOU trbessubmitted; AND

O Submit a completed, notarized Affidavit of Work Aotization provided on the next page of this
Exhibit.
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EXHIBIT G, continued

AFFIDAVIT OF WORK AUTHORIZATION

The bidder who meets the section 285.525, RSManitleh of a business entity must complete andrrethe following
Affidavit of Work Authorization.

Comes now (Name of BusiBesity Authorized Representative) as

(Position/Title) first being duly sworn on my oa#ffirm (Business Entity Nameniolled and will
continue to participate in the E-Verify federal wauthorization program with respect to employdesdhafter enroliment
in the program who are proposed to work in conpectvith the services related to contract(s) with 8tate of Missouri
for the duration of the contract(s), if awardecatordance with subsection 2 of section 285.5304& Sl also affirm that
(Business Entity Nawh@®s not and will not knowingly employ a person wisoan

unauthorized alien in connection with the contrdcservices provided under the contract(s) for tbeation of the
contract(s), if awarded.

In Affirmation thereof, the facts stated above aneie and correct. (The undersigned understandsttif@se statements
made in this filing are subject to the penaltiesgwided under section 575.040, RSMo.)

Authorized Representative’s Signature Printed Name

Title Date

E-Mail Address E-Verify Company ID Number

Subscribed and sworn to before me this of . lam
(DAY) (MONTH, YEAR)

commissioned as a notary public within the Courity o , State of

(NAME OF COUNTY)

, and my commission expires
(NAME OF STATE) (DATE)

Signature of Notary Date
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EXHIBIT G, continued

(Complete the following if you have the E-Verify damentation and a current Affidavit of Work Authoziation already
on file with the State of Missouri. If completinBox C, do not complete Box B.)

BOX C — AFFIDAVIT ON FILE - CURRENT BUSINESS ENTIT Y STATUS

| certify that (BusinesstfEName)MEETS the definition of a business entity gs
defined in section 285.525, RSMo, pertaining totieac285.530, RSMo, and have enrolled and currently
participates in the E-Verify federal work authotisa program with respect to the employees hiraer af
enrollment in the program who are proposed to wortonnection with the services related to con{gaith
the State of Missouri._ We have previously providEstumentation to a Missouri state agency or pyblic
university that affirms enrollment and participatiom the E-Verify federal work authorization progra The
documentation that was previously provided includredfollowing.

v' The E-Verify Employment Eligibility Verification pge OR a page from the E-Verify Memorandum of
Understanding (MOU) listing the bidder’'s name amel MOU signature page completed and signed by
the bidder and the Department of Homeland Securifgrification Division

v A current, notarized Affidavit of Work Authorizatiolmust be completed, signed, and notarized within
the past twelve months).

Name of Missouri State Agency or Public University* to Which Previous E-Verify Documentatign
Submitted:
(*Public University includes the following five sobls under chapter 34, RSMo: Harris-Stowe Statévéysity — St. Louis;
Missouri Southern State University — Joplin; Missalestern State University — St. Joseph; Northwissouri State University
— Maryville; Southeast Missouri State UniversitCape Girardeau.)

Date of Previous E-Verify Documentation Submission:

Previous Bid/Contract Number for Which Previous E-Verify Documentation Subntte

(if known)
Authorized Business Entity Representative’s Authorized Business Entity
Name (Please Print) Representative’s Signature
E-Verify MOU Company ID Number E-Mail Address
Business Entity Name Date

FOR STATE USE ONLY

Documentation Verification Completed By:

Buyer Date

STATE OF MISSOURI
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