SCOPE OF WORK

1
INTRODUCTION
1.1
PURPOSE

The purpose of this Request for Proposal (RFP) is to solicit proposals from qualified Contractors proficient in the electronic data collection of prescription information for Schedule II, III, and IV controlled substances from dispensers, database management and secure web services to facilitate automated communication for authorized users of the Controlled Substances Prescription Monitoring Program (hereinafter referred to as “CSPMP”) to assist the Arizona State Board of Pharmacy (hereinafter referred to as “ASBP”), in establishing and maintaining CSPMP.
1.2
BACKGROUND/OBJECTIVES

Section 36-2602 of House Bill 2136 signed into law on July 2, 2007 requires ASBP to establish and maintain a controlled substances prescription monitoring program that:

1.2.1
Includes a computerized central database tracking system to track the prescribing, dispensing and consumption of Schedule II, III, and IV controlled substances in Arizona,
1.2.2
Assists law enforcement in identifying illegal activity related to the prescribing, dispensing and consumption of Schedule II, III, and IV controlled substances,
1.2.3
Provides information to patients, medical practitioners, and pharmacists to help avoid the inappropriate use of Schedule II, III, and IV controlled substances, and
1.2.4
Is designed to minimize inconvenience to patients, prescribing medical practitioners and pharmacies while effectuating the collection and storage of information.

The purpose of this legislation is to improve the State’s ability to identify controlled substance abusers or misusers and refer them for treatment, and to identify and stop diversion of prescription drugs in an efficient and cost effective manner that will not impede the appropriate medical utilization of licit controlled substances. A dispenser is required by law to report to ASBP all Schedule II, III, and IV prescriptions dispensed, under Section 36-2608 of the Arizona Controlled Substances Prescription Monitoring Program Act.

The primary function of ASBP is to provide for a central repository of all prescriptions dispensed for Schedule II, III, and IV controlled substances in Arizona. Authorized persons may request information from this repository to assist them in treating patients and identifying and deterring drug diversion, consistent with A.R.S. § 36-2604. Assuring confidentiality and the security of the data is a primary consideration for this program for all aspects to include data collection, transmission of requests, and dissemination of reports.
1.3
DEFINITIONS

1.3.1
ASAP means the American Society for Automation in Pharmacy.

1.3.2
Controlled substance is defined in A.R.S. § 36-2501.

1.3.3
Dispenser means a medical practitioner or pharmacy that is authorized to dispense controlled substances.

1.3.4
Medical practitioner is defined in A.R.S. § 32-1901.

2
SCOPE OF WORK

2.1
Data Collection from Dispensers

2.1.1
The contractor collects data in the 2005 format established by the American Society for Automation in Pharmacy in its ASAP Rules Based Implementation Guide for Prescription Monitoring Programs.
2.1.2
The contractor prepares and provides to dispensers any instructions needed to comply with the reporting requirements, including technical assistance. ASBP reserves the right to review and approve any communication prior to it being distributed to dispensers. ASBP will provide the contractor with a list of names and addresses for dispensers required to report information. There are approximately 3,700 dispensers that may be required to report to the program. An updated list of dispensers will be provided as needed to the contractor.
2.1.3
The contractor shall have a toll-free number and email address by which dispensers may contact the contractor to resolve problems and receive information concerning data transmission. The toll-free number shall be staffed Monday through Friday, 9:00 a.m. to 5:00 p.m., Mountain Standard Time. Voice mail access shall be available at all other times.
2.1.4
The contractor shall collect prescription data from all dispensers required to report on Friday of each week of the system’s operation for the previous week’s data (Sunday through Saturday). If a Friday falls on a State holiday, the dispenser shall report the data on the following business day. The contractor shall document receipt of each data transmission from a dispenser.
2.1.5
The contractor must be able to receive electronic prescription information transmitted directly from dispensers, seven days a week, and twenty-four hours per day.
2.1.6
Data collected from the dispensers shall include for each Schedule II, III, and IV prescription the following information:
2.1.6.1
The dispenser’s DEA number,
2.1.6.2
The name of the patient for whom the controlled substance is being dispensed, and the patient’s:
2.1.6.2.1
Full address, including city, state, and zip code,
2.1.6.2.2
Telephone number, and
2.1.6.2.3
Date of birth,
2.1.6.3
The date the prescription was written,
2.1.6.4
The date the prescription was filled,
2.1.6.5
The prescription number,
2.1.6.6
Whether the prescription is new or refill,
2.1.6.7
Metric quantity of the dispensed drug,
2.1.6.8
Estimated days supply of dispensed drug, if provided to the dispenser,
2.1.6.9
National Drug Code of dispensed drug, and
2.1.6.10 Prescriber’s DEA number.
2.1.7
The contractor shall collect the electronic data in ASAP format from dispensers by secure email, telephone modem, diskette, CD-ROM, tape, secure FTP, Virtual Private Network (VPN), and other agreed upon media.
2.1.8
The contractor shall also accept written paper reports on a form approved by ASBP, provided the dispenser has been granted a waiver by ASBP. The contractor shall be responsible for providing a form for this purpose to the dispenser. The contractor shall enter data submitted on paper into the data file within two (2) days of receipt.
2.1.9
Dispensers under common ownership must be permitted to submit their data in a single, joint transmission, provided each dispenser is clearly identified for each prescription dispensed. The contractor is responsible for monitoring that each dispenser has submitted data on the required schedule, and for notifying both the dispenser and ASBP of any failure to submit.
2.1.10
The contractor shall perform data checks to ensure that the data submitted meets the accuracy and completeness threshold established by ASBP. Ensuring the presence of data in all required fields and that data in all required fields are valid, e.g., the dispensing date must be greater than the date of birth but less than the current date.
2.1.11
If a data file submitted by a dispenser does not meet the established threshold for accuracy and completeness of data, the contractor shall be responsible for notifying the dispenser, specifying the problem with the data, and ensuring that the data is corrected and resubmitted by the dispenser. If the data is not corrected and returned by any ASBP-established deadline, the contractor shall report this to ASBP.
2.2
Database Management
2.2.1
The actual database will reside with the contractor on the contractor’s servers. The database and all of the data in the database shall belong to ASBP.
2.2.2
The contractor shall purchase the computer hardware and software, approved by ASBP, that will be used by the contractor and ASBP for data collection and reporting.
2.2.3
Conversion of Drug Enforcement Administration (DEA) registration numbers: When a dispenser reports to the system, the DEA registration numbers of the prescriber and dispenser are reported. The system must be able to convert the DEA registration numbers to prescriber and dispenser name, address and registered schedules. ASBP will provide the DEA registration database. The system must allow authorized ASBP staff to search all prescriptions that contain unknown DEA numbers and correct bad DEA numbers through a ‘Search and Replace’ function.
2.2.4
Conversion of National Drug Code (NDC) numbers: The system must be able to convert NDC numbers to drug name, strength, controlled substance schedule and dosage form; both at the point of data import and also retrospectively upon receiving NDC number updates. The contractor shall maintain a current reference source of NDC numbers that has been approved by authorized ASBP staff.
2.2.5
The contractor shall maintain the information for seven (7) years.
2.2.6
The system should electronically assist in identifying illegal and improper 
professional activities through the following means:

2.2.6.1
Outlier analysis identifies the most obviously suspicious activities for 


review, such as multiple prescriptions within 24 hours, filling the same 


prescription under two names but the same Social Security number or 


address.

2.2.6.2
Sequence analysis and association analysis uncover events that tend to 


occur together or in sequence to identify patterns of abuse.

2.2.6.3
Link analysis to identify relationships among citizens, pharmacies, and 


doctors, thereby revealing relationships and transactions that might 


warrant closer inspection.

2.2.6.4
Cluster analysis - Where the Board of Pharmacy has not captured data 


surrounding known illegal schemes, cluster analysis will help determine 


unusual aberrations in the data, which can then receive further scrutiny.

2.2.6.5
Predictive analytics - If the Board of Pharmacy has documented known 


fraud patterns, predictive analytics and scoring algorithms should be 


used to identify and predict future illegal transactions and activity.

2.2.6.6
Geocoding of patients, physicians, and pharmacy locations to enable 


geographic analysis of the relationships to identify potential criminal 


activity or abuse.

2.2.6.7
Data Cleansing - Data should be electronically cleansed and 



standardized to identify individuals using different but similar names, 


different but similar addresses, etc.  This will also support the 



identification of households who are potentially illegally filling multiple 


prescriptions.

2.2.7
The system must:

2.2.7.1
Provide data access, data management and data cleansing capabilities 


seamlessly integrated with data mining for ease of data analysis. 

2.2.7.2
Integrate advanced analytics, mathematical data manipulations and 


analytic models and make results available to all users.  

2.2.7.3
Contain associated attributes which are linked to the spatial data by 


matching addresses or some other identification variable which is 


contained in both the spatial data and the attribute data.  Attribute data is 

any kind of information that is associated with the spatial data (for 


example, pharmacy locations, doctor's office locations, or demographic 


information for ZIP code areas).

2.2.7.4
Allow for querying of relational or multi-dimensional data.

2.2.7.5
Employ "fuzzy" logic to group dissimilar information.

2.2.7.6
Include an extensive suite of data mining capabilities, including decision 


trees, neural networks, regression and clustering capabilities, heuristics 


and other statistical algorithms for finding patterns and predicting 


outcomes. 

2.2.7.7
Include an automated and intelligent method for tuning predictive 


models, and selecting the best model among many different types and 


complexities. 

2.2.7.8
Organize and track the tasks of analytical model creation and 



development, perform model verification, and comparative model 


performance benchmarking.  The solution should supports the process of 

tracking models through each stage of the analytical model life cycle by 


creating and managing metadata on each model, including version 


control capabilities.  It should also provides model comparison and 


profile reports.

2.2.7.9
Include an easy-to-use GUI to help both business analysts and 



statisticians build models.

2.3
Queries and Reports
2.3.1
All plans and procedures for reporting data shall be made in consultation with and subject to approval of ASBP.
2.3.2
Data that has passed the checks for accuracy and completeness shall be accessible by ASBP as soon as possible after submission and, at most, no more than seven (7) calendar days after submission.
2.3.3
The contractor shall prepare reports for ASBP at the end of each weekly reporting period identifying dispensers that have not submitted a required report and dispensers that submitted a report but the report was rejected.
2.3.4
The system must allow authorized ASBP staff to search, correlate, query, and match records on all variables contained in the records in order to discover all instances in which the records of a single patient are misidentified as being the records of two or more patients.
2.3.5
The system shall create three (3) basic reports: An individual report, a prescriber report, and a dispenser report. Report format must be approved by authorized ASBP staff.
2.3.6
The system must be able to identify the number of registered user requests by user type, reports based on the registered user requests, and system logins. An exact, unalterable copy of any report must be saved by the system.
2.3.7
The system must enable ASBP to perform ad hoc queries to respond to requests from individual patients, professional licensing boards, a local, state or federal law enforcement or criminal justice agency, and the AHCCCS administration; to respond to lawful court orders; and for statistical, research or educational purposes. Since these queries and reports may vary in substance, an ad hoc query and reporting function is an essential aspect of the system.
2.3.8
The system must have the capability to produce automatic threshold reports. The criteria have not yet been determined and may change over time. Expected criteria may consist of number of prescriptions dispensed, number of prescribers used, and number of pharmacies used in a designated time period. A report function for this activity is required and must allow for parameters to be changed.
2.4
Secure Web Services
With approximately 3,700 reporting dispensers and more than 22,000 authorized users, ASBP expects that the system will receive approximately 700-1000 requests for information each day. A comprehensive system that is able to meet this anticipated demand is required to successfully manage this program, to keep response times to a minimum, and to provide continuous (24 hour a day) access to authorized users. It is anticipated that after two (2) years of operations that the database may contain approximately 18 million records.
2.4.1
The system must authenticate user registrations before providing login accounts. Users include precribers, dispensers, local, state and federal agencies, and certain ASBP staff. Only registered users will be allowed to request program information. The system must meet the privacy and security standards of the Health Insurance Portability and Accountability Act (HIPAA) of 1996, A.R.S. § 12-2292, in addition to common internet industry standards for privacy and security. Additionally, an explanation of the three (3) levels of access for the different categories of authorized users is required.
2.4.2
The system must permit multiple users to be on the system and in the same applications at the same time.
2.4.3
The system must permit a registered user to request and receive information, including automatic reports, via the internet. ASBP is interested in enabling registered users to receive reports without intervention by staff for those requests where there is an exact match. The user would automatically receive the report without intervention by ASBP staff. This would enable users to access the system 24/7.


When the report does not meet the criteria for an automatic report, it shall be placed in a queue for review, approval, modification, or denial of release by ASBP staff. A message informing the requestor that the request is being held for review shall be sent.
2.4.4
Manual input of requests: Not all requestors will necessarily have internet access. ASBP staff will need the ability to process requests received by other means.
2.4.5
Ability to communicate with registered users: The system shall provide ASBP with the capability of communicating information of interest to registered users of the web-based program through broadcast alerts and/or an information section on the home page.
2.5
Data Security and Confidentiality
2.5.1
The contractor shall comply with Federal and State of Arizona Privacy and Security Laws, regulations and rules.



Arizona Government Technology and Information Agency website:



http://www.azgita.gov/policies_standards/default.htm#Security


U.S. Department of Health and Human Services, Centers for Medicare and Medicaid website:



http://www.cms.hhs.gov.SecurityStandard/
2.5.2
For any breach or suspected breach of security of the collected data, the contractor shall:
2.5.2.1
Notify ASBP immediately by telephone or email,
2.5.2.2
Conduct an investigation,
2.5.2.3
Confiscate and secure any evidence in conjunction with any such occurrences,
2.5.2.4
Provide ASBP with a written report of the investigation within three (3) business days of first learning of the breach,
2.5.2.5
Subsequently supply a written report outlining the impact of the breach and the steps taken to correct the situation and prevent future breaches, and
2.5.2.6
Assist ASBP, including testifying, in any proceedings or hearings, which may be undertaken for any security violation.

2.6
Data Receipt
The contractor shall document receipt of each data transmission from a dispenser. All documentation shall be retained by the contractor until such time as ASBP provides written authorization for its destruction. Upon termination by ASBP, or six (6) months prior to the expiration of the contract, the contractor shall provide to ASBP a written turnover plan designed to insure a smooth turnover of data. The contractor shall take all reasonable action to provide a minimally disruptive turnover. ASBP Contract Administrator shall approve this plan prior to its implementation.

At no additional cost to ABSP, the contractor shall provide to ABSP all electronic and paper files, including archived files, at Contract end. This information should include but not be limited to desk procedures, training manuals, and instructions. The software used to access and view these files shall not be proprietary and shall not in any manner preclude access to the files by ASBP. ASBP reserves the right to transfer all data, desk procedures, training materials and system instructions to any future contractors. Final reimbursement by ASBP shall be withheld pending receipt and acceptance of all data by ASBP.

The contractor shall create and maintain electronic copies of all correspondence. Each document shall be identified and referenced to a specific request ID in a manner that will facilitate case reviews or appeals. The contractor shall also assure that the correspondence and written notifications can be accessed in real time by ASBP. At the conclusion of the contract, the contractor shall transfer to ASBP all correspondence and notifications in a format that can be read by a standard document manager with text search capabilities (for example .pdf format) specified in advance by ASBP. The contractor shall also transfer in electronic form all pertinent desk procedures, training manuals, letter templates, and instructions.

3
 OFFEROR REQUIREMENTS AND QUALIFICATIONS
Offerors shall include the following information as a component of their proposal:

3.1
Proposals must be specific regarding the measures for implementation and on-going operation of the project, as described in the Scope of Work and include:

3.1.1
Evidence of ability to meet required timelines;

3.1.2
Measures to assure security and privacy of data;

3.1.3
A quality assurance plan detailing how the database will be maintained and archival procedures, including procedures for conducting quality control tests on data accuracy, validity, completeness, and measures indicating percentage of successful transactions with resolution measures for unsuccessful transaction;

3.1.4
Ability to provide continuing technical assistance for dispensers and ASBP;

3.1.5
Training for system use for authorized ASBP staff; and

3.1.6
Sample reports.
3.2
ASBP is committed to securing products and services that are the highest quality, that are delivered in an effective and efficient manner, and that have clearly measurable outcomes to demonstrate success. Consistent with the Scope of Work outlined in this RFP, proposals must outline objectives and describe how progress will be measured toward meeting each stage of implementation and operation. The following timeline must be met:

3.2.1
An administration manual containing technical descriptions of system components and instructions for the system must be submitted to ASBP for acceptance within 30 days of contract execution.

3.2.2
Final protocol for collecting pharmacy data, including a user manual containing validation rules, business rules and instructions on how to deal with system-generated error messages and other exceptions must be submitted to ASBP for acceptance within 30 days of contract execution.

3.2.3
Designed and developed database must be submitted to ASBP for acceptance within 60 days of contract execution.

3.2.4
Testing of pharmacy data completed within 90 days of contract execution.

3.2.5
Final report layouts must be submitted to ASBP for acceptance within 90 days of contract execution.

3.2.6
Policies and procedures for submitting data requests and for receiving data in response to those requests must be submitted to ASBP for acceptance within 120 days of contract execution.

3.2.7
Protocols for the secure web-based interface must be submitted to ASBP for acceptance within 150 days of contract execution.

3.2.8
Within ten (10) calendar days following the execution of the Contract, the Contractor will be required to attend an orientation meeting to discuss the content and procedures of the Contract.

3.2.9
ASBP will require the Contractor to attend monthly meetings, in person or by teleconference, as mutually agreed by ASBP and the Contractor, to review the Contractor’s performance under the Contract.
3.3
Qualifications. Offerors must have proven experience in the implementation and management of a large scale prescription monitoring program as described in the scope of work. Offerors shall describe their experience as the primary contractor on other large scale projects involving data collection, database development, and web systems.                                  

Include an organization chart and brief history of organization; description of experience that the organization and staff have with prescription monitoring programs and other projects that are similar in size and scope; description of the software used and the staff’s experience in its use; and examples of materials or reports produced.

3.4
Staffing. Offerers must provide resumes, including qualifications and contact information, for key staff responsible for this project. Include a management summary that clearly specifies the number, type and time commitment of individual personnel who will be assigned to this project. Offerors must disclose any changes in executive staff during the previous three (3) years. 

3.5
Financial statements. Offerors must include the most recent audited financial statement or similar evidence of financial stability.  

3.6
Disclosure of judgments or convictions. Offerors must provide details of any pertinent judgment, criminal conviction, investigation or litigation pending or in the future against it or any of its officers, directors, employees, agents or subcontractors of which it has knowledge. If no such judgment, conviction, investigation or litigation exists, the Offeror must provide a statement, signed by its President or Chief Executive Officer, that none exists. (NOTE: ASBP reserves the right to reject any proposal based solely on the information disclosed under this subsection.)

3.7
References. Offerors must provide a minimum of three (3) references for services related to those requested in this RFP. Each reference shall include the name of the organization, the mailing address, and the name, email address and telephone number of the contact person. 

3.8
Project Experience. Offerors must describe any similar projects implemented within the last five (5) years, including contact information. Offerors must also provide contact information for each subcontractor used in any special project or program. (NOTE: ASBP reserves the right to request referrals or letters of support from any or all subcontractors.)
